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Finite-size general security proofs for quantum key distribution based on Rényi entropies have recently
been introduced. These approaches are more flexible and provide tighter bounds on the secret key rate
than traditional formulations based on the von Neumann entropy. However, deploying them requires
minimizing the conditional Rényi entropy, a difficult optimization problem that has hitherto been tackled
using ad hoc techniques based on the Frank-Wolfe algorithm, which are unstable and can only handle
particular cases. In this work, we introduce a method based on non-symmetric conic optimization for
solving this problem. Our technique is fast, reliable, and completely general. We illustrate its performance
on several protocols and demonstrate a dramatic runtime improvement over the state of the art.
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L. INTRODUCTION

Quantum key distribution (QKD) [1,2] allows two honest
parties, traditionally named Alice and Bob, to create a
shared key that remains secret against any quantum third
parties thanks to the principles of quantum information
theory. In particular, QKD is secure against adversaries with
unlimited resources and the ability to perform cross-
correlations between the different signals that compose
the protocol—a scenario known as general security [3,4].

Recent works have successfully achieved general secu-
rity for different protocols (for instance, see Refs. [5-7])
thanks to different versions of the so-called entropy
accumulation theorem (EAT) [8,9]. The EAT framework
reduces any multi-round QKD protocol into a single-round
scenario, together with a finite-size analysis, which allows
security to be proven for real QKD protocols that run for a
finite number of rounds. Among its variants, the marginal-
constrained EAT (MEAT) [10] constitutes the most up-to-
date version. It relies on a formulation based on Rényi
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entropies, removing impractical limitations from previous
approaches [11] while providing tighter finite-size correc-
tions compared to former results [12].

However, Rényi-based secret key rate computations
require optimizing the conditional Rényi entropy, which
is challenging to perform and is not covered by standard
optimization software. Existing works [7,13] handle it
with ad hoc methods based on the Frank-Wolfe algorithm
[14,15]. Unfortunately, this approach suffers from low
convergence rates and instability. Furthermore, the existing
implementations skipped facial reduction [16,17], a critical
step necessary to make the gradient well-defined, opting
instead to add artificial depolarization noise, which reduces
both precision and computational performance. Another
approach would be to use existing non-symmetric conic
methods for optimizing the sandwiched Rényi relative
entropy [18]. However, this would also require adding
artificial depolarization noise, because performing facial
reduction makes the method no longer applicable. This is
analogous to the case of von Neumann relative entropy,
where facial reduction necessitated introducing a new cone
dedicated to the QKD problem [19,20].

In this work we perform facial reduction on the
sandwiched Rényi relative entropy cone and introduce a
dedicated cone for optimizing over the resulting problem,
named RényiQKD. We do the same for a lower bound
introduced in Ref. [13], resulting in another cone, named
FastRényiQKD. The latter cone gives very close bounds
and is much faster, and is therefore the most appropriate

Published by the American Physical Society
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one for numerical computations. These cones can then be
used for computing secret key rates using Rényi entropies
within the MEAT framework combined with the Rényi
leftover hashing lemma [21]. We provide numerical
examples for several protocols: qubit BB84 [1,22], mutu-
ally unbiased bases (MUB) [23,24], and discrete-
modulated continuous variable (DMCV) QKD [25,26].
Our implementation of the cones is developed in the
programming language Julia [27] using the conic solver
Hypatia [28,29], which uses an improved version of the
non-symmetric optimization algorithm by Skajaa and Ye
[30,31]. It is interfaced by the modeller JuMP [32], which
makes it easy to use and mix with extra conic constraints that
may come from specific QKD protocols, such as the partial
state characterization constraints in Ref. [33].

The rest of this document goes as follows: in Sec. II
we introduce diverse mathematical concepts that will be
required along the manuscript, in Sec. III we provide a
generic QKD protocol amenable for an analysis under the
MEAT, as well as the main results to derive the secret key
rate. Section IV shows the application of facial reduction
and the construction of our cones. Section V presents our
numerical results, and Sec. VI benchmarks our method
against previous approaches. We conclude in Sec. VII.

II. NOTATION AND DEFINITIONS

Given a Hilbert space Hy, we define D(X) as the set of
all trace one, positive semidefinite matrices acting on this
space, whereas H¢ (respec. HY) will be used to denote
Hermitian positive semidefinite (respec. definite) matrices
of dimension d. For a register X, we denote n identical
copies as X("), and define the notation [XY] j=X;Y;. Let
us denote a state pyy as classical-quantum (cq-state) when
it can be expressed as

Pxy = Zp(x)|x> (x[x ® py, (D

xeX

for some countable alphabet X', which may induce a space
of probabilities denoted as [P,. Any subset  C X can be
used to define an event, which allows a restriction for
cg-states according to a conditioning, as

1
Pxrio = WXEZQP(X)M (xlx ® py, (2)

with Pr,[Q] = 3" 5 p(x) representing the probability of
observing the event. When only one case is contained in
the event, i.e. Q = {x} for some x € X, we will directly
refer to the conditioned state as p,. We define the

generalized trace distance as

1 1
T(p.0) =5lp—oli+5[Tp—dl. @)

and ||p||, to denote the trace norm of a vector p. We also
make use of several entropic quantities; particularly the
Rényi entropy, expressed as H,(A), for a € (0, 00)\{1},
and its sandwiched conditional version, defined as

HrTx(A|B)p = sup  —Dy(ps51 ® 03), “4)
o3 E€D(Hp)

where we use the (unnormalized) sandwiched Rényi
relative entropy

D,(pllo) = log [¥,(p, 0)]. 5)

a—1

where
Walp. 0) = Tr|(65po)). ©)

provided that a € (0, 00)\{1} and supp(p) C supp(s). The
case a — | is well-defined and leads to the usual quantum
relative entropy

D(plle) = Tr[plog(p) — plog(c)], )

which we will denote as the Kullback-Leibler divergence
Dy (+]]-) when both states are classical. To conclude, we
caution the reader that the numerical optimization methods
used in this manuscript typically employ natural loga-
rithms, while the calculations for the key rates make use of
the base 2 logarithm.

III. PROTOCOL OUTLINE

Let us follow [13] and provide a brief, generic descrip-
tion of a prepare-and-measure QKD protocol that is valid
under the MEAT [10].

Preparation and measurement. For each round
Jje{l,...,n}, Alice prepares a state |y*), according to
the value x of a random variable X, and sends it to Bob.
Bob receives the state, applies one (of possibly many)
POVM, and records the outcome in a register Y;. Then,
Alice (possibly also Bob) designates the round as either a
key generation or parameter estimation round, with prob-
abilities pX and 1 — p¥, respectively. Additionally, they
build a reference key register R; for the key generation.

Public announcement. Alice and Bob publicly disclose
information about the registers [XY]), with all such
communication stored in a register 1. They use this
register to construct C), which contains all the public
classical information associated to parameter estimation
rounds.

Sifting. Using [RI]"), Alice builds her key register S")
[34]. Optionally, Alice may also create a register C'") with
private information for statistical checks [35].
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Parameter estimation. Alice and Bob use C") (option-
ally, Alice uses C'") to perform parameter estimation in
order to bound Eve’s information. If the process reveals
that Eve holds excessive information, they abort.

Information reconciliation. Alice and Bob use an error
correction subroutine, which might follow a reverse
reconciliation, to remove the discrepancies between their
private keys. Alice and Bob then certify that their keys are
the same using a universal, hash function. If their hashed
keys disagree, they abort.

Privacy amplification. Alice and Bob distill a shorter,
fully private shared key recorded as K, and Kp respec-
tively, by using another universal, hash function.

For future reference, we define C as the alphabet for the
registers C"). To specify the values observed by Alice and
Bob during parameter estimation rounds, let us also define
C:=C\{L}. On similar grounds, we denote Alice’s key
registers S as defined on an alphabet S, where S =41

indicates a non-key round, and S := S\{_L} for non-trivial
key values. Finally, we assume that, within a given session
of the protocol, no public announcements are needed
before all measurements are performed, which allows
an simplified analysis via Ref. [10], Corollary 4.2].
Furthermore, this approach allows an interpretation of
the protocol in terms of an entanglement-based picture
[36,37], where Alice prepares an entangled state [y) 4/ in
every round.

A. Security and completeness

The security of QKD protocols is customarily defined
via the e-security framework by Renner [3], which
establishes that Alice’s and Bob’s final key will be
&¢-secure if their shared key is &¢-close to being completely
decoupled from Eve’s total information. Quantitatively,
this is expressed according to the formula

Pr,[QT (pk, k,El0: Tk K pEIQ) < Es» (8)

for a given ¢, > 0. Here, E represents Eve’s information,
and pg, g, 1s the final state shared by the three parties after
the execution of the protocol. The set Q represents the
event of not aborting at any step of the protocol, and
T,k £ 18 the ideal output state, where the keys share ideal
local randomness and no correlations with respect to any
other registers. Formally, we define

d—1

_ 1

Tk, KpEIQ = T,k @ PEIQ = d E |x’x><xvx|KAKB ® PEjq-
x=0

€))

Condition (8) can be simplified according to a triangle
inequality into the statements of correctness and secrecy,
such that we may define an egc-correct implementation
according to

Prl(Ks # Kp) A Q) < exc. (10)

In particular, correctness can be enforced by Alice sending
her key to Bob after applying a universal, hash function
once error correction has finished, such that the total length
of the hashed key does not exceed [ log(1/egc)]bits (see
[38] for a complete derivation).

Secrecy is induced by the fact that Eve does not hold
excessive information about one of the keys. Namely, a
protocol is epy-secret whenever

Pr,[Q|T (pk, g Tk, El0) < €pA- (11)

We defer the discussion about the security of our approach
to Appendix B, which will be based on a proof against
general attacks via the MEAT [10].

Although the above definitions indeed certify that the
final key remains unknown against any quantum adver-
sary, it is still necessary to ensure that an execution will not
frequently abort. This is given by the notion of complete-
ness, which certifies that any honest implementation of
the protocol (i.e., when Eve performs no attack) will be
successful with very high probability. Formally, a protocol
is e.m-complete whenever

1 —Pr[Q] < e, (12)

where the superscript ()" denotes that the implementation
is honest. In general, completeness must be enforced for
both parameter estimation and error correction. For the
former, this is done via C") and a reference probability
distribution p € P on the alphabet C, which constitutes the
vector of probabilities expected by Alice and Bob in such
an honest implementation. We define ﬁlg as the set of all
accepted frequency estimators according to {p(c)}.ccs
and a scalar 6§ > 0. Explicitly,

S, = {freq.m €P¢: |[freq.m — pl|; < 6. (13)

During parameter estimation, Alice and Bob will verify
that their observed finite distribution freq.. is actually

contained in ﬁ‘.g, or abort otherwise. This analysis is
carried out according to the margin of confidence for
the statistical estimators; given an honest implementation
(such that we may assume that the rounds are iid), there
exists a probability &pg > 0 such that

Pr [||freq.m — pll; < 8] = 1 — &pg. (14)

In order to bound this probability quantitatively, we make
use of the following concentration bound.

Proposition 111.1. (Bretagnolle-Huber—Carol inequal-
ity). [39,40] Let p be a multinomial distribution defined
on an alphabet X. After n €N iid trials, the empirical
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frequency distribution p verifies
Pr{|[p—pl <8 = 1—2¥e/2, (15)

Provided that this proposition holds in an implementa-
tion, and identifying the right-hand side with the one of
(14), the step of parameter estimation will be successful.
Hence, by splitting the nonabortion event as Q = Qpg N
Qpc (i.e. success at both parameter estimation and error
correction), we can certify via the union bound that the
protocol is (&pg + Egc)-complete. This conclusion
assumes the observation of an €gc-complete information
reconciliation [41], which we further develop in Sec. III B.

B. Finite-size secret key

Using the definitions of Secs. II and III, we characterize
the final secret key achievable via the following result.

Theorem II1.2. Let n €N, 6, € D(A) and M: [AB]; —
[SCI]; a quantum channel concatenated n times to form the
protocol. Let further C a classical register defined on an
alphabet C and Q the nonabortion event for the protocol.
Then, for a choice of coefficients egc, €pa, Epg, €gc > 0,
the protocol is egc-correct, epy-secret and (Epg + Egc)-
complete providing a binary key whose length verifies

< nhi—

1
2 log (—) —leakge +2,  (16)
o — 1 EPA

where a € (1,2); leakgc is the information lost to Eve
during an egc-correct and €gc-complete error correction,
and

hl > inf inf inf
geS, @ED(AB) weD(RAB) @ — 1

+q(L)D,(G(w) [ Z(y)) (17)

DKL(‘]HM(CU)C)

wherey = a/(2a — 1)€(2/3,1), Trglwap] = 04, and £ is
the set defined in (13) given a reference distribution p € P,
and § > 0 verifying &pg > 2/°le=""/2. The maps G: AB —
RAB and Z: RAB — RAB denote the CPTP coherent and
pinching maps involved in a single-round key distillation.

Additionally, we provide the following lower bound,
which greatly simplifies the computation of the secret key
rate at the cost of a slightly suboptimal yield.

Corollary II1.3. Given the conditions stated in
Theorem 1I1.2, the bound hg > hi holds at (16), where

b . a -
ha = qlgfﬂ wean(gB) o IDKL(CIHM(“))C)
+q(L)Dy(G(w)[|Z 0 G(w)). (18)

with g = 1/a€(1/2,1).

We defer the security proof of Theorem IIL.2 to
Appendix B.

C. Error correction cost

To conclude the theoretical framework, we define the
information leaked during error correction. Albeit this step
is carried through an authenticated classical channel, there
is no universal, information-theoretic bound on the length
of leakgc. Some implementations can indeed characterize
said length [3,42], although they require algorithms that
are challenging to apply.

As an efficient alternative, Alice and Bob can impose a
limit to the total information exchanged during error
correction before executing the protocol and verify the
success of the implementation by using a universal, hash
function. Taking this approach, leakgc- can be reasonably
estimated via the Slepian-Wolf bound [43], defining an
egc—correct and egc—complete implementation as

1eakEC < psan(S|Y) + ’-10g< ! >-‘, (19)

E€EC

where p*® denotes the sifting probability, i.e., the fraction
of key rounds that are not lost due to no-clicks and/or
postselection, and thus require to be error-corrected.
The conditional Shannon entropy H(S|Y) is provided
by Alice’s key register conditioned on Bob’s (after
removing the {L} symbol from said registers), which
can be analytically calculated from their measurements.
Furthermore, [log(1/egc)] denotes the cost in bits of
using the verification hash, and f > 1 represents the
error correction efficiency, where f = 1 constitutes the
ideal case (known as the Shannon limit).

D. Non-trace-preserving maps

Although in Theorem II1.2 the coherent map G is
assumed to be trace-preserving, we often need to model
non-detections or postselection, which leads to trace-non-
increasing maps. To address this, we extend such maps into
trace-preserving ones by adding a symbol {Ll} corre-
sponding to non-detection or discarded events, similar to
Ref. [7], Corollary 9].

Let G': AB — RAB be the original map with register R
defined on an alphabet R as embedded on an extended
register R on R = {1} UR. We then consider its trivial
extension G1: AB — RAB, given explicitly by G (w) =
(V® 145)G (@0)(VI ® 145) where V =37 5 [r)g(r|g is
an isometry. Analogously, for the map Z’': RAB — RAB
we define its extension Z1: RAB — RAB. Our goal now
is to construct additional maps G, and Z; such that
G:=Gt + G, and Z := Z1 + Z | are trace-preserving and
satisfy the orthogonality relations
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Gr(@)G (o) = Zr(y)Z L (v')
=Gr(w) 2, (v') (20)
= Z(y)G. (o) = 0.

This construction is not unique, and a generic choice is

g1 (@) = [Tr(w) — Tr(Gr(w))]| L) (L]z & i Tas
Z(w) = (| L) (L ® Tap)w(|L) (L[ ® Tap).
(21)

Using the orthogonality relations in (20) on these maps, the
expression ¥, (G(®), Z(y)) used in (17) decomposes as

¥, (G(w), Z(y)) =¥, (G (@), Z1(w))

(22)
+¥,(G1(@). 21 (w)).

such that we can split the optimization into two smaller

cones. In addition, the fact that Z, oG, (w) =G, ()

allows a further simplification for the expression

¥4(G(w), ZoG(w)) used in (18):

Y5(G(w). Z0G(w)) = ¥y(G7(w). Z1 0 G7(w)) (23)
+ Tr(w) — Tr(Gr(w)),

which implies that for the lower bound hi, we never need

to construct G, and Z, explicitly.

IV. COMPUTING THE KEY RATE

The problem of computing the secret key rate thus
reduces to solving the optimization problem in (17)
(or (18)). It consists of a Kullback-Leibler divergence
and a Rényi relative entropy. The Kullback-Leibler diver-
gence is straightforward to optimize: it is a jointly convex
function that can be tackled by standard convex optimi-
zation techniques. Moreover, it can be handled by conic
solvers that support non-symmetric cones, such as
Hypatia [28] and QICS [44], which makes the optimiza-
tion particularly effective and convenient.

The challenging term is the sandwiched Rényi relative
entropy. It is also jointly convex, and thus in principle it
can also be tackled by standard convex optimization
techniques, such as the Frank-Wolfe algorithm [14].
However, its arguments G(w), Z(y) often have eigenval-
ues that are constrained to be equal to zero. This makes the
derivatives undefined, which causes the optimization to
become unstable and fail. Indeed, previous attempts
suffered from numerical instability and could only handle
particular cases [7,13]. Technically, we say that the
problem is not strictly feasible, and therefore Slater’s
condition is not satisfied. There is a standard technique
to handle this, consisting of reformulating the problem in
terms of the support of the matrices, known as facial

reduction [16]. It has been successfully applied in the case
of von Neumann entropies [17,19].

A. Facial reduction

Before going further, note that the Rényi relative
entropy is a composition of the function ¥, with the
logarithm. Since the logarithm is a monotonic function, it
is enough to optimize over ¥,, and we will do so for
simplicity.

What we need is to reformulate the function
Y, (G(w),Z(y)) in terms of the supports of weH,
weH?, G(w)eH?, and Z(y)eHZ. First of all, let us
consider the support of w. In general, there are several
constraints acting on it, which might constrain some of its
eigenvalues to be zero. We write then @ = Vo'V for some
isometry VeCP*4 such that @' is not constrained to be
singular. On the other hand, the only constraint acting on y
is that it has trace one, so it can already be full rank;
weH?, and no reduction is needed. Let us define then the
strictly positive maps G. Z such that

G(Va'V) = WG(a' )W, (24a)

Z(y) = Wz Z(p)WL, (24b)

for some isometries WgeC™*, W z€C™". Consequently,
we have that

¥o(G(w), Z(p)) = Pa(WeG(@ )W Wz Z(y)WY).
(25)

In order to put this in a convenient form, we will use the
identities

Y. (p,0)="Tr [(glz;aapg%)a}
=[]0t 2 26)
=Tr [(p%o’%p%)a} .
which then imply that
¥ (WG )W W Z(w)WE)
= [|Z() = WEWG ()33 @7

Letting then S = W; W, which as we prove in Appendix D
is an isometry, we define

P (0 y) = || Z2(y)=SG(w')?] 32, (28)

and the facial reduction of the sandwiched Rényi relative
entropy is done.
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It is also necessary to do the facial reduction of
¥, (G(w), ZoG(w)). It proceeds along the same lines,
with the difference that we define the strictly positive map

§g such that
ZoG(Va'V') = Wz6ZG(af )W, (29)

for some isometry Wz;€C™’, we define S = W;gWg,
and end up with

Pa(o) = (| 26(e)) 5 SG(e |2 (30)

One can always find adequate isometries V, Wg, Wz, and
W zg numerically via the spectral decomposition, as shown
in Ref. [17]. The numerical solution inevitably has
numerical noise, however, which might negatively affect
the performance of the solver. It is frequently the case,
though, that the structure of the maps is simple enough that
one can find suitable isometries analytically. Indeed we do
so in all the examples shown in Sec. V.

B. The Rényi QKD cones

The expressions (28) and (30) are suitable for convex
optimization. They can, for example, be used to implement
a Frank-Wolfe algorithm with facial reduction. However,
our goal here is to implement a conic method, and for that
we need to represent these expressions via convex cones:

Ka,@é,s

RényiQKD = cl{(u.p,0)ER X HL x HZ;u > sa‘i‘a(p,a)},

3D

suitable for optimizing expression (17), and
Kiuizemioxn = e (1.p) ER x HL u > 5,¥,(p)}. (32)

suitable for optimizing the lower bound (18). The latter we
denominate fast cone as it has lower dimension and is thus
considerably faster to optimize over. In both expressions
s, = sign(a — 1) is a convenience factor to make the cones
convex for all a > 1/2 [45]. Note, however, that for
computing key rates the relevant ranges are (2/3, 1) and
(1/2,1), respectively, as given by Theorem II.2 and
Corollary II1.3.

In order to implement optimization over these cones, the
most crucial part is to find logarithmically homogeneous
self-concordant barriers for them (see Definition E.1).
We use the natural barriers

f(uvp’ 6) = _log(u - Sa\ija(p7 6))

(33)
— logdet(p) — logdet(o),

f(uvp) = _IOg(u - salija(p)) - logdet(p), (34)

which can be proven to be self-concordant for a€[1/2,1)
following the argument of Ref. [18], Theorem 1.2], where
it is shown that the natural barrier of the quasi-Rényi cone

’Cguasi-Rényi = Cl{(l/l,p, G)GR X IH]; X H’é, u 2 s(l‘{‘(l(p7a)}
(35

is self-concordant [46]. The key difference in our proof is
that we need to do a composition with the strictly positive
map X — S'XS when using Ref. [47], Theorem 2.1]. Note
that this map is strictly positive because S is an isometry.
The complete proof is shown in Appendix E.

It is also necessary to compute the gradient, Hessian,
and third-order derivatives of the barriers to run the conic
solver. This computation also follows along the lines of
Ref. [18], except that we need to find an analogue of the
identities (26) where all the operators involved are full
rank. It is given by

¥, (p.0) = Tr[((S"Z(o

= Te[(G(p)'S" 2(0)5ST(p)1)7). (36)

Note that, in the first line, the right-hand side simplifies
to Tr[(Z(6)5SG(p)St Z(5)'5)7], but the simpler expres-
sion is not usable as the matrix inside the trace has null
eigenvalues that make the derivatives ill-defined. The
complete derivation is shown in Appendix F. Finally,
we need to compute a starting point for the optimization
of each cone, which is shown in Appendix G.

We implemented these cones in the programming
language Julia [27], as an extension of the solver
Hypatia [28]. It is interfaced with the modeller JuMP
[32] and uses a generic type system, allowing the
computation of key rates with precision greater than
64 bits when desired. The code is part of the
ConicQKD.jl package [48].

C. Explicit conic formulation

We are now in a position to explicitly reformulate the
optimization problems (17) and (18) as conic programs,
suitable for our conic solver. First of all, let us rewrite (17)
with all its constraints explicitly

a

hh > min Dxi (g M(@)c) +4(L)D,(G(@) | Z(y)

s.t.wap . Wrap = 0,

Trglwag) =04,  Trlwgag] =1,

Y oale)=1. g0,

ceC

lp—qll; <6. (37

033051-6
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Here, we point out that the Kullback-Leibler divergence
and the I-norm can be expressed via the well-known
cones [28]

KxL =cl{(u,q,p)ER xRL x RL;u> Dy (q|p)}.
Ki={(u.w)eR xR : u>|w|,}. (38)

In conjunction with the RényiQKD cone (31), this allows
us to rewrite (37) as

1)
hl > o+ 1)
- hKLriuqnm va— 1 KL + -1 ©8 (syu)
s.t. Trglwap] = o4, TT[WRAB} =1 Z‘I(C) =
ceC
(u, wABvl//RAB)EIC{{eni(gKD
(hxL @ M(w45)c) €Kk (39)

(6,p—q)eK".

Note that the factor s, = —1 is necessary to cancel out the
factor s, inside the definition of the RényiQKD cone, and
positivity constraints are implicitly enforced by the cones.

We are still not done because the objective function
must be affine. The logarithm term can be handled as
before by using the logarithm cone [49]

Kiog = cl{(u, v,W)ERXR, xR, u< U10g<ﬁ)},
v
(40)

but the term ¢(Ll) multiplying the logarithm requires
more care. One possibility is to do a nested optimization,
where the inner is a conic optimization with fixed g(.L),
and the outer optimizes over the single parameter g (L)
via a non-convex method. Another, more practical
option is to use the bound on the probabilities at the
acceptance set

p(L)—q(L)<llp—ql <6, (41)

to lower bound ¢(L) at the objective function, resulting
in the relaxed problem

i hKL,l’lerfllJi,II:-‘law-Wa —1 ot + pu_—) I 6hQKD
s.t. Trg[wyp] = 04, Trlyras] = 1, z;q(c) =
ce
(u, @4p. WRAB) ’C{zegni(gKD
(hke, g, (a)AB) )ERkL
(hgkp. 1. s )elclog
6.p— q)G’Cl (42)

Numerical experiments show that the effect of this
relaxation on the key rate is small but noticeable for
small block sizes. A more elegant solution can be
applied to the FastRényiQKD cone (32), following the
argument from [7], Appendix F]. Let ¢ = (¢g¢, g(L)) and

M(@)c = (M(w)g, p(L)) where C is defined on the
alphabet 8, so that

= DKL(‘]CHM(G))C
(L

+q(L)log (h) (43)

DKL(QHM(C’))C)

~— ~—

(L)Y g(1)
Then write ‘Pﬂ = ( e

so that

aD1oe(ty) = gLy iog (2T

aboss (4)) @

Then the expression in (18) can be rewritten as

i 1 (g M(@)c) +Z(_J_i logz‘i’ﬁ(a))
- (DKmenM(w)a) _ (1) log (%))

(45)

and using the same cones as before gives us the exact
conic formulation:

hi > min

hgL — h
hqkphkp.4.q.0 X — 1 ( KL QKD)

> ale) =1

ceC

S.t. TrB[a)AB] = 0y,

$.0, Zg S
ex FastRényiQKD

(
(hke, g6 M M(w w)¢) ERkL

(hQKDv ( )’p(J-)sﬁu)EK:log

6, p )G/Cl (46)

M,COAB)

V. EXAMPLES

In this section, we define diverse QKD protocols, the
necessary tools to adapt them into the formalism of the
MEAT, and compute key rates for them using our tech-
nique. We exclusively use the FastRényiQKD cone (32),
because it is significantly faster and more stable than the
RényiQKD cone (31), and as illustrated in Fig. 4, the key
rates they produce are essentially indistinguishable.

033051-7



MARIANA NAVARRO et al.

PRX QUANTUM 7, 033051 (2026)

Unless explicitly stated otherwise, we assume the
following values for the tolerance coefficients

epc = 10711, (47a)
eps =9 x 10711, (47b)
Epp = 9 x 10711, A7¢)

and set gpg = 2/¢l¢™9"/2 which defines the value of 5. On
the other hand, we define for each protocol the corre-
sponding entanglement-based picture, the state |o),4
prepared by Alice in every round, the channel representing
Alice and Bob’s measurements, and the maps G and Z
representing the key distillation. Additionally, the entan-
glement-based approach enforces a constraint on Alice’s
marginal ¢4 in the minimization (since said register is not
accessible to Eve), which may require a further facial
reduction on the state.

A. Qubit BB84

Following the protocol outlined in [[7], Sec. VII], we
consider an implementation of the qubit BB84 protocol [1]
that accounts for no-click events [50]. Under the source-
replacement scheme, qubit BB84 can be reformulated as
an entanglement-based protocol [2,22], in which Alice
prepares the maximally entangled state

o) 1
C)an = —=
w2

so that her marginal state is maximally mixed, o4 = 1/2.
To model imperfections, we consider that the state sent by
Alice in the subsystem A’ is subjected to a depolarizing
channel

(10) ®[0) + 1) ® [1))an>  (48)

£(p) = vp+ (1= )Trlp] 7. (49)

where v€[0, 1] describes the visibility. Subsequently,
Alice sends her state through a lossy channel with trans-
mittance 7 = 10~%/10) where y represents the total chan-
nel transmittance in dB.

In each round, Alice chooses with probability pX to
measure her subsystem A in the Z-basis, which will be
used exclusively for key generation rounds. With proba-
bility 1 — pk, she instead measures in the X-basis, which is
reserved for parameter estimation. The measurements
performed by Alice to generate the state are given by
the operators

PX’Ozl_pK 11 valzl_pK 1 -1
2 11)° 2 \-1 1)’
10 00
PZ.0:pK<O O>’ PZ,lsz<0 1) (50)

Bob performs the same measurements with the same
probabilities as Alice, but also includes the possibility
of observing a no-click event denoted by the symbol L.
Thus, Bob’s measurement operators are given by

110 1 -10
oo 1PN (o) g2 o,
000 00 0
100 000
0% =pklo 00|, o*=pklo1o0],
000 000
000 000
o7t =pkl00 0], O%=(1-p)[000
00 1 00 1
(51

Once all quantum states have been sent and measured,
Alice and Bob proceed with the public announcements.
She announces her basis choice Z for key rounds, while for
parameter estimation rounds she reveals her basis choice X
together with her measurement outcome (either O or 1).
Bob’s announcement depends on Alice’s choice of meas-
urement; if she indicates a key generation round and Bob
measures in the Z-basis, he discloses only whether a
detection occurred, using the symbol / = T for a success-
ful detection and I = _L for a non-detection event. If their
bases do not coincide, the round is discarded and Bob sets
I =1 as well. For parameter estimation rounds, he
announces both his basis, which could be either Z or X,
and the corresponding outcome, which may be 0, 1, or L.

From these announcements, Alice and Bob construct
the register C with alphabet C= {Ll} U ({0,1} x
{(2,0),(Z,1),(Z,1),(X,0),(X,1),(X,1)}) where
C = L corresponds to a key generation round, indepen-
dent of Bob’s basis choice. We also define the restricted

alphabet C = C\{_L}. On the other hand, Alice stores her
key in the secret register S. Whenever she announces a
generation round and Bob measures in the Z basis with a
detection event, she sets S€{0,1} according to her
measurement outcome; for no-clicks, she assigns
S = L. Given this description, the channel is as follows

033051-8
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Muposci(-) = ZTIAB[P/%S ® 05 ()] ® [s)(sls ® | L)(Llc ® [T)(T|,

s=0,1

+ D TraplPE° © 05 ()] ® |L){(Lls ® |L) (Ll ® | L) (L],

5s=0,1

+ Y TP @ 05 ()] @ | L) (Ll ® [ L) (Ll ® [L)(L],

s=0,1 b=0,1,L

+ > TP @ 05 ()]IL) (L ®

a,(y,b)eé

From this structure, we can find the trace-preserving
key map

Tr[G(@) apri] = G(@) = G1(@) + G (@), (53)

where G+ and G, have a single Kraus operator each,
namely,

Gr =[P S 11 ® 1) {rls @ (10){0]+ 1) (1]}

r=0,1

Gr=[L)r®@1,®[\/1=p" (|0)(0]+[1){1])5+ | L)(L]].
(54)

In turn, the pinching map is defined as Z(y) =
Zr(y)+ Z,.(w), where Zt has Kraus operators
|r)(r|g ® Tup, with r€{0, 1}, and Z, has a single Kraus
operator | L){1 |, ® T45. Note that these maps obey the
structure introduced in Sec. III C, and therefore, we can
use the simplifications discussed there.

For the RényiQKD cone (31) we must perform the facial
reduction of the maps G+, Z+ and G, Z . In the case of
G, we require an isometry W such that Wg_ W;T is a

projector onto the support of GTGTT. A suitable choice is

W, = > re ®[r)(rls ® (10)5(0]5 + [1)5{L]s).

r=0,1
(55)

where {|0) 4, |1)} is an orthonormal basis. Then, G has
a single Kraus operator given by

Wi Gr = \/pX1 ® (0 (0l + 1) (1]5). (56)

which satisfies (24a) when V = 1. In its turn, Z+ is strictly
positive when restricted to the subspace {|0), 1)} of the R
subsystem. The isometry that does the job is therefore

Wz = (|0)g(0[g + [1)g(l]g) & T4, (57)

where {|0) /. |1) '} is an orthonormal basis. Thus, Z+ has
Kraus operators |r)p (r|p ® 1,5 for r€{0, 1}, which can

a, (y.b))a. (y.b)|c ® |L){L];. (52)

be verified to satisfy Eq. (24b). The facial reduction of G|
and Z is trivial: we eliminate the R subsystem employing

Wg =Wz =|L)gr ® 1,5. Hence, G, has a single Kraus
or Ty @ [v1—p*(0)(0] +[1){1])5 + [ L) {Llg]:
and Z, has a single Kraus operator (L] ® T,p.
All together, we use the facial reduction of the maps

Gt,2Z+ and G|, Z, with parameters S = WLT W¢. and

operator

S = W;L Wg, = T4p, respectively.

For the FastRényiQKD cone (32), we only need
the facial reduction of G+ and Z+ oGt (see Sec. III C).
While the former is already done above, the latter is given

by the map ZG+ with Kraus operators \/pX|r)(r|, ®
(10)g (0l + |1) g (1|) for r€{0,1}. One can check that
Eq. (29) is respected with Wz g = W, and thus the
parameter S is given by WTZTQT Wg. = Tap.

Our results are shown in Fig. 1, where we plot the secret
key rates against the total transmittance y for the qubit
BB84 protocol via the FastRényiQKD cone. Here we

10°

—@®—Nn — X0
—o—n =10°
——n=10"
—o—n =10°

L

107!

Ll

e

3 B

o 1077 —en=10° |5

S i

[} —

g0

> - b

'&) I~ -

- 1071k E

e S E

SR |
1075 e E

6 i | | | | | L
10 0 5 10 15 20 25 30
x (dB)
FIG. 1. Finite secret key rate for qubit BB84 protocol using the

FastRényiQKD cone for a different number of rounds n. All
curves consider v = 0.97, and f = 1.16. The probability pX was
optimized for each point according to a coarse-grained tuning,
while the Rényi parameter a was optimized numerically. The
asymptotic key rate is included as a reference.
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10° s \ I
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FIG. 2. Variable-length finite secret key rate for qubit BB84
protocol using the FastRényiQKD cone (solid lines), compared
with the results showcased in [7] (dashed lines) for different
numbers of rounds n. All curves consider v = 0.97, and
f = 1.16. The probability pX was optimized for each point
according to a coarse-grained tuning, while the Rényi parameter
a was optimized numerically. For a fair comparison, we set the
security parameters to epy = epc = 5 1070, The asymptotic key
rate is included as a reference.

consider f = 1.16, different numbers of rounds n, visibil-
ity » = 0.97, and optimal values for @ and pX in every
point. We observe that our implementation reaches 14 dB
of total loss for a number of rounds n < 10°, compatible
with current industrial capacity [51]. To further validate
our approach, we implement the variable-length QKD
framework described in Ref. [[7], Sec. VII]. In contrast to
the fixed-length scenario discussed above, this formulation
requires solving two distinct optimization problems to
compute the final key rate (see Appendix C). As shown in
Fig. 2, this improved numerical convergence leads to
slightly better key rates and an increase in maximal
transmittance. Moreover, the use of our conic methods
provides a neat speedup as indicated in Sec. VI.

B. MUBs

The protocol described in [52] (originally outlined in
[23,24]) consists of Alice and Bob using a set of m MUBs
to measure a state whose dimension is d, such that
2 <m <d+ 1. This protocol is directly provided in an
entanglement-based picture, where the initial state pre-
pared by an external source is the generalized, maximally
entangled state

d—1

1
|0)anr = ﬁz 174 ® [)ar- (58)

Jj=0

This state when distributed to Alice and Bob evolves into
an isotropic state 659, (v) = voau + (1 — v)1/d*, where
Alice’s marginal is always 64 = 1/d. Following [52], the
key is distilled according to Alice’s projective measure-
ments on the computational basis {|s)(s[,}9Z}. On the
other hand, since no-click events are not considered in this
formulation (or in a broader sense, postselection events),
register / becomes trivial and thus can be eliminated for
this protocol.

Parameter estimation is performed by Alice using the
POVMs {{TU'}¢=(}7"! where TI' denotes the j—th
vector of the /—th MUB (in particular, / = 0 represents
the computational basis). Bob’s POVMs are the transposed
version of Alice’s. The choice of basis is defined via the
probability vector
{p(D}' = (pX.(1=p%)/(m—=1),-- (1= p¥)/(m—1)).

(59)

Hence, only rounds where both Alice and Bob use the
zeroth basis will be spent for the key distillation, implying
that the sifting probability is given by p* = (pX)% Note
further that the original implementation requires only
the statistics generated by Alice and Bob when their basis
choices coincide, so we can merge the statistics from
all other cases into a single probability outcome for
parameter estimation. All in all, we define the alphabet
C={Ll,1,...,m}, such that C= C\{Ll}. Furthermore,
S=1{1.0,....d—1} with S=S\{L} for the secret
key alphabet. According to this notation and reducing
the POVMs that add up to the identity, one round of the
MUB protocol is described by the following channel

MAB—»SC(') =
P02 “Trls) (s[4 & Tp(-)]Is)(sls ® [L)(L]c
SES
m—1 d—1 ‘ ‘
+ )N pPTe @ (T (]| L) (Ls & |1l
=1 j=0
m—1
|12 2| Ly © Il
=0
(60)
The key map G is given by G(p) = GpG', where
d—1
G=> |Ne®n){rla ® 15 (61)
r=0

As this is an isometry, the facial reduction is trivial: G
is the identity map, and thus Eq. (24a) is satisfied with
V=1 and Wy = G. In its turn, Z is provided by the
usual dephasing superoperators Z" = |r){r|p ® 145 for
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FIG. 3. Finite secret key generation rate for the MUB protocol
using the FastRényiQKD (32) cone withd =5, m =6, v = 0.9,
f=1.16, pX =0.5, and different values for the number of
rounds n and the Rényi parameter a. The asymptotic key rate is
included as a reference.

re{0,...,d — 1} and is already a strictly positive map, so
Eq. (24b) is satisfied with Z=Z and Wz = 1. The last
parameter we need for the RényiQKD cone (31) is
S = W;Wg = G. For the FastRényiQKD cone (32) we
need in addition the facial reduction of Zo@. It is the

map ZG with Kraus operators |r){(r|, ® 15 for
ref{0,...,d—1}, and Eq. (29) is satisfied with
Wz; =G, and thus the parameter S is sim-
ply WhWg =G'G = 1.

In Fig. 3 we illustrate the secret key generation rates
against the Rényi parameter a for diverse values of the
block size n with parameters d =5, m = 6, and v = 0.9
for the FastRényiQKD cone (32). Overall, we observe (as
is the case for the other protocols) that the optimal value
for @ does not require fine-tuning beyond the order of
magnitude to yield values close to the actual maximum at
the curves. Figure 4 compares the FastRényiQKD cone
(32) with the RényiQKD cone (31) for a varying from 1.1
to 2. We see that the RényiQKD cone delivers superior
performance, as expected, but the advantage is diminutive
and only visible for values of @ where the bounds on the
secret key rate drop below zero. We emphasize that
negative key rates have no operational meaning in
QKD, and we consider this regime strictly to compare
the two cones. In order to deliver a fair comparison, we did
not use the relaxed formulation (42) for the RényiQKD
cone, but the nested optimization discussed just above it.

C. DMCV

For the QKD protocol based on a discrete-modulated
continuous variable (DMCV) approach, we implement a
variant [6] of the well-known quadrature phase shift

T T I I
¢ —o— FastRényiQKD
RényiQKD

-

—0.05

Secret key rate (bits/pulse)

|
e
=
T

0.2 0.4 0.6 0.8 1
a—1

FIG. 4. Lower bound on the finite secret key rate for the MUB
protocol using the RényiQKD (31) and FastRényiQKD (32)
coneswithd =5,m =6,v=0.9, f = 1.16, pX =05,n = 10°,
and Rényi parameter a varying from 1.1 to 2. We emphasize that
this range of a is not relevant for secret key generation, and
negative key rates have no operational meaning. The purpose
here is only to illustrate the difference between the two cones.

keying (QPSK) [53-55] based on Alice sampling states
with equal probabilities from a distribution of coherent
states {|i*y)}3_,, and Bob implementing a full discretiza-
tion for the measurement outcomes. We caution the reader
to understand S as the key register generated by Bob, as it
is customary in CVQKD due to its reverse nature for
information reconciliation [56].

Under the entanglement-based picture, Alice will send
for all rounds the state

3

1
|0)anr = EZ [X)a ® [i*7) (62)

x=0

from which her marginal follows directly. While Alice
generates her key registers via measurements on her
computational basis, Bob extracts said register using a
discretization according to a coarse-grained heterodyne
detection

_ 1
R =—/ lr)(rldy*. (63)
TJR

Here, R is known as a region operator, and R C C an
element of a partition in C, such that the collection of
region operators completely covers the phase space,
constituting a POVM. In particular, we consider the sets
of region operators {R3}3_, and {R3}>_ for key and
parameter estimation rounds, respectively, defined in [26]
according to a modulation (A, A;). We refer the reader
to [26] for further implementation specifics.
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Provided these considerations we define the alpha-
bets C={Ll,1}u({0,....,3} x{0,...,5}) and S=
{L,0,...,3}. We can now formulate the map constituting
the DMCV protocol via

MAB—AS'C(')
= pK> Tr(1, @ Ry ()][5) (sl ® | L, L) (L, Lc+ (1—p¥)
seS
X Y Trll) (xla @ R (]| L) (L ® [x.2) (x.zle. (64
(x.2)eC

As in the MUB protocol, we have that no postselection is
applied on the key distillation, therefore / can be removed.
Furthermore, Alice always implements the same measure-
ment such that the sifting probability coincides with the key
probability p* = pX. From the key generation rounds, we
can build the key map G(p) = GpG' where [55]

G=) [Ng®14®\/Rj. (65)

3
r=0

The Z map is again provided by a set of pinching operators
AR |r><r|R ® ﬂAB fOI‘ rE{O, ,3}
In order to do the facial reduction, we first note that G

is an isometry [58]. Therefore G is the identity map, and
Eq. (24a) is satisfied with V = T and W; = G. Inturn, Z'is
already a strictly positive map, so Eq. (24b) is satisfied
with Z = Z and Wz = 1. Then, the isometry § is given

10° T
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FIG. 5. Secret key generation rates for the DMCV protocol

using the FastRényiQKD cone (32) for different values of the
number of rounds 7, using N. = 10, A =4.0 and A; = 1.5 and
error correction at the Shannon limit. &, pX and the coherent state
amplitude were optimized for each point according to a coarse-
grained tuning. The asymptotic key rate is included as a
reference.

by § = WTZWQ = G, and so the facial reduction for the
RényiQKD cone (31) is done. For the FastRényiQKD cone
(32) we need in addition the facial reduction of Zo@,
which is trivial, since Z o G is already strictly positive [19].
Thus, fﬁ'\g = Zo@G and Eq. (29) is satisfied with Wzg = 1,
implying § = G once again.

Figure 5 provides several finite secret key rates, using
the modulation presented in [26] while adjusting all other
parameters to their optimal value. In particular, we observe
that key rates can be generated with n = 5 x 10° at 15 km,
which improves in orders of magnitude over [26], where
n =5 x 10® was reported as the minimum block size. On
the other hand, our method provides an enhanced numeri-
cal scalability with respect to other approaches [19,52] and
does not require a min-tradeoff linearization, which should
allow a removal of the cutoff assumption without incurring
in unfortunate penalties [59].

VI. BENCHMARKS

We conclude our numerical analysis by showcasing the
performance of our algorithm in contrast with the reposi-
tory Renyi-security-framework [60] and the package QICS
[44] (used in Refs. [7] and [18] respectively), which are
also capable of optimizing the sandwiched Rényi entropy.

In Table I, we compare the time and iterations taken to
optimize the cones corresponding to the DMCYV protocol
between our implementation and QICS [44]. Since the
Rényi cone in QICS does not include facial reduction, a
small depolarization noise (¢ = 10~%) was introduced in G
to avoid null eigenvalues, which would make the gradient
undefined and the optimization unstable. Moreover, given
that QICS exploits the sparsity in the optimization of the
Rényi entropy cone, we also exploited the block structure

of the Z in the FastRényiQKD and RényiQKD cones to
make a fair comparison.

TABLE I. Average iterations and time to optimize the cones
corresponding to the DMCV protocol. For each value of N, the
iterations and time are averaged over 5 runs with the same
parameters: L =13 km, n=107, f=10, As=1.5, and
A = 4.0. In the more relevant case N, = 10 [17,55,57], QICS
results in the computer running out of RAM due to the higher
dimension of the cones, which forces it to use SWAP memory,
making the optimization very slow. The benchmarks were
performed using ConicQKD.jl v0.3.0 and QICS v1.1.3 [44]
on a workstation equipped with an Apple M4 Max and 128 GB
DDRS5 RAM.

FastRényiQKD RényiQKD QICS [44]

N, Tterations Time [s] Iterations Time [s] Iterations Time [s]

5 67 16.87 70 594.7 53 1731
7 54 49.64 80 3374 60 8701
10 60 347.1 73 18430 Out of RAM
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TABLE II.  Average iterations and computational time over 20
runs of the qubit BB84 protocol at transmittance y = 8 dB and
different block sizes. FastRényiQKD benchmarks were executed
with ConicQKD.jl v0.3.0, whereas the Rényi-security-frame-
work [60] was evaluated using MATLAB R2024a. All compu-
tations were performed on a workstation equipped with an 11th
Gen Intel Core i5-11500 processor and 16 GB of RAM.

FastRényiQKD Rényi-security-framework [60]
n Iterations  Time [s] Iterations Time [s]
10° 62 0.133 60 34.427
107 42 0.098 60 32.945
10 36 0.049 60 19.682

As we can see, our RényiQKD cone (31) is considerably
faster than QICS. This is due to a factor of 4 reduction in
the output dimension of G caused by the facial reduction.
Additionally, switching to the FastRényiQKD (32), which
is not available in QICS, provides a dramatic speedup with
respect to the RényiQKD cone. Regarding stability, in
some runs (for example, for N. =7, n= 107, and
L =9 km) the optimization in QICS failed to converge,
unless we increased the depolarization noise.

In Table II, we provide a numerical comparison between
our FastRényiQKD cone (32) and the repository Renyi-
security-framework [60] used by Ref. [7], which imple-
ments the Frank-Wolfe algorithm [14,15]. Unlike our
approach, this method needs to add an artificial depolari-
zation noise (¢ = 107! in this specific realization) to
prevent undefined gradients. The values reported represent
the average iterations and computation time required to
solve the two optimization problems leading to the final
key rate (see Appendix C), averaged over 20 runs of the
variable-length qubit BB84 protocol at transmittance
x = 8 dB. The results indicate that our conic method is
orders of magnitude faster than the Frank-Wolfe approach.

VII. CONCLUSION

This work introduces the most advanced framework for
QKD, combining the improved privacy amplification via
Rényi hashing [21] and the security proof provided by the
MEAT [10], which admits the calculation of secret key
rates under finite-size effects and general security by
means of sandwiched Rényi entropies. The core technical
contribution is the introduction of two convex cones that
allow the fast and reliable optimization of the conditional
Rényi entropy via non-symmetric conic optimization.

We have tested this framework using instances of
different protocols, including the full-discrete QPSK pro-
tocol from the DMCYV family [6,26], which is well-known
for its resource-intensive numerical implementation [59].
In said case, we have observed secret key rates at smaller
block sizes thanks to the tightness of the finite-size
analysis of the MEAT. Further improvements can be

achieved by using more sophisticated approaches, such
as a fine-tuned postselection on Bob’s measurements
[57,61]. Furthermore, we have applied our method to
the qubit BB84 protocol using the variable-length frame-
work described in Ref. [7]. We benchmarked our conic
approach in these two protocols against QICS [44] and the
Frank-Wolfe algorithm [14,15] used in previous imple-
mentations, respectively. We observed orders of magnitude
faster computation time, as well as improved stability, and
slightly better secret key rates and critical transmittances.

Regarding future work, it would be interesting to apply
our conic methods to compute key rates in more complex
and realistic protocols, such as DMCV without a cutoff
assumption [61] or BB84 using decoy states. From a
practical perspective, we note that our framework opens
the possibility of performing QKD implementations using
reduced block sizes and ensuring long-distance general
security without the repetition-rate limitations of previous
entropy accumulation techniques [11,12], which paves the
path for a practical, reliable, and large-scale implementa-
tion for QKD.
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DATA AVAILABILITY

The implementation of the cones introduced in this work
is available in the package ConicQKD.jl [48]. The results
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presented in Sec. V can be reproduced using the repository
in Ref. [62]. The comparative results and benchmarks
presented in Fig. 2 and Table II were obtained using the
repository in Ref. [60], which is heavily based on the Open
QKD Security package [63].

APPENDIX A: MARGINAL-CONSTRAINED
ENTROPY ACCUMULATION THEOREM

This section provides a theoretical security analysis
based on the marginal-constrained entropy accumulation
theorem (MEAT) [10] and the required notation changes to
adapt it to our approach. As a first step, we define the
corresponding results of the MEAT itself, considering that
no public announcements are made before all quantum
signals have been measured. In addition, we apply the
special implementation provided by [10], Theorem 4.2b],
in which only the classical register C is considered for
test rounds.

Proposition A.1. [10], Corollary 4.2, Theorem 4.2a]

For each je{1,...,n}, take a state ¢/ €D(A;) and a CPTP
map M;: [A L [SCI];, such that C; and I
are classical. Let picpmp = M, o...oM(@) for

@€D(J[AB]™E), verifying Dpr = oy ® .00 .

Suppose furthermore that p = pgop|a + (1 —pg)p‘_,g
for po€(0, 1] and all C; are isomorphic to a single register
C with alphabet C. Let S o be the convex set of probability
distributions defined on the alphabet C such that any ¢(")
with nonzero probability in pyq verifies that freq . €Sq.
Then, for any a€(1, o),

1 s [Cnm a1
HY(S™|[C|E), > nhl a_llogpg, (A1)
where
A
ha = inf inf ~— IDKL(QHVC)
+ > q(e)HL(SIIE),, (A2)
cesupp(ve)

provided that E is a large-enough purifying register for any
[AB];, and X; the set of all states M j(@pap) ) for some

initial @€ D([AB],E) such that w,, = 0‘2,.

Here, the register I; stores the pubhc 'announcements,
with alphabet 7 satlsfying C C 7. In particular, the equality
holds whenever there are no public announcements in key
generation rounds. For further reference, we introduce a
change of notation by writing the probability pq as Pr[Q],
and the set X as Zgq.

For simplicity, in the following discussion we assume
that all maps are identical, ie. M, =--- = M, = M,
and consequently, so is the marginal o . We then divide

map M in two channels as

M()sic = p(LIMF ()5 & [L)(Lc (A3)

+[1 = p(L)]IL){Lls ® MT()e
where C := C\{L}, and MX(-) and MT(-) are quantum
channels for key generation and parameter estimation,
respectively. Given this redefined channel and provided
that ve = Trg;[M(w)ge], for some weD(AB), the
Kullback-Leibler divergence in Eq. (A2) can be written as

Dy (qllve) = q(1)log (p(J_)./\q/l(Ii_()wAB)M)
. q(c)
+ Catooe (5 pu)W%Am)'

ceC

(A4)

For the right-hand side in (A2), the sandwiched Rényi
entropy can be simplified as

Y a(e)HL(S|IE),, = q(L)HL(S|IE),

c&supp(vc)

(A5)

Within our discussion, this relation holds as an equality
because S = L when C # L. Moreover, note that Eve also
holds a copy 7 of the classical register /7, which implies

HY(SIE), = HY(S|E), = HL(S|IE), .  (A6)
where E represents Eve’s quantum side information, and
E :=1E all her quantum and classical information. The
conditional entropy in (A6) can be further lower-bounded
by following [13], Supplementary material I]. First, note
that our final state for a key round pg,pg; comes as the
combination of two actions: a coherent key map, acting on
AB to produce a key reference R and a public discussion /;
and a pinching operation that tells Alice and Bob how to
distill the raw key at register S according to the key
reference R. Hence, we have

(1) The quantum state shared by Alice and Bob w,p.

(i) The state after the key isometry ocg4p;, and in
particular its marginal G(w,g) = Tr;[ograg;]-

(iii) The final state after the key extraction, pspap; =
V(ogagr)V' where V acts on register R, as well as
its marginal pggap = V(ogag)V'.

In particular, V =) |s)g ® Z} where Zy is a projec-
tive operator, and R is an intermediate key register between
Alice and Bob, which may include postselection and/or
removal of no-clicks.

Let us recall, for @ >0, the up-arrow sandwiched
Rényi entropy

HY(A|B), = — inf Du(pasllla ® ws). (A7)
wED(B)
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and define the down-arrow sandwiched Rényi entropy

Hi(AIB), = ~Da(paslls ® ps).  (A8)
as well as the up-arrow Petz-Rényi entropy
- T . -
Hy(A|B),:=— inf D, 1 A9
(AlB), o) (Pasllla ® wg) (A9)

where D, (p||y) is the Petz-Rényi divergence. Using these
definitions and considering pgspz as the purification
of the state pgrap;, we find for y = a/(2a — 1) when
a€(1/2, co] that [13], Supplementary material 1]

HY(S|E),, = —H}(S|RAB),
N u/eg(llgAB)D7<pSRAB|| Is ® Wrag)
- WG%?IgAB)D7<VGRAB ViITs ® Wran)
= weZiDI(lIgAB)Dy(GRAB IVi[1s ® yraslV)
- weIi)I(llgAB)Dy <6RAB ”ZZ;QWRABZ;Q>
N V/eli?l(llgAB)D7<g<wAB>||Z(WRAB>)~

(A10)

Here, we used the fact that 7 = I and the duality relation
shown in [64], Theorem 3], while the inequality arises
due to the data processing inequality [65]. We also note
that [13] proves that the inequality can be set as an
equality, which requires deriving an upper bound for the
up-arrow Rényi entropy.

Alternatively, we can lower bound the up-arrow Rényi
entropy in (A6) using the down-arrow entropy (A8). This
eventually defines a new bound h at the finite-size
analysis, which yields faster numerical results at the cost
of a suboptimal secret key rate. This bound goes as follows

HY(S|E),, 2 HI(SIE),,
= —Hy(S|RAB),
= Dy(psrasllls ® pras)

= Dy(VorasV[|1s ® pras)

> Dy(ogagl|V'[Ts ® pras]V)

= Dy <GRAB ||ZZ§QPRABZ)Y?>
S

= Dp(G(@4) ]| Z 0 G(wap))-

(A1)

For the first line, we used [64], Corollary 4], while in the
second we again applied duality relations shown in [64],
Theorem 3] for f = 1/a whenever a€ (0, o). The second

inequality arises due to the data processing inequality, and
the last line comes from calculating prag = Trs;[Pragsi]-
With the new notation and bounds, we redefine
Proposition A.1 as
Proposition A.2. Let n€N, piscpng = M® (@) for some
@€D([AB]"™E) and M: AB — SCI a quantum channel,
and 6€D(A). Given a nonabortion event 2, we have

A 1
HY(SW|[CIWE), o > nh} ——%—log——  (Al2
(S |[C ] )/)|Q Zn a—1 0og Pr[Q} ( )
where a€(1, o) and
a ~
hi>inf inf inf ——D
- qlenﬁﬂ me}Dn(AB) weZIDI(lRAB)a— 1 k(g M(@)c)
+4(L)D,(G(o)[Z(w)) (A13)

for £ the set in (13), all @ such that Trz[w] = 6, and

y = a/(2a — 1). Furthermore, the bound hi > hi holds
at (A12) where

a

hl > inf inf Dy1.(q|lM(w)¢)

geSq, w€D(AB) ot — 1
+q(L)Ds(G(@)[| Z o G(w)),

with g = 1/a.

Remark 1. At (A6), it is possible to apply a classical
conditioning on I (e.g. to discard a key round due
to a no-click). Using Ref. [66], Proposition 9], this
induces

(A14)

i a 5 aAEtHLSIE),
Hg(S“E)p:l_alog (Zp(lzl)Za (S| >1>

iel

(A15)

This formulation constitutes an essential step in decoy-
state BB84 and variable-length formulations [7]. Within
our context, and provided the aforementioned consider-
ations, we have that the state can be decomposed as

PSRABI = Zgi(w)SRAB ® |i){il; (A16)

iel

where G' is the unnormalized CP map applied according
to the value of register /. Let us now expand this
expression by using (A10). In the following, we take
shorthand notation for the normalized, sandwiched Rényi
divergence (5)

H2(5|E)p‘i > Weli)?lgAB)Dy(gi(wAB)”Z(V/RAB))'

(A17)
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where ‘i’; already incorporates the optimization with
respect to g4z, and the action of the maps G’ and Z. Then,

log <ZTr [G'(w [ [ég?a)))]} >

i€l

HJ(S|IE), >

We note that each term in the sum constitutes a perspective
of the function ¥/ (w)!/"), which for y! > 1 can be
modelled using the well-known power cone

K,={(x,y,2)ER xR xR: xPy'=7 > |z|]}. (A19)

p

This formulation provides a tighter bound than (A10).
Nevertheless, it does not achieve a noticeable improvement
in the secret key rate, while it greatly increases the cost of
the numerical implementation.

In the case of using the bound (A11) on the exponent,
we may explicitly decompose the final expression using
the normalized divergence (5) to find

H,ﬁ(S|7E)p

lOg (ZTI’ gl log (@ /TF[Q'(m)]]>

ieT

/3 log <Z‘I‘ (w)) (A20)

i€l

APPENDIX B: PROOF OF THEOREM II1.2

The security for finite-size QKD protocols is based on
the leftover hash lemma [67,68], which bounds the length
of an extractable secret key according to the raw key given
all the information accessible to Eve. Within our discus-
sion, we use a variant of this lemma based on Rényi
entropies.

Proposition B.1. [21], Theorem 9] Let 6, €D(AE) be a
cq-state and {R":_ .(-), heH} a family of 1—randomizing
hash functions on register A. Then,

1 at
—]]C®pFE) 2 - 2 (log |C|— HT(A|E) +2log )

T(ﬂgFEv C|

(BI)

where  p@pp = (30, p(WR" ® [h)(hlp ® Tg)(oar),
a€(1,2) and {|h)p},ep constitutes a basis in the register
F of hash functions.

This result can be adapted to our analysis by performing
the following changes.

C — Kg,

A= S0,

E—-EL,
ngE = PKyFE'L|Q>

OAE 7 PswE'L|Qs

1 _
ﬁﬂc ® Pre = TK,FELIQ:

where E' := [CI|"E, 7 is defined as in (9), p is the state
after a concatenation of n channels constituting our
protocol, and more explicitly, F denotes the family of
universal, hash functions used for error correction and
privacy amplification. Furthermore, |Kp| =27 since the
secret key is actually a binary register of length ¢; and L is
the register of all the public information exchanged by
Alice and Bob during error correction. Since we are
interested in universal, families of hash functions,
we set A =1 [21], Lemma 7]. Therefore, (B1) can be
rewritten as

T(pk,reLio Tk reLie) < YE(H) (SO |E'L) o +2) (B2)

Let now define a scalar coefficient ep, > 0 verifying that

_ €pA
T(pk,reLis Tk FELIQ) < PriQ, (B3)

To ensure the above expression follows from the bound in
Eq. (B2), it is sufficient to require its right-hand side to be
no larger than ep, \Pr[Q] . Solving this condition for the
key length and considering that (1 — a)/a < 0, we have

( )
6PA

+ a lo ! +2
a—1 E\prq]) "~

Next, we split off register L using [67], Lemma 5.14,
Lemma 5.15] and the notation leakgc := log(|L|), such that

£ < HY(SW|E'L) 0 —

(B4)

( |E/ >p\Q>H< |E/)p|§2 leakgc. (BS)

Thus, the inequality in (B4) can be written as

a 1
(n) |El)p\§2 — 71 IOg (a)

a 1
——log( === ) —leak 2. B
+a—1 Og<Pr[Q]) eakgc + (B6)

¢ <HLS

We can now apply the MEAT following Proposition A.2,
such that the final expression of the key length is
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1
¢ < nhy——2 log (—> —leakgc +2,  (B7)

a—1 EpA

where h, could be equal to hg or hi. Thus, we can prove
the security of Theorem II1.2.

Proof. Let us consider the state after the execution of
the protocol pg k,re and an ideal state Ty x, ppp-
We calculate its trace distance, noting that both states
are the same when the protocol aborts (albeit no key rate is
produced then),

T(pk, KkyFEL TK K,FE'L) (BS)

= Pr[Q], T(pk, k,re'Li0s Tk KyFELIQ)-

Then, we bound the resulting trace distance as follows

T(pk k,FELIQ TK Ky FELIQ)

< T(pKAKEFE’L\QvpKAK,;FE’L|Q/\KA:KB)

+ TPk Ky FELIOAK =K 5> TK K5 FE'LI) (B9)
EEC _
< T(ok reLios Tk FELG)-
= P + T(pkyreLios Tk FELIQ)

p

We applied the triangle inequality in the first line and our
hypothesis of egc—correctness in the second (which is
eventually reflected in the value of leakgc), such that we
can trace out register K, in the second line. For the final
trace distance, we may assume the hypothetical value for
epa€(0,1) in (B3). Thus,

Pr(Q|, T(pk,reLios Tkyrerie) < €pa- (B10)
Using Proposition B.1, we certify that the protocol is
(epc + epa)—secret, as long as the resulting secret key has
a length bounded by (B7). For any choice of parameters,
the protocol verifies

Pr(Q|, T(pk,k,reLios Tk, kyFELQ) S €6C T+ €pa,  (BI1)

which constitutes our security statement, in accordance
with (8). ]

APPENDIX C: VARIABLE-LENGTH SECRET
KEY RATES VIA CONIC OPTIMIZATION

In this section, we develop a conic approach for the
variable-length secret key rate for qubit BB84 using the
framework described in Ref. [7]. To do so, we first
introduce a tradeoff function f: C - R, which allows
us to express the f-weighted Rényi entropy [10]

g’f(S|C1E)M(w)
1

a Ea(—f(e)+HL(SIE)) pm(a,
1 _alog (Zp(c)Z <. (CD

ceC

This function is necessary to define x as an H,T,’f -normali-
zation constant corresponding to the set of all states that
can be produced via a single-round map M, such that

k:= 1inf

s
Hy’ (S|CIE ,
wspED(AB) ( | >M(w)

s.t. Trg[wap] = 04. (C2)
Based on this, the security proof given by Ref. [7],
Theorem 12] establishes that a variable-length protocol
is secure when the final key length 7, is bounded by a
function foo(ct) = °;(f(c;) + ). As further discussed
in Ref. [7], Sec. VI], rewriting this function in terms of the
observed frequency vector and matching its expectation to
a fixed honest probability distribution ¢”, eventually
provides an average secret key rate

1
¢ log— + 2,
—1 Epa

(C3)

[E[l’ﬁvar} 2 I’l(f : qh + K) - 1eakEC -
a

where the leakage is provided by inequality (19), and is
evaluated according to ¢". To find the optimal tradeoff
function f, we introduce an auxiliary variable A€P¢. Then,
similarly to Ref. [7], we formulate the following fixed-
length optimization program

inf " Dy (IM(@)c) + ¢ (1)D(G(@)|Z 0 G(w))
st wap=0,  Trgloas] = o4
dde)=1. ix0.
ceC
A—gh=0. (C4)

Using the techniques described in Sec. IV, we can
reformulate this optimization as the conic program

It — pEh
hKLsh(lgf(ID.,u,/l,ma —1 [ KL p QKD]
S.t. TrB[C()AB] = 0y, Zl(c) — 1’

ceC
G.2G.5
(u,wyp)€ ’C/;astRényiQKD
(hg. 4 M(@) ) €Kk
(hQKD, 1, Sﬂl/t + 1-— Tr[gT(w)])EKlog

I—q"=0. €5
As stated in Ref. [[10], Lemma 4.12], the dual value of the
last constraint provides an optimal choice for f, which can
be readily introduced in the optimization for x. Before
continuing, note that f—weighted Rényi entropy can be
lower-bounded as
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H}'(S|CIE), =

log <Zp 25 ()

ceC

" PKZI{I(’( f(l)‘i‘Hi (SlIE)M(M)u ))

~log (ZP

ceC

D_¥)(@)

iel

+ PKza—lf

) (C6)

where in the last line we used Eq. (A20) from Remark 1. In
the particular case of qubit BB84, we have 7= {T,L1}.
Using then the description in Sec. III C, we can explicitly
write the optimization of x in its conic form via the
FastRényiQKD cone

K>111f

log< (1— K)ZTrFCa)AB “af(c)
ceC

n pl(z%'f(l)(sﬂu +1- Tr[gT(w)])> €7

S.t. TrB[Cl)AB] — 0y

eKﬂngS

(M, Wap ) FastRényiQKD’

where {I"“} ... succinctly denotes all the POVM elements
used by Alice and Bob in parameter estimation rounds,
weighted according to the probabilities (pX, 1 — pX) of
Bob’s choices.

APPENDIX D: PROPERTIES OF S

As noted in Sec. II, we require supp(p) C supp(c) in our
definition of the sandwiched Rényi relative entropy. This is
not necessary for the entropy itself to be well-defined
in our range of interest, a€[1/2, 1), but we require it in
order to prove that S is an isometry, which is needed for
the derivatives to be well-defined and the proof of
self-concordance.

In terms of our maps
supp(G) C supp(Z), where

g, Z, this means that

supp(G) = cl{|¢); (p|G(Va'VT)|¢p) > 0 ¥ o' >0}

= {Wgx;xeCk}, (Dla)
supp(2) = cl{[¢); (¢|Z(w)[¢) > 0 V w>0}
= {Wzy;yeC"}, (D1b)

Proposition D.1. § = W;Wg is an isometry.
Proof. Let xeCK. Wgxe€supp(G); since supp(G) C
supp(Z), there exists yeC" such that

Wgx = Wzy. (D2)
On the one hand, multiplying both sides of (D2) by Wg,
x = WiWzy. (D3)

On the other hand, multiplying both sides of (D2) by wi,

WiWgx =y (D4)

Then, replacing (D4) in (D3),
X = WEWzWEWex = STSx. (D5)
As it is true for all xeC¥, it must be S7S = 1,. "

The proof for the G, Z oG case is follows by replacing
Wz with W zg. We will also check that the map X — STXS
is strictly positive, as we will need it to prove that the
barrier function is self-concordant:

Proposition D.2. The map X~ STXS is strictly
positive.

Proof. First note that this map is positive, as Y >0 iff
Y = K'K, and therefore STYS = STKTKS>0. Now note
that Z >0 iff there exists € > 0 such that Z — ¢1 >=0. Then

0<ST(Z—el)s =

STZS — e, (D6)

which implies that STZS > 0. C

APPENDIX E: SELF-CONCORDANCE

In this section, we adapt the proof given in [18] to prove
that the barrier functions (33) and (34) are logarithmically
homogeneous self-concordant barriers (see the definition
below) for their respective cones, (31) and (32). In
particular, we are interested in ae[%, 1), and therefore,
Sq = sign(a—1) = —1.

Definition E.I1. [69], Definitions 1.3.2, 5.1.1], [70],
Definition 2.3.2] Let V be a finite-dimensional real vector
space and let IC C V a closed convex cone. A v-logarithmi-
cally homogeneous self-concordant barrier for K is a C?
function f:int/C — R such that

(i) For all x,€0K.

lim f(x) = +oo0. (E1)
(i1) f is v-logarithmically homogeneous:
f(Ax) = f(x) —vlog(d) (E2)

for all xeint /IC, for all 4 > 0.
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(iii) f is self-concordant:

D> f(x)[h. h. h]| < 2(D%f (x)[h. B])*/

(E3)

for all xeint /IC, for all he ).
In the proofs of self-concordance of our barriers, we use
the following concepts:

1. Conic monotony and conic convexity. Compatibility
Remember that a closed convex cone /C C V in a real
vector space defines a partial ordering in V given by:

xyey—xek.

Definition E.2. [[18], Sect. 2.1] Let V,V' be finite-
dimensional real vector spaces and let X Cc V, K'c V'
closed convex cones. A map f: V-V is (K,K')-
monotone if for all x, ye) such that

X<y

then,

fx) < f(y).

Definition E.3. [[18], Sec. 2.1] Let U,V be finite-
dimensional real vector spaces and let /JC C V' a closed
convex cone. A map f: U — V is K-convex if for all
x,yeU, 1€(0, 1],

fOx+ (1 =2)y) <ic 4 (x) + (1 = ) f(y).

A map f: U -V is K-concave if —f is K-convex.
To define operator monotony and operator convexity, we
establish the notation

(E4)

Hy, = {Xen%o(X) c I} (ES)
for an interval I C R, where o(X) denotes the set of
eigenvalues of X.

Definition E.4. A real function f: (a,b) CR - R is
operator-monotone if for all deN, for all X,YeH?

oC(a.b)
with X <

Lemma E.5. Let I C R be an interval. The set HY_, is
convex.

Proof. Let X,Y€H?_, and 1€0,1]. Let Z =X+
(1 —2)Y.As a consequence of Weyl’s theorem ([71],
Theorem 4.3.1]),

mine(Z) > Amino(X) + (1 —A) mino(Y) }

maxo(Z) < Amaxo(X) + (1 —2) maxo(Y) (E6)

where

mino(X), mino(Y), maxo(X), maxo(Y)el.  (E7)
We conclude that [mino(Z), maxo(Z)] C I, so 6(Z) C I.
n

Definition E.6. A real function f: (a, b) C R is oper-
ator-convex if for all deN, for all X, YeH! , 1. 2€[0. 1],

FOX+(1=2)Y) <AfX) + (1= Df(Y)  (E)
A function f: (a,b) C R is operator concave if —f is
operator-convex.

Definition E.7. [[70], Definition 5.1.1], [18],
Definition 2.3]. Let U, V be finite-dimensional real vector
spaces and let K C V a closed convex cone. Let C C U be a
closed convex subset and f:intC — )V a C° function.
Given a real number > 0, f is (K, f)-compatible with
C if

(i) f is K-concave.

(i1) For all x€int C, for all held such that x + heC,

D3 f(x)[h. h.h] < —3pDf(x)[h. k). (E9)

Definition E.8. [[70], Definition 5.1.2]. Let f:intC — V
verifying hypothesis of Definition E.7 and let G:intC —
R a self-concordant barrier for C. Given a real number
B >0, fis (K, f)-compatible with the barrier G if

(i) f is K-concave.

(i1) For all x€int C, for all h€ld such that x + heC,

D £(x)[I h. h] < —3D2 (x) [h. h)(D2G (x) I ] .
(E10)

Concepts in Definitions E.7 and E.§ are closely related,
as shown in [[70], Remark 5.1.2]:
Proposition E.9. Let f:int C — V verifying hypothesis
of Definitions E.7 and E.8, and let # > 0.
() If f is (K, p)-compatible with C, it is (K, f)-
compatible with any barrier of C.
(ii) Conversely, if f is (I, f)-compatible with a O-self-
concordant barrier G:intC - R for C, it is
(K, (360 + 1)p)-compatible with C.
What we want now is to prove that the function

¥,5(G.2) = |25 SGH|% = Tr|(GHsTZ5Ghy]

(E11)

is (R, 1)-compatible so that we can prove that the
functions (28) and (30) also are. We will do that by doing
the composition with the appropriate linear map applying
the following lemma:

Lemma E.10. [18], lemma 2.5], [70], lemma 5.1.3 (iii)].
Let U, V be finite-dimensional real vector spaces and let
C C V be a closed convex subset. Let f:int C — H" be a
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C*H -concave function. Suppose f is (HZ, )-compatible
with C, g > 0.
(i) Let £: H" -» H™ a positive linear map. Then,
Lof:intC—H"—H" is (HZ,f)-compatible
with C.
(i) Let ¢@: U —V be an affine map such that
intCNnImep #@. Then, fog: ¢ '(intC)—
intC — H" is (HZ, )-compatible with ¢! (C).

2. (R, 1)-compatibility

We are proving the (R, 1)-compatibility of (EI11)
this way:

Theorem E.11. [[18], Theorem 3.1] Let U4, V be finite-
dimensional real vector spaces. Let C C U be a closed
convex set and K CV a closed convex cone. Let
®:intC — V be a C? function. Let /C* be the dual cone,
and suppose that for all ze* and for all xeintC, held
such that x &+ h€int C, the function

p:(-1,1) >R

t+> (z,®(x + th)) (E12)

is operator concave in (—1,1). Then ®:intC - V is
(K, 1)-compatible with C.
Let

wi(—=1,1) > R

(E13)
t—> V¥, s(G+1tH,Z+tK)

where (G,Z)eHE x H, (H, K)€eHF x H" are such that
(G+H,Z+K)eHX x H?. The idea is to prove that
w is operator concave in (—1,1) so that we can apply
Theorem E.11.

For the following lemma, we define the the upper half-
plane C' := {z€C;Im(z) > 0}.

Lemma E.12. Let

Pi(l,4o0) - R

9

¥ has an analytic continuation to C* such that(C*) c C*.
Proof. Note that this is a particular case of [[47],
Theorem 2.1 (1)] with p =12 g =1, s=a, Y(X) =

STXS, and @ the identity map. First of all, let us write {:

(E14)

W(t) = Tr[((1G + H):ST (t1Z 4+ K)'=“S(1G + H)2)?].
(E15)

Let us remember the Cartesian decomposition ([[72],
Sec. 4.4]) of a matrix C€C%*?: the Hermitian matrices

!
Re(C) = & u <

c—ct
Im(C) = 5 (E16)

are called real part and imaginary part of C, respectively. In
this context, C = Re(C) + iIm(C) and they are the unique
decompositionof C = A + iB with A, B Hermitian matrices.
We define the set ([[73], Sec. 1])
Iy :={A+iB;A,BEH’, B>0} c C™, (E17)
If ceC", ¢cG+HEeI] and cZ+ KeZ,. By [[73],
lemma 1.2], then (¢G + H$:€Z; and (cZ + K)= €T},
because 0 < 1,12 < 1. As the map X — STXS is strictly

l—a

positive (see proposition D.2), ST(tZ + K)= SEZ;.
Let us call

F(1) = (tG + H):S"(tZ + K)=S(tG + H):  (E18)
and y = =2 4+ 1 = (1/a)€(1,2] C (0,2]. By [[47], proof
of Theorem 2.1, Eq. (2.5)], if o(F(c)) is the set of the
eigenvalues of F(c), o(F(c)) c T, for ceC", where
T ={re?;r>0,0<0<0}, 0€(0,27). (E19)
Therefore, 6(F(c)*) ', =7 (remember that y = (1/a)).
Then, Tr[(F(c)*|€Z}. .
Once we have lemma E.12, by Lowner’s theorem ([18],
lemma 2.1]), we conclude that yr is operator-monotone in

(1,+00). Now we can get that § is operator concave in
(0,1) by [18], lemma 4.3], since

Jo=ii(;)=rs(3) = 10

Lemma E.13. Let ¢ the function (E12) in the conditions
of Theorem E.11. If ¢ is operator concave in (0, 1), it is
also operator concave in (—1,0).

Proof. Let us recall ¢, the function (E12) ¢. Because of
the conditions of Theorem E.11, the function (E12) is well
defined in (—1,1) swapping h for —h. We call ¢_ this
new function.

(E20)

¢ 1(~1,0) > (0, DB R
t> —t> ¢ (—t)

Let X, Y €H? whose eigenvalues are in (—1, 0). By hypoth-
esis, ¢, is operator concave in (0, 1). Then, given 1€]0, 1]

¢_(AX + (1=2)Y) = ¢, (—(AX + (1 - 1)Y))

¢ (A=X) + (1 =-2)(=Y))
M (=X) + (1 =) (=Y)
A

$-(X) + (1 =A)p_(Y).

ly

|
By lemma E.13, the function (E13) y is also operator
concave in (—1,0). Using [18], lemma 4.4] for all deN,
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we get that y is operator concave in (—1,1). Finally,
applying Theorem E.11, we conclude that the function
(E11) is (R, 1)-compatible with HY x HZ for a€[}, 1).

3. Proof of self-concordance for the RényiQKD cone

Let us rewrite the function (28) in terms of (E11):

¥, (p.0) =¥, 50L;3(p.0),
where Ly 2(p,0) = (Q(p),z(a)) Applying lemma E.10

(i), ¥,(p, 0) is (Rs, 1)-compatible with HZ x HZ. Once
we know that, we can prove that the function

(E21)

f(u,p,0) = —log(Yu(p, 6) — u) — logdet(p) — logdet(c)
(E22)

is a self-concordant barrier for clhypo(¥,(p, 5)) by [[18],
lemma 2.4]:

Theorem E.14. LetU, V be finite-dimensional real vector
spaces. Let C C U be a closed convex set and K CV a
closed convex cone. Let G:intC C U — R be a C>v-SCB
for C and F:intC c U — V(K, f)-compatible with C,
p>0. Let H:intC - R be a #-SCB for K. Then, the
function

frintCxV —RU{+o0}
(x,y) &> H(F(x) = y) + fG(x)
is a (n + °v)-SCB for clhypo F, where
hypo F = {(y,x)eW xintC;y < F(x)}.

This is a particular case of [[69], Theorem 5.4.4],
noticing proposition E.9 (i).

Corollary  E.15. The function
(1 4+ g + m)-SCB for clhypo(¥,(p.0)).

(E22) is a

Proof. We apply Theorem E.14 with

(i) U=HIxH",C=HL xH?, G(p.c) =—logdet(p) —
logdet(s), which is a (g +m)-SCB for HI x
HZ (v = g + m).

() V=R, K =R,.

(i) F=W,: HL xH" - R, which is
compatible with HL x HZ(f = 1).

(iv) H = —log, which is a 1-SCB for R, (n = 1).

(R, 1)-

4. Proof of self-concordance for
the FastRényiQKD cone

Following an analogous argument, we can rewrite the
function (30) in terms of (E11):

(E23)

where L (p) = (G(p), 2G(p)). Applying again
lemma E.10 (i), ¥,(p) is (R, 1)-compatible with HZ.
We can prove then that the function

f(u.p) = —1log(¥,(p) — u) — logdet(p) — logdet(c)
(E24)

is a self-concordant barrier for clhypo(¥,(p)):
Corollary E.16. The function (E24) is a (1 + ¢)-SCB

for clhypo(¥,(p)).

Proof. We apply Theorem E.14 with
(i) U =H?, C=HL, G(p) = —logdet(p), which is a
g-SCB for HZ (v = q).
) V=R, L=R,.
(i) F = ‘i‘a: HL — R, which is (R, 1)-compatible
with HL (5 = 1).
(iv) H = —log, which is a 1-SCB for R, (y = 1).

APPENDIX F: DERIVATIVES
1. Background

Real functions can be extended to act on Hermitian
matrices by diagonalizing the matrix and applying the
function to each (real) eigenvalue. More precisely, let
f:R—R and Xe€H" with spectral decomposition

X = Udiag(A)U", where 1€R" is the vector of eigenval-
ues. Then we define f(X) as

f(X) = Udiag(f(2))U", (F1)

where f acts on / elementwise. We will call fiH">H"a
spectral function.

The barriers of our cones, Egs. (33) and (34), are defined
in terms of spectral functions. In order to differentiate
spectral functions, we need to extend the usual rules of
multivariable calculus to these functions. In this section,
we collect some of these rules for convenience, but they
can also be found in matrix analysis books like [74,75]. We
will refer to these properties in the computation of the
gradient, Hessian and third derivatives of the barrier.

First, let’s recall some rules valid for general functions.
The Fréchet derivative of the composition of two functions
applied to a vector direction H obeys the chain rule:

D(feg)(X)[H] = Df(9(X))[Dg(X)[H]},  (F2)
and the derivative of a product obeys the product rule:
D(f9)(X)[H] = Df(X)[H]g(X) + f(X)Dg(X)[H]. (F3)

In particular, we will use it when the product is composed
with the trace. Since the trace is a linear operator, its
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differential is itself and we obtain

D(Tre fg)(X)[H] = (Df(X)[H], g(X))
+(f(X), Dg(X)[H]).  (F4)

Turning our attention to spectral functions, the derivative is
given by
Df(X)[H] = U(f')(A) © (U'HU))U,  (F5)

where X = UAU" is the diagonalization of X, f!) are the
first divided differences of f and © is the Hadamard or
elementwise matrix product.

Another important property is that the derivative of a
spectral function composed with the trace is equal to:
|

D*f(X)

-vte

where X = UAU" and £ (A) = [P (4;. 2. 42,

to the same vector direction is

an

D3f(X)[H.H. K] = {
k=1

D(Tre f)(X)[H] = (H. f'(X)). (Fo)

where (A, B) = Tr(AB") is the Hilbert-Schmidt inner
product. We will call this equation the trace derivative.
We can combine the chain rule and the trace derivative to
obtain:

D(Tro fog)(X)[H] = D(Tro f)(g(X))[Dg(X)[H]]

= (Dg(X)[H], f'(9(X))- (F7)

These equations will be used extensively in the upcoming
derivations. To compute the Hessian and third derivatives
of the barriers, we will need higher-order Fréchet deriv-
atives of spectral functions. The second-order derivative
applied to two vector directions is given by

© (UTHU|K)(k|UTKU + UTKU|k)(k|UTHU) | U, (F8)

_, (second divided differences of f). The third derivative applied twice

© [UTHU|k)(k|UTHU|£) (¢|UTKU

+ UTHU|k)(k|UTKU|¢)(¢|UTHU + U'KU|k){(k|{UTHU|¢){(¢|UTHU] | U", (F9)

where X = UAU" and fI(A) =
(third divided differences of f).

Finally, to isolate some of the vector directions later on,
we will use the property that Fréchet derivatives of spectral
functions are self-adjoint:

B i 2 N

(A, Df(X)[H]) = (4. U(fM(A) © (UTHU)UT)
= (UTAU. f1(A) © (UTHU))
= (fl(») © (U'AU), UHU)
=

U(fY(A) @ (UTAU))UT, H) (F10)

= (Df(X)[A], H). (F11)

By applying this property successive times, we can prove
that higher-order derivatives are also self-adjoint:

(A.D*f(X)[H.K]) =

(D’f(X)[H,A],K),  (F12)

(A D*F(X)[H.K.L]) = (D*f(X)[H.K.Al.L). (FI3)

2. RényiQKD cone
a. Gradient
The gradient of the barrier (33) is

1

Vf(h.p.o) = - (F14)

Vol (hp.0) =V, ¥0(p.0) =7, (F15)

V,f(h.p.o) =2V ¥, (p.0) o', (F16)
Z

where z = h — 5,%,(p.0) and ¥, is given by Eq. (28).

For convenience let us define the intermediate variables
G = G(p) and Z == Z(o), and the functions g(x) = x* and
h(x) = x&, so that we can write

9(G2STh(Z)SG?))
9(Z3GZ)].

(F17)
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where we defined Zg := STh(Z)S for brevity. The two

expressions we give for li’a(G, Z) come from Eq. (36), and
as mentioned before, the operators appearing there are
positive definite, which is necessary for the derivatives to
be well-defined.

The chain rule (F2) gives us the derivatives of ¥, in

terms of the derivatives of ‘i’a:

D,¥.(p.0)[H] = Do¥,(G. Z)[D,G(p)[H]].  (F18)
D, (p, 0)[H] = D;%,(G,Z)[D,Z(c)[H]].  (F19)

Applying the chain rule and the trace derivative (F7) to the
Lo
expression Tr[g(Z;GZ%)] in Eq. (F17) gives us

D, (p.0)lH,] = (H,.G'(Zd (Z,G2)Z) ).
(F22)
D, o(p.0)[Ho) = (H, 2/ (DR(Z)[SGH (GZ5GHGHST))),
(F23)

and therefore the gradient is

V,%.(0.0) = §(Zg(Z2GZ) 7).,  (F24)

V¥, (p.0) = Z7(Dh(Z)[SG2g (G Z3G2)G2ST]).  (F25)

The gradient can be significantly simplified if we write it

in terms of the singular value decomposition of
Lo
2 1 1 11 735G = UAV':
Do¥.(G.2)[He) = (Z3HeZs. ¢ (Z,GZ5) )
= (He. 249 (Z,GZ)Z ). (F20) V,u(p.0) = G (ZsUg (N)U'Zy). (F26)
Nt _ WA (AT GESt
Now, using the expression Tr[g(G:STh(Z)SG?)] from V¥, (p.0) = Z'(Dh(Z)[SG:Vg (A*)V'G2ST]).  (F27)
Eq. (F17) to compute the derivative with respect to Z,
we obtain
b. Hessian
DZ‘I‘ (G,Z)[Hy) = (G?STDh(Z) [HZ]SGz g (GZZSG2)> The Hessian of the barrier (33) is
= (Dh(Z)[H,], SG¢ (G:ZsG2)GaST 1
(Dh(Z)[H] ]9(] S,)l ) v%,hf(halha):_z’ (F28)
— (H,. Dh(Z)[SG}q (GZsGHGHST), 2
Sa o
(F21) Vi (hp.0) = =5V, ¥, (p.0).  (F29)
where in the last step we used the self-adjointness
S o Sy o e
of tlle spectralA derivative (F10). Now, sAubstltutmg v%w fh.p.o) = s V,%.(p,0), (F30)
G=0(p). Z=2(0). Hg=D,G(p)H,] =G(H,) and z
H, =D,Z(o)[H,] = Z(H,), we obtain
[ . Sucn G o
V2 f(h.p.o)=H, = (V¥ (p.0).H,) V,¥,(p.0) —|—?V§p Y. (p.0)H, +p 'H,p~" (F31)
Vool (h.p.0) = Ho > - V8,0, 0). H) V8 (p.0) + V2, W, (0.0 H, 4 67 Hyo . (F32)
Z
Loe . Sucn G
Vgaf(h,p, 6) =H, s (V, ¥ (p.0).H,) V,¥,(p.0) + 7Vlz,a Y,.(p,0)H,, (F33)
A S(l A
V2, f(h.p,o)=H,— — > (V ¥, (p, JH,) V¥, (p. o) +?V¢2,p ¥Y,(p.0)H,, (F34)
where z = h — 5,%,(p. o).
Similarly to the derivation of the gradient, we obtain DGG‘P (G, Z) by differentiating (F20) over G:
A 1 Lo L1
Dgc¥o(G. Z)|Hg, . Hg,] = (Hg,. ZsDy (ZsG Zs) [Z5H 6, 23] Z§) (F35)
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~

We obtain D2, W, (G, Z) by differentiating (F21) over Z with the product rule (F4):
D3, V.(G. Z)[Hy, Hy) = (D*h(Z)[Hy, Hy ). SGYg (GYZ5GHGHST)
+(Dh(Z)[Hz,, SG*D¢ (G*Z5G>)[G*S' Dh(Z)[HZ,]SG2]G:ST). (F36)
Using He’s Lemma 5.1 [18], we have that
D,¥,(G. Z)Hy] = (Dh(Z)[H;). SG* (GiZ5GHGS') = (Dh(Z)[H,). SZ59(ZGZ)Z5'ST),  (F37)

where §(x) = x¢'(x). With this second expression we can obtain D% easily by differentiating it over G:

A

2 _1 1 1 1 1 1
D%Y.(G.Z)[H, .Hs,| = (Dh(Z)[Hy ). SZ;*DY(Z3GZ5) [ Z3H 6, 75| Z*ST). (F38)

Now we can substitute G = G(p), Z = Z(c) and the vector directions Hg = G(H ,,) and Hy = Z(H(,l_). To obtain the
product of the Hessian times a vector we need to isolate the first vector directions, H, and H, :

1 1 1

A A 1 1 1 A 1 1
V2, %.(p.0)H,, = G'(ZiDg (2;GZ})(23G(H,,) 25 Z%)., (F39)
A~ AL 1 1 1 1 A 1 N
V2%, (p,0)H, = Z'(Dh(2)[SZs’D§(Z;GZ;)[Z;G(H ) Z3]1Z57S ). (F40)
A A 1 1 1 _1 A 11
V2, ¥u(p.0)H,, = G (ZDUZ,GZ) | Z57S Dh(Z)| 2(H,,)|S 75| Z3). (F41)

Vi ¥ulp.0)H,, = Z'(D*h(Z)|2(H,,). SG? (G*ZsG2)G=ST])
+ Z'(Dh(Z)[SGDg (G3ZG?)[G2STDh(Z)[2(H,,,)|SGY)G:ST)). (F42)

And we obtain the Hessian, V2%, by vectorizing (see Appendix A of [19]) the previous equations and thus isolating the
remaining vector directions, H,, and H,,.

c¢. Third derivatives
The third derivatives of the barrier (33) are

2
Vimd (hp.0) = ==. (F43)
3 2Sa 1
Vinpf (h.p.0) =5V, ¥olp. 0). (F44)
3 25,4 -
Vino/ (h: . 0) = =5 Vo¥alp. 0). (F45)
v - 255 1y v, ¥ Sag2 (F46)
hppf(h’p7 6) - H/) = _Z_3< p (1(p’6)’Hp> p a(p,G) _Z_2 pp a(p’G)H/J’
3 255 & 2 Sawn ¢
vhzwf(h’ I G) = HU = - Z_3 <v6Ta<p7 G)’ H0'> valpa(p7 6) - Z_zvaa \Pa(pv G)Ho'v (F47)
3 zsg A A s{l o A
Viepf (h.p.0) = H, > ——=(V,¥,(p.0). H,) V¥, (p. o) — 2 Var Yo(p.0)H,, (F48)

Z3
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253 .
vg/)pf(h’ P, 0) - (Hp’ Hp) = ZT <Vplpa(pv 6)’ Hp>2 vplIJ (pv 0)
Sa xo2 255
+ ? <v/2)/1‘PaH/)v H/)> v/)lpa (p7 0) <v ‘P(lv H > v/z)/) a (p’ G)H/) (F49)
Sq 1 _ _
+ ?Vgpplpa(p, o)-.H, H)—2p 'pr 'H,p™",
2S3 3 2 3
mmf(h 2 0) (H Ho‘) = ? <vo'lpa(p’ 0-)7 H6> vo‘\Pa(p’ 6)
Sa o2 g 255 o g 2§ (F50)
+ ? <vao'lPaH H > v lP ( ) Z_z <V6\Pa’ Ho'> vo'alpa(pv G)HO'
+ 223 9 (o) Hy H,] — 20~ Hyo ' Hyo™',
Z
2s3 . . .
p/)o— (h P, 0 ) - (H/)v Hﬂ) = Z_3 <v/)lpa(p’ O-)’ H/,><V”\Pa(p, 0)9 Ho'> v/)qja(p’ U)
52 . 52
?<V2 lP H H >v/)lpa(p’0) +;<vp as >V2 (l(p’a)Hﬁ (FSI)
% 5

2<v ‘PmH >v/21p a(p’o-)H + av?)/m'Aa(p’ )[ H/HH]

where z = h — sa‘i’a(p). The remaining derivatives are completely analogous. Here we simplified the third derivative
Vfw, f (and similarly for other terms) by applying it twice to the same vector because that is what the conic solver uses.

To obtain V3%, (p, 6) we first differentiate the second derivatives of W, (G, Z) and then substitute G and Z. We obtain
Dsec¥,(G. Z) by differentiating (F35) over G:

Décc@a[Hcl Hg,.Hg,| = (Hg,. Z%SDZQI(Z.%SGZ.%S‘)[Z.%S‘HGZZ%S" Z%HQZ%S]Z%Q- (F52)
We obtain D%GG‘i‘a(G, Z) by differentiating (F38) over G:
Do ulHy, He, Ho,) = (Dh(Z)[Hy, ). SZ5*D¥)(Z5G Z5) [Z5H, Zs. ZsHe, Z3)Z5'S')
— (Hy,. Dh(Z)[SZy' D*(Z4GZ,)\ZHo, 25, ZsHo, Z5) 75 ST). (F53)

Because the third derivatives are continuous, D%ZG‘i‘a = D%GG‘i‘a. In order to solve the first vector direction and obtain

V%;ZG‘i’a [ Hy,, Hg,), it is convenient to reorganize D}, ;¥,:
2 R U R ! 1oy
Do ¥u(G.2) Ho, Hy,. He) = (Ho, ZD°H(ZAGZ) 258 DR(Z)H, )57 oMo, Z)28), (s

and analogously for D3, ¥,
To obtain Dczz‘i’w we follow [[18], lemma 5.1] and use the expression
(A, XF(XY2X)X) = (A, Y"H(YX?Y)F(YX2Y)Y~1). (F55)
With this equation, we can rewrite

D¥,(G. Z)[Ho) = (He, 259 (Z3GZ3)Z5) = (Hg, GH5(GHZsGHG), (F56)

where §(x) = x¢'(x), and differentiate twice with respect to Z:
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Diz7 ¥, [Hg, Hy, Hy) = (G Hg, G4 Dj(GYZ5GH)[GHST D*hlH , . H,|SGH)
+(G7*Hg, G2, D*§(G*ZsG*)[G2STDh[Hy,|SG?, G:ST Dh[H ;] SG?)). (F57)

Again, to obtain V%Gz‘i‘a[-, Hg,,Hz ] we simply reorganize Dy Py

Dy ¥ lHy, Hg, Hy)) = (Hy,. D*h[SGD§(G*ZsGH)[GHH, GG Hy))
+ (Hy,, Dh[SG:D*§(G*ZsG?)[G2H;,G 2, G3S'Dh[H,,|SGY]G2S1)). (F58)
And analogously for DZZG‘i’(,.
Finally, we differentiate Eq. (F36) with respect to Z using the product rule (F4) and use the self-adjointness of the
spectral derivatives (F13) to obtain
D777%.[Hz,. Hy,, Hy) = (Hz,, D’h(Z)[SG (G2Z5G?)GS', Hy,, Hy )
+(Hz,,D*h(Z)[Hy,, SG:Dg (G ZsG?)[G=S' Dh(Z)[H,,|SGY]G2S 1))
+ (Hz,. D*h(Z)[SG:D¢ (G:Z5G*)|G*S' Dh(Z)[H,,]SG?|G*ST, H,.))
[SG:D¢ (G:Z5G3)[G3S' D*h(Z)[H ,,, H,,]SG?)G3ST))
[SG:D?¢ (G*ZsG*)|G>STDh(Z)[H,)SG?, G2S'Dh(Z)[H,,]SG?|G3ST)).
(F59)

:—|r—|

(
+ (Hz,, Dh(Z)
+ (Hz,, Dh(Z)
Now we can simply substitute G = G(p), Z = Z(c) and the vector directions H, G, = G(H ,)and H; = Z(H, ). We then

solve the first vector direction to recover the third derivatives V3‘i’a (p, o) applied to two vectors (actually, twice the same
vector), which is what the conic solver needs.

3. FastRényiQKD cone
a. Gradient
The gradient of the barrier (34) is

1
Vif(hp) = ==, (F60)

Sa I —
fo(h,p) = ? vp\Pa(/)) -p 1’ (F6l)
where z = h — sa‘i‘a( ) and ¥, is given by Eq. (30). .
The gradient of ¥,(p) can be obtained from the gradlent of ¥,(p. 6) (computed in F 2 a) just by composing ¥,(p, o)
with the projection (p,o) - (p.p) and replacing Z with ZG:

V,¥,(0) = G (25 (2,GZ5)Z5) + 26 (Dh(2)[SGly (G1Z5GH)GHS)

G (Z2Ug (N)UTZ) + 26T (Dh(Z)[SGHV Y (A)VIGEST)).
where in the last equality we used the singular value decomposition of Z%G% = UAVT.

b. Hessian
The Hessian of the barrier (34) is

1

Vinf (h.p) = = (F62)
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Sa A
Vi, f(h.p) = =2 V) Walp). (F63)

2
Vi f(h.p) = HH $(V,Walp), H) V,¥alp) +S;“V%p‘Pa(p)H+p‘1Hp‘l, (F64)

where z = h — 5,%,(p).
To obtain the product of the Hessian times a vector H, we can simply compose ¥ «(p, o) with the projection

(p.o) — (p,p), replace Z with 20, and recycle the equations for the Hessian of ‘Pa(p, o), Eqs. (F39)-(F42):
VAW, (p)H = V2, ¥, (p. p)H + V2,9, (p. p)H + V2, ¥, (p. p)H + V2,9, (p. p)H. (F65)

To obtain the Hessian, we can vectorize V2¥, (p)H and isolate the vector direction H.

c. Third derivatives

Finally, the conic solver needs the third derivatives of the barrier (34) are

2
Vimf (hip) = =, (F66)
3 254 — »
Vinpf (h-p) = — V, ¥alp), (F67)
S%Y Ny I Sa 3
h/)/) (h ,0) 3 <vp‘Pa<p>’ > quja< ) - Z_zv%p qja(p)H’ (F68)
2s3

pppf(h ,0) (HI’HZ) = Z_3a <vp@a(/))’H1><vplAPa(p)’H2> vpli‘a(p)

2
~ Sy ~ ~
<v Ta H2v H1> vp‘Pa(p> + Z_2 <vplI’av H1> v%plpa(/))HZ (F69)

o NI\)|QN

+Z_g<vplpmH2>v%plPa(p)Hl avgpp ( )[’HI’HZ]

—p ' Hyp 'Hip™" — p~'H\p~ ' Hyp™!
where z = h — 5,¥, (p). Since the conic solver will use V? £ applied twice to the same vector direction H, we can simplify
the last derivative:

WJmm[HH}szﬁumHVw%@>

2
~ So ~ ~
<v2 ’ H> vplpa(/)> + 22_2 <vplPav H> VZplPa(/))H

NM|Q~

(lv3 1

ppp Lt a

W (p)- H, H] = 2p~"Hp~ Hp~".

Finally, as in the previous sections, by composing W,(p,s) with the projection (p.o) — (p,p) and taking
H:=H, = H,, we can recycle the third derivatives of Sec. F 2 c:

Vi bulp)l . H) = V3 lp. )L HLH] 4 Vi ¥l ) HH
Vi balp. )b HH) 4+ 3,00, )L HH 0
VR B ] + V)t
4 Voo Vulp. )l HLH] + V¥ ) H H)
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APPENDIX G: STARTING POINT

1. RényiQKD cone

The starting point for the RényiQKD cone (31) is given
by the solution of

(h,p,0) ==V f(h,p, o),

where f(h, p, 6) is the barrier function (33). Recalling the
derivatives from Appendix F 2 a, we obtain the following
system of non-linear equations:

(GD)

1

h=-—, (G2a)
Z
1 -1

P = Evpz + P (sz)
1 -1

c=-V, 2+, (G2¢)
Z

where z = h — sa‘i‘a.
If d, and d,, are the dimensions of p and ¢, we can plug in
the ansatz p = y1 4,0 = 014, . In the particular case where

G(14)=G"(14) =1, and Z(1,)=Z"(1,)=1,,
Egs. (F24) and (F25) give us

R a—1
V,%,(p.0) =a <§) 1, (G3)
V¥, (p.0) = (1—a) @ "1, (G4)

In this particular case we get ¥, = d,((y/5))*6, so we
substitute that in Egs. (G2), obtaining

h? — s,hd, (g) §—1=0 (G5a)
% a—1
—s ha <5> =y—- (G5b)
AN o
—s,h(1 - a) <5> =5+ (G5¢)

We eliminate 4 by combining (G5a) and (G5b) and also by
combining (G5b) and (G5c), obtaining

(P =D 2 +dya(y* =1) —a* =0 (G6)
2 _ 1 2
y _ o 1 G7)
a l—a

We eliminate 5> from Eq. (G6) using (G7), obtaining an
equation on a single variable that can then be solved

numerically by Newton’s method. We substitute back in
Eq. (G7) to obtain 9, and in Eq. (G2a) to obtain 4.

In general, computing the initial point for an arbitrary
choice of Q,Z is not feasible. Note, however, that this
strategy always produces a valid starting point, since
r14,>0,61, >0 and Eq. (G2a) implies that h > s, ¥,
and therefore (h,y1,,51, ) belongs to the interior of
the cone.

If the solver is going to be run repeatedly for a fixed
choice of G, f:’, one can compute numerically the central
point for these maps and supply the result to the solver.

2. FastRényiQKD cone

The starting point for the FastRényiQKD cone (32) is
given by the solution of
(h.p) ==Vf(h.p), (G8)

where f(h,p) is the barrier (34). Substituting the deriv-
atives from Appendix F 3 a we obtain the equations

h=-,
Z

(G9)

1
P :Evpz—’—p_la (Glo)
where z = h — sa‘i‘a.
The first equation, together with the requirement that
h > sa‘i‘a, implies

SlAP | ‘IAIZ
h ata 1 a

Using the ansatz p =y1 and in the particular case
that G(1) =G'(1) = 2G(1) = 26'(1) = 1. Eq. (F62)
gives us

(G11)

V,¥(p) =al + (1 —a)l =1. (G12)
Equation (G10) then boils down to
1

—Sh=y—— (G13)
4

In this particular case, we get ‘i’a = yd, so we solve
yd y*d? 1

= 122 —

PR I

(G14)

to obtain
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d+3 s, 1+L
2d+2 2 (d+1)*

Y= (G15)
As with the RényiQKD cone, computing the initial point
for an arbitrary choice of G ZG is not feasible. Note,
however, that choosing p = y1 and setting & to be given by
Eq. (G11) is always a valid starting point, since y1 >0 and
% +14/1+ \PTZ > sa‘i‘a, and thus it belongs to the interior
of the cone.
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