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Finite-size general security proofs for quantum key distribution based on Rényi entropies have recently
been introduced. These approaches are more flexible and provide tighter bounds on the secret key rate
than traditional formulations based on the von Neumann entropy. However, deploying them requires
minimizing the conditional Rényi entropy, a difficult optimization problem that has hitherto been tackled
using ad hoc techniques based on the Frank-Wolfe algorithm, which are unstable and can only handle
particular cases. In this work, we introduce a method based on non-symmetric conic optimization for
solving this problem. Our technique is fast, reliable, and completely general. We illustrate its performance
on several protocols and demonstrate a dramatic runtime improvement over the state of the art.
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I. INTRODUCTION

Quantumkey distribution (QKD) [1,2] allows two honest
parties, traditionally named Alice and Bob, to create a
shared key that remains secret against any quantum third
parties thanks to the principles of quantum information
theory. In particular,QKD is secure against adversarieswith
unlimited resources and the ability to perform cross-
correlations between the different signals that compose
the protocol—a scenario known as general security [3,4].
Recent works have successfully achieved general secu-

rity for different protocols (for instance, see Refs. [5–7])
thanks to different versions of the so-called entropy
accumulation theorem (EAT) [8,9]. The EAT framework
reduces any multi-round QKD protocol into a single-round
scenario, together with a finite-size analysis, which allows
security to be proven for real QKD protocols that run for a
finite number of rounds. Among its variants, the marginal-
constrained EAT (MEAT) [10] constitutes the most up-to-
date version. It relies on a formulation based on Rényi

entropies, removing impractical limitations from previous
approaches [11] while providing tighter finite-size correc-
tions compared to former results [12].
However, Rényi-based secret key rate computations

require optimizing the conditional Rényi entropy, which
is challenging to perform and is not covered by standard
optimization software. Existing works [7,13] handle it
with ad hoc methods based on the Frank-Wolfe algorithm
[14,15]. Unfortunately, this approach suffers from low
convergence rates and instability. Furthermore, the existing
implementations skipped facial reduction [16,17], a critical
step necessary to make the gradient well-defined, opting
instead to add artificial depolarization noise, which reduces
both precision and computational performance. Another
approach would be to use existing non-symmetric conic
methods for optimizing the sandwiched Rényi relative
entropy [18]. However, this would also require adding
artificial depolarization noise, because performing facial
reduction makes the method no longer applicable. This is
analogous to the case of von Neumann relative entropy,
where facial reduction necessitated introducing a new cone
dedicated to the QKD problem [19,20].
In this work we perform facial reduction on the

sandwiched Rényi relative entropy cone and introduce a
dedicated cone for optimizing over the resulting problem,
named RényiQKD. We do the same for a lower bound
introduced in Ref. [13], resulting in another cone, named
FastRényiQKD. The latter cone gives very close bounds
and is much faster, and is therefore the most appropriate
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one for numerical computations. These cones can then be
used for computing secret key rates using Rényi entropies
within the MEAT framework combined with the Rényi
leftover hashing lemma [21]. We provide numerical
examples for several protocols: qubit BB84 [1,22], mutu-
ally unbiased bases (MUB) [23,24], and discrete-
modulated continuous variable (DMCV) QKD [25,26].
Our implementation of the cones is developed in the
programming language Julia [27] using the conic solver
Hypatia [28,29], which uses an improved version of the
non-symmetric optimization algorithm by Skajaa and Ye
[30,31]. It is interfaced by the modeller JuMP [32], which
makes it easy to use andmixwith extra conic constraints that
may come from specific QKD protocols, such as the partial
state characterization constraints in Ref. [33].
The rest of this document goes as follows: in Sec. II

we introduce diverse mathematical concepts that will be
required along the manuscript, in Sec. III we provide a
generic QKD protocol amenable for an analysis under the
MEAT, as well as the main results to derive the secret key
rate. Section IV shows the application of facial reduction
and the construction of our cones. Section V presents our
numerical results, and Sec. VI benchmarks our method
against previous approaches. We conclude in Sec. VII.

II. NOTATION AND DEFINITIONS

Given a Hilbert space HX, we define DðXÞ as the set of
all trace one, positive semidefinite matrices acting on this
space, whereas Hd≽ (respec. Hd≻) will be used to denote
Hermitian positive semidefinite (respec. definite) matrices
of dimension d. For a register X, we denote n identical
copies as XðnÞ, and define the notation ½XY�j ≔ XjYj. Let
us denote a state ρXY as classical-quantum (cq-state) when
it can be expressed as

ρXY ¼
X
x∈X

pðxÞjxihxjX ⊗ ρxY; (1)

for some countable alphabet X , which may induce a space
of probabilities denoted as PX . Any subset Ω ⊆ X can be
used to define an event, which allows a restriction for
cq-states according to a conditioning, as

ρXYjΩ ¼ 1

Prρ½Ω�
X
x∈Ω

pðxÞjxihxjX ⊗ ρxY; (2)

with Prρ½Ω� ¼
P

x∈Ω̃ pðxÞ representing the probability of
observing the event. When only one case is contained in
the event, i.e. Ω ¼ fxg for some x∈X , we will directly
refer to the conditioned state as ρjx. We define the
generalized trace distance as

Tðρ; σÞ ¼ 1

2
kρ − σk1 þ

1

2
jTr½ρ − σ�j; (3)

and kpk1 to denote the trace norm of a vector p. We also
make use of several entropic quantities; particularly the
Rényi entropy, expressed as HαðAÞρ for α∈ ð0;∞Þnf1g,
and its sandwiched conditional version, defined as

H↑
αðAjBÞρ ¼ sup

σB∈DðHBÞ
−DαðρABk1 ⊗ σBÞ; (4)

where we use the (unnormalized) sandwiched Rényi
relative entropy

DαðρkσÞ ¼
1

α − 1
log ½Ψαðρ; σÞ�; (5)

where

Ψαðρ; σÞ ¼ Tr
h
ðσ1−α

2α ρσ
1−α
2α Þα

i
; (6)

provided that α∈ ð0;∞Þnf1g and suppðρÞ ⊆ suppðσÞ. The
case α → 1 is well-defined and leads to the usual quantum
relative entropy

DðρkσÞ ¼ Tr½ρ logðρÞ − ρ logðσÞ�; (7)

which we will denote as the Kullback-Leibler divergence
DKLð·k·Þ when both states are classical. To conclude, we
caution the reader that the numerical optimization methods
used in this manuscript typically employ natural loga-
rithms, while the calculations for the key rates make use of
the base 2 logarithm.

III. PROTOCOL OUTLINE

Let us follow [13] and provide a brief, generic descrip-
tion of a prepare-and-measure QKD protocol that is valid
under the MEAT [10].
Preparation and measurement. For each round

j∈ f1;…; ng, Alice prepares a state jψxiA0 according to
the value x of a random variable Xj, and sends it to Bob.
Bob receives the state, applies one (of possibly many)
POVM, and records the outcome in a register Yj. Then,
Alice (possibly also Bob) designates the round as either a
key generation or parameter estimation round, with prob-
abilities pK and 1 − pK, respectively. Additionally, they
build a reference key register Rj for the key generation.
Public announcement. Alice and Bob publicly disclose

information about the registers ½XY�ðnÞ, with all such
communication stored in a register IðnÞ. They use this
register to construct CðnÞ, which contains all the public
classical information associated to parameter estimation
rounds.
Sifting. Using ½RI�ðnÞ, Alice builds her key register SðnÞ

[34]. Optionally, Alice may also create a register C0ðnÞ with
private information for statistical checks [35].
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Parameter estimation. Alice and Bob use CðnÞ (option-
ally, Alice uses C0ðnÞ) to perform parameter estimation in
order to bound Eve’s information. If the process reveals
that Eve holds excessive information, they abort.
Information reconciliation. Alice and Bob use an error

correction subroutine, which might follow a reverse
reconciliation, to remove the discrepancies between their
private keys. Alice and Bob then certify that their keys are
the same using a universal2 hash function. If their hashed
keys disagree, they abort.
Privacy amplification. Alice and Bob distill a shorter,

fully private shared key recorded as KA and KB respec-
tively, by using another universal2 hash function.
For future reference, we define C as the alphabet for the

registers CðnÞ. To specify the values observed by Alice and
Bob during parameter estimation rounds, let us also define
C̃ ≔ Cnf⊥g. On similar grounds, we denote Alice’s key
registers SðnÞ as defined on an alphabet S, where Sj ¼ ⊥
indicates a non-key round, and S̃ ≔ Snf⊥g for non-trivial
key values. Finally, we assume that, within a given session
of the protocol, no public announcements are needed
before all measurements are performed, which allows
an simplified analysis via Ref. [10], Corollary 4.2].
Furthermore, this approach allows an interpretation of
the protocol in terms of an entanglement-based picture
[36,37], where Alice prepares an entangled state jψiAA0 in
every round.

A. Security and completeness

The security of QKD protocols is customarily defined
via the ε-security framework by Renner [3], which
establishes that Alice’s and Bob’s final key will be
εs-secure if their shared key is εs-close to being completely
decoupled from Eve’s total information. Quantitatively,
this is expressed according to the formula

Prρ½Ω�TðρKAKBEjΩ; τ̄KAKBEjΩÞ ≤ εs; (8)

for a given εs > 0. Here, E represents Eve’s information,
and ρKAKBE is the final state shared by the three parties after
the execution of the protocol. The set Ω represents the
event of not aborting at any step of the protocol, and
τ̄KAKBE is the ideal output state, where the keys share ideal
local randomness and no correlations with respect to any
other registers. Formally, we define

τ̄KAKBEjΩ ¼ τKAKB
⊗ ρEjΩ ¼ 1

d

Xd−1
x¼0

jx; xihx; xjKAKB
⊗ ρEjΩ:

(9)

Condition (8) can be simplified according to a triangle
inequality into the statements of correctness and secrecy,
such that we may define an εEC-correct implementation
according to

Pr½ðKA ≠ KBÞ ∧ Ω� ≤ εEC: (10)

In particular, correctness can be enforced by Alice sending
her key to Bob after applying a universal2 hash function
once error correction has finished, such that the total length
of the hashed key does not exceed ⌈ logð1=εECÞ⌉bits (see
[38] for a complete derivation).
Secrecy is induced by the fact that Eve does not hold

excessive information about one of the keys. Namely, a
protocol is εPA-secret whenever

Prρ½Ω�TðρKAEjΩ; τ̄KAEjΩÞ ≤ εPA: (11)

We defer the discussion about the security of our approach
to Appendix B, which will be based on a proof against
general attacks via the MEAT [10].
Although the above definitions indeed certify that the

final key remains unknown against any quantum adver-
sary, it is still necessary to ensure that an execution will not
frequently abort. This is given by the notion of complete-
ness, which certifies that any honest implementation of
the protocol (i.e., when Eve performs no attack) will be
successful with very high probability. Formally, a protocol
is εcm-complete whenever

1 − Prh½Ω� ≤ εcm; (12)

where the superscript ð·Þh denotes that the implementation
is honest. In general, completeness must be enforced for
both parameter estimation and error correction. For the
former, this is done via CðnÞ and a reference probability
distribution p∈PC on the alphabet C, which constitutes the
vector of probabilities expected by Alice and Bob in such
an honest implementation. We define Σ̂Ω as the set of all
accepted frequency estimators according to fpðcÞgc∈ C,
and a scalar δ > 0. Explicitly,

Σ̂Ω ¼ ffreqcðnÞ ∈PC∶ kfreqcðnÞ − pk1 ≤ δg: (13)

During parameter estimation, Alice and Bob will verify
that their observed finite distribution freqcðnÞ is actually
contained in Σ̂Ω, or abort otherwise. This analysis is
carried out according to the margin of confidence for
the statistical estimators; given an honest implementation
(such that we may assume that the rounds are iid), there
exists a probability ε̄PE > 0 such that

Prh ½kfreqcðnÞ − pk1 ≤ δ� ≥ 1 − ε̄PE: (14)

In order to bound this probability quantitatively, we make
use of the following concentration bound.
Proposition III.1. (Bretagnolle-Huber–Carol inequal-

ity). [39,40] Let p be a multinomial distribution defined
on an alphabet X . After n∈N iid trials, the empirical

FINITE-SIZE QUANTUM KEY DISTRIBUTION RATES… PRX QUANTUM 7, 033051 (2026)

033051-3



frequency distribution p̂ verifies

Pr ½kp̂ − pk1 ≤ δ� ≥ 1 − 2jX je−nδ2=2: (15)

Provided that this proposition holds in an implementa-
tion, and identifying the right-hand side with the one of
(14), the step of parameter estimation will be successful.
Hence, by splitting the nonabortion event as Ω ¼ ΩPE ∩
ΩEC (i.e. success at both parameter estimation and error
correction), we can certify via the union bound that the
protocol is ðε̄PE þ ε̄ECÞ-complete. This conclusion
assumes the observation of an ε̄EC-complete information
reconciliation [41], which we further develop in Sec. III B.

B. Finite-size secret key

Using the definitions of Secs. II and III, we characterize
the final secret key achievable via the following result.
Theorem III.2. Let n∈N, σA ∈DðAÞ and M̃∶ ½AB�j →

½SCI�j a quantum channel concatenated n times to form the
protocol. Let further C a classical register defined on an
alphabet C and Ω the nonabortion event for the protocol.
Then, for a choice of coefficients εEC; εPA; ε̄PE; ε̄EC > 0,
the protocol is εEC-correct, εPA-secret and ðε̄PE þ ε̄ECÞ-
complete providing a binary key whose length verifies

l ≤ nh↑α − α

α − 1
log
�

1

εPA

�
− leakEC þ 2; (16)

where α∈ ð1; 2Þ; leakEC is the information lost to Eve
during an εEC-correct and ε̄EC-complete error correction,
and

h↑α ≥ inf
q∈Σ̂Ω

inf
ω∈DðABÞ

inf
ψ∈DðRABÞ

α

α − 1
DKLðqkM̃ðωÞCÞ

þ qð⊥ÞDγðGðωÞkZðψÞÞ (17)

where γ ¼ α=ð2α − 1Þ∈ð2=3; 1Þ, TrB½ωAB� ¼ σA, and Σ̂Ω is
the set defined in (13) given a reference distribution p∈PC

and δ ≥ 0 verifying ε̄PE ≥ 2jCje−nδ2=2. The maps G∶ AB →
RAB and Z∶ RAB → RAB denote the CPTP coherent and
pinching maps involved in a single-round key distillation.
Additionally, we provide the following lower bound,

which greatly simplifies the computation of the secret key
rate at the cost of a slightly suboptimal yield.
Corollary III.3. Given the conditions stated in

Theorem III.2, the bound h↑α ≥ h↓α holds at (16), where

h↓α ¼ inf
q∈Σ̂Ω

inf
ω∈DðABÞ

α

α − 1
DKLðqkM̃ðωÞCÞ

þ qð⊥ÞDβðGðωÞkZ ∘GðωÞÞ; (18)

with β ¼ 1=α∈ð1=2; 1Þ.

We defer the security proof of Theorem III.2 to
Appendix B.

C. Error correction cost

To conclude the theoretical framework, we define the
information leaked during error correction. Albeit this step
is carried through an authenticated classical channel, there
is no universal, information-theoretic bound on the length
of leakEC. Some implementations can indeed characterize
said length [3,42], although they require algorithms that
are challenging to apply.
As an efficient alternative, Alice and Bob can impose a

limit to the total information exchanged during error
correction before executing the protocol and verify the
success of the implementation by using a universal2 hash
function. Taking this approach, leakEC can be reasonably
estimated via the Slepian-Wolf bound [43], defining an
εEC−correct and εEC−complete implementation as

leakEC ≤ psnfHðSjYÞ þ ⌈ log� 1

εEC

�⌉; (19)

where ps denotes the sifting probability, i.e., the fraction
of key rounds that are not lost due to no-clicks and/or
postselection, and thus require to be error-corrected.
The conditional Shannon entropy HðSjYÞ is provided
by Alice’s key register conditioned on Bob’s (after
removing the f⊥g symbol from said registers), which
can be analytically calculated from their measurements.
Furthermore, ⌈ log ð1=εECÞ⌉ denotes the cost in bits of
using the verification hash, and f ≥ 1 represents the
error correction efficiency, where f ¼ 1 constitutes the
ideal case (known as the Shannon limit).

D. Non-trace-preserving maps

Although in Theorem III.2 the coherent map G is
assumed to be trace-preserving, we often need to model
non-detections or postselection, which leads to trace-non-
increasing maps. To address this, we extend such maps into
trace-preserving ones by adding a symbol f⊥g corre-
sponding to non-detection or discarded events, similar to
Ref. [7], Corollary 9].
Let G0∶ AB → R̃AB be the original map with register R̃

defined on an alphabet R̃ as embedded on an extended
register R on R ¼ f⊥g ∪ R̃. We then consider its trivial
extension G⊤∶ AB → RAB, given explicitly by G⊤ðωÞ ¼
ðV ⊗ 1ABÞG0ðωÞðV† ⊗ 1ABÞ where V ¼Pr∈R̃ jriRhrjR̃ is
an isometry. Analogously, for the map Z0∶ R̃AB → R̃AB
we define its extension Z⊤∶ RAB → RAB. Our goal now
is to construct additional maps G⊥ and Z⊥ such that
G ≔ G⊤ þ G⊥ andZ ≔ Z⊤ þ Z⊥ are trace-preserving and
satisfy the orthogonality relations
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G⊤ðωÞG⊥ðω0Þ ¼ Z⊤ðψÞZ⊥ðψ 0Þ
¼ G⊤ðωÞZ⊥ðψ 0Þ
¼ Z⊤ðψÞG⊥ðω0Þ ¼ 0.

(20)

This construction is not unique, and a generic choice is

G⊥ðωÞ ≔ ½TrðωÞ − TrðG⊤ðωÞÞ�j⊥ih⊥jR ⊗
1

dAB
1AB;

Z⊥ðψÞ ≔ ðj⊥ih⊥jR ⊗ 1ABÞψðj⊥ih⊥jR ⊗ 1ABÞ:
(21)

Using the orthogonality relations in (20) on these maps, the
expression ΨγðGðωÞ;ZðψÞÞ used in (17) decomposes as

ΨγðGðωÞ;ZðψÞÞ¼ΨγðG⊤ðωÞ;Z⊤ðψÞÞ
þ ΨγðG⊥ðωÞ;Z⊥ðψÞÞ;

(22)

such that we can split the optimization into two smaller
cones. In addition, the fact that Z⊥ ∘G⊥ðωÞ ¼ G⊥ðωÞ
allows a further simplification for the expression
ΨβðGðωÞ;Z ∘GðωÞÞ used in (18):

ΨβðGðωÞ;Z ∘GðωÞÞ ¼ ΨβðG⊤ðωÞ;Z⊤ ∘G⊤ðωÞÞ
þ TrðωÞ − TrðG⊤ðωÞÞ;

(23)

which implies that for the lower bound h↓α , we never need
to construct G⊥ and Z⊥ explicitly.

IV. COMPUTING THE KEY RATE

The problem of computing the secret key rate thus
reduces to solving the optimization problem in (17)
(or (18)). It consists of a Kullback-Leibler divergence
and a Rényi relative entropy. The Kullback-Leibler diver-
gence is straightforward to optimize: it is a jointly convex
function that can be tackled by standard convex optimi-
zation techniques. Moreover, it can be handled by conic
solvers that support non-symmetric cones, such as
Hypatia [28] and QICS [44], which makes the optimiza-
tion particularly effective and convenient.
The challenging term is the sandwiched Rényi relative

entropy. It is also jointly convex, and thus in principle it
can also be tackled by standard convex optimization
techniques, such as the Frank-Wolfe algorithm [14].
However, its arguments GðωÞ;ZðψÞ often have eigenval-
ues that are constrained to be equal to zero. This makes the
derivatives undefined, which causes the optimization to
become unstable and fail. Indeed, previous attempts
suffered from numerical instability and could only handle
particular cases [7,13]. Technically, we say that the
problem is not strictly feasible, and therefore Slater’s
condition is not satisfied. There is a standard technique
to handle this, consisting of reformulating the problem in
terms of the support of the matrices, known as facial

reduction [16]. It has been successfully applied in the case
of von Neumann entropies [17,19].

A. Facial reduction

Before going further, note that the Rényi relative
entropy is a composition of the function Ψα with the
logarithm. Since the logarithm is a monotonic function, it
is enough to optimize over Ψα, and we will do so for
simplicity.
What we need is to reformulate the function

ΨαðGðωÞ;ZðψÞÞ in terms of the supports of ω∈Hp
≽;

ψ∈Hm≽;GðωÞ∈Hm≽; and ZðψÞ∈Hm≽. First of all, let us
consider the support of ω. In general, there are several
constraints acting on it, which might constrain some of its
eigenvalues to be zero. We write then ω ¼ Vω0V† for some
isometry V∈Cp×q such that ω0 is not constrained to be
singular. On the other hand, the only constraint acting on ψ
is that it has trace one, so it can already be full rank;
ψ∈Hm≻, and no reduction is needed. Let us define then the
strictly positive maps Ĝ; Ẑ such that

GðVω0V†Þ ¼ WGĜðω0ÞW†
G; (24a)

ZðψÞ ¼ WZẐðψÞW†
Z; (24b)

for some isometries WG∈Cm×k;WZ∈Cm×n. Consequently,
we have that

ΨαðGðωÞ;ZðψÞÞ ¼ ΨαðWGĜðω0ÞW†
G;WZẐðψÞW†

ZÞ:
(25)

In order to put this in a convenient form, we will use the
identities

Ψαðρ; σÞ ¼ Tr
h
ðσ1−α

2α ρσ
1−α
2α Þα

i
¼ kσ1−α

2α ρ
1
2k2α2α

¼ Tr
h
ðρ1

2σ
1−α
α ρ

1
2Þα
i
:

(26)

which then imply that

ΨαðWGĜðω0ÞW†
G;WZẐðψÞW†

ZÞ
¼ kẐðψÞ1−α2α W†

ZWGĜðω0Þ12k2α2α (27)

Letting then S ¼ W†
ZWG, which as we prove in Appendix D

is an isometry, we define

Ψ̂αðω0;ψÞ ≔ kẐðψÞ1−α2α SĜðω0Þ12k2α2α; (28)

and the facial reduction of the sandwiched Rényi relative
entropy is done.
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It is also necessary to do the facial reduction of
ΨαðGðωÞ;Z ∘GðωÞÞ. It proceeds along the same lines,
with the difference that we define the strictly positive mapcZG such that

Z ∘GðVω0V†Þ ¼ WZG
cZGðω0ÞW†

ZG; (29)

for some isometry WZG∈Cm×r, we define S ¼ W†
ZGWG,

and end up with

Ψ̂αðω0Þ ≔ kcZGðω0Þ1−α2α SĜðω0Þ12k2α2α: (30)

One can always find adequate isometries V;WG;WZ , and
WZG numerically via the spectral decomposition, as shown
in Ref. [17]. The numerical solution inevitably has
numerical noise, however, which might negatively affect
the performance of the solver. It is frequently the case,
though, that the structure of the maps is simple enough that
one can find suitable isometries analytically. Indeed we do
so in all the examples shown in Sec. V.

B. The Rényi QKD cones

The expressions (28) and (30) are suitable for convex
optimization. They can, for example, be used to implement
a Frank-Wolfe algorithm with facial reduction. However,
our goal here is to implement a conic method, and for that
we need to represent these expressions via convex cones:

Kα;Ĝ;Ẑ;S
RényiQKD ¼ clfðu;ρ;σÞ∈R×Hq

≽×Hm≻;u≥ sαΨ̂αðρ;σÞg;
(31)

suitable for optimizing expression (17), and

Kα;Ĝ;ZGb ;S
FastRényiQKD ¼ clfðu; ρÞ∈R × Hq≻;u ≥ sαΨ̂αðρÞg; (32)

suitable for optimizing the lower bound (18). The latter we
denominate fast cone as it has lower dimension and is thus
considerably faster to optimize over. In both expressions
sα ¼ signðα − 1Þ is a convenience factor to make the cones
convex for all α ≥ 1=2 [45]. Note, however, that for
computing key rates the relevant ranges are ð2=3; 1Þ and
ð1=2; 1Þ, respectively, as given by Theorem III.2 and
Corollary III.3.
In order to implement optimization over these cones, the

most crucial part is to find logarithmically homogeneous
self-concordant barriers for them (see Definition E.1).
We use the natural barriers

fðu; ρ; σÞ ¼ − logðu − sαΨ̂αðρ; σÞÞ
− logdetðρÞ − logdetðσÞ; (33)

fðu; ρÞ ¼ − logðu − sαΨ̂αðρÞÞ − logdetðρÞ; (34)

which can be proven to be self-concordant for α∈½1=2; 1Þ
following the argument of Ref. [18], Theorem 1.2], where
it is shown that the natural barrier of the quasi-Rényi cone

Kα
quasi-Rényi ¼ clfðu;ρ;σÞ∈R×Hn≽×Hn≽;u≥ sαΨαðρ;σÞg

(35)

is self-concordant [46]. The key difference in our proof is
that we need to do a composition with the strictly positive
map X ↦ S†XS when using Ref. [47], Theorem 2.1]. Note
that this map is strictly positive because S is an isometry.
The complete proof is shown in Appendix E.
It is also necessary to compute the gradient, Hessian,

and third-order derivatives of the barriers to run the conic
solver. This computation also follows along the lines of
Ref. [18], except that we need to find an analogue of the
identities (26) where all the operators involved are full
rank. It is given by

Ψ̂αðρ; σÞ ¼ Tr½ððS†ẐðσÞ1−αα SÞ12ĜðρÞðS†ẐðσÞ1−αα SÞ12Þα�
¼ kẐðσÞ1−α2α SĜðρÞ12k2α2α
¼ Tr½ðĜðρÞ12S†ẐðσÞ1−αα SĜðρÞ12Þα�: (36)

Note that, in the first line, the right-hand side simplifies
to Tr½ðẐðσÞ1−α2α SĜðρÞS†ẐðσÞ1−α2α Þα�, but the simpler expres-
sion is not usable as the matrix inside the trace has null
eigenvalues that make the derivatives ill-defined. The
complete derivation is shown in Appendix F. Finally,
we need to compute a starting point for the optimization
of each cone, which is shown in Appendix G.
We implemented these cones in the programming

language Julia [27], as an extension of the solver
Hypatia [28]. It is interfaced with the modeller JuMP
[32] and uses a generic type system, allowing the
computation of key rates with precision greater than
64 bits when desired. The code is part of the
ConicQKD.jl package [48].

C. Explicit conic formulation

We are now in a position to explicitly reformulate the
optimization problems (17) and (18) as conic programs,
suitable for our conic solver. First of all, let us rewrite (17)
with all its constraints explicitly

h↑α ≥ min
q;ω;ψ

α

α−1
DKLðqkM̃ðωÞCÞþqð⊥ÞDγðGðωÞkZðψÞÞ
s:t:ωAB;ψRAB ≽ 0;

TrB½ωAB� ¼ σA; Tr½ψRAB� ¼ 1;X
c∈C

qðcÞ¼ 1; q≥ 0;

kp−qk1 ≤ δ: (37)
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Here, we point out that the Kullback-Leibler divergence
and the 1-norm can be expressed via the well-known
cones [28]

KKL¼ clfðu;q;pÞ∈R×Rd
>×Rd

>;u≥DKLðqkpÞg;
K1¼fðu;wÞ∈R×Rd∶ u≥ kwk1g: (38)

In conjunction with the RényiQKD cone (31), this allows
us to rewrite (37) as

h↑α ≥ min
hKL;u;q;ω;ψ

α

α − 1
hKL þ

qð⊥Þ
γ − 1

log ðsγuÞ

s:t: TrB½ωAB� ¼ σA; Tr½ψRAB� ¼ 1;
X
c∈C

qðcÞ ¼ 1

ðu;ωAB;ψRABÞ∈Kγ;Ĝ;Ẑ;S
RényiQKD

ðhKL; q;M̃ðωABÞCÞ∈KKL

ðδ; p − qÞ∈K1:
(39)

Note that the factor sγ ¼ −1 is necessary to cancel out the
factor sγ inside the definition of the RényiQKD cone, and
positivity constraints are implicitly enforced by the cones.
We are still not done because the objective function

must be affine. The logarithm term can be handled as
before by using the logarithm cone [49]

Klog ¼ cl
�
ðu; v; wÞ∈R ×R> ×R>∶ u ≤ v log

�
w
v

��
;

(40)

but the term qð⊥Þ multiplying the logarithm requires
more care. One possibility is to do a nested optimization,
where the inner is a conic optimization with fixed qð⊥Þ,
and the outer optimizes over the single parameter qð⊥Þ
via a non-convex method. Another, more practical
option is to use the bound on the probabilities at the
acceptance set

pð⊥Þ − qð⊥Þ ≤ kp − qk1 ≤ δ; (41)

to lower bound qð⊥Þ at the objective function, resulting
in the relaxed problem

h↑α ≥ min
hKL;hQKD;u;q;ω;ψ

α

α − 1
hKL þ

pð⊥Þ − δ

γ − 1
hQKD

s:t:TrB½ωAB� ¼ σA; Tr½ψRAB� ¼ 1;
X
c∈C

qðcÞ ¼ 1

ðu;ωAB;ψRABÞ∈Kγ;Ĝ;Ẑ;S
RényiQKD

ðhKL; q;M̃ðωABÞCÞ∈KKL

ðhQKD; 1; sγuÞ∈Klog

ðδ; p − qÞ∈K1: (42)

Numerical experiments show that the effect of this
relaxation on the key rate is small but noticeable for
small block sizes. A more elegant solution can be
applied to the FastRényiQKD cone (32), following the
argument from [7], Appendix F]. Let q ¼ ðqC̃; qð⊥ÞÞ and
M̃ðωÞC ¼ ðM̃ðωÞC̃; pð⊥ÞÞ where C̃ is defined on the
alphabet C̃, so that

DKLðqkM̃ðωÞCÞ ¼ DKLðqC̃kM̃ðωÞC̃Þ

þ qð⊥Þ log
�
qð⊥Þ
pð⊥Þ

�
: (43)

Then write Ψ̂β ¼ pð⊥ÞΨ̂β

qð⊥Þ
qð⊥Þ
pð⊥Þ, so that

qð⊥Þ logðΨ̂βÞ ¼ qð⊥Þ log
�
pð⊥ÞΨ̂β

qð⊥Þ
�

þ qð⊥Þ log2
�
qð⊥Þ
pð⊥Þ

�
(44)

Then the expression in (18) can be rewritten as

α

α − 1
DKLðqkM̃ðωÞCÞ þ

qð⊥Þ
β − 1

log2Ψ̂βðωÞ

¼ α

α − 1

�
DKLðqC̃kM̃ðωÞC̃Þ − qð⊥Þ log

�
pð⊥ÞΨ̂β

qð⊥Þ
��
(45)

and using the same cones as before gives us the exact
conic formulation:

h↓α ≥ min
hQKD;hKL;u;q;ω

α

α − 1
ðhKL − hQKDÞ

s:t: TrB½ωAB� ¼ σA;
X
c∈C

qðcÞ ¼ 1

ðu;ωABÞ∈Kβ;Ĝ; bZG;S
FastRényiQKD

ðhKL; qC̃;M̃ðωÞC̃Þ∈KKL

ðhQKD; qð⊥Þ; pð⊥ÞsβuÞ∈Klog

ðδ; p − qÞ∈K1: (46)

V. EXAMPLES

In this section, we define diverse QKD protocols, the
necessary tools to adapt them into the formalism of the
MEAT, and compute key rates for them using our tech-
nique. We exclusively use the FastRényiQKD cone (32),
because it is significantly faster and more stable than the
RényiQKD cone (31), and as illustrated in Fig. 4, the key
rates they produce are essentially indistinguishable.

FINITE-SIZE QUANTUM KEY DISTRIBUTION RATES… PRX QUANTUM 7, 033051 (2026)

033051-7



Unless explicitly stated otherwise, we assume the
following values for the tolerance coefficients

εEC ¼ 10−11; (47a)

εPA ¼ 9 × 10−11; (47b)

ε̄PE ¼ 9 × 10−11; (47c)

and set ε̄PE ¼ 2jCje−nδ2=2, which defines the value of δ. On
the other hand, we define for each protocol the corre-
sponding entanglement-based picture, the state jσiAA0

prepared by Alice in every round, the channel representing
Alice and Bob’s measurements, and the maps G and Z
representing the key distillation. Additionally, the entan-
glement-based approach enforces a constraint on Alice’s
marginal σA in the minimization (since said register is not
accessible to Eve), which may require a further facial
reduction on the state.

A. Qubit BB84

Following the protocol outlined in [[7], Sec. VII], we
consider an implementation of the qubit BB84 protocol [1]
that accounts for no-click events [50]. Under the source-
replacement scheme, qubit BB84 can be reformulated as
an entanglement-based protocol [2,22], in which Alice
prepares the maximally entangled state

jσiAA0 ¼ 1ffiffiffi
2

p ðj0i ⊗ j0i þ j1i ⊗ j1iÞAA0 ; (48)

so that her marginal state is maximally mixed, σA ¼ 1=2.
To model imperfections, we consider that the state sent by
Alice in the subsystem A0 is subjected to a depolarizing
channel

EðρÞ ¼ vρþ ð1 − vÞTr½ρ� 1
d
; (49)

where v∈½0; 1� describes the visibility. Subsequently,
Alice sends her state through a lossy channel with trans-
mittance η ¼ 10−ðχ=10Þ, where χ represents the total chan-
nel transmittance in dB.
In each round, Alice chooses with probability pK to

measure her subsystem A in the Z-basis, which will be
used exclusively for key generation rounds. With proba-
bility 1 − pK, she instead measures in the X-basis, which is
reserved for parameter estimation. The measurements
performed by Alice to generate the state are given by
the operators

PX;0¼ 1−pK

2

�
1 1

1 1

�
; PX;1¼ 1−pK

2

�
1 −1
−1 1

�
;

PZ;0 ¼pK

�
1 0

0 0

�
; PZ;1¼pK

�
0 0

0 1

�
: (50)

Bob performs the same measurements with the same
probabilities as Alice, but also includes the possibility
of observing a no-click event denoted by the symbol ⊥.
Thus, Bob’s measurement operators are given by

QX;0 ¼ 1−pK

2

0@1 1 0

1 1 0

0 0 0

1A; QX;1 ¼ 1−pK

2

0@1 −1 0

1 1 0

0 0 0

1A;

QZ;0¼pK

0@1 0 0

0 0 0

0 0 0

1A; QZ;1 ¼pK

0@0 0 0

0 1 0

0 0 0

1A;

QZ;⊥ ¼pK

0@0 0 0

0 0 0

0 0 1

1A; QX;⊥ ¼ð1−pKÞ
0@0 0 0

0 0 0

0 0 1

1A:

(51)

Once all quantum states have been sent and measured,
Alice and Bob proceed with the public announcements.
She announces her basis choice Z for key rounds, while for
parameter estimation rounds she reveals her basis choice X
together with her measurement outcome (either 0 or 1).
Bob’s announcement depends on Alice’s choice of meas-
urement; if she indicates a key generation round and Bob
measures in the Z-basis, he discloses only whether a
detection occurred, using the symbol I ¼ ⊤ for a success-
ful detection and I ¼ ⊥ for a non-detection event. If their
bases do not coincide, the round is discarded and Bob sets
I ¼ ⊥ as well. For parameter estimation rounds, he
announces both his basis, which could be either Z or X,
and the corresponding outcome, which may be 0, 1, or ⊥.
From these announcements, Alice and Bob construct

the register C with alphabet C ¼ f⊥g ∪ ðf0; 1g ×
fðZ; 0Þ; ðZ; 1Þ; ðZ;⊥Þ; ðX; 0Þ; ðX; 1Þ; ðX;⊥ÞgÞ where
C ¼ ⊥ corresponds to a key generation round, indepen-
dent of Bob’s basis choice. We also define the restricted
alphabet C̃ ¼ Cnf⊥g. On the other hand, Alice stores her
key in the secret register S. Whenever she announces a
generation round and Bob measures in the Z basis with a
detection event, she sets S∈f0; 1g according to her
measurement outcome; for no-clicks, she assigns
S ¼ ⊥. Given this description, the channel is as follows
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M̃AB→SCIð·Þ ¼
X
s¼0;1

TrAB½PZ;s
A ⊗ QZ;⊤

B ð·Þ� ⊗ jsihsjS ⊗ j⊥ih⊥jC ⊗ j⊤ih⊤jI

þ
X
s¼0;1

TrAB½PZ;s
A ⊗ QZ;⊥

B ð·Þ� ⊗ j⊥ih⊥jS ⊗ j⊥ih⊥jC ⊗ j⊥ih⊥jI

þ
X
s¼0;1

X
b¼0;1;⊥

TrAB½PZ;s
A ⊗ QX;b

B ð·Þ� ⊗ j⊥ih⊥jS ⊗ j⊥ih⊥jC ⊗ j⊥ih⊥jI

þ
X

a;ðy;bÞ∈C̃
Tr½PX;a

A ⊗ Qy;b
B ð·Þ�j⊥ih⊥jS ⊗ ja; ðy; bÞiha; ðy; bÞjC ⊗ j⊥ih⊥jI: (52)

From this structure, we can find the trace-preserving
key map

TrI½GðωÞABRI� ¼ GðωÞ ¼ G⊤ðωÞ þ G⊥ðωÞ; (53)

where G⊤ and G⊥ have a single Kraus operator each,
namely,

G⊤¼
ffiffiffiffiffiffi
pK

q X
r¼0;1

jriR⊗ jrihrjA⊗ ðj0ih0jþj1ih1jÞB;

G⊥¼j⊥iR⊗1A⊗ ½
ffiffiffiffiffiffiffiffiffiffiffiffiffi
1−pK

q
ðj0ih0jþj1ih1jÞBþj⊥ih⊥jB�:

(54)

In turn, the pinching map is defined as ZðψÞ ¼
Z⊤ðψÞ þ Z⊥ðψÞ, where Z⊤ has Kraus operators
jrihrjR ⊗ 1AB, with r∈f0; 1g, and Z⊥ has a single Kraus
operator j⊥ih⊥jR ⊗ 1AB. Note that these maps obey the
structure introduced in Sec. III C, and therefore, we can
use the simplifications discussed there.
For the RényiQKD cone (31) we must perform the facial

reduction of the maps G⊤;Z⊤ and G⊥;Z⊥. In the case of
G⊤, we require an isometry WG⊤ such that WG⊤W

†
G⊤ is a

projector onto the support of G⊤G†
⊤. A suitable choice is

WG⊤ ¼
X
r¼0;1

jriR ⊗ jrihrjA ⊗ ðj0iBh0jB0 þ j1iBh1jB0 Þ;

(55)

where fj0iB0 ; j1iB0 g is an orthonormal basis. Then, Ĝ⊤ has
a single Kraus operator given by

W†
G⊤G⊤ ¼

ffiffiffiffiffiffi
pK

q
1A ⊗ ðj0iB0 h0jB þ j1iB0 h1jBÞ; (56)

which satisfies (24a) when V ¼ 1. In its turn,Z⊤ is strictly
positive when restricted to the subspace fj0i; j1ig of the R
subsystem. The isometry that does the job is therefore

WZ⊤ ¼ ðj0iRh0jR0 þ j1iRh1jR0 Þ ⊗ 1AB; (57)

where fj0iR0 ; j1iR0g is an orthonormal basis. Thus, Ẑ⊤ has
Kraus operators jriR0 hrjR ⊗ 1AB for r∈f0; 1g, which can

be verified to satisfy Eq. (24b). The facial reduction of G⊥
and Z⊥ is trivial: we eliminate the R subsystem employing
WG⊥ ¼ WZ⊥ ¼ j⊥iR ⊗ 1AB. Hence, Ĝ⊥ has a single Kraus

operator 1A ⊗ ½
ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − pK

p
ðj0ih0j þ j1ih1jÞB þ j⊥ih⊥jB�,

and Ẑ⊥ has a single Kraus operator h⊥jR ⊗ 1AB.
All together, we use the facial reduction of the maps
G⊤;Z⊤ and G⊥;Z⊥ with parameters S ¼ W†

Z⊤WG⊤ and

S ¼ W†
Z⊥WG⊥ ¼ 1AB, respectively.

For the FastRényiQKD cone (32), we only need
the facial reduction of G⊤ and Z⊤ ∘G⊤ (see Sec. III C).
While the former is already done above, the latter is given

by the map cZG⊤ with Kraus operators
ffiffiffiffiffiffi
pK

p
jrihrjA ⊗

ðj0iB0 h0jB þ j1iB0 h1jBÞ for r∈f0; 1g. One can check that
Eq. (29) is respected with WZ⊤G⊤ ¼ WG⊤ , and thus the
parameter S is given by W†

Z⊤G⊤WG⊤ ¼ 1AB0.
Our results are shown in Fig. 1, where we plot the secret

key rates against the total transmittance χ for the qubit
BB84 protocol via the FastRényiQKD cone. Here we

FIG. 1. Finite secret key rate for qubit BB84 protocol using the
FastRényiQKD cone for a different number of rounds n. All
curves consider v ¼ 0.97, and f ¼ 1.16. The probability pK was
optimized for each point according to a coarse-grained tuning,
while the Rényi parameter α was optimized numerically. The
asymptotic key rate is included as a reference.
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consider f ¼ 1.16, different numbers of rounds n, visibil-
ity v ¼ 0.97, and optimal values for α and pK in every
point. We observe that our implementation reaches 14 dB
of total loss for a number of rounds n ≤ 106, compatible
with current industrial capacity [51]. To further validate
our approach, we implement the variable-length QKD
framework described in Ref. [[7], Sec. VII]. In contrast to
the fixed-length scenario discussed above, this formulation
requires solving two distinct optimization problems to
compute the final key rate (see Appendix C). As shown in
Fig. 2, this improved numerical convergence leads to
slightly better key rates and an increase in maximal
transmittance. Moreover, the use of our conic methods
provides a neat speedup as indicated in Sec. VI.

B. MUBs

The protocol described in [52] (originally outlined in
[23,24]) consists of Alice and Bob using a set of m MUBs
to measure a state whose dimension is d, such that
2 ≤ m ≤ dþ 1. This protocol is directly provided in an
entanglement-based picture, where the initial state pre-
pared by an external source is the generalized, maximally
entangled state

jσiAA0 ¼ 1ffiffiffi
d

p
Xd−1
j¼0

jjiA ⊗ jjiA0 : (58)

This state when distributed to Alice and Bob evolves into
an isotropic state σisoAA0 ðvÞ ¼ vσAA0 þ ð1 − vÞ1=d2, where
Alice’s marginal is always σA ¼ 1=d. Following [52], the
key is distilled according to Alice’s projective measure-
ments on the computational basis fjsihsjAgd−1s¼0 . On the
other hand, since no-click events are not considered in this
formulation (or in a broader sense, postselection events),
register I becomes trivial and thus can be eliminated for
this protocol.
Parameter estimation is performed by Alice using the

POVMs ffΠj;lgd−1j¼0gm−1
l¼0 where Πj;l denotes the j−th

vector of the l−th MUB (in particular, l ¼ 0 represents
the computational basis). Bob’s POVMs are the transposed
version of Alice’s. The choice of basis is defined via the
probability vector

fpðlÞgm−1
l¼0 ¼ðpK;ð1−pKÞ=ðm−1Þ;���;ð1−pKÞ=ðm−1ÞÞ:

(59)

Hence, only rounds where both Alice and Bob use the
zeroth basis will be spent for the key distillation, implying
that the sifting probability is given by ps ¼ ðpKÞ2. Note
further that the original implementation requires only
the statistics generated by Alice and Bob when their basis
choices coincide, so we can merge the statistics from
all other cases into a single probability outcome for
parameter estimation. All in all, we define the alphabet
C ¼ f⊥; 1;…; mg, such that C̃ ¼ Cnf⊥g. Furthermore,
S ¼ f⊥; 0;…; d − 1g with S̃ ¼ Snf⊥g for the secret
key alphabet. According to this notation and reducing
the POVMs that add up to the identity, one round of the
MUB protocol is described by the following channel

M̃AB→SCð·Þ ¼
pð0Þ2

X
s∈S̃

Tr½jsihsjA ⊗ 1Bð·Þ�jsihsjS ⊗ j⊥ih⊥jC

þ
Xm−1

l¼1

Xd−1
j¼0

pðlÞ2Tr½Πj;l ⊗ ðΠj;lÞTð·Þ�j⊥ih⊥jS ⊗ jlihljC

þ
�
1 −Xm−1

l¼0

pðlÞ2
�
j⊥ih⊥jS ⊗ jmihmjC:

(60)

The key map G is given by GðρÞ ¼ GρG†, where

G ¼
Xd−1
r¼0

jriR ⊗ jrihrjA ⊗ 1B: (61)

As this is an isometry, the facial reduction is trivial: Ĝ
is the identity map, and thus Eq. (24a) is satisfied with
V ¼ 1 and WG ¼ G. In its turn, Z is provided by the
usual dephasing superoperators Zr ¼ jrihrjR ⊗ 1AB for

FIG. 2. Variable-length finite secret key rate for qubit BB84
protocol using the FastRényiQKD cone (solid lines), compared
with the results showcased in [7] (dashed lines) for different
numbers of rounds n. All curves consider v ¼ 0.97, and
f ¼ 1.16. The probability pK was optimized for each point
according to a coarse-grained tuning, while the Rényi parameter
α was optimized numerically. For a fair comparison, we set the
security parameters to εPA ¼ εEC ¼ 1

2
10−80. The asymptotic key

rate is included as a reference.

MARIANA NAVARRO et al. PRX QUANTUM 7, 033051 (2026)

033051-10



r∈f0;…; d − 1g and is already a strictly positive map, so
Eq. (24b) is satisfied with Ẑ ¼ Z and WZ ¼ 1. The last
parameter we need for the RényiQKD cone (31) is
S ¼ W†

ZWG ¼ G. For the FastRényiQKD cone (32) we
need in addition the facial reduction of Z ∘G. It is the

map cZG with Kraus operators jrihrjA ⊗ 1B for
r∈f0;…; d − 1g, and Eq. (29) is satisfied with
WZG ¼ G, and thus the parameter S is sim-
ply W†

ZGWG ¼ G†G ¼ 1.
In Fig. 3 we illustrate the secret key generation rates

against the Rényi parameter α for diverse values of the
block size n with parameters d ¼ 5, m ¼ 6, and v ¼ 0.9
for the FastRényiQKD cone (32). Overall, we observe (as
is the case for the other protocols) that the optimal value
for α does not require fine-tuning beyond the order of
magnitude to yield values close to the actual maximum at
the curves. Figure 4 compares the FastRényiQKD cone
(32) with the RényiQKD cone (31) for α varying from 1.1
to 2. We see that the RényiQKD cone delivers superior
performance, as expected, but the advantage is diminutive
and only visible for values of α where the bounds on the
secret key rate drop below zero. We emphasize that
negative key rates have no operational meaning in
QKD, and we consider this regime strictly to compare
the two cones. In order to deliver a fair comparison, we did
not use the relaxed formulation (42) for the RényiQKD
cone, but the nested optimization discussed just above it.

C. DMCV

For the QKD protocol based on a discrete-modulated
continuous variable (DMCV) approach, we implement a
variant [6] of the well-known quadrature phase shift

keying (QPSK) [53–55] based on Alice sampling states
with equal probabilities from a distribution of coherent
states fjixγig3x¼0, and Bob implementing a full discretiza-
tion for the measurement outcomes. We caution the reader
to understand S as the key register generated by Bob, as it
is customary in CVQKD due to its reverse nature for
information reconciliation [56].
Under the entanglement-based picture, Alice will send

for all rounds the state

jσiAA0 ¼ 1

2

X3
x¼0

jxiA ⊗ jixγiA0 (62)

from which her marginal follows directly. While Alice
generates her key registers via measurements on her
computational basis, Bob extracts said register using a
discretization according to a coarse-grained heterodyne
detection

R̄ ¼ 1

π

Z
R
jγihγjdγ2: (63)

Here, R̄ is known as a region operator, and R ⊆ C an
element of a partition in C, such that the collection of
region operators completely covers the phase space,
constituting a POVM. In particular, we consider the sets
of region operators fR̂z

Bg3z¼0 and fR̃z
Bg5z¼0 for key and

parameter estimation rounds, respectively, defined in [26]
according to a modulation ðΔ;ΔsÞ. We refer the reader
to [26] for further implementation specifics.

FIG. 3. Finite secret key generation rate for the MUB protocol
using the FastRényiQKD (32) cone with d ¼ 5, m ¼ 6, v ¼ 0.9,
f ¼ 1.16, pK ¼ 0.5, and different values for the number of
rounds n and the Rényi parameter α. The asymptotic key rate is
included as a reference.

FIG. 4. Lower bound on the finite secret key rate for the MUB
protocol using the RényiQKD (31) and FastRényiQKD (32)
cones with d ¼ 5,m ¼ 6, v ¼ 0.9, f ¼ 1.16, pK ¼ 0.5, n ¼ 109,
and Rényi parameter α varying from 1.1 to 2. We emphasize that
this range of α is not relevant for secret key generation, and
negative key rates have no operational meaning. The purpose
here is only to illustrate the difference between the two cones.
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Provided these considerations we define the alpha-
bets C ¼ f⊥;⊥g ∪ ðf0;…; 3g × f0;…; 5gÞ and S ¼
f⊥; 0;…; 3g. We can now formulate the map constituting
the DMCV protocol via

MAB→SCð·Þ
¼pK

X
s∈S̃

Tr½1A⊗ R̂s
Bð·Þ�jsihsjS ⊗ j⊥;⊥ih⊥;⊥jCþð1−pKÞ

×
X

ðx;zÞ∈C̃
Tr½jxihxjA⊗ R̃z

Bð·Þ�j⊥ih⊥jS ⊗ jx;zihx;zjC: (64)

As in theMUB protocol, we have that no postselection is
applied on the key distillation, therefore I can be removed.
Furthermore, Alice always implements the same measure-
ment such that the sifting probability coincides with the key
probability ps ¼ pK. From the key generation rounds, we
can build the key map GðρÞ ¼ GρG† where [55]

G ¼
X3
r¼0

jriR ⊗ 1A ⊗
ffiffiffiffiffiffi
R̂r
B

q
: (65)

TheZ map is again provided by a set of pinching operators
Zr ¼ jrihrjR ⊗ 1AB for r∈f0;…; 3g.
In order to do the facial reduction, we first note that G

is an isometry [58]. Therefore Ĝ is the identity map, and
Eq. (24a) is satisfied with V ¼ 1 andWG ¼ G. In turn,Z is
already a strictly positive map, so Eq. (24b) is satisfied
with Ẑ ¼ Z and WZ ¼ 1. Then, the isometry S is given

by S ¼ W†
ZWG ¼ G, and so the facial reduction for the

RényiQKD cone (31) is done. For the FastRényiQKD cone
(32) we need in addition the facial reduction of Z ∘G,
which is trivial, sinceZ ∘G is already strictly positive [19].

Thus, cZG ¼ Z ∘G and Eq. (29) is satisfied with WZG ¼ 1,
implying S ¼ G once again.
Figure 5 provides several finite secret key rates, using

the modulation presented in [26] while adjusting all other
parameters to their optimal value. In particular, we observe
that key rates can be generated with n ¼ 5 × 106 at 15 km,
which improves in orders of magnitude over [26], where
n ¼ 5 × 108 was reported as the minimum block size. On
the other hand, our method provides an enhanced numeri-
cal scalability with respect to other approaches [19,52] and
does not require a min-tradeoff linearization, which should
allow a removal of the cutoff assumption without incurring
in unfortunate penalties [59].

VI. BENCHMARKS

We conclude our numerical analysis by showcasing the
performance of our algorithm in contrast with the reposi-
tory Renyi-security-framework [60] and the package QICS
[44] (used in Refs. [7] and [18] respectively), which are
also capable of optimizing the sandwiched Rényi entropy.
In Table I, we compare the time and iterations taken to

optimize the cones corresponding to the DMCV protocol
between our implementation and QICS [44]. Since the
Rényi cone in QICS does not include facial reduction, a
small depolarization noise (ϵ ¼ 10−8) was introduced in G
to avoid null eigenvalues, which would make the gradient
undefined and the optimization unstable. Moreover, given
that QICS exploits the sparsity in the optimization of the
Rényi entropy cone, we also exploited the block structure
of the Ẑ in the FastRényiQKD and RényiQKD cones to
make a fair comparison.

FIG. 5. Secret key generation rates for the DMCV protocol
using the FastRényiQKD cone (32) for different values of the
number of rounds n, using Nc ¼ 10, Δ ¼ 4.0 and Δs ¼ 1.5 and
error correction at the Shannon limit. α, pK and the coherent state
amplitude were optimized for each point according to a coarse-
grained tuning. The asymptotic key rate is included as a
reference.

TABLE I. Average iterations and time to optimize the cones
corresponding to the DMCV protocol. For each value of Nc, the
iterations and time are averaged over 5 runs with the same
parameters: L ¼ 13 km, n ¼ 107, f ¼ 1.0, Δs ¼ 1.5, and
Δ ¼ 4.0. In the more relevant case Nc ¼ 10 [17,55,57], QICS
results in the computer running out of RAM due to the higher
dimension of the cones, which forces it to use SWAP memory,
making the optimization very slow. The benchmarks were
performed using ConicQKD.jl v0.3.0 and QICS v1.1.3 [44]
on a workstation equipped with an Apple M4 Max and 128 GB
DDR5 RAM.

Nc

FastRényiQKD RényiQKD QICS [44]

Iterations Time ½s� Iterations Time ½s� Iterations Time ½s�
5 67 16.87 70 594.7 53 1731
7 54 49.64 80 3374 60 8701
10 60 347.1 73 18430 Out of RAM
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As we can see, our RényiQKD cone (31) is considerably
faster than QICS. This is due to a factor of 4 reduction in
the output dimension of G caused by the facial reduction.
Additionally, switching to the FastRényiQKD (32), which
is not available in QICS, provides a dramatic speedup with
respect to the RényiQKD cone. Regarding stability, in
some runs (for example, for Nc ¼ 7, n ¼ 107, and
L ¼ 9 km) the optimization in QICS failed to converge,
unless we increased the depolarization noise.
In Table II, we provide a numerical comparison between

our FastRényiQKD cone (32) and the repository Renyi-
security-framework [60] used by Ref. [7], which imple-
ments the Frank-Wolfe algorithm [14,15]. Unlike our
approach, this method needs to add an artificial depolari-
zation noise (ϵ ¼ 10−10 in this specific realization) to
prevent undefined gradients. The values reported represent
the average iterations and computation time required to
solve the two optimization problems leading to the final
key rate (see Appendix C), averaged over 20 runs of the
variable-length qubit BB84 protocol at transmittance
χ ¼ 8 dB. The results indicate that our conic method is
orders of magnitude faster than the Frank-Wolfe approach.

VII. CONCLUSION

This work introduces the most advanced framework for
QKD, combining the improved privacy amplification via
Rényi hashing [21] and the security proof provided by the
MEAT [10], which admits the calculation of secret key
rates under finite-size effects and general security by
means of sandwiched Rényi entropies. The core technical
contribution is the introduction of two convex cones that
allow the fast and reliable optimization of the conditional
Rényi entropy via non-symmetric conic optimization.
We have tested this framework using instances of

different protocols, including the full-discrete QPSK pro-
tocol from the DMCV family [6,26], which is well-known
for its resource-intensive numerical implementation [59].
In said case, we have observed secret key rates at smaller
block sizes thanks to the tightness of the finite-size
analysis of the MEAT. Further improvements can be

achieved by using more sophisticated approaches, such
as a fine-tuned postselection on Bob’s measurements
[57,61]. Furthermore, we have applied our method to
the qubit BB84 protocol using the variable-length frame-
work described in Ref. [7]. We benchmarked our conic
approach in these two protocols against QICS [44] and the
Frank-Wolfe algorithm [14,15] used in previous imple-
mentations, respectively. We observed orders of magnitude
faster computation time, as well as improved stability, and
slightly better secret key rates and critical transmittances.
Regarding future work, it would be interesting to apply

our conic methods to compute key rates in more complex
and realistic protocols, such as DMCV without a cutoff
assumption [61] or BB84 using decoy states. From a
practical perspective, we note that our framework opens
the possibility of performing QKD implementations using
reduced block sizes and ensuring long-distance general
security without the repetition-rate limitations of previous
entropy accumulation techniques [11,12], which paves the
path for a practical, reliable, and large-scale implementa-
tion for QKD.
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DATA AVAILABILITY

The implementation of the cones introduced in this work
is available in the package ConicQKD.jl [48]. The results

TABLE II. Average iterations and computational time over 20
runs of the qubit BB84 protocol at transmittance χ ¼ 8 dB and
different block sizes. FastRényiQKD benchmarks were executed
with ConicQKD.jl v0.3.0, whereas the Rényi-security-frame-
work [60] was evaluated using MATLAB R2024a. All compu-
tations were performed on a workstation equipped with an 11th
Gen Intel Core i5-11500 processor and 16 GB of RAM.

n

FastRényiQKD Rényi-security-framework [60]

Iterations Time ½s� Iterations Time ½s�
109 62 0.133 60 34.427
107 42 0.098 60 32.945
105 36 0.049 60 19.682
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presented in Sec. V can be reproduced using the repository
in Ref. [62]. The comparative results and benchmarks
presented in Fig. 2 and Table II were obtained using the
repository in Ref. [60], which is heavily based on the Open
QKD Security package [63].

APPENDIX A: MARGINAL-CONSTRAINED
ENTROPY ACCUMULATION THEOREM

This section provides a theoretical security analysis
based on the marginal-constrained entropy accumulation
theorem (MEAT) [10] and the required notation changes to
adapt it to our approach. As a first step, we define the
corresponding results of the MEAT itself, considering that
no public announcements are made before all quantum
signals have been measured. In addition, we apply the
special implementation provided by [10], Theorem 4.2b],
in which only the classical register C is considered for
test rounds.
Proposition A.1. [10], Corollary 4.2, Theorem 4.2a]

For each j∈f1;…; ng, take a state σj∈DðAjÞ and a CPTP
map M̃j∶ ½AB�j → ½SCI�j, such that Cj and Ij
are classical. Let ρ½SCI�ðnÞÊ ¼ M̃n ∘… ∘M̃1ðω̄Þ for

ω̄∈Dð½AB�ðnÞÊÞ, verifying ω̄An
1
¼ σ1A1

⊗ … ⊗ σnAn
.

Suppose furthermore that ρ ¼ pΩρjΩ þ ð1 − pΩÞρj¬Ω
for pΩ∈ð0; 1� and all Cj are isomorphic to a single register
C with alphabet C. Let SΩ be the convex set of probability
distributions defined on the alphabet C such that any cðnÞ
with nonzero probability in ρjΩ verifies that freqcðnÞ∈SΩ.
Then, for any α∈ð1;∞Þ,

H↑
αðSðnÞj½CI�ðnÞÊÞρjΩ ≥ nh↑α − α

α − 1
log

1

pΩ
; (A1)

where

h↑α ¼ inf
q∈SΩ

inf
ν∈Σj

α

α − 1
DKLðqkνCÞ

þ
X

c∈suppðνCÞ
qðcÞH↑

αðSjIEÞνjc (A2)

provided that E is a large-enough purifying register for any
½AB�j, and Σj the set of all states M̃jðω½AB�jEÞ for some

initial ω∈Dð½AB�jEÞ such that ωAj
¼ σjAj

.
Here, the register Ij stores the public announcements,

with alphabet I satisfying C ⊆ I . In particular, the equality
holds whenever there are no public announcements in key
generation rounds. For further reference, we introduce a
change of notation by writing the probability pΩ as Pr½Ω�,
and the set Σ as ΣΩ.
For simplicity, in the following discussion we assume

that all maps are identical, i.e. M̃1 ¼ � � � ¼ M̃n ¼ M̃,
and consequently, so is the marginal σA. We then divide
map M̃ in two channels as

M̃ð·ÞSIC ¼ pð⊥ÞMKð·ÞSI ⊗ j⊥ih⊥jC
þ ½1 − pð⊥Þ�j⊥ih⊥jS ⊗ MTð·ÞIC̃

(A3)

where C̃ ≔ Cnf⊥g, and MKð·Þ and MTð·Þ are quantum
channels for key generation and parameter estimation,
respectively. Given this redefined channel and provided
that νC ¼ TrSI½M̃ðωÞSCI�, for some ω∈DðABÞ, the
Kullback-Leibler divergence in Eq. (A2) can be written as

DKLðqkνCÞ ¼ qð⊥Þ log
�

qð⊥Þ
pð⊥ÞMKðωABÞj⊥

�
þ
X
c∈C̃

qðcÞ log
�

qðcÞ
½1 − pð⊥Þ�MTðωABÞjc

�
:

(A4)

For the right-hand side in (A2), the sandwiched Rényi
entropy can be simplified asX

c∈suppðνCÞ
qðcÞH↑

αðSjIEÞνjc ≥ qð⊥ÞH↑
αðSjIEÞνj⊥ : (A5)

Within our discussion, this relation holds as an equality
because S ¼ ⊥when C ≠ ⊥. Moreover, note that Eve also
holds a copy Ĩ of the classical register I, which implies

H↑
αðSjIEÞνj⊥ ¼ H↑

αðSjẼÞνj⊥ ¼ H↑
αðSjĨEÞνj⊥ ; (A6)

where E represents Eve’s quantum side information, and
Ẽ ≔ ĨE all her quantum and classical information. The
conditional entropy in (A6) can be further lower-bounded
by following [13], Supplementary material I]. First, note
that our final state for a key round ρRABSI comes as the
combination of two actions: a coherent key map, acting on
AB to produce a key reference R and a public discussion I;
and a pinching operation that tells Alice and Bob how to
distill the raw key at register S according to the key
reference R. Hence, we have

(i) The quantum state shared by Alice and Bob ωAB.
(ii) The state after the key isometry σRABI, and in

particular its marginal GðωABÞ ¼ TrI½σRABI�.
(iii) The final state after the key extraction, ρSRABI ¼

VðσRABIÞV† where V acts on register R, as well as
its marginal ρSRAB ¼ VðσRABÞV†.

In particular, V ¼Ps jsiS ⊗ Zs
R where ZR is a projec-

tive operator, and R is an intermediate key register between
Alice and Bob, which may include postselection and/or
removal of no-clicks.
Let us recall, for α ≥ 0, the up-arrow sandwiched

Rényi entropy

H↑
αðAjBÞρ ≔ − inf

ψ∈DðBÞ
DαðρABk1A ⊗ ψBÞ; (A7)
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and define the down-arrow sandwiched Rényi entropy

H↓
αðAjBÞρ ≔ −DαðρABk1A ⊗ ρBÞ; (A8)

as well as the up-arrow Petz-Rényi entropy

H̄↑
αðAjBÞρ ≔ − inf

ψ∈DðBÞ
D̄αðρABk1A ⊗ ψBÞ (A9)

where D̄αðρkψÞ is the Petz-Rényi divergence. Using these
definitions and considering ρSRABIẼ as the purification
of the state ρSRABI, we find for γ ¼ α=ð2α − 1Þ when
α∈ð1=2;∞� that [13], Supplementary material I]

H↑
αðSjẼÞνj⊥ ¼ −H↑

γ ðSjRABÞνj⊥
¼ inf

ψ∈DðRABÞ
DγðρSRABk1S ⊗ ψRABÞ

¼ inf
ψ∈DðRABÞ

DγðVσRABV†k1S ⊗ ψRABÞ

≥ inf
ψ∈DðRABÞ

DγðσRABkV†½1S ⊗ ψRAB�VÞ

¼ inf
ψ∈DðRABÞ

Dγ

�
σRABk

X
s

Zs
RψRABZs

R

�
¼ inf

ψ∈DðRABÞ
DγðGðωABÞkZðψRABÞÞ:

(A10)

Here, we used the fact that Ĩ ¼ I and the duality relation
shown in [64], Theorem 3], while the inequality arises
due to the data processing inequality [65]. We also note
that [13] proves that the inequality can be set as an
equality, which requires deriving an upper bound for the
up-arrow Rényi entropy.
Alternatively, we can lower bound the up-arrow Rényi

entropy in (A6) using the down-arrow entropy (A8). This
eventually defines a new bound h↓α at the finite-size
analysis, which yields faster numerical results at the cost
of a suboptimal secret key rate. This bound goes as follows

H↑
αðSjẼÞνj⊥ ≥ H̄↑

αðSjẼÞνj⊥
¼ −H↓

β ðSjRABÞνj⊥
¼ DβðρSRABk1S ⊗ ρRABÞ
¼ DβðVσRABV†k1S ⊗ ρRABÞ
≥ DβðσRABkV†½1S ⊗ ρRAB�VÞ

¼ Dβ

�
σRABk

X
s

Zs
RρRABZ

s
R

�
¼ DβðGðωABÞkZ ∘GðωABÞÞ:

(A11)

For the first line, we used [64], Corollary 4], while in the
second we again applied duality relations shown in [64],
Theorem 3] for β ¼ 1=α whenever α∈ð0;∞Þ. The second

inequality arises due to the data processing inequality, and
the last line comes from calculating ρRAB ¼ TrSI½ρRABSI�.
With the new notation and bounds, we redefine

Proposition A.1 as
Proposition A.2. Let n∈N, ρ½SCI�ðnÞÊ ¼ M̃⊗ðω̄Þ for some

ω̄∈Dð½AB�ðnÞÊÞ and M̃∶ AB → SCI a quantum channel,
and σ∈DðAÞ. Given a nonabortion event Ω, we have

H↑
αðSðnÞj½CI�ðnÞÊÞρjΩ ≥ nh↑α − α

α − 1
log

1

Pr½Ω� (A12)

where α∈ð1;∞Þ and

h↑α ≥ inf
q∈Σ̂Ω

inf
ω∈DðABÞ

inf
ψ∈DðRABÞ

α

α−1
DKLðqkM̃ðωÞCÞ

þqð⊥ÞDγðGðωÞkZðψÞÞ (A13)

for Σ̂Ω the set in (13), all ω such that TrB½ω� ¼ σA and
γ ¼ α=ð2α − 1Þ. Furthermore, the bound h↑α ≥ h↓α holds
at (A12) where

h↓α ≥ inf
q∈Σ̂Ω

inf
ω∈DðABÞ

α

α − 1
DKLðqkM̃ðωÞCÞ

þ qð⊥ÞDβðGðωÞkZ ∘GðωÞÞ; (A14)

with β ¼ 1=α.
Remark 1. At (A6), it is possible to apply a classical

conditioning on Ĩ (e.g. to discard a key round due
to a no-click). Using Ref. [66], Proposition 9], this
induces

H↑
αðSjĨEÞρ ¼

α

1 − α
log

 X
i∈Ĩ

pðĨ ¼ iÞ21−α
α H↑

αðSjEÞρji
!
:

(A15)

This formulation constitutes an essential step in decoy-
state BB84 and variable-length formulations [7]. Within
our context, and provided the aforementioned consider-
ations, we have that the state can be decomposed as

ρSRABI ¼
X
i∈Ĩ

GiðωÞSRAB ⊗ jiihijI (A16)

where Gi is the unnormalized CP map applied according
to the value of register I. Let us now expand this
expression by using (A10). In the following, we take
shorthand notation for the normalized, sandwiched Rényi
divergence (5)

H↑
αðSjEÞρji ≥ inf

ψ∈DðRABÞ
DγðGiðωABÞkZðψRABÞÞ:

¼:
1

γ − 1
log
�

Ψ̄i
γðωÞ

Tr½GiðωÞ�
�
; (A17)
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where Ψ̄i
γ already incorporates the optimization with

respect to ψRAB, and the action of the maps Gi andZ. Then,

H↑
αðSjĨEÞρ ≥

α

1 − α
log

 X
i∈Ĩ

Tr½GiðωÞ�
�

Ψ̄i
γðωÞ

Tr½GiðωÞ�
�1

γ

!
:

(A18)

We note that each term in the sum constitutes a perspective
of the function Ψ̄i

γðωÞð1=γÞ, which for γ−1 > 1 can be
modelled using the well-known power cone

Kp ¼ fðx; y; zÞ∈R ×R ×R∶ xpy1−p ≥ jzjg: (A19)

This formulation provides a tighter bound than (A10).
Nevertheless, it does not achieve a noticeable improvement
in the secret key rate, while it greatly increases the cost of
the numerical implementation.
In the case of using the bound (A11) on the exponent,

we may explicitly decompose the final expression using
the normalized divergence (5) to find

H↑
αðSjĨEÞρ ≥

1

β − 1
log

 X
i∈Ĩ

Tr½GiðωÞ�2log½Ψi
βðωÞ=Tr½GiðωÞ��

!

¼ 1

β − 1
log

 X
i∈Ĩ

Ψi
βðωÞ

!
: (A20)

APPENDIX B: PROOF OF THEOREM III.2

The security for finite-size QKD protocols is based on
the leftover hash lemma [67,68], which bounds the length
of an extractable secret key according to the raw key given
all the information accessible to Eve. Within our discus-
sion, we use a variant of this lemma based on Rényi
entropies.
Proposition B.1. [21], Theorem 9] Let σAE∈DðAEÞ be a

cq-state and fRh
A→Cð·Þ; h∈Hg a family of λ−randomizing

hash functions on register A. Then,

TðρRCFE;
1

jCj 1C ⊗ ρFEÞ ≤ 2
2ð1−αÞ

α 2
α−1
α ðlog jCj−H↑

αðAjEÞσþ2 log λÞ

(B1)

where ρRCFE ¼ ðPh pðhÞRh ⊗ jhihhjF ⊗ 1EÞðσAEÞ,
α∈ð1; 2Þ and fjhiFgh∈H constitutes a basis in the register
F of hash functions.
This result can be adapted to our analysis by performing

the following changes.

C → KB;

A → SðnÞ;
E → E0L;

ρRCFE → ρKBFE0LjΩ;

σAE → ρSðnÞE0LjΩ;

1

jCj 1C ⊗ ρFE → τ̄KBFE0LjΩ;

where E0 ≔ ½CI�ðnÞE, τ̄ is defined as in (9), ρ is the state
after a concatenation of n channels constituting our
protocol, and more explicitly, F denotes the family of
universal2 hash functions used for error correction and
privacy amplification. Furthermore, jKBj ¼ 2l since the
secret key is actually a binary register of length l; and L is
the register of all the public information exchanged by
Alice and Bob during error correction. Since we are
interested in universal2 families of hash functions,
we set λ ¼ 1 [21], Lemma 7]. Therefore, (B1) can be
rewritten as

TðρKBFE0LjΩ; τ̄KBFE0LjΩÞ ≤ 2
1−α
α ðH↑

αðSðnÞjE0LÞρjΩ−lþ2Þ (B2)

Let now define a scalar coefficient εPA > 0 verifying that

TðρKBFE0LjΩ; τ̄KBFE0LjΩÞ ≤
εPA

Pr½Ω�ρ
(B3)

To ensure the above expression follows from the bound in
Eq. (B2), it is sufficient to require its right-hand side to be
no larger than εPAnPr½Ω�ρ. Solving this condition for the
key length and considering that ð1 − αÞ=α < 0, we have

l ≤ H↑
αðSðnÞjE0LÞρjΩ − α

α − 1
log
�

1

εPA

�
þ α

α − 1
log
�

1

Pr½Ω�
�
þ 2: (B4)

Next, we split off register L using [67], Lemma 5.14,
Lemma 5.15] and the notation leakEC ≔ logðjLjÞ, such that

H↑
αðSðnÞjE0LÞρjΩ ≥ H↑

αðSðnÞjE0ÞρjΩ − leakEC: (B5)

Thus, the inequality in (B4) can be written as

l ≤ H↑
αðSðnÞjE0ÞρjΩ − α

α − 1
log
�

1

εPA

�
þ α

α − 1
log
�

1

Pr½Ω�
�
− leakEC þ 2. (B6)

We can now apply the MEAT following Proposition A.2,
such that the final expression of the key length is
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l ≤ nhα − α

α − 1
log
�

1

εPA

�
− leakEC þ 2; (B7)

where hα could be equal to h↑α or h↓α. Thus, we can prove
the security of Theorem III.2.
Proof. Let us consider the state after the execution of

the protocol ρKAKBFE0L and an ideal state τ̄KAKBFE0L.
We calculate its trace distance, noting that both states
are the same when the protocol aborts (albeit no key rate is
produced then),

TðρKAKBFE0L; τ̄KAKBFE0LÞ
¼ Pr½Ω�ρTðρKAKBFE0LjΩ; τ̄KAKBFE0LjΩÞ:

(B8)

Then, we bound the resulting trace distance as follows

TðρKAKBFE0LjΩ; τ̄KAKBFE0LjΩÞ
≤ TðρKAKBFE0LjΩ; ρKAKBFE0LjΩ∧KA¼KB

Þ
þ TðρKAKBFE0LjΩ∧KA¼KB

; τ̄KAKBFE0LjΩÞ
≤

εEC
Pr½Ω�ρ

þ TðρKBFE0LjΩ; τ̄KBFE0LjΩÞ:

(B9)

We applied the triangle inequality in the first line and our
hypothesis of εEC−correctness in the second (which is
eventually reflected in the value of leakEC), such that we
can trace out register KA in the second line. For the final
trace distance, we may assume the hypothetical value for
εPA∈ð0; 1Þ in (B3). Thus,

Pr½Ω�ρTðρKBFE0LjΩ; τ̄KBFE0LjΩÞ ≤ εPA: (B10)

Using Proposition B.1, we certify that the protocol is
ðεEC þ εPAÞ−secret, as long as the resulting secret key has
a length bounded by (B7). For any choice of parameters,
the protocol verifies

Pr½Ω�ρTðρKAKBFE0LjΩ; τ̄KAKBFE0LjΩÞ ≤ εEC þ εPA; (B11)

which constitutes our security statement, in accordance
with (8). ▪

APPENDIX C: VARIABLE-LENGTH SECRET
KEY RATES VIA CONIC OPTIMIZATION

In this section, we develop a conic approach for the
variable-length secret key rate for qubit BB84 using the
framework described in Ref. [7]. To do so, we first
introduce a tradeoff function f∶ C → R, which allows
us to express the f-weighted Rényi entropy [10]

H↑;f
α ðSjCIEÞMðωÞ

¼ α

1−α
log

 X
c∈C

pðcÞ21−α
α ð−fðcÞþH↑

αðSjIEÞÞMðωÞjc

!
: (C1)

This function is necessary to define κ as an H↑;f
α -normali-

zation constant corresponding to the set of all states that
can be produced via a single-round map M, such that

κ ≔ inf
ωAB∈DðABÞ

H↑;f
α ðSjCIEÞMðωÞ;

s:t: TrB½ωAB� ¼ σA: (C2)

Based on this, the security proof given by Ref. [7],
Theorem 12] establishes that a variable-length protocol
is secure when the final key length lvar is bounded by a
function f̂protðcn1Þ ¼

P
iðfðciÞ þ κÞ. As further discussed

in Ref. [7], Sec. VI], rewriting this function in terms of the
observed frequency vector and matching its expectation to
a fixed honest probability distribution qh, eventually
provides an average secret key rate

E½lvar� ≥ nðf · qh þ κÞ − leakEC − α

α − 1
log

1

εPA
þ 2;

(C3)

where the leakage is provided by inequality (19), and is
evaluated according to qh. To find the optimal tradeoff
function f, we introduce an auxiliary variable λ∈PC. Then,
similarly to Ref. [7], we formulate the following fixed-
length optimization program

inf
ω;λ

α

α − 1
DKLðλjMðωÞCÞ þ qhð⊥ÞDβðGðωÞkZ ∘GðωÞÞ
s:t: ωAB≽0; TrB½ωAB� ¼ σAX
c∈C

λðcÞ ¼ 1; λ ≥ 0;

λ − qh ¼ 0. (C4)

Using the techniques described in Sec. IV, we can
reformulate this optimization as the conic program

inf
hKL;hQKD;u;λ;ω

α

α − 1
½hKL − pKhQKD�

s:t: TrB½ωAB� ¼ σA;
X
c∈C

λðcÞ ¼ 1;

ðu;ωABÞ∈Kβ;Ĝ;ZGb ;S
FastRényiQKD

ðhKL; λ;MðωÞCÞ∈KKL

ðhQKD; 1; sβuþ 1 − Tr½G⊤ðωÞ�Þ∈Klog

λ − qh ¼ 0. (C5)

As stated in Ref. [[10], Lemma 4.12], the dual value of the
last constraint provides an optimal choice for f, which can
be readily introduced in the optimization for κ. Before
continuing, note that f−weighted Rényi entropy can be
lower-bounded as
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H↑;f
α ðSjCIEÞρ ¼

α

1 − α
log

 X
c∈C̃

pðcÞ2α−1
α fðcÞ

þ pK2
1−α
α ð−fð⊥ÞþH↑

αðSjIEÞMðωÞj⊥ Þ
!

≥
α

1 − α
log

 X
c∈C̃

pðcÞ2α−1
α fðcÞ

þ pK2
α−1
α fð⊥Þ

"X
i∈Ĩ

Ψi
βðωÞ

#!
; (C6)

where in the last line we used Eq. (A20) from Remark 1. In
the particular case of qubit BB84, we have Ĩ ¼ f⊤;⊥g.
Using then the description in Sec. III C, we can explicitly
write the optimization of κ in its conic form via the
FastRényiQKD cone

κ ≥ inf
u;ω

α

1 − α
log
�
ð1 − pKÞ

X
c∈C̃

Tr½ΓcωAB�2α−1
α fðcÞ

þ pK2
α−1
α fð⊥Þðsβuþ 1 − Tr½G⊤ðωÞ�Þ

�
s:t: TrB½ωAB� ¼ σA

ðu;ωABÞ∈Kβ;Ĝ;ZGb ;S
FastRényiQKD;

(C7)

where fΓcgc∈C succinctly denotes all the POVM elements
used by Alice and Bob in parameter estimation rounds,
weighted according to the probabilities ðpK; 1 − pKÞ of
Bob’s choices.

APPENDIX D: PROPERTIES OF S

As noted in Sec. II, we require suppðρÞ ⊆ suppðσÞ in our
definition of the sandwiched Rényi relative entropy. This is
not necessary for the entropy itself to be well-defined
in our range of interest, α∈½1=2; 1Þ, but we require it in
order to prove that S is an isometry, which is needed for
the derivatives to be well-defined and the proof of
self-concordance.
In terms of our maps G;Z, this means that

suppðGÞ ⊆ suppðZÞ, where

suppðGÞ ¼ clfjϕi; hϕjGðVω0V†Þjϕi > 0 ∀ ω0≻0g
¼ fWGx;x∈Ckg; (D1a)

suppðZÞ ¼ clfjϕi; hϕjZðψÞjϕi > 0 ∀ ψ≻0g
¼ fWZy; y∈Cng; (D1b)

Proposition D.1. S ¼ W†
ZWG is an isometry.

Proof. Let x∈Ck:WGx∈suppðGÞ; since suppðGÞ ⊆
suppðZÞ, there exists y∈Cn such that

WGx ¼ WZy: (D2)

On the one hand, multiplying both sides of (D2) by W†
G,

x ¼ W†
GWZy: (D3)

On the other hand, multiplying both sides of (D2) by W†
Z,

W†
ZWGx ¼ y: (D4)

Then, replacing (D4) in (D3),

x ¼ W†
GWZW

†
ZWGx ¼ S†Sx: (D5)

As it is true for all x∈Ck, it must be S†S ¼ 1k. ▪
The proof for the G;Z ∘G case is follows by replacing

WZ withWZG. We will also check that the map X ↦ S†XS
is strictly positive, as we will need it to prove that the
barrier function is self-concordant:
Proposition D.2. The map X ↦ S†XS is strictly

positive.
Proof. First note that this map is positive, as Y≽0 iff

Y ¼ K†K, and therefore S†YS ¼ S†K†KS≽0. Now note
that Z≻0 iff there exists ε > 0 such that Z − ε1≽0. Then

0 ≼ S†ðZ − ε1ÞS ¼ S†ZS − ε1; (D6)

which implies that S†ZS≻0. ▪

APPENDIX E: SELF-CONCORDANCE

In this section, we adapt the proof given in [18] to prove
that the barrier functions (33) and (34) are logarithmically
homogeneous self-concordant barriers (see the definition
below) for their respective cones, (31) and (32). In
particular, we are interested in α∈½1

2
; 1Þ, and therefore,

sα ¼ signðα − 1Þ ¼ −1.
Definition E.1. [69], Definitions 1.3.2, 5.1.1], [70],

Definition 2.3.2] Let V be a finite-dimensional real vector
space and letK ⊂ V a closed convex cone. A ν-logarithmi-
cally homogeneous self-concordant barrier for K is a C3

function f∶intK → R such that
(i) For all x0∈∂K:

lim
x→x0

fðxÞ ¼ þ∞: (E1)

(ii) f is ν-logarithmically homogeneous:

fðλxÞ ¼ fðxÞ − ν logðλÞ (E2)

for all x∈intK, for all λ > 0.
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(iii) f is self-concordant:

jD3fðxÞ½h; h; h�j ≤ 2ðD2fðxÞ½h; h�Þ3=2 (E3)

for all x∈intK, for all h∈V.
In the proofs of self-concordance of our barriers, we use

the following concepts:

1. Conic monotony and conic convexity. Compatibility

Remember that a closed convex cone K ⊂ V in a real
vector space defines a partial ordering in V given by:

x ≼K y ⇔ y − x∈K:

Definition E.2. [[18], Sect. 2.1] Let V;V0 be finite-
dimensional real vector spaces and let K ⊂ V; K0 ⊂ V0
closed convex cones. A map f∶ V → V0 is ðK;K0Þ-
monotone if for all x; y∈V such that

x ≼K y

then,

fðxÞ ≼K0 fðyÞ:
Definition E.3. [[18], Sec. 2.1] Let U;V be finite-

dimensional real vector spaces and let K ⊂ V a closed
convex cone. A map f∶ U → V is K-convex if for all
x; y∈U, λ∈½0; 1�,

fðλxþ ð1 − λÞyÞ ≼K λfðxÞ þ ð1 − λÞfðyÞ: (E4)

A map f∶ U → V is K-concave if −f is K-convex.
To define operator monotony and operator convexity, we

establish the notation

Hd
σ⊂I ≔ fX∈Hd; σðXÞ ⊂ Ig (E5)

for an interval I ⊂ R, where σðXÞ denotes the set of
eigenvalues of X.
Definition E.4. A real function f∶ ða; bÞ ⊂ R → R is

operator-monotone if for all d∈N, for all X; Y∈Hd
σ⊂ða;bÞ

with X ≼ Y,

fðXÞ ≼ fðYÞ:
Lemma E.5. Let I ⊂ R be an interval. The set Hd

σ⊂I is
convex.
Proof. Let X; Y∈Hd

σ⊂I and λ∈½0; 1�. Let Z ¼ λXþ
ð1 − λÞY:As a consequence of Weyl’s theorem ([71],
Theorem 4.3.1]),

minσðZÞ ≥ λminσðXÞ þ ð1− λÞminσðYÞ
maxσðZÞ ≤ λmaxσðXÞ þ ð1− λÞmaxσðYÞ

�
; (E6)

where

min σðXÞ;min σðYÞ;max σðXÞ;max σðYÞ∈I: (E7)

We conclude that ½min σðZÞ;max σðZÞ� ⊂ I, so σðZÞ ⊂ I.
▪

Definition E.6. A real function f∶ ða; bÞ ⊂ R is oper-
ator-convex if for all d∈N, for all X; Y∈Hd

⊂ða;bÞ, λ∈½0; 1�,

fðλX þ ð1 − λÞYÞ ≼ λfðXÞ þ ð1 − λÞfðYÞ (E8)

A function f∶ ða; bÞ ⊂ R is operator concave if −f is
operator-convex.
Definition E.7. [[70], Definition 5.1.1], [18],

Definition 2.3]. Let U;V be finite-dimensional real vector
spaces and letK ⊂ V a closed convex cone. LetC ⊂ U be a
closed convex subset and f∶intC → V a C3 function.
Given a real number β > 0, f is ðK; βÞ-compatible with
C if

(i) f is K-concave.
(ii) For all x∈intC, for all h∈U such that x� h∈C;

D3fðxÞ½h; h; h� ≼K −3βD2fðxÞ½h; h�: (E9)

Definition E.8. [[70], Definition 5.1.2]. Let f∶intC → V
verifying hypothesis of Definition E.7 and let G∶intC →
R a self-concordant barrier for C. Given a real number
β > 0, f is ðK; βÞ-compatible with the barrier G if

(i) f is K-concave.
(ii) For all x∈intC, for all h∈U such that x� h∈C;

D3fðxÞ½h;h;h�≼K−3βD2fðxÞ½h;h�ðD2GðxÞ½h;h�Þ12:
(E10)

Concepts in Definitions E.7 and E.8 are closely related,
as shown in [[70], Remark 5.1.2]:
Proposition E.9. Let f∶intC → V verifying hypothesis

of Definitions E.7 and E.8, and let β > 0.
(i) If f is ðK; βÞ-compatible with C, it is ðK; βÞ-

compatible with any barrier of C.
(ii) Conversely, if f is ðK; βÞ-compatible with a θ-self-

concordant barrier G∶intC → R for C, it is
ðK; ð3θ þ 1ÞβÞ-compatible with C.

What we want now is to prove that the function

Ψα;SðG;ZÞ ≔ kZ1−α
2α SG

1
2k2α2α ¼ Tr

h
ðG1

2S†Z
1−α
α SG

1
2Þα
i
(E11)

is ðR≥; 1Þ-compatible so that we can prove that the
functions (28) and (30) also are. We will do that by doing
the composition with the appropriate linear map applying
the following lemma:
Lemma E.10. [18], lemma 2.5], [70], lemma 5.1.3 (iii)].

Let U; V be finite-dimensional real vector spaces and let
C ⊂ V be a closed convex subset. Let f∶intC → Hn be a
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C3Hn≽-concave function. Suppose f is ðHn≽; βÞ-compatible
with C, β > 0.

(i) Let L∶ Hn → Hm a positive linear map. Then,
L ∘ f∶intC → Hn → Hm is ðHm≽; βÞ-compatible
with C.

(ii) Let φ∶ U → V be an affine map such that
intC ∩ Imφ ≠ ∅. Then, f ∘φ∶ φ−1ðintCÞ →
intC → Hn is ðHn≽; βÞ-compatible with φ−1ðCÞ.

2. ðR≥; 1Þ-compatibility

We are proving the ðR≥; 1Þ-compatibility of (E11)
this way:
Theorem E.11. [[18], Theorem 3.1] Let U; V be finite-

dimensional real vector spaces. Let C ⊂ U be a closed
convex set and K ⊂ V a closed convex cone. Let
Φ∶intC → V be a C3 function. Let K� be the dual cone,
and suppose that for all z∈K� and for all x∈intC, h∈U
such that x� h∈intC, the function

ϕ∶ð−1; 1Þ → R

t ↦ hz;Φðxþ thÞi (E12)

is operator concave in ð−1; 1Þ. Then Φ∶intC → V is
ðK; 1Þ-compatible with C.
Let

ψ∶ð−1; 1Þ → R

t ↦ Ψα;SðGþ tH; Z þ tKÞ (E13)

where ðG;ZÞ∈Hk≻ × Hn≻, ðH;KÞ∈Hk × Hn are such that
ðG�H;Z � KÞ∈Hk≻ × Hn≻. The idea is to prove that
ψ is operator concave in ð−1; 1Þ so that we can apply
Theorem E.11.
For the following lemma, we define the the upper half-

plane Cþ ≔ fz∈C; ImðzÞ > 0g:
Lemma E.12. Let

ψ̂∶ð1;þ∞Þ → R

t ↦ tψ
�
1

t

�
(E14)

ψ̂ has an analytic continuation toCþ such that ψ̂ðCþÞ ⊂ Cþ.
Proof. Note that this is a particular case of [[47],

Theorem 2.1 (1)] with p ¼ 1−α
α , q ¼ 1, s ¼ α, ΨðXÞ ¼

S†XS, and Φ the identity map. First of all, let us write ψ̂ :

ψ̂ðtÞ ¼ Tr½ððtGþHÞ12S†ðtZ þ KÞ1−αα SðtGþHÞ12Þα�:
(E15)

Let us remember the Cartesian decomposition ([[72],
Sec. 4.4]) of a matrix C∈Cd×d: the Hermitian matrices

ReðCÞ ¼ Cþ C†

2
;

ImðCÞ ¼ C − C†

2i
; (E16)

are called real part and imaginary part of C, respectively. In
this context, C ¼ ReðCÞ þ iImðCÞ and they are the unique
decompositionofC ¼ Aþ iBwithA; BHermitianmatrices.
We define the set ([[73], Sec. 1])

Iþ
d ≔ fAþ iB;A; B∈Hd; B≻0g ⊂ Cd×d: (E17)

If c∈Cþ, cGþH∈Iþ
k and cZþ K∈Iþ

n . By [[73],
lemma 1.2], then ðcGþHÞ12∈Iþ

k and ðcZ þ KÞ1−αα ∈Iþ
n ,

because 0 < 1
2
; 1−αα ≤ 1. As the map X ↦ S†XS is strictly

positive (see proposition D.2), S†ðtZ þ KÞ1−αα S∈Iþ
n .

Let us call

FðtÞ ¼ ðtGþHÞ12S†ðtZ þ KÞ1−αα SðtGþHÞ12 (E18)

and γ ¼ 1−α
α þ 1 ¼ ð1=αÞ∈ð1; 2� ⊂ ð0; 2�. By [[47], proof

of Theorem 2.1, Eq. (2.5)], if σðFðcÞÞ is the set of the
eigenvalues of FðcÞ, σðFðcÞÞ ⊂ Γγπ for c∈Cþ, where

ΓΘ ¼ freiθ; r > 0; 0 < θ < Θg; Θ∈ð0; 2πÞ: (E19)

Therefore, σðFðcÞαÞ⊂Γπ¼Iþ
d (remember that γ¼ð1=αÞ).

Then, Tr½ðFðcÞα�∈Iþ
d : ▪

Once we have lemma E.12, by Lowner’s theorem ([18],
lemma 2.1]), we conclude that ψ̂ is operator-monotone in
ð1;þ∞Þ. Now we can get that ψ̂ is operator concave in
ð0; 1Þ by [18], lemma 4.3], since

ˆ̂fðtÞ ¼ tf̂
�
1

t

�
¼ t

1

t
f
�
1
1
t

�
¼ fðtÞ: (E20)

Lemma E.13. Let ϕ the function (E12) in the conditions
of Theorem E.11. If ϕ is operator concave in ð0; 1Þ, it is
also operator concave in ð−1; 0Þ.
Proof. Let us recall ϕþ the function (E12) ϕ. Because of

the conditions of Theorem E.11, the function (E12) is well
defined in ð−1; 1Þ swapping h for −h. We call ϕ− this
new function.

ϕ−∶ð−1; 0Þ → ð0; 1Þ!ϕþ R

t ↦ −t ↦ ϕþð−tÞ
LetX; Y∈Hd whose eigenvalues are in ð−1; 0Þ. By hypoth-
esis, ϕþ is operator concave in ð0; 1Þ. Then, given λ∈½0; 1�

ϕ−ðλX þ ð1 − λÞYÞ ¼ ϕþð−ðλX þ ð1 − λÞYÞÞ
¼ ϕþðλð−XÞ þ ð1 − λÞð−YÞÞ
≽ λϕþð−XÞ þ ð1 − λÞϕþð−YÞ
¼ λϕ−ðXÞ þ ð1 − λÞϕ−ðYÞ:

▪
By lemma E.13, the function (E13) ψ is also operator

concave in ð−1; 0Þ. Using [18], lemma 4.4] for all d∈N,
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we get that ψ is operator concave in ð−1; 1Þ. Finally,
applying Theorem E.11, we conclude that the function
(E11) is ðR≥; 1Þ-compatible with Hk≽ × Hn≽ for α∈½1

2
; 1Þ.

3. Proof of self-concordance for the RényiQKD cone

Let us rewrite the function (28) in terms of (E11):

Ψ̂αðρ; σÞ ¼ Ψα;S ∘LĜ;Ẑðρ; σÞ; (E21)

where LĜ;Ẑðρ; σÞ ¼ ðĜðρÞ; ẐðσÞÞ. Applying lemma E.10

(ii), Ψ̂αðρ; σÞ is ðR≥; 1Þ-compatible with Hq
≽ × Hm≽. Once

we know that, we can prove that the function

fðu; ρ; σÞ ¼ − logðΨ̂αðρ; σÞ − uÞ − logdetðρÞ − logdetðσÞ
(E22)

is a self-concordant barrier for cl hypoðΨ̂αðρ; σÞÞ by [[18],
lemma 2.4]:
Theorem E.14. LetU;V be finite-dimensional real vector

spaces. Let C ⊂ U be a closed convex set and K ⊂ V a
closed convex cone. Let G∶intC ⊂ U → R be a C2 ν-SCB
for C and F∶intC ⊂ U → VðK; βÞ-compatible with C,
β ≥ 0. Let H∶intK → R be a η-SCB for K. Then, the
function

f∶ intC × V → R ∪ fþ∞g
ðx; yÞ ↦ HðFðxÞ − yÞ þ β3GðxÞ

is a ðηþ β3νÞ-SCB for cl hypo F, where

hypo F ¼ fðy; xÞ∈W × intC; y ≼K FðxÞg:
This is a particular case of [[69], Theorem 5.4.4],

noticing proposition E.9 (i).
Corollary E.15. The function (E22) is a

ð1þ qþmÞ-SCB for cl hypoðΨ̂αðρ; σÞÞ:

Proof. We apply Theorem E.14 with
(i) U¼Hq×Hm,C¼Hq

≽×Hm≽,Gðρ;σÞ¼−logdetðρÞ−
logdetðσÞ, which is a ðqþmÞ-SCB for Hq

≽ ×
Hm≽ðν ¼ qþmÞ.

(ii) V ¼ R, K ¼ R≥.
(iii) F ¼ Ψ̂α∶ Hq≻ × Hm≻ → R, which is ðR≥; 1Þ-

compatible with Hq
≽ × Hm≽ðβ ¼ 1Þ.

(iv) H ¼ − log, which is a 1-SCB for R≥ðη ¼ 1Þ.
▪

4. Proof of self-concordance for
the FastRényiQKD cone

Following an analogous argument, we can rewrite the
function (30) in terms of (E11):

Ψ̂αðρÞ ¼ Ψα;S ∘LĜ;ZGb ðρÞ; (E23)

where LĜ;ZGb ðρÞ ¼ ðĜðρÞ; cZGðρÞÞ. Applying again

lemma E.10 (ii), Ψ̂αðρÞ is ðR≥; 1Þ-compatible with Hq
≽.

We can prove then that the function

fðu; ρÞ ¼ − logðΨ̂αðρÞ − uÞ − logdetðρÞ − logdetðσÞ
(E24)

is a self-concordant barrier for cl hypoðΨ̂αðρÞÞ:
Corollary E.16. The function (E24) is a ð1þ qÞ-SCB

for cl hypoðΨ̂αðρÞÞ:

Proof. We apply Theorem E.14 with
(i) U ¼ Hq, C ¼ Hq

≽, GðρÞ ¼ −logdetðρÞ, which is a
q-SCB for Hq

≽ðν ¼ qÞ.
(ii) V ¼ R, K ¼ R≥.
(iii) F ¼ Ψ̂α∶ Hq≻ → R, which is ðR≥; 1Þ-compatible

with Hq
≽ðβ ¼ 1Þ.

(iv) H ¼ − log, which is a 1-SCB for R≥ðη ¼ 1Þ.
▪

APPENDIX F: DERIVATIVES

1. Background

Real functions can be extended to act on Hermitian
matrices by diagonalizing the matrix and applying the
function to each (real) eigenvalue. More precisely, let
f∶ R ↦ R and X∈Hn with spectral decomposition
X ¼ Udiagðλ⃗ÞU†, where λ⃗∈Rn is the vector of eigenval-
ues. Then we define fðXÞ as

fðXÞ ¼ U diagðfðλ⃗ÞÞU†; (F1)

where f acts on λ⃗ elementwise. We will call f∶ Hn → Hn a
spectral function.
The barriers of our cones, Eqs. (33) and (34), are defined

in terms of spectral functions. In order to differentiate
spectral functions, we need to extend the usual rules of
multivariable calculus to these functions. In this section,
we collect some of these rules for convenience, but they
can also be found in matrix analysis books like [74,75]. We
will refer to these properties in the computation of the
gradient, Hessian and third derivatives of the barrier.
First, let’s recall some rules valid for general functions.

The Fréchet derivative of the composition of two functions
applied to a vector direction H obeys the chain rule:

Dðf ∘ gÞðXÞ½H� ¼ DfðgðXÞÞ½DgðXÞ½H��; (F2)

and the derivative of a product obeys the product rule:

DðfgÞðXÞ½H� ¼ DfðXÞ½H�gðXÞ þ fðXÞDgðXÞ½H�: (F3)

In particular, we will use it when the product is composed
with the trace. Since the trace is a linear operator, its
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differential is itself and we obtain

DðTr ∘ fgÞðXÞ½H� ¼ hDfðXÞ½H�; gðXÞi
þ hfðXÞ; DgðXÞ½H�i: (F4)

Turning our attention to spectral functions, the derivative is
given by

DfðXÞ½H� ¼ Uðf½1�ðΛÞ ⊙ ðU†HUÞÞU†; (F5)

where X ¼ UΛU† is the diagonalization of X, f½1� are the
first divided differences of f and ⊙ is the Hadamard or
elementwise matrix product.
Another important property is that the derivative of a

spectral function composed with the trace is equal to:

DðTr ∘ fÞðXÞ½H� ¼ hH; f0ðXÞi; (F6)

where hA;Bi ¼ TrðAB†Þ is the Hilbert-Schmidt inner
product. We will call this equation the trace derivative.
We can combine the chain rule and the trace derivative to
obtain:

DðTr ∘ f ∘ gÞðXÞ½H� ¼ DðTr ∘ fÞðgðXÞÞ½DgðXÞ½H��
¼ hDgðXÞ½H�; f0ðgðXÞi: (F7)

These equations will be used extensively in the upcoming
derivations. To compute the Hessian and third derivatives
of the barriers, we will need higher-order Fréchet deriv-
atives of spectral functions. The second-order derivative
applied to two vector directions is given by

D2fðXÞ½H;K� ¼ U
�Xn
k¼1

f½2�k ðΛÞ ⊙ ðU†HUjkihkjU†KU þU†KUjkihkjU†HUÞ
�
U†; (F8)

where X ¼ UΛU† and f½2�k ðΛÞ ¼ ½f½2�ðλi; λj; λkÞ�ni;j¼1
(second divided differences of f). The third derivative applied twice

to the same vector direction is

D3fðXÞ½H;H;K� ¼ U
�
2
Xn
k;l¼1

f½3�k;lðΛÞ ⊙ ½U†HUjkihkjU†HUjlihljU†KU

þU†HUjkihkjU†KUjlihljU†HU þU†KUjkihkjU†HUjlihljU†HU�
�
U†; (F9)

where X ¼ UΛU† and f½3�klðΛÞ ¼ ½f½3�ðλi; λk; λl; λjÞ�ni;j¼1
(third divided differences of f).
Finally, to isolate some of the vector directions later on,

we will use the property that Fréchet derivatives of spectral
functions are self-adjoint:

hA;DfðXÞ½H�i ¼ hA;Uðf½1�ðΛÞ ⊙ ðU†HUÞÞU†i
¼ hU†AU; f½1�ðΛÞ ⊙ ðU†HUÞi
¼ hf½1�ðΛÞ ⊙ ðU†AUÞ; U†HUi
¼ hUðf½1�ðΛÞ ⊙ ðU†AUÞÞU†; Hi (F10)

¼ hDfðXÞ½A�; Hi: (F11)

By applying this property successive times, we can prove
that higher-order derivatives are also self-adjoint:

hA;D2fðXÞ½H;K�i ¼ hD2fðXÞ½H;A�; Ki; (F12)

hA;D3fðXÞ½H;K; L�i ¼ hD3fðXÞ½H;K; A�; Li: (F13)

2. RényiQKD cone

a. Gradient

The gradient of the barrier (33) is

∇hfðh; ρ; σÞ ¼ − 1

z
; (F14)

∇ρfðh; ρ; σÞ ¼
sα
z
∇ρΨ̂αðρ; σÞ − ρ−1; (F15)

∇σfðh; ρ; σÞ ¼
sα
z
∇σΨ̂αðρ; σÞ − σ−1; (F16)

where z ¼ h − sαΨ̂αðρ; σÞ and Ψ̂α is given by Eq. (28).
For convenience let us define the intermediate variables

G ≔ ĜðρÞ and Z ≔ ẐðσÞ, and the functions gðxÞ ¼ xα and
hðxÞ ¼ x

1−α
α , so that we can write

ˆ̂ΨαðG;ZÞ ≔ Ψ̂αðρ; σÞ
¼ Tr½gðG1

2S†hðZÞSG1
2Þ�

¼ Tr½gðZ1
2

SGZ
1
2

SÞ�;
(F17)
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where we defined ZS ≔ S†hðZÞS for brevity. The two

expressions we give for ˆ̂ΨαðG; ZÞ come from Eq. (36), and
as mentioned before, the operators appearing there are
positive definite, which is necessary for the derivatives to
be well-defined.
The chain rule (F2) gives us the derivatives of Ψ̂α in

terms of the derivatives of ˆ̂Ψα:

DρΨ̂αðρ; σÞ½H� ¼ DG
ˆ̂ΨαðG;ZÞ½DρGðρÞ½H��; (F18)

DσΨ̂αðρ; σÞ½H� ¼ DZ
ˆ̂ΨαðG;ZÞ½DσZðσÞ½H��: (F19)

Applying the chain rule and the trace derivative (F7) to the

expression Tr½gðZ1
2

SGZ
1
2

SÞ� in Eq. (F17) gives us

DG
ˆ̂ΨαðG;ZÞ½HG� ¼

D
Z

1
2

SHGZ
1
2

S; g
0ðZ1

2

SGZ
1
2

SÞ
E

¼
D
HG;Z

1
2

Sg
0ðZ1

2

SGZ
1
2

SÞZ
1
2

S

E
: (F20)

Now, using the expression Tr½gðG1
2S†hðZÞSG1

2Þ� from
Eq. (F17) to compute the derivative with respect to Z,
we obtain

DZ
ˆ̂ΨαðG;ZÞ½HZ� ¼ hG1

2S†DhðZÞ½HZ�SG1
2; g0ðG1

2ZSG
1
2Þi

¼ hDhðZÞ½HZ�; SG1
2g0ðG1

2ZSG
1
2ÞG1

2S†i
¼ hHZ;DhðZÞ½SG1

2g0ðG1
2ZSG

1
2ÞG1

2S†�i;
(F21)

where in the last step we used the self-adjointness
of the spectral derivative (F10). Now, substituting
G ¼ ĜðρÞ, Z ¼ ẐðσÞ, HG ¼ DρGðρÞ½Hρ� ¼ ĜðHρÞ and
HZ ¼ DσZðσÞ½Hσ� ¼ ẐðHσÞ, we obtain

DρΨ̂αðρ; σÞ½Hρ� ¼
D
Hρ; Ĝ

†ðZ1
2

Sg
0ðZ1

2

SGZ
1
2

SÞZ
1
2

SÞ
E
;

(F22)

DσΨ̂αðρ;σÞ½Hσ�¼
D
Hσ;Ẑ

†ðDhðZÞ½SG1
2g0ðG1

2ZSG
1
2ÞG1

2S†�Þ
E
;

(F23)

and therefore the gradient is

∇ρΨ̂αðρ; σÞ ¼ Ĝ†ðZ1
2

Sg
0ðZ1

2

SGZ
1
2

SÞZ
1
2

SÞ; (F24)

∇σΨ̂αðρ; σÞ ¼ Ẑ†ðDhðZÞ½SG1
2g0ðG1

2ZSG
1
2ÞG1

2S†�Þ: (F25)

The gradient can be significantly simplified if we write it
in terms of the singular value decomposition of

Z
1
2

SG
1
2 ¼ UΛV†:

∇ρΨ̂αðρ; σÞ ¼ Ĝ†ðZ1
2

SUg0ðΛ2ÞU†Z
1
2

SÞ; (F26)

∇σΨ̂αðρ; σÞ ¼ Ẑ†ðDhðZÞ½SG1
2Vg0ðΛ2ÞV†G

1
2S†�Þ: (F27)

b. Hessian

The Hessian of the barrier (33) is

∇2
hhfðh; ρ; σÞ ¼

1

z2
; (F28)

∇2
hρfðh; ρ; σÞ ¼ − sα

z2
∇ρΨ̂αðρ; σÞ; (F29)

∇2
hσfðh; ρ; σÞ ¼ − sα

z2
∇σΨ̂αðρ; σÞ; (F30)

∇2
ρρfðh; ρ; σÞ ¼ Hρ ↦

1

z2
h∇ρΨ̂αðρ; σÞ; Hρi∇ρΨ̂αðρ; σÞ þ

sα
z
∇2

ρρ Ψ̂αðρ; σÞHρ þ ρ−1Hρρ
−1; (F31)

∇2
σσfðh; ρ; σÞ ¼ Hσ ↦

1

z2
h∇σΨ̂αðρ; σÞ; Hσi∇σΨ̂αðρ; σÞ þ

sα
z
∇2

σσ Ψ̂αðρ; σÞHσ þ σ−1Hσσ
−1; (F32)

∇2
ρσfðh; ρ; σÞ ¼ Hσ ↦

1

z2
h∇σΨ̂αðρ; σÞ; Hσi∇ρΨ̂αðρ; σÞ þ

sα
z
∇2

ρσ Ψ̂αðρ; σÞHσ; (F33)

∇2
σρfðh; ρ; σÞ ¼ Hρ ↦

1

z2
h∇ρΨ̂αðρ; σÞ; Hρi∇σΨ̂αðρ; σÞ þ

sα
z
∇2

σρ Ψ̂αðρ; σÞHρ; (F34)

where z ¼ h − sαΨ̂αðρ; σÞ.
Similarly to the derivation of the gradient, we obtain DGG

ˆ̂ΨαðG;ZÞ by differentiating (F20) over G:

D2
GG

ˆ̂ΨαðG;ZÞ½HG1
; HG2

� ¼ hHG1
; Z

1
2

SDg0ðZ1
2

SGZ
1
2

SÞ½Z
1
2

SHG2
Z

1
2

S�Z
1
2

Si (F35)
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We obtain D2
ZZ

ˆ̂ΨαðG;ZÞ by differentiating (F21) over Z with the product rule (F4):

D2
ZZ

ˆ̂ΨαðG; ZÞ½HZ1
; HZ2

� ¼ hD2hðZÞ½HZ1
; HZ2

�; SG1
2g0ðG1

2ZSG
1
2ÞG1

2S†i
þ hDhðZÞ½HZ1

�; SG1
2Dg0ðG1

2ZSG
1
2Þ½G1

2S†DhðZÞ½HZ2
�SG1

2�G1
2S†i: (F36)

Using He’s Lemma 5.1 [18], we have that

DZ
ˆ̂ΨαðG;ZÞ½HZ� ¼ hDhðZÞ½HZ�; SG1

2g0ðG1
2ZSG

1
2ÞG1

2S†i ¼ hDhðZÞ½HZ�; SZ−1
2

S g̃ðZ1
2

SGZ
1
2

SÞZ−1
2

S S†i; (F37)

where g̃ðxÞ ¼ xg0ðxÞ. With this second expression we can obtain D2
ZG easily by differentiating it over G:

D2
ZG

ˆ̂ΨαðG;ZÞ½HZ1
; HG2

� ¼ hDhðZÞ½HZ1
�; SZ−1

2

S Dg̃ðZ1
2

SGZ
1
2

SÞ½Z
1
2

SHG2
Z

1
2

S�Z−1
2

S S†i: (F38)

Now we can substitute G ¼ ĜðρÞ, Z ¼ ẐðσÞ and the vector directions HGi
¼ ĜðHρiÞ and HZi

¼ ẐðHσiÞ. To obtain the
product of the Hessian times a vector we need to isolate the first vector directions, Hρ1 and Hσ1 :

∇2
ρρΨ̂αðρ; σÞHρ2 ¼ Ĝ†ðZ1

2

SDg0ðZ1
2

SGZ
1
2

SÞ½Z
1
2

SĜðHρ2ÞZ
1
2

S�Z
1
2

SÞ; (F39)

∇2
σρΨ̂αðρ; σÞHρ2 ¼ Ẑ†ðDhðZÞ½SZ−1

2

S Dg̃ðZ1
2

SGZ
1
2

SÞ½Z
1
2

SĜðHρ2ÞZ
1
2

S�Z
−1

2

S S†�Þ; (F40)

∇2
ρσΨ̂αðρ; σÞHσ2 ¼ Ĝ†ðZ1

2

SDg̃ðZ1
2

SGZ
1
2

SÞ½Z−1
2

S S†DhðZÞ½ẐðHσ2Þ�SZ
−1

2

S �Z1
2

SÞ; (F41)

∇2
σσΨ̂αðρ; σÞHσ2 ¼ Ẑ†ðD2hðZÞ½ẐðHσ2Þ; SG

1
2g0ðG1

2ZSG
1
2ÞG1

2S†�Þ
þ Ẑ†ðDhðZÞ½SG1

2Dg0ðG1
2ZSG

1
2Þ½G1

2S†DhðZÞ½ẐðHσ2Þ�SG
1
2�G1

2S†�Þ: (F42)

And we obtain the Hessian,∇2Ψ̂α, by vectorizing (see Appendix A of [19]) the previous equations and thus isolating the
remaining vector directions, Hρ2 and Hσ2 .

c. Third derivatives

The third derivatives of the barrier (33) are

∇3
hhhfðh; ρ; σÞ ¼ − 2

z3
; (F43)

∇3
hhρfðh; ρ; σÞ ¼

2sα
z3

∇ρΨ̂αðρ; σÞ; (F44)

∇3
hhσfðh; ρ; σÞ ¼

2sα
z3

∇σΨ̂αðρ; σÞ; (F45)

∇3
hρρfðh; ρ; σÞ ¼ Hρ ↦ − 2s2α

z3
h∇ρΨ̂αðρ; σÞ; Hρi∇ρΨ̂αðρ; σÞ − sα

z2
∇2

ρρ Ψ̂αðρ; σÞHρ; (F46)

∇3
hσσfðh; ρ; σÞ ¼ Hσ ↦ − 2s2α

z3
h∇σΨ̂αðρ; σÞ; Hσi∇σΨ̂αðρ; σÞ − sα

z2
∇2

σσ Ψ̂αðρ; σÞHσ; (F47)

∇3
hσρfðh; ρ; σÞ ¼ Hρ ↦ − 2s2α

z3
h∇ρΨ̂αðρ; σÞ; Hρi∇σΨ̂αðρ; σÞ − sα

z2
∇2

σρ Ψ̂αðρ; σÞHρ; (F48)

MARIANA NAVARRO et al. PRX QUANTUM 7, 033051 (2026)

033051-24



∇3
ρρρfðh; ρ; σÞ ¼ ðHρ; HρÞ ↦

2s3α
z3

h∇ρΨ̂αðρ; σÞ; Hρi2∇ρΨ̂αðρ; σÞ

þ s2α
z2

h∇2
ρρΨ̂αHρ; Hρi∇ρΨ̂αðρ; σÞ þ

2s2α
z2

h∇ρΨ̂α; Hρi∇2
ρρΨ̂αðρ; σÞHρ

þ sα
z
∇3

ρρρΨ̂αðρ; σÞ½·; Hρ; Hρ� − 2ρ−1Hρρ
−1Hρρ

−1;

(F49)

∇3
σσσfðh; ρ; σÞ ¼ ðHσ; HσÞ ↦

2s3α
z3

h∇σΨ̂αðρ; σÞ; Hσi2 ∇σΨ̂αðρ; σÞ

þ s2α
z2

h∇2
σσΨ̂αHσ; Hσi∇σΨ̂αðρ; σÞ þ

2s2α
z2

h∇σΨ̂α; Hσi∇2
σσΨ̂αðρ; σÞHσ

þ sα
z
∇3

σσσΨ̂αðρ; σÞ½·; Hσ; Hσ� − 2σ−1Hσσ
−1Hσσ

−1;

(F50)

∇3
ρρσfðh; ρ; σÞ ¼ ðHρ; HσÞ ↦

2s3α
z3

h∇ρΨ̂αðρ; σÞ; Hρih∇σΨ̂αðρ; σÞ; Hσi∇ρΨ̂αðρ; σÞ

þ s2α
z2

h∇2
ρσΨ̂αHσ; Hρi∇ρΨ̂αðρ; σÞ þ

s2α
z2

h∇ρΨ̂α; Hρi∇2
ρσΨ̂αðρ; σÞHσ

×
s2α
z2

h∇σΨ̂α; Hσi∇2
ρρΨ̂αðρ; σÞHρ þ

sα
z
∇3

ρρσΨ̂αðρ; σÞ½·; Hρ; Hσ�;

(F51)

where z ¼ h − sαΨ̂αðρÞ. The remaining derivatives are completely analogous. Here we simplified the third derivative
∇3

ρρρf (and similarly for other terms) by applying it twice to the same vector because that is what the conic solver uses.

To obtain ∇3Ψ̂αðρ; σÞ we first differentiate the second derivatives of ˆ̂ΨαðG;ZÞ and then substitute G and Z. We obtain

DGGG
ˆ̂ΨαðG;ZÞ by differentiating (F35) over G:

D3
GGG

ˆ̂Ψα½HG1
; HG2

; HG3
� ¼ hHG1

; Z
1
2

SD
2g0ðZ1

2

SGZ
1
2

SÞ½Z
1
2

SHG2
Z

1
2

S; Z
1
2

SHG3
Z

1
2

S�Z
1
2

Si: (F52)

We obtain D3
ZGG

ˆ̂ΨαðG;ZÞ by differentiating (F38) over G:

DZGG
ˆ̂Ψα½HZ1

; HG2
; HG3

� ¼ hDhðZÞ½HZ1
�; SZ−1

2

S D2g̃ðZ1
2

SGZ
1
2

SÞ½Z
1
2

SHG2
Z

1
2

S; Z
1
2

SHG3
Z

1
2

S�Z−1
2

S S†i
¼ hHZ1

; DhðZÞ½SZ−1
2

S D2g̃ðZ1
2

SGZ
1
2

SÞ½Z
1
2

SHG2
Z

1
2

S; Z
1
2

SHG3
Z

1
2

S�Z
−1

2

S S†�i: (F53)

Because the third derivatives are continuous, D3
GZG

ˆ̂Ψα ¼ D3
ZGG

ˆ̂Ψα. In order to solve the first vector direction and obtain

∇3
GZG

ˆ̂Ψα½·; HZ2
; HG3

�, it is convenient to reorganize D3
GZG

ˆ̂Ψα:

D3
GZG

ˆ̂ΨαðG;ZÞ½HG1
; HZ2

; HG3
� ¼ hHG1

; Z
1
2

SD
2g̃ðZ1

2

SGZ
1
2

SÞ½Z
−1

2

S S†DhðZÞ½HZ2
�SZ−1

2

S ; Z
1
2

SHG3
Z

1
2

S�Z
1
2

Si; (F54)

and analogously for D3
GGZ

ˆ̂Ψα.

To obtain DGZZ
ˆ̂Ψα, we follow [[18], lemma 5.1] and use the expression

hA;XfðXY2XÞXi ¼ hA; Y−1ðYX2YÞfðYX2YÞY−1i: (F55)

With this equation, we can rewrite

DG
ˆ̂ΨαðG;ZÞ½HG� ¼ hHG; Z

1
2

Sg
0ðZ1

2

SGZ
1
2

SÞZ
1
2

Si ¼ hHG;G−1
2g̃ðG1

2ZSG
1
2ÞG−1

2i; (F56)

where g̃ðxÞ ¼ xg0ðxÞ, and differentiate twice with respect to Z:
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DGZZ
ˆ̂Ψα½HG1

; HZ2
; HZ3

� ¼ hG−1
2HG1

G−1
2; Dg̃ðG1

2ZSG
1
2Þ½G1

2S†D2h½HZ2
; HZ3

�SG1
2�i

þ hG−1
2HG1

G−1
2; D2g̃ðG1

2ZSG
1
2Þ½G1

2S†Dh½HZ2
�SG1

2; G
1
2S†Dh½HZ3

�SG1
2�i: (F57)

Again, to obtain ∇3
ZGZ

ˆ̂Ψα½·; HG2
; HZ3

� we simply reorganize DGZZ
ˆ̂Ψα:

DZGZ
ˆ̂Ψα½HZ1

; HG2
; HZ3

� ¼ hHZ1
; D2h½SG1

2Dg̃ðG1
2ZSG

1
2Þ½G−1

2HG2
G−1

2�G1
2S†; HZ3

�i
þ hHZ1

; Dh½SG1
2D2g̃ðG1

2ZSG
1
2Þ½G−1

2HG2
G−1

2; G
1
2S†Dh½HZ3

�SG1
2�G1

2S†�i: (F58)

And analogously for DZZG
ˆ̂Ψα.

Finally, we differentiate Eq. (F36) with respect to Z using the product rule (F4) and use the self-adjointness of the
spectral derivatives (F13) to obtain

DZZZ
ˆ̂Ψα½HZ1

; HZ2
; HZ3

� ¼ hHZ1
; D3hðZÞ½SG1

2g0ðG1
2ZSG

1
2ÞG1

2S†; HZ2
; HZ3

�i
þ hHZ1

; D2hðZÞ½HZ2
; SG

1
2Dg0ðG1

2ZSG
1
2Þ½G1

2S†DhðZÞ½HZ3
�SG1

2�G1
2S†�i

þ hHZ1
; D2hðZÞ½SG1

2Dg0ðG1
2ZSG

1
2Þ½G1

2S†DhðZÞ½HZ2
�SG1

2�G1
2S†; HZ3

�i
þ hHZ1

; DhðZÞ½SG1
2Dg0ðG1

2ZSG
1
2Þ½G1

2S†D2hðZÞ½HZ2
; HZ3

�SG1
2�G1

2S†�i
þ hHZ1

; DhðZÞ½SG1
2D2g0ðG1

2ZSG
1
2Þ½G1

2S†DhðZÞ½HZ2
�SG1

2; G
1
2S†DhðZÞ½HZ3

�SG1
2�G1

2S†�i:
(F59)

Now we can simply substitute G ¼ ĜðρÞ, Z ¼ ẐðσÞ and the vector directions HGi
¼ ĜðHρiÞ and HZi

¼ ẐðHσiÞ. We then

solve the first vector direction to recover the third derivatives ∇3Ψ̂αðρ; σÞ applied to two vectors (actually, twice the same
vector), which is what the conic solver needs.

3. FastRényiQKD cone

a. Gradient

The gradient of the barrier (34) is

∇hfðh; ρÞ ¼ − 1

z
; (F60)

∇ρfðh; ρÞ ¼
sα
z
∇ρΨ̂αðρÞ − ρ−1; (F61)

where z ¼ h − sαΨ̂αðρÞ and Ψ̂α is given by Eq. (30).
The gradient of Ψ̂αðρÞ can be obtained from the gradient of Ψ̂αðρ; σÞ (computed in F 2 a) just by composing Ψ̂αðρ; σÞ

with the projection ðρ; σÞ ↦ ðρ; ρÞ and replacing Ẑ with cZG:
∇ρΨ̂αðρÞ ¼ Ĝ†ðZ1

2

Sg
0ðZ1

2

SGZ
1
2

SÞZ
1
2

SÞ þ cZG†ðDhðZÞ½SG1
2g0ðG1

2ZSG
1
2ÞG1

2S†�Þ
¼ Ĝ†ðZ1

2

SUg0ðΛ2ÞU†Z
1
2

SÞ þ cZG†ðDhðZÞ½SG1
2Vg0ðΛ2ÞV†G

1
2S†�Þ;

where in the last equality we used the singular value decomposition of Z
1
2

SG
1
2 ¼ UΛV†.

b. Hessian

The Hessian of the barrier (34) is

∇2
hhfðh; ρÞ ¼

1

z2
; (F62)
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∇2
hρfðh; ρÞ ¼ − sα

z2
∇ρΨ̂αðρÞ; (F63)

∇2
ρρfðh; ρÞ ¼ H ↦

s2α
z2

h∇ρΨ̂αðρÞ; Hi∇ρΨ̂αðρÞ þ
sα
z
∇2

ρρ Ψ̂αðρÞH þ ρ−1Hρ−1; (F64)

where z ¼ h − sαΨ̂αðρÞ.
To obtain the product of the Hessian times a vector H, we can simply compose Ψ̂αðρ; σÞ with the projection

ðρ; σÞ ↦ ðρ; ρÞ, replace Ẑ with cZG, and recycle the equations for the Hessian of Ψ̂αðρ; σÞ, Eqs. (F39)–(F42):

∇2Ψ̂αðρÞH ¼ ∇2
ρρΨ̂αðρ; ρÞH þ∇2

σρΨ̂αðρ; ρÞH þ∇2
ρσΨ̂αðρ; ρÞH þ∇2

σσΨ̂αðρ; ρÞH: (F65)

To obtain the Hessian, we can vectorize ∇2Ψ̂αðρÞH and isolate the vector direction H.

c. Third derivatives

Finally, the conic solver needs the third derivatives of the barrier (34) are

∇3
hhhfðh; ρÞ ¼ − 2

z3
; (F66)

∇3
hhρfðh; ρÞ ¼

2sα
z3

∇ρΨ̂αðρÞ; (F67)

∇3
hρρfðh; ρÞ ¼ H ↦ − 2s2α

z3
h∇ρΨ̂αðρÞ; Hi∇ρΨ̂αðρÞ − sα

z2
∇2

ρρ Ψ̂αðρÞH; (F68)

∇3
ρρρfðh; ρÞ ¼ ðH1; H2Þ ↦

2s3α
z3

h∇ρΨ̂αðρÞ; H1ih∇ρΨ̂αðρÞ; H2i∇ρΨ̂αðρÞ

þ s2α
z2

h∇2
ρρΨ̂α H2; H1i∇ρΨ̂αðρÞ þ

s2α
z2

h∇ρΨ̂α; H1i∇2
ρρΨ̂αðρÞH2

þ s2α
z2

h∇ρΨ̂α; H2i∇2
ρρ Ψ̂αðρÞH1 þ

sα
z
∇3

ρρρΨ̂αðρÞ½·; H1; H2�
− ρ−1H2ρ

−1H1ρ
−1 − ρ−1H1ρ

−1H2ρ
−1;

(F69)

where z ¼ h − sαΨ̂αðρÞ. Since the conic solver will use∇3f applied twice to the same vector directionH, we can simplify
the last derivative:

∇3
ρρρfðh; ρÞ½·; H;H� ¼ 2s3α

z3
h∇ρΨ̂αðρÞ; Hi2 ∇ρΨ̂αðρÞ

þ s2α
z2

h∇2
ρρΨ̂α H;Hi∇ρΨ̂αðρÞ þ 2

s2α
z2

h∇ρΨ̂α; Hi∇2
ρρΨ̂αðρÞH

þ sα
z
∇3

ρρρΨ̂αðρÞ½·; H;H� − 2ρ−1Hρ−1Hρ−1:

Finally, as in the previous sections, by composing Ψ̂αðρ; σÞ with the projection ðρ; σÞ ↦ ðρ; ρÞ and taking
H ≔ Hσ ¼ Hρ, we can recycle the third derivatives of Sec. F 2 c:

∇3
ρρρΨ̂αðρÞ½·; H;H� ¼ ∇3

ρρρΨ̂αðρ; ρÞ½·; H;H� þ∇3
σρρΨ̂αðρ; ρÞ½·; H;H�

þ∇3
ρσρΨ̂αðρ; ρÞ½·; H;H� þ∇3

ρρσΨ̂αðρ; ρÞ½·; H;H�
þ∇3

σσρΨ̂αðρ; ρÞ½·; H;H� þ∇3
σρσΨ̂αðρ; ρÞ½·; H;H�

þ∇3
ρσσΨ̂αðρ; ρÞ½·; H;H� þ∇3

σσσΨ̂αðρ; ρÞ½·; H;H�:

(F70)
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APPENDIX G: STARTING POINT

1. RényiQKD cone

The starting point for the RényiQKD cone (31) is given
by the solution of

ðh; ρ; σÞ ¼ −∇fðh; ρ; σÞ; (G1)

where fðh; ρ; σÞ is the barrier function (33). Recalling the
derivatives from Appendix F 2 a, we obtain the following
system of non-linear equations:

h ¼ 1

z
; (G2a)

ρ ¼ 1

z
∇ρzþ ρ−1; (G2b)

σ ¼ 1

z
∇σzþ σ−1; (G2c)

where z ¼ h − sαΨ̂α.
If dρ and dσ are the dimensions of ρ and σ, we can plug in

the ansatz ρ ¼ γ1dρ ; σ ¼ δ1dσ . In the particular case where

Ĝð1dρÞ ¼ Ĝ†ð1dρÞ ¼ 1dρ and Ẑð1dσÞ ¼ Ẑ†ð1dσÞ ¼ 1dσ ,
Eqs. (F24) and (F25) give us

∇ρΨ̂αðρ; σÞ ¼ α

�
γ

δ

�
α−1

1dρ (G3)

∇σΨ̂αðρ; σÞ ¼ ð1 − αÞ
�
γ

δ

�
α

1dσ (G4)

In this particular case we get Ψ̂α ¼ dρððγ=δÞÞαδ, so we
substitute that in Eqs. (G2), obtaining

h2 − sαhdρ

�
γ

δ

�
α

δ − 1 ¼ 0 (G5a)

−sαhα
�
γ

δ

�
α−1

¼ γ − 1

γ
(G5b)

−sαhð1 − αÞ
�
γ

δ

�
α

¼ δ − 1

δ
(G5c)

We eliminate h by combining (G5a) and (G5b) and also by
combining (G5b) and (G5c), obtaining

ðγ2 − 1Þ2γ−2αðδ2Þα−1 þ dραðγ2 − 1Þ − α2 ¼ 0 (G6)

γ2 − 1

α
¼ δ2 − 1

1 − α
(G7)

We eliminate δ2 from Eq. (G6) using (G7), obtaining an
equation on a single variable that can then be solved

numerically by Newton’s method. We substitute back in
Eq. (G7) to obtain δ, and in Eq. (G2a) to obtain h.
In general, computing the initial point for an arbitrary

choice of Ĝ; Ẑ is not feasible. Note, however, that this
strategy always produces a valid starting point, since
γ1dρ ≻0; δ1dσ ≻0 and Eq. (G2a) implies that h > sαΨ̂α,
and therefore ðh; γ1dρ ; δ1dσÞ belongs to the interior of
the cone.
If the solver is going to be run repeatedly for a fixed

choice of Ĝ; Ẑ, one can compute numerically the central
point for these maps and supply the result to the solver.

2. FastRényiQKD cone

The starting point for the FastRényiQKD cone (32) is
given by the solution of

ðh; ρÞ ¼ −∇fðh; ρÞ; (G8)

where fðh; ρÞ is the barrier (34). Substituting the deriv-
atives from Appendix F 3 a we obtain the equations

h ¼ 1

z
; (G9)

ρ ¼ 1

z
∇ρzþ ρ−1; (G10)

where z ¼ h − sαΨ̂α.
The first equation, together with the requirement that

h ≥ sαΨ̂α, implies

h ¼ sαΨ̂α

2
þ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1þ Ψ̂2

α

4

s
(G11)

Using the ansatz ρ ¼ γ1 and in the particular case

that Ĝð1Þ ¼ Ĝ†ð1Þ ¼ cZGð1Þ ¼ cZG†ð1Þ ¼ 1; Eq. (F62)
gives us

∇ρΨðρÞ ¼ α1þ ð1 − αÞ1 ¼ 1: (G12)

Equation (G10) then boils down to

−sαh ¼ γ − 1

γ
(G13)

In this particular case, we get Ψ̂α ¼ γd, so we solve

− γd
2
− sα

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1þ γ2d2

4

r
¼ γ − 1

γ
(G14)

to obtain
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γ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
dþ 3

2dþ 2
− sα

2

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1þ 4

ðdþ 1Þ2
svuut : (G15)

As with the RényiQKD cone, computing the initial point

for an arbitrary choice of Ĝ; cZG is not feasible. Note,
however, that choosing ρ ¼ γ1 and setting h to be given by
Eq. (G11) is always a valid starting point, since γ1≻0 and
sαΨ̂α
2

þ
ffiffiffiffiffiffiffiffiffiffiffiffiffi
1þ Ψ̂2

α
4

q
> sαΨ̂α, and thus it belongs to the interior

of the cone.
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