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We present a semi-device-independent quantum random number generator (QRNG) based on the
violation of a contextuality inequality, implemented by the integration of two silicon photonic chips. Our
system combines a heralded single-photon source with a reconfigurable interferometric mesh to
implement qutrit state preparation, transformations, and measurements suitable for testing a KCBS
contextuality inequality. This architecture enables the generation of random numbers from the intrinsic
randomness of single-photon interference in a complex optical network, while simultaneously allowing a
quantitative certification of their security without requiring entanglement. We observe a contextuality
violation exceeding the classical bound by more than 106, unambiguously confirming non-classical
behavior. From this violation, we certify a conditional min-entropy per experimental round of
Hin = 0.077 £ 0.002, derived via a tailored semidefinite-programming-based security analysis. Each
measurement outcome therefore contains at least 0.077 = 0.002 bits of extractable genuine randomness,
corresponding to an asymptotic generation rate of 21.7 & 0.5 bits/s. These results establish a viable route
toward semi-device-independent quantum random number generators compatible with practical integrated

photonic quantum networks.

DOI: 10.1103/621v-gmsz

L. INTRODUCTION

Randomness lies at the center of several important
computational applications, such as Monte Carlo simu-
lations [1,2], neural-networks weighting [3], and secure
communication and data encryption [4-6]. With the
advance in cryptographic standards and the growing
concern in data protection, the demand for true random
numbers has become critical. Over the last decade, several
schemes have emerged that leverage the non-deterministic
nature of quantum mechanics to design quantum random
numbers generators (QRNGs) [7-17].
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These schemes can be classified based on the level of
trust required for their implementation. Fully trusted ones
assume complete trust in the hardware and harness internal
quantum processes to generate randomness, such as laser
phase noise [10], vacuum fluctuations [11], or quadrature
fluctuations [17]. In practice, the security of such schemes
can be jeopardized due to tampering. Device-independent
(DI) schemes, on the other hand, assume no trust in the
hardware by relying on the violation of Bell’s inequalities
[12—-14]. More specifically, the non-local correlations of
entangled states can be used to certify the presence of
genuine randomness without requiring any assumption
about the internal working of the QRNG system. Recent
experiments have further demonstrated DI randomness
amplification, where imperfect randomness sources are
transformed into nearly ideal randomness through Bell-
certified quantum correlations [18]. However, their need
for high-quality entanglement, efficient photon detection,
and space-like separation restricts rates to kb/s per second
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compared to the range of Gb/s per second of fully trusted
approaches [13].

Semi-device-independent (semi-DI) schemes have there-
fore emerged as a practical intermediate regime between
these two extremes. By relaxing some assumptions about
the devices, while still retaining partial physical constraints
such as dimensional bounds or measurement compatibility,
semi-DI protocols can certify randomness under weaker
trust assumptions than fully trusted QRNGs while remain-
ing experimentally accessible [15,16].

Contextuality-based approaches use inequalities built
upon the Kochen-Specker theorem [19,20], which states
that quantum mechanics cannot be fully explained by
hidden variable models that assign predetermined values
for measurement outcomes in a non-contextual way.
Unlike Bell’s-based scenarios, these inequalities do not
rely on entanglement and are applicable to single-party
quantum systems [16,21-23].

In this context, integrated silicon photonics has recently
emerged as a promising platform for the realization of
quantum technologies in a compact, stable and scalable
way [31-35]. Thanks to photonic integrated circuits
(PICs), on-chip generation and manipulation of quantum
states across multiple photonic degrees of freedom, includ-
ing path, polarization, time-bin, and frequency encoding,
enabling scalable architectures for quantum communica-
tion, computing, and sensing [36-38] has been achieved.

Implementations of integrated QRNGs have been dem-
onstrated, relying on diverse quantum processes such as
homodyne detection [39,40], vacuum fluctuations [41],
and photon arrival time [42]. However, most of these
schemes operate under fully trusted assumptions and do
not provide certified randomness in the presence of
tampered, imperfect or partially characterized devices.

While contextuality-based randomness certification has
been experimentally demonstrated in bulk optical systems,
and contextuality witnesses have recently been certified on
programmable integrated photonic processors [43], com-
posable randomness extraction from contextuality within
integrated platforms had not previously been demonstrated.

By combining the advantages of integrated silicon
photonics with contextuality-based certification, we dem-
onstrate a proof-of-concept integrated, semi-DI QRNG.
Our work establishes an end-to-end photonic architecture
for contextuality-certified randomness generation, inte-
grating photon generation, programmable state manipula-
tion, contextuality verification, and randomness extraction
within silicon photonic platforms.

Randomness is certified via the violation of the
Klyachko-Can-Binicioglu-Shumovsky (KCBS) inequality
[16,21,44], demonstrating contextuality-based randomness
generation in integrated photonic chips. Our scheme com-
bines two different PICs: a heralded single-photon source
and a reconfigurable interferometer mesh to prepare and
measure quantum states. The KCBS scenario represents the

simplest case in which non-contextual hidden variable
(NCHV) models fail, namely a high-dimensional system
with a Hilbert space dimension of three: a qutrit. By placing
limits on the correlations allowed in a non-contextual
theory, the KCBS inequality provides a minimal and
experimentally accessible test of quantum contextuality,
suitable to certify QRNGs.

An observed violation of —3.84 +0.08, against the
classical bound of —3, confirms the presence of contextual-
ity. We use this result to certify a conditional min-entropy per
experimental round of H;, = 0.077 £+ 0.002, obtained
from a bespoke security analysis based on semidefinite
programming. This guarantees that each measurement out-
come contains at least 0.077 = 0.002 bits of genuine ran-
domness available for extraction, leading to an asymptotic
rate of 21.7 £ 0.5 genuine random bits per second.

We emphasize that the present implementation is not a
randomness-expansion protocol. The measurement set-
tings are selected using an independent trusted random
seed, as is standard in certified randomness protocols, and
the certified randomness is obtained from post-selected
accepted measurement rounds. The goal of the present
work is therefore to demonstrate randomness certification
within a semi-device-independent framework, rather than
positive net randomness expansion.

Although the present implementation is primarily
intended as a proof-of-principle demonstration rather than
an optimized high-throughput generator, it establishes the
compatibility between contextuality-based certification
protocols and programmable integrated photonic hard-
ware. Our integrated semi-DI QRNG leverages the com-
pactness of photonic integrated circuits, significantly
reducing the footprint of the overall quantum system.
At the same time, it opens a path toward implementing
contextuality-based certification protocols within inte-
grated quantum photonic technologies, such as photonic
quantum key distribution (QKD) systems [45,46] or
distributed quantum computing platforms, all based on
single-photon transmission through fiber or free-space
channels across distant nodes [47].

II. RESULTS

A. QRNG experimental scheme

To realize a semi-DI QRNG in the KCBS scenario, five
cyclic, pairwise compatible dichotomic measurements on a
single qutrit system must be implemented, in order to verify
acontextual behavior in the system [44]. The measurements
correspond to specific projectors in a three-dimensional
Hilbert space and must satisfy compatibility conditions that
allow contextuality to emerge. Such verification imposes
stringent requirements on the level of control over the
quantum state preparation and the measurements, making
integrated photonic chips with reconfigurable meshes ideal
candidates for their implementation.

033022-2



ON-CHIP SEMI-DEVICE-INDEPENDENT QUANTUM... PRX QUANTUM 7, 033022 (2026)

(a) Source

AL L

(b) Programmable photonics

R acaat
y I N
Y

(c) Detectors and post-processing

0101011010
1100100101
1001011010

TUNABLE MzZI

Phase tuning

Randomness
extraction
== [ CROSS —————=BAR  —=c——> TUNABLE COUPLER

Ap=0 Ap=m 0<Ap<2m

TLEE

FIG. 1. QRNG experimental scheme. (a) Photon-pair source using spontaneous four-wave-mixing (SFWM). In the inset a picture of
the source PIC. (b) Programmable photonic circuit to manipulate single photons and perform qutrit rotations, consisting of 72 MZIs
arranged in a hexagonal lattice. Each MZI can be reconfigured to perform different transformations of the two optical modes it operates
on: the BAR operation (A = x), the CROSS operation (Ag = 0), or any other tunable two-mode coupler operation (0 < A¢ < 2x), to
realize a tunable coupler Ap = ¢, — ¢;. (c) Detectors used to perform measurements: superconductive nanowire single-photon
detectors (SNSPDs) and time taggers used for the counting logic. Randomness is extracted and certified in post-processing. More
information about the experimental setup can be found in the Supplemental Material [24], Sec. L.

The proposed experimental setup (Fig. 1) consists of
three components: an integrated heralded single-photon
source [Fig. 1(a)], an integrated programmable silicon
photonic Mach-Zehnder-interferometer (MZI) mesh [33]
to implement qutrit operations [48] [Fig. 1(b)], and high-
efficiency superconducting nanowire single-photon detec-
tors (SNSPDs) connected to a time tagger for photon
counting measurements, followed by randomness extrac-
tion in post-processing [Fig. 1(c)].

The KCBS inequality considers five dichotomic observ-
ables A; (i = 1,2,3,4,5), each with possible outcomes 1.
These observables are arranged in a cyclic compatibility
structure, such that each A; is compatible (i.e., jointly
measurable) with A;, ;. In any NCHV theory, the expect-
ation values (A;A,, ;) must satisfy the inequality [44]:
(A3A4) +(A4As) +(AsA))

xKcBs = (A1A7) +(ArA3) + 0

> 3.

These compatibility relations form the well-known
KCBS pentagram graph, where each observable shares a
measurement context only with its two neighbors. This
inequality provides a state-dependent test for contextuality
by setting a limit on the correlations that can be observed in
case the system was non-contextual. For the canonical
pentagram configuration of the observables A;, the inequal-
ity attains its maximal violation for a state |y) that lies
along the symmetry axis of the pentagram in the in Hilbert
space. In our implementation, it can be expressed as

|1 1= |2 2

leading to the minimal quantum expectation value of the
KCBS expression,

(KCBS),, = 5—4V/5~~3.944, 3)

which surpasses the noncontextual bound [44]. More
information on the construction of the observables A; can
be found in the Supplemental Material [24], Sec. II. A
KCBS inequality violation indicates that there is no joint
probability distribution that can account for the observed
outcomes, thus, confirming the contextual nature of quan-
tum mechanics. Therefore, measurement outcomes cannot
be predetermined by any NCHV model. This certifies
irreducible unpredictability that can be quantified as min-
entropy of the system. To quantify the latter, we treat each
experimental trial as a round, defined as a single pump pulse
irrespective of whether it produces a single-photon detec-
tion. In each round, one of the KCBS measurement contexts
is selected, and the corresponding dichotomic observables
A;A;,, are measured. This intrinsic randomness can be
quantified through the min-entropy H,;,, which character-
izes an adversary’s optimal guessing probability for the
measurement outcome. For a given observed KCBS value
XKkces, @ bound on H,;, can be derived. More information
on the min-entropy estimation can be found in the
Supplemental Material [24], Secs. V and VII. In our
implementation, we extract a raw random bit in each round
by assigning the two possible coincidence-detection out-
comes of the measured observables A;A; | to the bit values
{0, 1}. After this mapping, a Toeplitz extractor [49] is
applied to the data using the experimentally estimated min-
entropy bound, yielding a final secure random bit string
certified by the observed KCBS violation.

B. On-chip implementation and violation
of the KCBS inequality

In order to initialize the qutrit |y, ), we generate photon
pairs through spontaneous four-wave mixing (SFWM) in a
silicon waveguide. Here, the interaction between two
pump photons and the silicon waveguide produces a pair
of non-degenerate signal and idler photons [31,32]. The
chip used for the photon-pair generation was fabricated in
a SiGe-BiCMOS line at IHP—Leibniz Institute for High
Performance Microelectronics [50,51] and included a p-i-n
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junction along the waveguide to decrease free-carrier
absorption. Photon pairs were generated by pumping a
2-cm-long waveguide with 5-ps laser pulses at a 1.25 GHz
repetition rate, and ~6 dBm of average power, providing a
pair generation efficiency around 3%. Detection of the
idler photon by a SNSPD heralds the presence of a signal
photon, which in turn can be processed by linear optical
elements to encode a qutrit in its path degree of freedom.
The heralded signal photon is then injected into a second
PIC containing a reconfigurable hexagonal interferometer
mesh [33], which can implement arbitrary unitary trans-
formations up to six waveguide modes. This architecture
allows us to prepare the desired qutrit |y) and realize the
sequence of five dichotomic projective measurements
required to test the KCBS inequality. At the output of
the programmable mesh, the transformed single photon is
directed to three additional SNSPDs. Selected coincidental
detection events are used to reconstruct the measurement
statistics, both to evaluate the degree of contextuality and
to build the random sequence. The observed violation is
then used to certify the generation of random bits in a
semi-DI framework. In this model, the source is treated as
untrusted, while the measurement device and acceptance
rule are assumed to be trusted, and the measurement
settings are selected independently. In addition, the cer-
tification incorporates experimentally calibrated parame-
ters, including measurement compatibility, overlap
between observables, detected-round statistics, and multi-
photon contributions.

The measurement scheme, designed to test the inequality,
is shown in Fig. 2(a) and consists of six main steps. First, the
state is prepared by creating a superposition of the input
photon among three waveguide modes [Fig. 2(a)(i)]. The

(@) . (®)
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-
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state preparation, step a(i), is then followed by one of the
five measurement contexts ii—vi. At each context, the modes
are being mixed by the transformation 7';. A key aspect is
that each transformation acts only on two modes, leaving
the remaining mode unaffected [e.g., the part of the physical
setup corresponding to the measurement of A, is the same in
Figs. 2(a)(ii) and 2(a)(iii)]. The response of two detectors
monitoring the optical modes defines a pair of measurement
outcomes as appearing in the KCBS inequality Eq. (1). The
outcomes of the measurements (A;) are determined by
asking whether the detector has registered a detection or not.
A detection (no-detection) event results in a value of —1
(+1) assigned to the corresponding measurement.

In our implementation, the three-level qutrit system is
encoded in three distinct optical paths, defined by config-
uring the interferometer mesh accordingly [Fig. 2(b)]. The
transformations 7'; between the modes are implemented by
tunable MZIs. The heralded single photons are coupled into
the first mode [IN in Fig. 2(b)], with the initial qutrit state
prepared via transformations 7'; and T,, implemented via
MZI(@,) and MZI(6,) respectively. The five measurement
contexts required for the KCBS inequality were imple-
mented by reprogramming the photonic circuit into five
experimental configurations, corresponding to the five
measurement contexts (the final configuration is shown
in Fig. 2(b). Each MZI-trasformation mixes only two modes
at a time in the active regions [highlighted in Fig. 2(b)
with 6;], while the unused sections of the mesh are set to
implement an overall identity operation on each mode. This
approach enables the realization of the required measure-
ment contexts for the KCBS scenario.

To verify the correct initialization of the qutrit state |y)
and the accurate implementation of the unitaries defining

\_/ NN\
N\_(F\_(7\ /
A W A S

Inactive [ Detector

FIG. 2. Experimental scheme implementation. (a) Full scheme for the testing of the KCBS inequality. Gray lines represent optical
modes; 7T; refer to the transformations performed on pairs of optical modes to implement the five measurement contexts. First, the
desired input state is prepared in the (i) step. Then, (i) is followed by one of the contexts from (ii) to (vi). Photons are injected into the
IN mode and collected at the output through single-photon detection. A coincidental detection between any of the three detectors placed
on the three optical modes defining the qutrit space and the heralding photon determines the measurement outcome of the two
observables for each of the different contexts needed for building the inequality. (b) Mapping of required transformations onto the
hexagonal MZI mesh. #s can be directly mapped to the 7; on the left. More information can be found in the Supplemental Material
[24], Sec. II.
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FIG. 3. Top. Measured outcome probabilities for quantum

state tomography performed in three mutually unbiased bases:
the computational basis {|0),|1),]2)}, the Fourier basis
{Ifo); |f1):1f2)}, and a third mutually unbiased (MU) basis
{|vg), |v1).|v2)}. Bars show the experimental results with
statistical uncertainties, and shaded regions indicate the ideal
theoretical expectations. Bottom. Reconstructed density matrix
of the prepared qutrit state, showing the real and imaginary
components. Uncertainties are computed assuming Poissonian
statistics for the raw counts and then propagated. More infor-
mation regarding quantum state tomography can be found in the
Supplemental Material [24], Sec. III.

the measurement contexts, we performed quantum state
tomography (QST) using a maximum-likelihood estima-
tion (MLE) algorithm. The measured outcome probabil-
ities in the three mutually unbiased bases are shown in
Fig. 3 and agree with the theoretical predictions within
statistical uncertainty. Further details on the MLE pro-
cedure are provided in the Supplemental Material [24],

TABLE L.

Sec. III. The reconstructed density matrix, also shown in
Fig. 3, exhibits a fidelity of F =0.99 +0.01 with the
target state, confirming precise control of the operations
implemented on the integrated photonic MZI mesh.

A measurement period of 15 min is chosen to gather the
statistics of the heralded outcomes of all the 5 contexts
shown in Fig. 2(a). The measured joint probabilities used
to compute the KCBS expectation values are summarized
in Table I. The probabilities have been corrected for
differences in detector efficiencies. The expectation values
(A;A;) are computed as

(AA)) =P(+.4+) + P(—,—) = P(+,—) = P(—, +).

“)

Conditioned on accepted single-click rounds, the aux-
iliary detector implements the (—,—) outcome in the
corresponding KCBS context, while no-click and multi-
click events are rejected by the acceptance rule. The
dichotomic observables can be implemented as
A i = I - 2 Hi’

where I1; = and ILII;.; =0,

&)

i) (wil.,

with ideal case [A;,A;,;] = 0. A detection event in each
projector II; yields A; = —1; otherwise A; = +1. It is
important to note that A; and A}, see Figs. 2 ii and 2 vi, are
not identical, and hence strictly violate the cyclic compat-
ibility condition on which the KCBS inequality is defined.
To solve this problem, similarly to Refs. [16,21], we use a
modified inequality that includes the A} observable with
the form:

Xkeps = (A142) +(ArA3) + (A3A4) + (A4As5) + (A5AY) ©)
1 (A,A))]> 3.

Note that inequality (6) becomes the original KCBS
inequality in Eq. (1), when A; = A/|. Therefore, the
difference between the two measurements, quantifiable
by the overlap parameter R = (A;A]), i.e. the overlap

Measured probabilities used to compute the KCBS expectation values. Each row corresponds to one term (A;A;) in the

inequality, derived from joint probability measurements. Detector D, is used for heralding. Uncertainties are computed using standard
error propagation, assuming a Gaussian distribution on the coincidence counts.

D2 D3 D4 Expectation value

Condition Value Condition Value Condition Value Term Value

P(A; =—1,A, =+1) 0424+0.03 P(A; = +1,A, =+1) 0.11 £0.02 P(A; = +1,4, =—1) 047+0.03 (A;A,) —0.78 £0.04
P(Ay =—1,A;=—1) 0.10£0.03 P(A, =+1,A3 =+1) 045+0.02 P(A, =+1,A; =—1) 0.45+£0.03 (A,A;) —0.80 £+ 0.04
P(A; =+1,A;,=—1) 042+£0.03 P(A; =—1,A, =+1) 047+0.02 P(A3 = +1,A, =+1) 0.11 £0.03 (A3A;) —0.77 £0.03
P(Ay =—1,A5 = +1) 042+0.03 P(A; = +1,A5 =+1) 0.11 £0.02 P(A4—+1 As =—1) 0.47+0.03 (A4A5) —0.78 £ 0.04
P(As =+1,A;, =—1) 0444+0.03 P(As =+1,A;, =+1) 0.11 £0.02 P(As = —1,A; = +1) 0.46+0.03 (AsA4,) —0.79 +0.04
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between the two measurements A, A}, decreases the value
of the maximum violation that can be experimentally
obtained. More details on the compatibility loophole can
be found in the Supplemental Material [24], Sec. IV. We
report a measured value of yps = —3.84 £ 0.08, having
estimated the overlap parameter R = 0.93+£0.01.
Uncertainties are computed assuming Poissonian statistics
for the raw counts and then propagated. This value violates
the classical bound of —3 by over 10-standard deviations
and confirms the presence of contextual behavior in our
single-qutrit implemented on-chip, ruling out NCHV mod-
els. This violation provides the core resource for certifying
quantum randomness in our semi-DI QRNG: the measured
photon detection events both certify randomness through
the violation of the KCBS inequality above and also provide
the raw sequence to extract the final certified random string
of bits. More specifically, we link each signal-idler coinci-
dence event on the modes that define the qutrit to the
individual dichotomic observables outcomes of the KCBS
inequality (A;) € {+1,—1}. For every context measured,
the three qutrit spatial modes are mapped to two QRNG
modes and one auxiliary mode, denoted by m;, m; ; and
M. Then we assign bit values {0, 1} to the two possible
coincidence-detection outcomes on modes m;, m;, |, form-
ing the raw binary random sequence.

C. Extractable randomness

The randomness generated by our semi-DI QRNG is
certified through a security analysis based on semidefinite
programming (SDP). In this framework, the amount of
extractable randomness is directly related to the observed
violation of the KCBS inequality, without requiring full
device characterization or assumptions on the internal
workings of the measurement apparatus, except for the
dimension of the Hilbert space. We model the adversary’s
knowledge as the quantum side information Eve (E) might
have access to, when entangled with the system. The
relevant figure of merit is the conditional min-entropy
Hin(A|E), which quantifies the unpredictability of the
measurement outcomes A = {A;},_; 5 given access to E.
To bound this quantity, we construct an SDP model that
maximizes the guessing probability Py (A|E) over all
quantum states and measurements compatible with the
observed KCBS violation:

Hmin(A|E) = —10g2 Pguess(A|E)'

The overall certification follows a standard proof chain,
in which the SDP provides an upper bound on the
adversarial guessing probability, which is then converted
into a single-round min-entropy, extended to finite size via
entropy accumulation, and finally converted into uniform
random bits through quantum-proof extraction. The SDP
constraints are derived from the contextuality correlations
and the quantum dimension assumption (qutrit), ensuring

that the optimization remains within physically valid states
and measurements.

Figure 4 shows the variation of the QRNG rates, and
therefore the certified H ,;, (A|E) linked to it, as a function
of the violation of the KCBS inequality. Each point on the
curve corresponds to a solution of the SDP with consid-
eration on Eve’s measurement and operator confinements,
calibrated near-commutation |[|[A;, A; ]|l < €com With
€com = 0.047 defined in the Supplemental Material [24],
Sec. VII, and the overlap constraint for the modified
KCBS inequality, R = (A;A}) €[0.92,0.94], given the
experimentally obtained value of Riym, = 0.93 £0.01
(Supplemental Material [24], Sec. IV). The experimental
worst-case point corresponds to jxcgs = —3.92 with
finite-size effect due to n; = 10° detected rounds, which
leads to a Hoeffding deviation of A = 0.056. The SDP
constraints also include the measured detection efficien-
cies of the three detectors situated on each spatial mode:
n = (n1,1,n3) = (0.85,0.83,0.86). Under these con-
straints, and given our KCBS experimental results, we

160k 1 \\ Experimental prediction
\\ = = State-of-the-art prediction
140k \\ 1 Experimental point
N
\
\\
120k - N
N
~
N
100k N
~
N
S
80k - ~
9 SN
£ Ss
2 Ve v
° A A
§
o
30
25 4
20 4
15 A
-3.95 -3.90 -3.85 -3.80 -3.75
XkcBs

FIG. 4. Certified quantum random number generation rate as a
function of the value of the KCBS witness ykcgs- The solid line
represents the theoretical prediction including the experimentally
calibrated device imperfections, detector inefficiencies, and chip
losses. The experimental point with vertical error bar certifies
0.077 £ 0.002 bits/round, which leads to Ry, =217+
0.5 bit/s, in good agreement with the theoretical prediction.
The dashed line shows the theoretical prediction in the ideal
experimental case, i.e. with state-of-the-art SFWM sources, chip
losses, and detectors.
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find a conditional min-entropy value of H;,(A|E) =
0.077 £ 0.002, which corresponds to the number of
extractable certified bits for each round of measurements
in the QRNG routine, where we assume that Alice selects a
stage at random in each round and performs single-shot
photon readout. More information about the estimation of
H in(A|E) can be found in the Supplemental Material [24],
Secs. V and VII. To extract certified uniform random bits
from the raw measurement outcomes, we apply a quantum-
proof randomness extractor based on Toeplitz matrix hash-
ing [49]. The extractor compresses blocks of raw data into a
smaller set of nearly uniform bits, secure against quantum
adversaries, using the above H,,;,(A|E). The final random-
ness generation rate, after correcting for finite-size effects,
detector efficiencies, and security parameters, is therefore
R.;ng = 21.7 £ 0.5 bit/s. Randomness is further validated
through the NIST SP 800-22 suite (Supplemental Material
[24], Sec. VI).

II1. DISCUSSION

Semi-DI QRNGSs represent a pragmatic compromise,
providing meaningful security rooted in quantum princi-
ples while remaining compatible with scalable, integrated
chips and avoiding the demanding entanglement resources
and large Hilbert spaces required for fully DI, Bell-based
implementations.

In particular, contextuality-based protocols are well
suited to photonic implementations, as they operate on
single quantum systems and therefore avoid the need for
distributed entanglement while still enabling certified
randomness under relaxed trust assumptions.

The assumption behind the KCBS inequality is that the
observables A; and A ;) are compatible. However, verify-
ing compatibility of observables is not straightforward in an
actual experiment, which leads to the opening of the
compatibility loophole. This issue has been addressed by
modifying the KCBS inequality, according to previous works
[15,52]. Further details are provided in the Supplemental
Material [24], Sec. IV. Alternative measurement schemes can
be used to perform cleaner contextuality tests which naturally
avoid such compatibility loophole [53].

The observed violation certifies a nonzero min-entropy
per round, bounded directly by the degree of KCBS
violation. In our current implementation, the interferomet-
ric mesh exhibits an overall optical loss of ~27 dB, leading
to a modest random-bit generation rate of ~22 bits/s.

This rate should be interpreted as a proof-of-principle
demonstration rather than a technological limit of con-
textuality-based QRNGS.

These losses are dominated by in- and out-coupling of
the PIC. Reducing the total loss to 14 dB—achievable with
state-of-the-art couplers [54]—would increase the trans-
mission by nearly a factor of 20. Such improvements are
well within reach using existing photonic foundry

processes, when embedded in photonic devices for more
advanced computing and communication systems.

Looking ahead, our results establish a new path toward
chip-scale semi-DI QRNGs with enhanced performance.
Higher rates can be pursued with the monolithic integra-
tion of photon sources and interferometric circuits, and by
moving from a general-purpose programmable architec-
ture to dedicated mesh designs for contextuality-based
protocols.

In our current setup, the dominant loss arises from in- and
out-coupling between separate chips, including ~7 dB of
source-to-mesh coupling. Removing these interfaces avoids
additional input coupling loss. For a dedicated rectangular
7 x 7 mesh with propagation losses of 0.5 dB per MZI, low-
loss output couplers (~0.6 dB) [54], and SNSPD operating
at ~95% efficiency, the overall transmission can exceed
30%. Combined with heralded photon-pair sources on
silicon with ideal purity reaching 1.5 MHz [55], this
performance would enable random-bit generation rates on
the order of 120 kbits/s (see dashed line in Fig. 4).

This projection is obtained within the same semi-device-
independent certification framework and security model
used in the present experiment and should be understood
as a model-based estimate rather than a demonstrated
operating regime.

Additional improvements could arise from multiplexed
photon sources, reduced propagation losses in optimized
waveguide platforms, and faster detection electronics, all
of which are active areas of development in integrated
quantum photonics.

Furthermore, the ability to verify contextuality on-
demand within a reprogrammable photonic hardware
establishes a foundation for future quantum information
tasks based on state-dependent contextuality, including
semi-DI QKD [56] and randomness amplification [57,58].

More broadly, programmable photonic circuits capable
of implementing contextuality tests may provide a versa-
tile platform for exploring foundational quantum correla-
tions alongside practical certification protocols within
integrated hardware.

Finally, the inherently distributed nature of our two-chip
system enables QRNG implementations that can be
seamlessly integrated into more complex networked quan-
tum platforms, such as photonic quantum communication
networks and distributed photonic quantum computing
systems, where the processing nodes manipulating dis-
tributed quantum resources may be untrusted.

Crucially, this functionality can be achieved without
requiring additional physical resources or dedicated pho-
tonic components for the QRNG, thereby avoiding any
hardware overhead.
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APPENDIX: METHODS

1. Photonic interferometer mesh

The inequality testing was implemented on a silicon-based
programmable photonic processor (iPronics Smartlight)
[33,59], composed of 72 programmable unit cells (PUCs)
arranged in a hexagonal mesh. Each PUC comprises a
tunable Mach-Zehnder interferometer (MZI) with internal
thermo-optic phase shifters ¢, ¢, on each arm, allowing
arbitrary SU(2) transformations between pairs of modes.
This allows full control of both an induced relative phase
between the two modes A~ ¢ = (¢, — ¢,)/2, as well as a
global phase for both modes A*p = (¢, + ¢;)/2.

2. Loss

The total system loss includes contributions from both
the source and interferometer mesh chips. The heralded
single-photon source is integrated on a silicon photonic
chip with an insertion loss of approximately 11 dB, which
includes in- and out-coupling and propagation losses
within the chip. Photons are then edge-coupled into a
second chip containing the programable interferometer
mesh. This stage constitutes the largest loss—about
27 dB—dominated by in- and out-coupling inefficiencies
at the chip interfaces, with additional contributions from
propagation loss of 0.5 dB/PUC. These cumulative losses
primarily limit the overall count rate.

3. Quantum state tomography via MLE

Quantum state tomography was performed to verify the
preparation of the qutrit state used in the contextuality
experiment. We used a maximum-likelihood estimation
(MLE) procedure [25], to reconstruct the density matrix p
from a set of projective measurements in mutually
unbiased bases. For qutrits, we measured the state in three
bases: the computational basis, the Fourier basis, and a
third mutually unbiased (MU) basis derived from the
Fourier basis [26]. The experimental data consisted of
nine averaged coincidental photon count measurements,
summarized in Fig. 3. These were used to define a
likelihood function, which was numerically optimized
over the parameters needed to define the density matrix
in the Gell-Mann representation. All measurements were
averaged over 10-minute acquisition intervals. The stat-
istical uncertainty in the density matrix elements was
estimated assuming Poissonian count statistics. Details of
the basis definitions, MLE derivation, optimization pro-
cedure and the reconstructed density matrix are presented
in the Supplemental Material [24], Sec. III.

The fidelity between the experimentally reconstructed
quantum state p.,, and the ideal target state py,, used to
quantify the accuracy of state preparation, is defined as

F(/)exp7 /)ideal) = (Tr[\/\/ /)idealpexp\//)ideal]>2' All fidelities
reported in this work are calculated using this definition,
based on density matrices reconstructed via maximum-
likelihood estimation.

4. Observables A;

The five observables entering the KCBS inequality
correspond to projective measurements onto five qutrit
states {|w;)};_,, embedded in a three-dimensional Hilbert
space spanned by the optical path basis {|0),|1),[2)}.
Each observable is defined as

A =1=2y;) (il (AD)
so that the outcome —1 corresponds to projection onto
lw;), while +1 corresponds to projection onto its orthogo-
nal subspace. The KCBS compatibility condition,
wilwir) =0 (i=1,---.5mod5),  (A2)

ensures that neighboring observables can be jointly
measured.

In our implementation, the input qutrit state is a coherent
superposition of the three optical paths,

20+ + 1= @)

|Win> = \4/_5 \/—

which can be viewed as a rotated version of the ideal
KCBS state |2) in the canonical theoretical frame.
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Accordingly, the measurement states |y;) are obtained by
applying the same unitary rotation U to the canonical
KCBS vectors |v;):

ly:) = Ulv;), A =12 |y;){w,l. (A4)

5. SDP certification

The adversarial guessing probability underlying the
randomness certification is computed via a semidefinite
program formulated in a moment-matrix representation.
The decision variable is a positive semidefinite matrix I,
whose entries correspond to expectation values of operator

products evaluated on the post-selected state pglg. The
operator set includes the observables {A;}, A}, Eve’s
operators {E;}, and their relevant products, capturing both
contextuality correlations and adversarial side information.

The feasible set of the SDP is defined by affine con-
straints derived from the experimental data and the semi-
device-independent trust model. These include normaliza-
tion, bounded single-body expectation values, interval
constraints for KCBS-compatible correlators, the exper-
imentally calibrated overlap parameter R = (A;A}), and
near-commutation conditions enforcing approximate com-
patibility between adjacent observables. Additional con-
straints incorporate detected-round statistics and bounds on
multiphoton contributions.

The objective function maximizes Eve’s average guessing
probability over measurement contexts, taking into account
the experimentally determined detection weights. The result-
ing optimal value provides an upper bound on the adversarial
success probability, which is converted into a single-round
conditional min-entropy via Hy, = —log, Pgig. This
quantity serves as the input to the finite-size entropy
accumulation analysis and subsequent quantum-proof ran-
domness extraction. The full SDP formulation and its
numerical implementation are detailed in Appendix A 7.

6. Experimental imperfections

The randomness certification explicitly incorporates
relevant experimental imperfections within the semi-
device-independent framework. In particular, we account
for imperfect compatibility between sequential measure-
ments through experimentally calibrated near-commuta-
tion constraints, and for non-ideal overlaps between
observables via the measured parameter R = (A;A]).
The analysis further includes bounds on multiphoton
contributions and uses the observed detected-round sta-
tistics to weight the measurement outcomes. These quan-
tities enter as affine constraints in the moment-matrix SDP,
ensuring that the certified entropy remains valid under
realistic deviations from the ideal KCBS scenario.

7. Entropy accumulation and randomness extraction

The single-round conditional min-entropy obtained
from the SDP is extended to a finite-length setting using
entropy accumulation techniques, which provide a com-
posable lower bound on the total smooth min-entropy of
the output string. The bound depends on the observed
KCBS violation, the detected-round statistics, and the
chosen security parameters. The resulting entropy is then
converted into a uniformly random bit string using a
quantum-proof randomness extractor, ensuring security
against adversaries holding arbitrary quantum side infor-
mation. This yields a final output string with a composable
security guarantee quantified by the overall failure
probability.
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