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Certifying a quantum state in a device-independent (DI) manner, in which no trust is placed on the
internal workings of any physical components, is a fundamental task bearing various applications in quan-
tum information theory. The composability of a state-certification protocol is key to its integration as a
subroutine within information-theoretic protocols. In this work, we present a composable certification of
quantum states in a DI manner under the assumption that a source prepares a finite sequence of indepen-
dent quantum states that are not necessarily identical. We show that the security relies on the DI analog
of the fidelity, called the extractability. We develop methods to compute this quantity under local oper-
ations and classical communication in certain Bell scenarios that self-test the singlet state, which may
also be of independent interest. Finally, we demonstrate our framework by certifying the singlet state in a
composable and DI manner using the Clauser-Horne-Shimony-Holt inequality.
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I. INTRODUCTION

Certifying the nonclassical properties of a source is
essential for its use in quantum information processing.
This is often achieved by modeling the physical mech-
anisms which govern either the behavior of the source
directly, or the measurements used to characterize it. How-
ever, deviations between a realistic implementation and
this model are difficult to rule out, and any assumptions
which are not met in practice could render the certifica-
tion invalid. The device-independent (DI) approach [1-5]
addresses this issue. Here, certification is obtained through
the observation of nonlocal input-output correlations,
removing the need to understand the inner workings of the
source or perform trusted measurements.
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The aim of DI state certification (DISC) is to certify the
presence of a certain multipartite “target” state in a state
that is stored in the memory of the user(s). Recently, there
have been significant advances in DISC [6,7], in which
the states and measurements are treated as (separate) black
boxes, and tools from robust self-testing [8—10] enable cer-
tification when the source is not assumed to be independent
and identically distributed (IID), and the collected statis-
tics are finite. A related protocol has also been outlined in
Refs. [11,12], where DI lower bounds on the rate of distil-
lable entanglement have been derived for non-IID sources.
Such protocols have also been successfully demonstrated
experimentally [13—15].

However, when using any protocol as a subroutine in
a larger system, a notion of composability is essential.
For example, in cryptography [1—4,16-24], composable
security statements ensure that the concatenation of two
secure protocols results in another secure protocol [25,26].
A composable approach to DISC is therefore crucial if the
stored state is intended for many practical purposes.

Here, we address the need for the framework of compos-
able certification and present composable guarantees for
DISC protocols, enabling their integration as subroutines
in broader information-theoretic tasks, such as cryptogra-
phy. Furthermore, our protocols only assume that finitely
many independent states are emitted by the source, from
which a single state is randomly selected and preserved
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in a memory for future applications. The remaining states
then interact with measurement devices that can have a
memory in general, and the statistics are used to certify
the preserved state.

We prove the security of our protocol using the
extractability, a DI variant of the fidelity between each
measured state and the target [10,27]. A bound on the
extractability follows from observing a Bell inequality vio-
lation, and we provide a generic way to compute this quan-
tity in Bell scenarios with binary inputs and binary outputs
[28], which may be of independent interest in the context
of nonlocality and entanglement theory. Specifically, the
standard definition of extractability quantifies how robust
a self-test is, by measuring the minimal distance between a
“physical” state which produces a given Bell violation and
the target state. This distance is typically computed after
applying local operations to the physical state, account-
ing for degrees of freedom undetectable from the statistics
alone [29]. However, this notion can be restrictive in the
context of state-certification protocols, where the relevant
class of free operations may depend on both the intended
application and the experimental setup. For example, in
cryptographic settings, it is natural to consider local opera-
tions and classical communication (LOCC) as the allowed
free operations. Our security framework can be applied to
any chosen class of operations, and we propose a method
to compute bounds on the extractability under LOCC for
any Bell inequality in the minimal Bell scenario certify-
ing the singlet state. As LOCC extractability is typically
greater than that obtained under local operations alone, our
protocols benefit from tighter security bounds than those
derived using the standard approach.

The paper is structured as follows. In Secs. I and III we
provide the necessary background. In Sec. IV we introduce
the measurement scenarios considered. Section V then out-
lines the corresponding DISC protocols. A composable
security framework is then presented in Sec. VI, and in
Sec. VII we bound the security of the introduced proto-
cols according to this definition. Section VIII discusses
the main tool needed to provide security, namely, how
to bound the extractability. We then provide an explicit
example using the Clauser-Horne-Shimony-Holt (CHSH)
inequality in Sec. IX, and conclude with a discussion in
Sec. X. Technical details of the protocols and assumptions
are provided in the Supplemental Material [30, Secs. 1
and 2], along with the full proofs of all security claims
[30, Secs. 3—5]. A detailed derivation of the extractability
bounds appears in the Supplemental Material [30, Sec. 6].

II. PRIOR WORK

Certifying properties of entangled states in a device-
independent fashion has been extensively studied. Often
considered is the amount of private randomness contained
in the measurement outcomes, as a function of the

observed Bell violation. This can be estimated in the
asymptotic regime [2,31-33], and lifted to the finite-
size setting using tools such as the entropy accumulation
theorem [34-36] and the quantum probability estimation
framework [37], enabling composably secure DI random-
ness expansion [3,4,21-23], amplification [24,38], and key
distribution [1,2,16,17,19,20].

A stronger characterization of the source is possible by
estimating properties of the emitted states directly, rather
than the measurements performed on them. For exam-
ple, various entanglement measures can be quantified as
a function of the observed Bell violation in the asymptotic
regime [11,39]. In the finite-size regime, Refs. [11,12] cer-
tify the largest number of maximally entangled states that
can be extracted from an untrusted source under LOCC
operations, a quantity known as the one-shot distillable
entanglement. This protocol outputs a subset of states
(intended for a future task) which the entanglement certi-
fication applies to, and does not require an IID assumption
on the source.

DISC achieves the strongest type of characterization,
namely, that the states emitted by the source are close
to (many copies of) a target state. Bancal ef al. [6] have
provided a DI state-verification protocol (in which all
states are measured; see Ref. [7] for a detailed compari-
son between verification and certification) using the CHSH
inequality. Notably, this protocol does not require an IID
assumption on the source and has been used to verify the
successful distribution of entangled states via a quantum
network link. Gocanin et al. [7] have later developed a
general framework for DI state verification based on any
robust self-testing result. This approach achieves an opti-
mal sample efficiency in the fully non-IID setting. The
authors of Ref. [7] have further proposed a framework
for DI state certification, which outputs multiple certi-
fied copies with an optimal sample efficiency under the
assumption of an independently distributed source.

In the framework of Refs. [6,7], the average extractabil-
ity of the state ensemble is certified up to a fixed confidence
level. This contrasts the definition of composable security
adopted in cryptography, such as quantum key distribution
(QKD), in which the distinguishability between an ideal-
ized version of the protocol and its real implementation
is shown to be small [25,26]. Applying such a frame-
work to DISC is one of the new contributions of our
work. Inspired by Ref. [7], we present a general framework
for DISC based on extractability under the assumption of
independent states. The key difference is that we intro-
duce and apply a composable security definition inspired
by quantum cryptography. We do however lose the sam-
ple efficiency achieved in Ref. [7], a trade-off which is
necessary in the case of exact certification (see Sec. V
for a discussion of different types of certification) owing
to the inherently stronger demand of composability [40].
As a proof-of-principle demonstration, we also consider
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certifying a single copy of the target state. Extending
our framework to the certification of multiple copies in a
sample-efficient and fully non-IID manor is a promising
future direction, which we elaborate on in Sec. X. Addi-
tionally, while composability is not directly addressed in
Refs. [11,12], we expect that an analysis similar to the one
presented here would directly apply to one-shot distillable
entanglement certification. However, as aforementioned,
certifying the state directly as considered in this work
and Refs. [6,7] is a stronger demand than certifying its
distillable entanglement.

III. NONLOCALITY AND SELF-TESTING

We now review self-testing, which can be viewed as
a form of DI state verification in the asymptotic limit.
Consider a bipartite Bell scenario, in which two noncom-
municating devices perform local measurements on some
unknown shared quantum state. The inputs to each device
are uniformly distributed binary random variables, denoted
X and 7, respectively. The outputs of each device are
binary random variables, denoted 4 and B, which for a
given pair of inputs X = x, Y = y are distributed accord-
ing to the behavior of the device, p = {p(a,d|x,y)}. A
behavior is quantum if it can be realized by local quantum
measurements on a bipartite state p € S(Hp, ® Ho,),
where S(H) denotes the set of normalized states on a
Hilbert space H. Specifically, the probabilities are given
by the Born rule, p(a, blx,y) = tr[ (M ® Np|,)p], where
{Mux}aeioytxeto,y and {{Nppy}pejo,1y}yefo,1; are positive
operator-valued measures (POVMs) on Hp, and Hy,,
respectively.

In certain cases, a given quantum behavior p* =
{p*(a, b|x,y)} guarantees the presence of a particular state
[v*) up to operations which cannot be detected from the
behavior, called local isometries. If this is the case, we say
that the behavior p* self-tests |y*) [8,27]. Such statements
are the strongest form of verification possible. However, in
noisy systems it is often the case that the behavior p* can-
not be achieved exactly. We say that p* robustly self-tests
|[v*) if witnessing a behavior p’ e-close to p guarantees the
presence of a state p’ e-close to ¥* = |y*)(y*|, accord-
ing to a given metric (see, e.g., Ref. [27] for a definition).
Robust self-testing can thus be viewed as a form of DI state
verification when given access to infinitely many copies of
an identical (potentially noisy) state.

Self-testing statements can also be formulated without
relying on the full input-output distributions. One approach
is to express them in terms of functionals of the behavior,
which may be nonlinear in general [41]. However, the most
common and often more practical method is to use linear
functionals, which correspond to Bell inequalities [42,43].

In the minimal Bell scenario, it will be con-
venient to work with the expected values (4,) =

Y (=Dpal), (By) =3 ,(=D"p(dly), and (4:B8,) =

Za,b(—l)‘”bp (a,b|x,y). When the behavior is quantum,
we define the associated observables 4, = ) (—1)*M,;
and B, = Y, (—1)°Np),, which satisfy (4,B,) = tr[(4, ®
B,)pl. (4,) = tr[(4, ® Ig,)pland (B,) = tr[(Ip, ® By)pl.
A Bell expression is then a linear combination of the
probabilities {p(a,b|x,y)}, or equivalently the expecta-
tions {{4y), (By), (4:B,)}, and for quantum behaviors we
consider Bell operators of the form [44]

B>

x,ye{—1,0,1}

cxyAx ® By, (1)

for some real coefficients c,,, where we have defined
A_y :=1p, and B_; :=lp,. The Bell value is given by
(B) = tr[Bp] for a state p, and the maximum quantum
and classical values of (B) are denoted by 7? and n",
respectively. A Bell inequality (B) < n' self-tests a state
|¥*) if every quantum state which achieves (B) = n?Q is
equivalent to |4 *) up to local isometries.

Of particular interest to this work are Bell inequalities
which self-test the maximally entangled pair of qubits,
¢ =1pt)(pT], where [¢T) = (|00) +[11))/+/2. Such
inequalities have been fully characterized in the minimal
Bell scenario [45—48]. An important example is that due to
Clauser, Horne, Shimony, and Holt [43], which is the only
non-trivial facet Bell inequality in this scenario up to rela-
belings. Its Bell operator takes the form Bcusy := 4p ®
(Bo + B1) + 4, ® (By — By), and has local and quantum
bounds of 2 and 2+/2, respectively.

IV. MEASUREMENT SCENARIOS

Real sources emit a finite sequence of non-IID states.
Furthermore, a real measurement device may also be non-
IID, e.g., through the use of a memory. It is then clear
that, on their own, self-testing statements are not enough
for state verification or certification in practice. To address
this, we consider certifying a source which emits » inde-
pendent but not necessarily identical states, p = @', p;,
where p; € S (HQ?’ ® HQf)- We also assume that the user

has access to a quantum memory in which states can be
stored, and treat all measurement devices as black boxes,
making no assumptions on their internal workings.
Associated to each index i is a channel, N/ : [101 —
A,»X,-Of, shown in Fig. 1. The systems A4.X; are classical,
while 7! contains any auxiliary information available to
the device prior to measurement (e.g., information from
previous rounds), and O4 contains auxiliary output infor-
mation (e.g., information to pass on to future rounds). The
channel AV first samples the input X; and then performs
the corresponding measurement on the (quantum) system
held by the measurement device. Thus, while X; serves as
an input to the measurement device, from this perspective
it is naturally regarded as an output of the channel N1. We
similarly define channels N2 : 120% — B;Y;08. A joint
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FIG. 1. The channels that represent measurements on Alice’s
side. The channels on Bob’s side have an identical structure.
Solid lines indicate quantum systems, while dashed lines repre-
sent classical systems. /! and O/ represent auxiliary information
available to, and generated by, the measurement of Qf’, respec-
tively. The generation of Alice’s input X; is absorbed as part of
the channel output, while 4; represents the output of a quantum
measurement.

channel NV is described by performing ! and NV? in a
spacelike separated manner, i.e., N; = N/ @ N2. Then,
the systems X;Y; and A4;B; denote the inputs and outputs to
the Bell test, respectively.

We then consider two possible arrangements of the
channels {N;}/_,, corresponding to parallel and sequential
setups. In the parallel setup, n — 1 isolated measurement
devices M; each receive p; and implement the channel V.
Following the isolation of the devices, the auxiliary sys-
tems /O and I2O? can be omitted, and all measurements
occur simultaneously. This can be equivalently viewed as
the action of a single memoryless measurement device act-
ing on each system sequentially. We illustrate this scenario
in Fig. 2.

In the sequential scenario, we consider a single measure-
ment device M, which performs all channels in sequence.

Ql I Nl ””” > AleBlyi
QZ - ./\/’2 ””” > AQXszyvg
Qn B -A[n ””” > Aan B,Y,

FIG. 2. The parallel setup, in which » — 1 devices each per-
form an isolated measurement on a composite quantum system
0; = Q0% Each measurement is performed in an isolated
manner with respect to the AB partition.

I
|

Q — M - AL X BY;
| n=0

Q2 —— MNo - > Ay Xy ByYy
I =0

Qn — Na o > Ap Xn B Y,
l
Oy,

FIG. 3. The sequential setup, in which a single device per-
forms all channels ; in a sequence on the systems Q; = O/ 0%.
The auxiliary information O; = O{O? generated by N is fed
forward as the input register /;;; = I |15 | for the subsequent
measurement N7, .

Specifically, the measurement of p; precedes that of p; |,
and the auxiliary output Of is sent to the input /7| (and

similarly for B). In other words, we associate IfH =0
and I, = OF. Information in 0! could, e.g., consist of

the inputs and outputs of rounds i — 1. Note that systems
pertaining to A and B are still assumed to be separated, e.g.,
O cannot influence /7 ,. See Fig. 3 for an illustration.

We also introduce a random variable 7, which takes
values in ¢ € {1,...,n} according to a known distribution
Pr[T = t] = p7y(¢), and is sampled prior to all measure-
ments. Specifically, the value of T decides which state is
not measured and, instead, held in the quantum memory.
Note that the variables 7, X, and Y are all sampled from
distributions known to the users. While these distributions
may also be known to the adversary, the adversary can-
not access the actual realized values of T, X, or Y. For a
detailed list of the assumptions made in this work, see the
Supplemental Material [30, Sec. 1].

V. PROTOCOLS

We consider DISC protocols of the following form.
First, the state ), p; is prepared by an untrusted source,
and accepted into the secure laboratory. The random vari-
able T is generated, and depending on its value, 7' = ¢, the
state p, is stored in a quantum memory. Next, the remaining
states are sent to the measurement device, and either the
parallel or sequential measurement setup is performed. The
statistics are collected, and if they deviate from an expected
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value, the protocol aborts. Specifically, Protocols 1-3 con-
sist of a parallel setup, while Protocols 4 and 5 consist
of a sequential setup (see the Supplemental Material [30,
Sec. 2] for details).

In the event of not aborting, there are two possible
variants of the protocol. In the first, the user applies a
predecided channel (from the set of free operations) to
the state stored in memory, with the aim of “extracting”
a target state (Protocols 1, 2, and 4 in the Supplemental
Material [30, Sec. 2]). However, performing this channel
in practice may be unrealistic. Thus, in another variant,
the user certifies the state held in memory to be equiva-
lent to (i.e., has the potential to be converted to) the target
up to the set of free operations (Protocols 3 and 5 in the
Supplemental Material [30, Sec. 2]).

We also allow for freedom in the choice of target state.
In Protocol 1, we consider extracting the target state i*
(e.g., the maximally entangled state) exactly. Due to imper-
fections such as noise, however, this is out of reach for
many practical applications, resulting in an overly strin-
gent security criterion. Instead, the user may wish to relax
this, and extract a state e-close to ¥* [49], or guarantee
that the final state can be converted to any state e-close to
¥* under free operations. We allow for this modification
in Protocols 2—5 in the Supplemental Material [30, Sec. 2],
where the distance of interest is the trace distance.

Additionally, we note that while the protocols outlined
thus far are concerned with storing and certifying a single
state, the proof techniques can be generalized to multiple
states. However, the current bounds scale poorly with the
number of states measured, and we leave improvements
in sample efficiency, such as that presented in Ref. [7], to
future work (see Sec. X for further discussion).

We provide a template for all protocols considered in
this work below, followed by a summary of each vari-
ant in Table I. All variants are outlined in detail in the
Supplemental Material [30, Sec. 2].

TABLE 1. A summary of all the protocols provided in this
paper. “Setup” denotes the choice of measurement apparatus
described in Sec. IV. “Target” indicates whether the final state
is assessed to be close to a particular pure entangled state y*,
or any state e-close to * for some ¢ > 0. “Extraction channel”
indicates whether an extraction channel (within the chosen class
of free operations) is applied to the final state or not. In general,
such a channel cannot be implemented in a device-independent
fashion. Note that the assumptions of the parallel setup can also
be satisfied using a single memoryless measurement device.

Protocol Setup Target Extraction channel
1 Parallel /8 Yes
2 Parallel e-close to y* Yes
3 Parallel e-close to Y* No
4 Sequential  e-close to ¥* Yes
5 Sequential ~ e-close to ¥* No

Example 1 (CHSH-based DISC for the sequential
setup). Consider a source that produces n bipartite states
{pi}?_,. The goal is to certify that one of these states is -
close to the maximally entangled pair of qubits ¢ )T,
in the sense that it can be converted by LOCC operations
to some state T that is e-close to |¢T)¢™|. The proto-
col begins by choosing an index ¢ € {1,...,n} at random
and storing the corresponding state p, in a memory. The
remaining n — 1 states are sent one by one to the same pair
of noncommunicating measurement devices [50].

In every round i # ¢, each device receives a binary input
x; (respectively, y;) chosen at random, and performs an
unknown measurement on their share of the state p;, pro-
ducing a binary output a; (respectively, b;). A CHSH game
is won in round i if the outputs satisfy a; ® b; = x; - y;,
and is lost otherwise. From the n — 1 measurement rounds,
the empirical CHSH value is then computed, i.c., a value
proportional to the number of rounds in which the CHSH
game was won divided by n — 1.

Depending on the desired security requirement—namely,
the soundness and completeness parameters introduced in
Sec. VI—an abort threshold for the CHSH value is cho-
sen. If the empirical value does not exceed this value, the
protocol aborts. Otherwise, the protocol accepts, and the
stored state p, is certified to be g-close to |¢pT){¢™| under
LOCC operations and up to the chosen security require-
ment. Intuitively, a smaller ¢ corresponds to a stricter
acceptance condition: e.g., exact certification of the target
state requires the observed CHSH value to be very close to
the maximal quantum value 2+/2.

Template protocol
Parameters:

n € Nt—number of rounds.

pr—yprobability distribution of 7.

wy—expected value of the Bell functional.

k > O—parameter to set completeness error (see
Definition 2).

& > O0—-closeness parameter (see Table I).

(1) Generate a random number T according to pr. If
T = t, then store the state p, in the memory.

(2) Generate the input strings X = (X1,...,X,) and
Y = (Y4,...,Y,) uniformly.

(3) Depending upon the setup (see Table I and
Sec. 1V), perform the Bell tests using the gen-
erated input strings.

(4) Estimate the Bell parameter wy, using the input-
output statistics. If weyy < w; — k, then abort the
protocol.
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(5) (Optional). From p;,, extract a state p that is e-
close to the target state y*.

VI. COMPOSABLE FRAMEWORK FOR
DEVICE-INDEPENDENT STATE CERTIFICATION

Having outlined the protocol structure, here we intro-
duce a composable security definition for DISC. The
security of any protocol must be rigorously defined, and
the desired definition depends on its intended applica-
tion. In cryptographic scenarios, the composable security
definition [18,25,26,51-54] has been adopted as the gold
standard. This definition is particularly valuable since it
enables a protocol to be securely integrated into a larger,
composite system as a subroutine, and typically consists
of two error parameters: €, known as the soundness error
(see Definition 1), and €., known as the completeness error
(see Definition 2).

To illustrate the importance of composability in a state-
certification context, consider one of the DISC protocols
described in Sec. V. A possible application is to use the
certified state to generate a bit of secret key. This key might
subsequently serve as input to another cryptographic pro-
tocol. Thus, proving the security of the DISC protocol in
isolation is insufficient; we require a security definition that
is robust enough to guarantee security when the protocol is
used as a building block within a larger system.

In noncryptographic contexts, security proofs often
involve statements such as: If the protocol does not abort,
it outputs the desired state with a small failure probabil-
ity. However, such statements are generally not compos-
able. For instance, consider an extreme adversarial strategy
where the adversary sends copies of separable states in
each round. By sheer luck, this strategy may achieve
a large observed Bell value, despite being exceedingly
unlikely. In this case, while the protocol mostly aborts,
there remains a nonzero probability that it succeeds with
an insecure output. If this output is then used in subse-
quent protocols (such as QKD) security guarantees break
down, since conditioned on not aborting, the output state is
always separable. By defining security conditioned on not
aborting, the negligibly small probability that this attack
succeeds has not been accounted for. In fact, the overall
protocol is trivially secure under this attack since it almost
always aborts.

Another example of insecurity arises from abort-based
attacks. An adversary could manipulate the protocol to
abort selectively in ways that are advantageous to them.
For instance, consider a scenario in which the adversary
supplies the state

p:o‘l®w*®v/*®®w*,

where o is a separable state and the remaining states are
target states (¥ *). The adversary could further instruct the
devices to perform optimal measurements on {* when-
ever a specific setting (e.g., = 1) is chosen. For all other
settings, the adversary forces suboptimal measurements,
ensuring the protocol aborts. In such a scenario, whenever
the protocol does not abort, the user is left with a sepa-
rable state. Consequently, any future protocol relying on
the nonaborting behavior of the DISC protocol is rendered
insecure.

Adaptive adversarial strategies such as exploiting rare
successful outcomes with separable states or leverag-
ing abort-based attacks illustrate the inadequacy of non-
composable security definitions. Specifically, while such
attacks can never be ruled out, they can be tolerated using
a composable definition, as we illustrate below. This is
essential to ensure that security guarantees remain even
when the protocol is integrated into a larger protocol.

To prove that a protocol is composably secure, it is nec-
essary to define an ideal protocol (see, e.g., Refs. [26,
55,56]), which aborts with the same probability as the
real protocol, and produces a perfect output whenever it
does not abort. Importantly, the ideal case is a hypothet-
ical construct that cannot be implemented in practice—it
represents a theoretically perfect protocol. A real protocol
is then deemed secure if it is virtually indistinguishable
from this ideal. Specifically, security is quantified via a
hypothetical game, in which the user performs either the
real or ideal protocol. A third party, referred to as the
distinguisher, is then tasked with identifying which pro-
tocol the user is running, with their success probability
measuring security. Since the success probability of dis-
tinguishing two quantum states can be quantified using the
trace distance, we define the following soundness criteria.

Definition 1 (Soundness). A DISC protocol is ;-
sound if

1
E”preal - pideal”l < &, (2)

where prea and pjgeq) are the real and ideal protocol outputs,
respectively, and |M||; = tro/MTM is the trace norm of an
operator M.

Note that when computing the distinguishing proba-
bility, the distinguisher is assumed to have access to all
available side information, along with the output of the
real protocol. However, they cannot access any private data
generated during the execution of the protocol.

Appropriately defining an ideal protocol can be chal-
lenging in general, since one must demonstrate indistin-
guishability under all possible circumstances. For DISC,
however, the choice is relatively straightforward, and is
inspired by existing definitions in QKD. We consider an
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Real Ideal

Start Start

{pi}i {pi}i

Sample Sample

W= T=t
Store Measure Prepare | | Measure
Pe {pi}ize P {pi}i=e

Apr)

FIG. 4. A flow diagram describing the structure of the real
and ideal DISC protocols. Here, {p;}!_; denotes a sequence of
independent states emitted by the source, T is a uniform ran-
dom variable which takes values ¢ € {1,...,n}, and {p;}iz is
shorthand for {p; : i € {1,...,n}\ #}. The empirical Bell value
obtained by measuring {p;}; is denoted weyp,, While w; — « is
the threshold Bell value below which the protocol aborts. For
simplicity, we illustrate the variant in which the user outputs the
extracted state A (p;).

ideal DISC protocol which outputs the target state (or an
equivalent state up to free operations if the final extrac-
tion step is omitted) whenever the protocol does not abort.
Furthermore, the ideal protocol aborts with the same prob-
ability as the real protocol. Note, however, that this abort
probability is not revealed to the user. Similarly, if the goal
is to certify a state that is e-close (in trace distance) to the
target state, the ideal protocol outputs any state p which is
e-close to ¥ *. A flow diagram comparing the real and ideal
DISC protocol can be found in Fig. 4, and we provide tech-
nical details for all protocol variants in the Supplemental
Material [30, Secs. 3 and 4].

The soundness definition given above ensures that
the real protocol is virtually indistinguishable from an
ideal one, even under arbitrary adversarial strategies. This
includes the aforementioned extreme cases in which the
protocol frequently aborts. In such situations, both the
real and ideal protocols abort with high probability and
are therefore nearly indistinguishable, and hence secure.
Specifically, an €;-sound DISC protocol ensures that an
abort based attack can only succeed with probability no
larger than ¢;.

However, if soundness is used as the sole criterion for
security, a critical issue arises: a protocol that always
aborts would trivially be considered secure, despite being
of no practical use. To rule out such degenerate cases, we
additionally require that there exists an honest implemen-
tation of the protocol that succeeds with high probability.
This is captured by the notion of completeness error.

Definition 2 (Completeness). A DISC protocol is said
to be e.-complete if there exists an honest implementation
that aborts with probability at most €.

An honest implementation of the protocol is a source
and set of measurement devices that model the expected
behavior of an experimental implementation.

Example 2 (Honest implementation of a CHSH-based
DISC protocol). As a concrete example, recall the CHSH-
based protocol discussed in the previous section (Example
1). An example of an honest implementation in this context
is a source S and measurement devices M with the fol-
lowing description. The source prepares » identical states
{pi}’_, of the form

pi=1—wlo Ne™| + ,U«%,
where € [0, 1] (e.g., one may take i = (4/3)e to match
a desired robustness parameter %II pi— ¢TIl =¢)and I
is the identity operator in dimension 4. The measurement
devices perform the CHSH projective measurements with
observables [57]

Ay =0y, A) =o,
1 1
B() = E(O’Z + O’x), B, = E(O’z - Gx)’

where o,, 0,, and o, are the Pauli operators. Under these
settings, the expected value of the CHSH functional for the
honest implementation (S, M) is

(S, M) = tr[pBeusu] = (1 — 1)2v/2.

To achieve an €.-complete protocol, one should compute a
small deviation ¥ > 0 in the observed empirical value weyy,
such that

Pr{wexy > @(S,M) — k] > 1 — €.

We refer the reader to the Supplemental Material [30,
Sec. 3] for an example of this calculation.

Remark 1. An honest implementation is one concrete
intended realization of the protocol (honest source and
devices) that could be implemented in the laboratory; it
serves as a guarantee that acceptance occurs with high
probability for well-behaved devices. This is not to be con-
fused with the ideal protocol in the definition of soundness
(Definition 1): when proving soundness, we do not assume
that the devices behave honestly.

Combining both completeness and soundness yields a
complete notion of security within the composable frame-
work.
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Definition 3 (Security). A DISC protocol is (e, €.)-
secure if it is both €;-sound and €.-complete.

Specifically, this definition ensures that security is
preserved when the protocol is composed with other
information-theoretic tasks. In particular, if a subsequent
protocol is €/-sound, then the combined protocol that
includes both the DISC protocol and the subsequent pro-
tocol will be (e; + €;)-sound.

More concretely, consider a sequence of states Py =
&', p; which are certified by a DISC protocol P;, the
output of which is given by P (0init) = Preal, Where P;(+)
is a quantum channel describing the action of the protocol.
Let pigear denote the ideal output state of Py, and suppose
that P; is €1-sound according to Definition 1, i.e.,

1
5||,Orea1 — Pidealll1 < €1.

Let P, be a quantum channel describing the action of a
subsequent protocol, which is €;-sound. In particular, P,
satisfies

§||732(Pidea1) — Oideal[l1 < €2,
where oigeq is the ideal output state of P,. What can we say

about the composition PP, o ‘P; when acting on pi,;t? Using
the triangle inequality and the soundness of P,

1
3 P2 © Pi(pinit) — Oideat ll1

1
< 5 P2 © Pi(pinit) — P2(pidea) 11 + €2.

By the contractivity of the trace distance under quantum
channels (see, e.g., [58, Exercise 9.1.9]),

1
3 P2 © Pi(pinit) — P2(pideat) ll1
1
< = IP1(Pinit) — Pideallll < €1,

where the second equality follows from the soundness of
‘P.. Combining these facts,

1
§||732 0 P1(pinit) — Oideat 1 < €1 + €2.

Thus, the protocol formed by composing P; and P,
remains (at least) additively secure. A high level of secu-
rity for the composite protocol can therefore be achieved
whenever the individual protocols are themselves highly
secure.

VIIL. SECURITY PROOF

We are now ready to present our main result: prov-
ing that the DISC protocol described in Sec. V is secure,
according to the composable definition given in Sec. VI.
For simplicity, we choose the target state to be the max-
imally entangled state |y*) = |¢T). However, the proof
technique is general enough to replace |¢™) with any pure
state which can be robustly self-tested, in the sense dis-
cussed in Sec. VIII. Furthermore, we restrict our analysis to
the case in which the abort condition is defined via a single
linear function of the statistics. Specifically, we consider
Bell functionals of the form

> vy ldiBy), 3)

x,y€{0,1}

w =

for y,, € R, and the protocol aborts if the observed value
Wexp 18 below a threshold value w; — «, where « > 0 is
chosen to achieve the desired completeness error. The
associated Bell operator is given by B in Eq. (1), and we
define the maximum Bell coefficient y* := max,, |yy|.
When dealing with the sequential setup, we present our
results for the CHSH functional, i.e., the case ygo = Y01 =
¥10 = —Y11 = 1, and leave generalizations to future work.
For the parallel setup, however, the protocol allows for the
use of any Bell functional of the form given in Eq. (3), such
as the family [48, Proposition 1]. The security proofs of all
parallel protocols (Protocols 1-3) are given in the Supple-
mental Material [30, Sec. 3]. For the sequential protocols
(Protocols 4 and 5), security is proven in the Supplemental
Material [30, Sec. 4].

In the remainder of this section, we present the secu-
rity proof of one of the aforementioned protocols in detail.
All other cases follow a similar structure, and details can
be found in the Supplemental Material [30]. Specifically,
below we consider the parallel protocol when the objective
is to certify a state e-close to the target state, corresponding
to Protocol 2 in the Supplemental Material [30, Sec. 2A].

Theorem 1. The DISC protocol 2 is €,-sound with €
equal to the following:

-1
inf max {exp (_n 52> ,
§>0 y*

—1 Q
G8<n [wﬁ—K—(S]—i—m)},
n n

where G.(w) is any nonincreasing concave function that
upper bounds the function

O 1 - Ep(w) — &) - (VI — Ep(w) —&).

Here, © is the Heaviside step function, 7 is the total num-
ber of independent states generated by the source, the Bell
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Which state is the
hardest to “extract” An arbitrary state that is able
from? achieve the Bell score w

How close is the

F(A(p) 1/) )<’:"' ‘extracted” state A(p) to
W i the target state 1*?

FIG. 5. The definition of the extractibility function.
Extractibility quantifies how close a state can be to a tar-
get state (or to one that can be converted to the target under a
chosen set of channels). It is defined via a min-max optimization,
which is generally difficult to compute or bound.

value w is given by Eq. (3), which has a minimum quan-
tum value 7, , @y — k is the value that defines the abort
condition, where ¥ > 0 chosen to achieve the desired com-
pleteness error, and Ep(w) is the extractability function
given in Definition 4 (see also Fig. 5).

The proof can be found in Supplemental Material [30,
Sec. 3B]. For this work, we choose G, (-) to be the function

G (w) 1= —convenv (—§z(w, &) - © (§p(w,¢))), (4)

where £&p(w,e) := /1 — BEp(w) —¢e, and convenv(-)
denotes the convex envelope, i.e., the tightest convex
lower bound of a given function (see the Supplemental
Material [30, Remark 5] for details on its computation).
This choice ensures that G.(w) is the optimal concave
function required in Theorem 1. Moreover, while Theorem
1 is concerned with soundness, we also provide a proof of
completeness in the Supplemental Material [30, Lemma 2].

The soundness parameter €; depends on two terms:
exp (—((n — 1)/)/*)82) and G, (((n —1/n)[wy —k — 6]).
Both need to be sufficiently small to guarantee security,
and each can be understood as a distinct type of penalty.
The former penalty increases when the number of copies
used for testing is small. Finite-statistics effects are promi-
nent in this case, resulting in low statistical confidence of
the observed Bell value and weaker security. The second
penalty is defined in terms of the so-called extractability
[10,59,60], which is a function that indicates how close a
state achieving a given Bell violation is to any state in the
equivalence class (i.e., any state that can be transformed
into the target state using the allowed class of operations)
of'the target state. Bounding this quantity then becomes the
central task in proving security.

VIII. EXTRACTABILITY

Here, let us elaborate on the extractability, Ep(w),
a robustness measure in the context of the security
proof. The extractability represents the worst-case fidelity

between the target state and any state achieving a given
Bell violation, following the application of an extraction
channel from a set of free operations. Typically, these are
taken to be local operations (LO), which originate from
the notion of local isometries discussed in Sec. III (see
Ref. [29] for the precise connection). This quantity has
played a central role in previous works on DISC [7,13].

Throughout, we consider the extractability under a gen-
eral class of operations, denoted by C. The choice of C can
be tailored to specific setups, particularly with future pro-
tocols in mind. In tasks such as QKD and entanglement
distillation, LOCC can be chosen as the class of free oper-
ations. The LOCC class includes the LO class, and its use
is beneficial since it provides tighter security. Specifically,
computing tight lower bounds on the LO extractability for
even the simplest case of the CHSH inequality is currently
an open question. It is further known that for any CHSH
violation up to approximately 2.05 [29,61], a nontrivial LO
extractability is not possible [62]. In contrast, tight bounds
on the LOCC extractability for the CHSH inequality are
known to be nontrivial for any nonzero violation [59].

We emphasize here that permitting LOCC extraction
channels does not enable classical communication between
the devices during the Bell test. Indeed, if this were the
case, DI certification would become impossible. In our
protocol, all classical communication happens strictly after
the devices have performed their measurements, during
which the user can enforce spacelike separation. We also
remark that when the target state is the singlet |¢™),
extractability under LOCC is closely related to the one-
shot distillable entanglement defined in [11].

Definition 4 (Extractability). Let C be a class of free
operations between a physical system Q,0p and a tar-
get system QAQB, let B be a Bell operator, and let B, C
S(Ho, ® Hp,) be the set of states in 0,Qp that can
achieve the Bell value (B) > w using some measurements.
Given a target state ¥* € S(H; ® H ,)» the extractabil-
ity Ep(w) is defined via the foﬁowmg min-max optimiza-
tion problem:

Es(@) == inf sup F(A(p), ¥"), (5)
PEBw peC

where F(p,0) = ||/p/o|? is the fidelity between two
states p, 0 € S(H).

Example 3 (Extractability of CHSH under LO chan-
nels). To gain some intuition on how the extractability
behaves, consider the CHSH extractability. For simplic-
ity, let us consider the case in which Qy4, QOp, QA, and
QB are all qubit systems, C is the set of LO operations,
and ¥* = ¢*. It is known that all two-qubit states p
which achieve maximum violation, (Bcysy) = 24/2, are of
the form (Uy ® Up)¢p™*(Uy ® Up)' for some local unitary
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Uy ® Up (see, e.g., Ref. [48, Lemma 10]). In other words,
every p € B, ;5 must be of this form. We then immediately
see that for any p € B, s, there exists a A € C such that

F(A(p),¢") =1, (6)

namely, A(p) = (Us ® Up)' p(Uys ® Up), implying B0,
2v2) =1.

For the other extreme, consider the set of possi-
ble states which achieve a CHSH value of w = 2. The
extractability can always be lower bounded by choos-
ing a fixed channel of the form A(p) = |00)(00| Vp,
which satisfies F(A(p),¢") = 1/2. We therefore see
EIL;SHSH (2) > 1/2. Moreover, the state |00)(00| belongs to
B,, and F(A(]00){00]),¢*) < 1/2 for all local channels
A [63]. This implies that EI};SHSHQ) < 1/2, and hence

BLO (2) =1/2.

= Bcusn

The extractability of CHSH under LO channels thus
takes values in the interval [1/2, 1] for w € [2, 24/2]. It has
been shown by Kaniewski [10] that a lower bound for all
w € [2,2+/2] is given by

1 w— w* 1
c:qL;SHSH(CU) > max {5 <1 + 2«/5——(0*) > 5} ) (7)

where w* = (16 + 14+/2)/17 ~ 2.11 is the threshold
CHSH value below which the extractibility is trivial
(below 1/2). It has been shown by Refs. [29,61] that this
threshold cannot be lowered below ~ 2.05. This contrasts
with the tight bound on Ep,,, when C is taken to be the
class of LOCC operations, derived by Bardyn et al. [59]:

w—2
+2«/§—2>' ®)

The extractability function involves two levels of opti-
mization. The inner optimization considers a state o that
can achieve the Bell value w and aims to transform it, via
operations in the class C, to a state as close as possible
(in terms of fidelity, rather than trace distance) to the tar-
get state y*. This provides a meaningful measure of how
close a state is to the equivalence class of the target state.
The outer optimization then finds the state p for which this
distance is smallest, provided that p can achieve the given
Bell value w via some local measurement strategy.

Computing the extractability function is challenging in
general, since it involves a min-max optimization. Further-
more, the optimization runs over all channels in a given
class, and all states compatible with a Bell value w, without
assuming their dimension. Additionally, the constraint p €
B,, is nonlinear in both the state and the measurements. To
address these challenges, existing works (focused on LO
extractability) have bypassed the inner optimization over
channels by selecting a fixed channel for all states p and

1
~LOCC
S Bcusn (@) = 2 (1

values w, resulting in a valid lower bound [10]. The issue
of not assuming the system dimension can, in general, be
handled numerically via moment-matrix approaches [60],
or in the special case of Bell scenarios with binary inputs
and binary outputs via a reduction to qubits known as
Jordan’s lemma [64].

Here, we derive a sequence of lower bounds on the
LOCC extractability in the minimal Bell scenario for Bell
functionals of the form given in Eq. (3). Moreover, our
bounds can be improved further at the expense of increas-
ing computational cost. Our results are summarized in
Theorem 2, and the following text explains how this can
be used to obtain a sequence of lower bounds.

Theorem 2. Let B be any Bell functional of the form

Eq. (3) in the minimal Bell scenario. Then the LOCC
extractability Ep(w) satisfies

L @) )

Ep(w) > convenv( min
(a,b) «

where convenv(-) is the convex envelope (tightest convex
lower bound) and

Jop(w) :=max Aw+pu

suchthat o — AB(a,b) — uly > 0,
I, (10)
trQA[G] = tI‘QB[(T] = 5
o € 82, A >0, J7S] R.

Here, S, = S (HQA ® HQB) is the set of two-qubit density
operators and B(a,b) is the Bell operator B constructed
from the qubit observables:

A, = cos(a)oz + (—1)* sin(a)oy,

B, = cos(b)oz + (—1)” sin(b)oy.
The set F,, is defined as

Fo= {(a, b) € [0,7/2]*% : 9p € S, such that
tr[B(a,b)p] = w}.

The proof of Theorem 2 is presented in the Supple-
mental Material [30, Sec. 6C], (see also the Supplemental
Material [30, Fig. 4] for an informal overview) and let us
here discuss its implications. The first significant aspect
of this result is the dimensional reduction of the opti-
mization problem required to compute the extractability.
By employing Jordan’s lemma, we reduce the problem to
effectively computing the extractability function within the
state space of a qubit pair. Subsequently, we perform a
series of reductions inspired by techniques from device-
independent randomness generation and QKD protocols in
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the minimal Bell scenario [17,32,39,65]. These reductions,
combined with other technical results, allow us to refor-
mulate the optimization over unital LOCC channels into a
standard optimization problem over a bounded domain.

Assuming that the projective measurements performed
by the two devices on the qubit pair are known, the
extractability can be computed numerically. This follows
from the fact that, for a fixed (a,b) € R?, the optimiza-
tion Eq. (10) is a semidefinite program (SDP), which
can be efficiently solved using numerical techniques [66].
However, the outer maximization over all possible two-
qubit Bell operators B(a, b) still remains, complicating the
original problem as it is no longer an SDP.

To address this, we develop a technique to discretize the
parameter space of the angles (a,b) € [0,7/2] x [0, /2]
into smaller rectangular domains (see the Supplemental
Material [30, Sec. 6D]). This discretization transforms the
problem into solving multiple SDPs of the form given in
Eq. (10), each corresponding to a specific grid point within
the rectangular domains. Specifically, for each domain, we
relax the optimization problem and introduce a penalty
term that scales with the dimensions of the domain, ensur-
ing that we reliably lower bound the global minimization.
By reducing the size of each rectangular domain, we
achieve tighter bounds on the extractability function at the
cost of solving more optimization problems, and thus an
increased computation time. Furthermore, as the size of
each rectangle tends to zero, the method converges to a
tighter lower bound on the LOCC extractability.

Note that an analytic method for computing extractabil-
ity in the LOCC case has first been introduced in Ref. [59],
where only the CHSH functional has been considered.
The approach presented here is significantly more gen-
eral, encompassing more self-tests of the singlet—i.e., it
applies to all Bell inequalities of the form given in Eq. (3).
Moreover, our method allows for the simultaneous use
of multiple Bell inequalities, or even the full distribution,
when bounding the extractability. As a result, it provides
a framework for obtaining lower bounds in the minimal
Bell scenario when self-testing the singlet. Additionally,
while Theorem 2 addresses the LOCC extractability, our
gridding techniques can also be applied to other classes of
free operations, such as the LO extractability for arbitrary
Bell functionals in the minimal scenario, including those
tailored to partially entangled states [29,67,68].

IX. RESULTS FOR EXAMPLE 1: CHSH BASED
PROTOCOL FOR CERTIFYING ¢t

To illustrate our results, we consider a DISC protocol
based on violating the CHSH inequality in the parallel-
measurement setup, where the objective is to certify a state
e-close to ¢ T (see Protocol 2 in the Supplemental Mate-
rial [30]). A bound on the CHSH LOCC extractability has
been provided in Ref. [59], given by the linear function Eq.

0.7 1
— £=0.00
0.6 1 £=0.01
— £=0.10
- — £=020
— 0.4+
3
© 034
021
0.1
0.0

2.0 2.1 2.2 2.3 2.4 2.5 2.6 2.7 2.8
CHSH score w

FIG. 6. A graph of G.(w) for different values of ¢, using
LOCC extractability.

(8) for w € [2,2/2]. Using this bound, we plot the penalty
function G, (w) (defined via substituting Ez(w) in Eq. (4)
with Eq. (8)) in Fig. 6, which provides an estimate of the
security bounds as a function of the chosen abort condition,
characterized by the Bell value w.

Knowing G.(w) enables us to compute the security
bounds for the protocol via Theorem 1, which we present
in Fig. 7. From this figure, two key trends emerge. First,
we obtain tighter security from higher CHSH values o,
which arises from a smaller value of G, (w). Second, secu-
rity improves as the number of rounds increases, owing to
a smaller penalty due to finite statistics (captured by the
exponential term in Theorem 1). Additionally, we observe
that for larger values of the closeness parameter ¢, security
is higher for the same Bell value and number of rounds.
This is expected, as certifying a state that is e-close to the
target state requires a lower Bell value than certifying the
target state exactly. Thus, increasing ¢ results in a smaller
value of G, (w), corresponding to a smaller penalty.

X. DISCUSSION

We have presented a composable approach for device-
independent state certification under the assumption of
an independent but not identically distributed source. We
have introduced a definition for composable DISC secu-
rity, and provided a general framework for proving security
in the two-input two-output Bell scenario under LOCC
operations.

For future directions, it would be interesting to apply
our protocols in practice. Clearly, the advantage lies in
the composable integration of DISC with any other com-
posable protocol. For example, consider a protocol P
which, when given as input the state ¢, outputs a state
P(¢p™) satisfying |P(p") — Gideallli < €, wWhere oigea is
some target output state of P. Now, suppose that the
DISC protocol outputs a state o, Wwith the property
[69] |lpreal — @+1l1 < €. Then the composable security
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FIG. 7. A comparison of the security parameters for different
conditions using the CHSH inequality. (a) A plot of the security
parameter €, versus the number of rounds » for different CHSH
values w. Here, we set ¢ = 0.1 and « is chosen to achieve a
completeness error of €, = 1072. The choice of €, follows stan-
dard values used in related device-independent protocols (see,
e.g., Ref. [20]). (b) A plot of the security parameter €, versus
the number of rounds # for different values of &, assuming a
CHSH value of @ = 2+/2. The parameter « is chosen to achieve
a completeness error of €, = 1072,

definition ensures that, when the DISC protocol output is
used as an input to P, the result is secure: ||P(0real) —
Oideal|l1 < € + €. Such applications might include the cer-
tification of other quantum resources, along the lines of
Ref. [70], where state certification is an essential building
block.

We also note that DISC is not vulnerable to the same
device-reuse attacks as in, e.g., device-independent quan-
tum key distribution [71]. This follows from the fact that
no classical information is kept private from an adver-
sary during the protocol. It is then an interesting question
if DISC always remains secure when the measurement
devices are reused.

It would also be interesting to improve the DISC secu-
rity statement. Both a large Bell violation and a large

number of copies are currently required to obtain a com-
posable security proof, which is limiting in practice. This
could be due to two reasons. First, the proof technique
relies on inequalities and bounds that may not be tight,
suggesting room for improvement in obtaining sharper
security bounds. For example, our security proof employs
Hoeftding’s inequality, which could potentially be replaced
by tighter alternatives such as those used in Ref. [7]. The
second reason is that, from a fundamental point of view,
it is an inherently strong requirement to ensure general
security under any future protocol usage. Consequently,
achieving tight security bounds for small Bell violations
and low numbers of rounds may be infeasible [40].

Nevertheless, it is notable that composable security can
be achieved. Moreover, our security bounds are tighter
than those obtained using LO extractability bounds. In
realistic experimental implementations, improved certifi-
cation could be achieved by relaxing the stringent fully
DI assumptions and incorporating justified partial assump-
tions. For instance, the fair-sampling assumption could
be employed to account for poor detector efficiencies.
Additionally, similar results may be obtained in a semi-
DI setting, where assumptions on system dimensions are
introduced.

Another promising direction would be to certify more
than one copy of the target state. In fact, our current
approach can be straightforwardly modified to accommo-
date this. However, the soundness parameter €, scales
as +/1 — ¢, where c is the single-copy extractability for
the threshold Bell value which does not cause the pro-
tocol to abort, and m is the number of certified copies.
We therefore see that the resulting protocol will not be
efficient, in the sense that a large number of copies can
only be certified when ¢ ~ 1, which demands both a
near-maximum Bell violation and a large number of sam-
ples n. Furthermore, there are recent no-go results [40]
which rule out sample efficient and composable state cer-
tification when the desired certification is “exact,” i.e.,
the target state is certified rather than tolerating small
deviations from it. Thus, understanding what is possible
for composable multiple-copy DI state certification is an
appealing direction.

In addition, it would be useful to relax the assumption
of independent state preparation in each round. Remov-
ing this assumption and allowing for general memory
effects would lead to a more general security proof. As
discussed in Ref. [7], the task of certifying one copy can
be achieved under an arbitrarily correlated source (see
also Refs. [72,73] for a device-dependent approach), and
such techniques may provide a path to establishing similar
results in our composable framework. However, extending
the DISC framework of Ref. [7] to multiple copies in the
fully non-IID setting remains an open question. Due to the
more demanding requirement of composability, we expect
that this will be at least as challenging to establish in
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our case. Moreover, there are potential limitations when
considering a fully general measurement process. As dis-
cussed in Ref. [11, Sec. 2.2.1], the ability to “not measure”
a quantum system and hold it in memory necessitates some
separation between the state and measurement devices.

Our result on the LOCC extractability for the singlet
state may also be of independent interest. This quantity
serves as the natural DI counterpart to the well-known sin-
glet fraction [74], extending its relevance to the DI setting.
This raises open questions regarding its potential applica-
tions in other areas of entanglement theory, as well as in
the development of new DI protocols. Additionally, our
results provide another avenue for exploring the relation-
ship between nonlocality and entanglement [39], which
remains a fundamental topic of investigation.

Finally, it is also interesting to consider a weaker certi-
fication criterion—namely, certifying the presence of any
pure entangled state rather than a specific one. Such a certi-
fication could have significant cryptographic applications,
as it has been demonstrated that randomness and crypto-
graphic keys can be extracted in a fully device-independent
manner from nonmaximally entangled, yet still entangled,
states [67,75].
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