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The entropy accumulation theorem—and its subsequent generalized version—is a powerful tool in the
security analysis of many device-dependent and device-independent cryptography protocols. However, it
has the drawback that the finite-size bounds it yields are not necessarily optimal; furthermore, it relies on
the construction of an affine min-tradeoff function, which can often be challenging to construct optimally in
practice. In this work, we address both of these challenges simultaneously by deriving a new entropy
accumulation bound. Our bound yields significantly better finite-size performance and can be computed as
an intuitively interpretable convex optimization, without any specification of affine min-tradeoff functions.
Furthermore, it can be applied directly at the level of Rényi entropies if desired, yielding fully-Rényi
security proofs. Our proof techniques are based on elaborating on a connection between entropy
accumulation and the frameworks of quantum probability estimation or f-weighted Rényi entropies; in
the process, we obtain some new results with respect to those frameworks as well. In particular, those
findings imply that our bounds apply to prepare-and-measure protocols without the virtual tomography

procedures or repetition-rate restrictions previously required for entropy accumulation.
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I. INTRODUCTION

Many protocols in quantum cryptography consist of
performing n rounds of some operations in order to
generate a long string of raw data, which is then processed
into the final secret key produced by the protocol. In
security proofs of such protocols, it is often extremely
useful to relate some operational “one-shot” quantity of the
raw data string, such as smooth min-entropy, to simpler
quantities that can be computed by just analyzing single
rounds of the protocol. A powerful tool developed for this
purpose is the entropy accumulation theorem (EAT) [1,2],
which gives a relation that can be informally described
as follows. Suppose the state p in the protocol can be
produced by n channels acting “sequentially” in some
sense, and denote the resulting “secret” raw data as S and
some final side-information register as E,. Then, letting Q
denote the event that the protocol accepts (based on some
“test data” computed over the n rounds), the EAT states that
as long as p satisfies some Markov conditions, its smooth
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min-entropy conditioned on Q satisfies a bound with the
following form:

(informal summary)

Hrgnin(SﬂEn)pm 2 nhVN - O(ﬁ)’ (1)

where, loosely speaking, A,y is a value slightly smaller than
the minimum von Neumann entropy over all single-round
states that are “‘compatible with” the accept condition. It
suffices to yield a security proof since the O(y/n) “finite-
size correction” becomes negligible in comparison to the
leading-order nh,y term at large n, so (1/n)H¢, (S} |E,,)p‘Q
converges asymptotically to A,y. Subsequently, a general-
ized entropy accumulation theorem (GEAT) was developed
[3,4], which relaxed the Markov conditions to a less-
restrictive no-signalling condition, allowing a broader
range of applications.

However, the existing EAT and GEAT results have some
limitations. In particular, computing explicit values in their
bounds requires specifying a technical object known as an
affine min-tradeoff function, which affects both the &y
term and the finite-size correction. The task of choosing
and computing an affine min-tradeoff function that yields
“good” finite-size bounds can be a very involved procedure
in practice, as noted in, e.g., Ref. [5]. Furthermore, there is
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the question of how tight the finite-size correction terms are
since they are currently outperformed by approaches such
as entropic uncertainty relations (EURs) for smooth entro-
pies [6,7].

In this work, we address both of these challenges
simultaneously. In particular, we present a bound that
has no dependence on min-tradeoff functions at all, hence
completely removing the issue of optimizing the choice of
this function. Furthermore, the resulting finite-size bounds
we obtain appear to be extremely tight. Our approach for
achieving this result is to prove a bound somewhat similar
to the above, specifically, a bound with the form

(informal summary)

Trqn a
H(l(S1|E’1)p‘Q 2 nh& —mlo RS

where H], is a (sandwiched) Rényi entropy with @ > 1 and
hg is a Rényi version of Ay, i.e., loosely speaking, a value
somewhat smaller than the minimum Rényi entropy over
all single-round states that are “‘compatible with” the accept
condition [8]. We also show that any “reasonable” protocol
yields a strictly positive A, value for classical S}, as one
would expect. Importantly, /4 can be computed as a convex
optimization that does not involve any specification of an
affine min-tradeoff function, removing the issue of choos-
ing such a function. Our approach is based on techniques
developed in Ref. [5], but we find that, by working directly
with Rényi entropies, we obtain simpler final results.
This bound on the overall Rényi entropy has the appealing
property of being a simple linear expression with only an
O(1) finite-size correction instead of O(+/n) [9]. It is similar
to bounds that were derived in Refs. [12—15] for min-entropy

(the @ —» oo limit of H 2) or collision entropy, but our result
holds for any @ > 1 (under the original EAT conditions; for
the GEAT conditions, it is restricted to a € (1, 2), though this
still suffices for most applications) [16]. In particular, similar
to a recent work [17] (and an earlier work [18]), this work
achieves the goal put forward in Ref. [10] of finding a “fully
Rényi” approach for security proofs of many protocols by
combining our bound with the Rényi privacy amplification
theorem in that work. Our proof techniques also yield upper
bounds on smooth max-entropy or @ < 1 Rényi entropies, if
desired—such bounds can be useful for quantifying one-shot
distillable entanglement [19].

While the entropy accumulation model is suitable for
analyzing device-independent (DI) protocols and device-
dependent entanglement-based (EB) protocols, it currently
has limitations in device-dependent prepare-and-measure
(PM) protocols, where one either has to introduce “virtual
tomography” rounds [20] or impose a ‘“single-signal
interaction” condition that limits the repetition rate in
the protocol [21]. Recently, in Ref. [17], a framework of
f-weighted Rényi entropies was introduced, together with

an analysis of a suitable model for such protocols, which
achieves the critical goal of overcoming this issue while
simultaneously providing much tighter finite-size bounds.
They also show that f-weighted Rényi entropies yield a
very natural proof framework for protocols producing
variable-length keys. Our results are closely connected to
theirs, and we obtain very similar bounds, though since we
mostly work in the EAT or GEAT models, our results are
more suitable for DI or EB protocols than PM protocols.

Still, we contribute to slightly extending the results in
Ref. [17] for PM protocols by providing some simplifica-
tions to their bounds for protocols producing fixed-length
keys; in particular, we derive bounds of the form given in
Egs. (1) and (2) under the model they consider as well. Our
techniques also provide an alternative approach for choos-
ing tradeoff functions in their framework (the methods
developed in Ref. [18] might also be relevant here), which
we elaborate on in Sec. VI B. We thank the authors of that
work for early presentations and discussions of their results
to allow these comparisons.

More fundamentally, the proof techniques we used in
this work expand on a connection between entropy accu-
mulation and the concept of quantum probability estima-
tion developed in Ref. [18], based on quantum estimation
factors (QEFs). The latter was generally found to yield
better finite-size key rates than the EAT in contexts such as
DI randomness expansion (DIRE), though it has not yet
been explicitly applied to DIQKD. We highlight that
Ref. [18] described some connections between the EAT
and their approach, including a conversion from min-
tradeoff functions in the EAT to QEFs in their framework;
however, the bounds that resulted from the latter conversion
were quite suboptimal due to a sequence of conversions
between von Neumann entropy and Rényi entropy. Our
work shows that these conversions can be avoided by
modifying some steps in the entropy accumulation proofs;
in particular, under the Markov conditions of the original
EAT, we can exactly reproduce the bounds that were
obtained in the QEF framework. However, since we work
in the general framework of entropy accumulation, this
approach allowed us to obtain similar bounds under the
GEAT conditions as well, which are less restrictive. In this
sense, our results also serve to slightly generalize the QEF
framework.

For ease of understanding, we now present an overview
of the key results of our work, describing how they can be
applied in security proofs.

A. Summary of key results for applications

While the main contribution of our work (based on the
EAT or GEAT models) is best suited for DI protocols, for
this overview, we focus on presenting the results we
obtained in the context of device-dependent PM-QKD—
the bounds we obtain in all of these cases have a very
similar structure and can hence be discussed in similar
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ways, but the channel structure for PM-QKD is easier to
describe. To begin, we restate a standard result regarding
how the state generated in a PM protocol can be reformu-
lated as one generated by an EB protocol, which is the
model used in Ref. [17] for analyzing such protocols.
Specifically, by applying the source-replacement technique
[22,23], one writes the state (before error correction and
privacy amplification [6,24]) in the form

el 3)

is the premeasurement quantum  state

psieimne = M®" 0]

o
between Ahce Bob, and Eve in the EB version of the
protocol, and M:A B — SCT is simply a channel repre-
senting Alice’s and Bob’s single-round operations to
produce the following registers: S is the secret data (after
applying any required processing, such as sifting), and CT
are public announcements, in which C denotes “test data”
that Alice and Bob later use to decide whether to abort.
(See Sec. VIIB for an even more detailed description of
these registers using the example of the BB84 protocol.)
Furthermore, the source-replacement technique also has the
property that Alice’s registers A” are inaccessible to Eve

even in the EB version, and hence the state " QB E . satisfies
0

w i = ® F " for some known trusted state c—note that this

holds even though !

where w

VBiE is the state after Eve has
performed some arbitrary coherent attack.

Let us now focus on fixed-length protocols, i.e., protocols
that always output a key of some specific fixed length
whenever they accept. Furthermore, suppose that one step
in deciding whether to accept consists of an “acceptance test”
(sometimes also called “parameter estimation”) in which
Alice and Bob compute the observed frequency distribution
on the publicly announced registers ¢ " and accept if and only
if it lies within some suitably chosen set Sg,.

With this in mind, our main result for such protocols is
the following, obtained by building on the work in Ref. [17]
(which established a critical result regarding PM protocols;
we present the details in Fact VI.1). It is a slightly restricted
version of Theorem VL1, which we present in full in
Sec. VIB. (See Definition II.6 for the formal mathematical

definition of the Rényi entropy HJ; this technical aspect
will not be critical to our discussion here. In addition,
D(q||p) simply denotes the Kullback-Leibler divergence,
which is a commonly used form of “distance” between
any two probability distributions q and p; see, e.g.,
Refs. [25,26] or Definition IL.5 for details.)

Corollary I1. Let Psiénrni be a state of the form in

Eq. (3), for an initial state 09, ., . satisfying @9, = 0'~ " for

TBH AIX
some state o, and with all the C i registers being classical.
Let Q denote the event that the frequency distribution on

the classical registers C] lies within some convex set S of

probability distributions, and let pio denote the state
conditioned on Q. Then, the following bound holds for
any a € (1, o]:

1

[04
o b = gL
" )

HL(SH|CITIE),, > —

where

T
h(l N qlgggz uHele (a D q”VC + Zq Ha S‘TE )
(4)

where vy denotes the probability distribution on the
classical register C induced by the state Vg, and X denotes
the set of all states of the form M{w; 5 5| for some initial
state @ 5 satisfying w; = o, with E being any register of

large enough dimension to purify A B.

To apply this result in a protocol, we can basically take €2
as the event that the protocol accepts during the acceptance
test. Then, the above theorem lets us bound the Rényi

entropy H i(S’l'|CA”f T"E), of the overall state in terms of a

Pla
quantity hg that can be computed by only analyzing single
rounds. Critically, this Rényi entropy of the overall state
can be easily used to find the finite-size secret key length
that can be obtained from the protocol, according to the
Rényi privacy amplification theorem in Ref. [10]. (We give
examples of such computations in Secs. VIIB and VIIC,
together with more elaboration for conditioning on other
possible protocol steps such as “error verification”).
Furthermore, the single-round quantity hd can be given
an intuitive interpretation. Specifically, let us compare it
against a very “simplistic” scenario where the state across
the n rounds is independent and identically distributed

(IID). In that case, the overall entropy Hg(S’HCA”fT’fE)
(ignoring the conditioning on Q for simplicity) would just
be n times the entropy Hi(S |CTE), of a state v in a single
round. Furthermore, note that as long as the single-round
probability distribution v lies in the acceptance set Sg,
such an IID state would be accepted in the protocol with
high probability asymptotically. Given these facts, we
cannot expect to obtain a bound on the overall entropy
that is much better than n times the value

. 1 Do
inf Ha(S|CTE),
s.t. Ve €Sg, (5)
i.e., the smallest single-round entropy over a set of
states that would be accepted with high probability
asymptotically.

Now, observe that the optimization in Eq. (5) for that
“simplistic” scenario only differs from our actual formula
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in Eq. (4) for hg in two ways. First, rather than the “hard”
constraint vs € Sg in Eq. (5), in the hd optimization in
Eq. (4), we instead basically have a “soft” version of that
constraint by allowing v to move outside of Sg but at the
cost of a “penalty” as quantified by D(q|[v¢) (with q € Sg).
Second, we have replaced H}(S|CTE), with a particular
linear combination ) . q(O)HL(S |TE)DV_, but this change is
less important as these quantities are still essentially similar
(the latter is just a “reweighted” average of the entropies
conditioned on the ¢ values).

Hence, hi can be intuitively understood as a relaxed
version of the simplistic optimization in Eq. (5), so hd
should have a somewhat lower value than the latter.
Critically, however, Corollary 1.1 tells us that this relaxation
already rigorously accounts for all finite-size and non-IID
effects in the protocol. Therefore, once the set Sq in the
accept condition is specified, the QKD security proof
basically only needs to focus on evaluating the specific

relaxed optimization in hg, without needing to further
consider any statistical analysis or concentration inequal-
ities as in many previous security proof techniques (or min-
tradeoff functions, for entropy accumulation). This method
is fairly intuitive to compute finite-size key rates (readers
interested in applying this method can now skip directly to
Sec. V B for more details regarding practical implementa-
tion). Furthermore, it appears to also generally yield better
key rates in practice, as we demonstrate with explicit
examples in Sec. VIIB.

In addition, if there are situations where it is not easy to
compute the single-round Rényi entropies, we note that
they can be easily lower bounded in terms of the von
Neumann entropy that has been extensively studied in
previous QKD security proofs; see Eq. (86). Similarly, the
overall Rényi entropy Hg(S’l‘|CA”,'T1‘E) po can be used to
bound the overall smooth min-entropy if desired; see
Eq. (87). Hence, our results can be easily reformulated
to reproduce bounds similar to Eq. (1) while still entirely
avoiding min-tradeoff functions. Note that this approach
will introduce some suboptimalities compared to using
Corollary I.1 in a “fully Rényi” analysis. However, we find
that the resulting bounds still appear to be significantly
tighter in practice compared to previous entropy accumu-
lation results—in fact, we still often obtain results roughly
competitive with the smooth-entropy EUR approach in
Refs. [6,7]; see Sec. VII B.

1. MDI and decoy-state protocols

We highlight that this model also suffices for measure-
ment-device-independent (MDI) protocols [27], where
Alice and Bob prepare states and send them to an untrusted
third party Charlie, who measures the states and announces
some values. Despite the fact that Charlie is untrusted, one
can still apply the above model by observing that this

untrusted measurement can be equivalently described by
an adversary performing some untrusted quantum opera-
tion followed by Charlie performing a completely trusted
tensor-product measurement across some registers C7;
see, e.g., Ref. [28]. With this model, the state produced
in the protocol would similarly have the form Psrenrii =
Men [w%?g?é’{ﬁ] for a channel M:ABC — SCT that
incorporates Charlie’s (trusted) measurement in that model.
Hence, this framework also suffices to analyze MDI
protocols in nearly identical fashion to PM protocols.

Furthermore, we note that the computation of hg for
decoy-state protocols can be addressed using techniques
developed in Sec. 7 of Ref. [11], which evaluated opti-
mizations of a very similar form (just with a different
objective function). However, as the implementation
details of applying this method to MDI and decoy-state
protocols are fairly lengthy, we perform these explicit
computations in a separate work.

2. DI protocols

Turning to DI protocols, one cannot only consider states
of the form in Eq. (3) since, for instance, the measurements
may not be in a tensor product across rounds. However, the
original EAT [1,29] and GEAT [4] studied more sophis-
ticated channel structures that are suitable for analyzing a
variety of protocols in the DI setting (for instance, QKD,
randomness amplification, and randomness expansion,
including “blind” protocols that prove security even against
an untrusted Bob [4]). In this work, we show that the EAT
and GEAT channel structures also suffice to yield bounds
of a very similar form to those in Corollary 1.1, which we
show in detail in Theorem V.1 as well some simplifications
in Lemmas V.1-V.2 (these results were obtained independ-
ently from Ref. [17]). Hence, these simpler and tighter
bounds can be immediately applied to improve the key
rates in all circumstances where the EAT and GEAT were
previously used, including the aforementioned variety of
DI protocols.

To summarize, readers interested in applying our
results to fixed-length protocols may skip directly to one
of the following key points, which are mostly self-con-
tained apart from some references to background defini-
tions in Sec. III:

(1) For DI protocols, refer to Sec. VA, in which the
“fully Rényi” bound we described above is pre-
sented as Theorem V.1, with simpler versions in
Lemmas V.1-V.2. Then, in Sec. V B, we give many
further details that are helpful for applications.

(i) For device-dependent protocols, refer instead to
Theorem VI.1 (which is an extension of the core
result of Ref. [17]), along with the qualitative
discussions in Sec. V B.

(iii) For explicit bounds of the form Eq. (1), relating
smooth min-entropy to von Neumann entropy, refer
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to the bounds in Egs. (88) to (90) for the DI case, and
Eq. (128) for the device-dependent case.

More elaborate results, which we do not attempt to
summarize in this section, are given as follows: Note that
under the GEAT or EAT model, we can also accommodate a
form of “time-varying” behavior in fixed-length protocols
(similar to Ref. [18]); refer to Corollary IV.1 and the dis-
cussion below it. In addition, as mentioned above, Ref. [17]
developed a powerful proof framework for variable-length
protocols; some steps in our analysis are sufficiently similar
to theirs that we could extract analogous results, under the
GEAT or EAT model rather than their model. We describe the
background concepts for this in Sec. IV, with some key parts
given in Theorem IV.1 and Sec. IV C.

B. Structure of the paper

This paper is structured as follows.

(i) In Sec. II and III, we lay out various preliminary
notations and concepts.

(i1) In Sec. IV, we introduce the concept of a quantum
estimation score (QES) system inspired by QEFs
and f-weighted Rényi entropies, and present our
analog of the QEF bounds under the conditions of
the GEAT.

(iii) In Sec. V, we further simplify these results for
applications in fixed-length protocols, including
the detailed versions of the bounds in Egs. (1)
and (2) sketched above. We also discuss many
points relevant for practical applications.

(iv) In Sec. VI, we give slightly better bounds under the
original EAT Markov conditions or the model in
Ref. [17], where the latter also has the advantage of
being more suited for analyzing device-dependent
PM protocols.

(v) In Sec. VII, we analyze the tightness of our bounds,
including key-rate computations for some example

(vi) In Sec. VIII, we conclude by discussing prospects
for future work.
Various technical details are deferred to the appendixes;
however, we highlight Appendix E, in particular, in which
we discuss how to modify these results to instead obtain
upper bounds on the a < 1 Rényi entropies, or smooth
max-entropy.

II. PRELIMINARIES

We list some basic notation in Table I. In addition, we
need to use some other concepts, which we define below
and briefly elaborate on in some cases. In this work, we
assume that all systems are finite dimensional, but we do
not impose any bounds on the system dimensions unless
otherwise specified. All entropies are defined in base 2. For
a channel & from register Q to register Q’, we often write
the abbreviated notation

E:0- 0, (6)

rather than writing out the formal statement of it being
a completely positive trace preserving. linear map
E:End(Hy) — End(H) [where End(Hy) is the set of
linear operators on the Hilbert space H,]. In addition,
throughout this work, we often leave tensor products with
identity channels implicit; e.g., given a channel £: Q — O/,
we often use the compact notation

Elpor] = (€ @ idg)[pog]- (7)

Definition II.1. (Frequency distributions) For a string
Z} € Z" on some alphabet Z, frequ denotes the following

probability distribution on Z:

number of occurrences of z in zf

freq,(z) == . (8

protocols. 94(2) n (8)

TABLE I. List of notations.

Symbol Definition

log Base-2 logarithm

H Base-2 von Neumann entropy

Nbin Binary entropy: Ay, == —xlogx — (1 — x) log(1 — x)

R U {-00, +o0} Extended real line

|-] (respectively, [-])
-1l

N
ALB

Floor (respectively, ceiling) function
Schatten p-norm

Absolute value of operator; |M| = VM M.

X > Y (respectively, X > Y)
Pos(A)
S_(A) [respectively, S<(A)]
Uas

k
4j

A and B are orthogonal; AB = BA = 0.
X —Y is positive semidefinite (respectively, positive definite).
Set of positive-semidefinite operators on register A
Set of normalized (respectively, subnormalized) states on register A
Maximally mixed state on register A
Registers A;...A;
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Definition 11.2. A state p € Sc(CQ) is said to be classical
on C (with respect to a specified basis on C) if it is in the form

Pco = ZAC|C><C| ® o, (9)

for some normalized states o € S_(Q) and weights 4, > 0,
with |c > being the specified basis states on C. In
most circumstances, we will not explicitly specify this
“classical basis” of C, leaving it to be implicitly defined
by context. It may be convenient to absorb the weights 4. into
the states o, writing them as subnormalized states @, =
A.0.€S.(Q) instead.

Definition I1.3 (Conditioning on classical events) For a
state p € S (CQ) classical on C, written in the form pco =
doole)e| ® w. for some w.€S(Q), and an event Q
defined on the register C, we will define a corresponding
partial state and conditional state as, respectively,

PrQ = Z|C><C| ® @D,

ceEQ

The process of taking partial states is commutative and
“associative,” in the sense that for any events Q,Q', we

have (pra) o = (Pre)ra = PAQAR)> hence, for brevity,
we denote all of these expressions as

PrQAQY = (pAQ)/\Q’ = (PAQ’)AQ = Pr(QrQ)- (11)

On the other hand, some disambiguating parentheses are
needed when combined with taking conditional states (due
to the normalization factors).

In light of the preceding two definitions, for a normalized
state p € S_(CQ) that is classical on C, it is reasonable to
write it in the form

peo = Y _ple)le)(c] ® poe- (12)

where p(c) denotes the probability of C = ¢ according to p,
and py|. can indeed be interpreted as the conditional state
on Q corresponding to C = ¢, i.e., pg|. = Tr¢[p|q], Where
Q is the event C = c. We may sometimes denote the
distribution on C induced by p as the tuple

pe=(p(1).p(2). ...). (13)

Definition 11.4. (Measure-and-prepare or read-and-
prepare channels) A (projective) measure-and-prepare
channel is a channel £:Q — QQ’ of the form

Elpg] =D (PipoP;) ® o) (14)

J

for some projective measurement {P;} on Q and some nor-
malized states oy|;. If O is classical and the measurement is

a projective measurement in its classical basis, we refer to it
as a read-and-prepare channel. Note that a read-and-prepare
channel always simply extends the state “without dis-
turbing it”; i.e., tracing out Q' results in the original state
again.

The following definitions of Rényi divergences and
entropies are reproduced from Ref. [30] and coincide with
those in Refs. [1,2,4] for normalized states.

Definition I1.5. (Rényi divergence) For any p, o € Pos(A)
with Trlp] # 0, and @€ (0, 1) U (1, o), the (sandwiched)
Rényi divergence between p and o is defined as

Tr{(o%po')
Tr[p] ’

for (@ <1ApLo) or (supp(p) C supp(o)). Otherwise,
we set D (p||6) = 0. For a > 1, the 6’ terms are defined
via the Moore-Penrose pseudoinverse if ¢ is not full support
[30]. The above definition is extended to a € {0, 1, o0} by
taking the respective limits. For the @ = 1 case, it reduces to
the Umegaki divergence:

log (15)

1

Tr[p log p—plog o] su
— supp(p) C supp(o)
D(pllo) = { 2

+0o0 otherwise.

(16)

For any two classical probability distributions p and q on a
common alphabet, we also define the Rényi divergence
D,(p|lq) analogously, e.g., by viewing the distributions
as diagonal density matrices in the above formulas; in the
a = 1 case, this gives the Kullback-Leibler (KL) divergence.

Definition 11.6 (Rényi entropies) For any bipartite state
pES_(AB), and a € |0, o], we define the following two
(sandwiched) Rényi conditional entropies:

Hy(A|B), = =D (pagllls ® pp).

Hl(A‘B)p = S‘;Pw) — Dy(papllly ® o). (17)
op ES_

For a = 1, both the above values coincide and are equal to
the von Neumann entropy.

While we will not explicitly use the following definitions
of min- and max-entropies (for subnormalized states)
anywhere in our proofs, we state them here to ensure
consistency with previous work such as Ref. [1].

Definition I1.7. For p € Sc(AB) with Tr[p] # 0, the min-
and max-entropies of A conditioned on B are

S|
Huin(A[B), = —log min lpg05°(l5,  (18)
ker(pB)Slerié'l'g )

1 1
Hpx (A|B), = log max_ ||, 50% I (19)

Ss(B)H

_1
where, in the first equation, the o,* term should be
understood in terms of the Moore-Penrose generalized
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inverse. In both equations, the optimum is indeed attained
(see, e.g., Secs. 6.1.2 and 6.1.3 of Ref. [30]), and it can be
attained by a normalized state; thus, S<(B) can be replaced
by S_(B) without loss of generality. When Tr[p] = 1, these

definitions coincide with the Rényi entropies H L and H IT P
defined above.

Additionally, for € € [0, /Tr[p,3]), the e-smoothed min-
and max-entropies of A conditioned on B are

AlB), = max Hy(A[B),.

PES<(AB) s.t.
P(p.p)<e

s Huna(A[B), (20)
P{pp)<e

mm (

Hiax(A|B), =

where P denotes purified distance as defined in Ref. [30].

We now also list some useful properties we will use
throughout our work.

Fact 1I.1 (Data processing, Theorem 1 of Ref. [31];
see also Refs. [30,32-34]) For any a€]l/2, 0], any
p, o €Pos(Q) with Tr[p] # 0, and any channel £: Q — O/,
we have

Dq(plle) = D,(Elpll|Elo]). (21)
and thus also for any p€S_(0Q"0Q),

H{I(Q”|Q) <H(1(Q//|Q/)g[/)]’
HL(Q"10), < HY(Q"|Q")ey- (22)

If £ is an isometry, all the above bounds hold with equality.

Fact 11.2 (Conditioning on classical registers; see
Sec. III. B. 2 and Proposition 9 of Ref. [32] or Eq. (5.32)
and Proposition 5.1 of Ref. [30]) Let p, 6 € S_(CQ) be states
classical on C. Then, for a € (0, 1) U (1, o),

log <Zp

D, (p|lo) = J1-a(a-1p a<pgfnagc)>,

(23)

and hence for a state p € S_(CQQ’) classical on C, and any
ae(0,1)u (1, ),

H,(Q|CQ') =

~log <Zﬂ

(1, ),

H,(0|¢ )/u) . (24)

and for any a €[1/2,1) U
~log <Zp(c )2 (Q10) e > (25)

III. GEAT CHANNELS

In this section, we briefly introduce the sequences of
channels that we will be focusing on in this work,
essentially following the definitions in Ref. [4].

HY(0|CQ') =

Definition HI.1. {N;}"_, is called a sequence of GEAT
channels if each N is a channel R, E;_; — S;RE;
satisfying the followmg nonsignaling (NS) condition:

3 achannel R;: E;_; — E; such that
Trsz/_ ON/ = Rj OTI'R/__I. (26)

If a state peS_(SIC'CYE,R,) is of the form p=
N, o...0oN[@°] (leaving some identity channels implicit)
for some initial state @® € S_(R,E,), we say it is generated
by the sequence of GEAT channels {\;}1_,

Qualitatively, S; can be understood as (possibly quan-
tum) registers that will be kept secret, E; represents some
side information that can be updated by each GEAT
channel, and R; represents memory passed between the
channels without being available as side information. The
NS condition serves to ensure that information is not
“signaled” from the memory registers to the side informa-
tion, in the sense that if we consider the term R ; o Trg _ on
the right-hand side, it is a channel that outputs the “correct”
reduced state on E; (namely, the state produced by
Trg g, o N;) despite first tracing out R;_,

The above definition of GEAT channels is enough for
entropy to “accumulate” in a certain sense; specifically, a
key result of Ref. [4] is the following bound:

Fact I11.1. (Reference [4]) Let p be a state generated by a
sequence of GEAT channels {\ ;Y11 (Definition IIL1).
Take any @ € (1,2), and let @ = 1/(2 — a). Then, we have

Ha(Sl“En)p 2 Zyigng(Sj|EjE)w (27)
7 j

where X; denotes the set of all states of the form
Nijlwg, g, ] for some initial state w€S_(R;_E;_|E),
with E being a register of large enough dimension to serve
as a purifying register for any of the R;E; registers.

However, as mentioned in the Introduction, the main
drawback of the above result is that there is no restriction on
the set of states in the infimum (other than the fact that they
are possible output states of N;), and hence it is not
obvious how this result can be applied in security proofs.
To overcome this drawback, one introduces a notion of
GEAT with “testing”:

Definition II1.2. {M;}"_, is called a sequence of GEAT-

with-testing (GEATT) channels if each M; is a channel
IS/'—AIEJ'—I =S R/EJC/C/
C;C; are always classical (for any input state), and it

satisfies the following NS condition:

such that the output registers

3 achannel R;: E;_; — Ejéj such that
TrSjC_‘]-R/- ) Mj = Rj oTeri1 . (28)
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If a state peS_(S'C'CIE,R,) is of the form p=
M, o...0 M, [@"] (leaving some identity channels implicit)
for some initial state ®° € S_(RyE,), we say it is generated
by the sequence of GEATT channels { M j};‘zl.

Qualitatively, the classical registers C‘j and C;, respec-
tively, contain secret and public information that will be
used to estimate the accumulated entropy. It was shown in
Theorem 4.3 of Ref. [4] that this roughly allows one to
restrict the states considered in the infimum, at the price of
various O(4/n) corrections—our goal in this work will be
to obtain a similar result but with a simpler formulation and
better finite-size performance. Note that, in many applica-
tions, it is possible to take one of the registers C; and o) ; to
be trivial—for instance, in device-dependent security
proofs as described in Ref. [21], it is usually possible to
put all the “test-round data” in the public registers o) j» so the
secret registers C ; can be trivial [35]. On the other hand, for
device-independent security proofs, the test-round data do
not usually satisfy the NS conditions, and hence one has to
model them first using the secret registers C ; instead and
then use chain rules to “move” them into the conditioning
registers in the case of DIQKD; see Refs. [29,36,37] (or
Remark VIII.1). Note that the definition of GEATT
channels we have presented here is subtly different from
Ref. [4]; for readers already familiar with that work, we
highlight the differences in Appendix A, though we believe
there should be no significant differences in applications.

When studying GEAT or GEATT channels, one often has to
consider purifications or extensions of the input states to the
channels (for instance, the registers £ in Fact ITI.1). In much of
our analysis, it will be convenient to have compact notation for
taking some arbitrary purification of an input state to the
channel. We therefore introduce the following terminology:

Definition I11.3. For registers Q and Q" with dim(Q) <
dim(Q'), a purifying function for Q onto Q' is a function
Pur:S.(Q) — S<(QQ’) such that, for any state p, the
state Pur(p,) is a purification of p,, onto the register Q’,
i.e., a (possibly subnormalized) rank-1 operator such
that Try [Pur(py)] = po.

Note that a purifying function is not a channel (i.e.,
completely positive trace preserving. map), for instance,
because it is necessarily nonlinear. As a concrete example,
one can choose, for example, the function

|

Pur(pg) = dim(Q)(y/pg ® Ig)|®™)(@7[(\/pg ® Iy),
(29)

where |®* > is some normalized maximally entangled state
across QQ’ (up to the support of Q) in some arbitrary basis.
However, all results we present in this work should be
basically independent of any choice of purifying function by
exploiting the isometric equivalence of purifications.

IV. DERIVING QEF-TYPE BOUNDS
FROM THE GEAT

In this section, we show how to derive bounds very
similar to the QEF framework but under the conditions of
the GEAT instead.

A. Quantum estimation score systems

We begin by presenting a slight variant of the QEF
concept, which we refer to as a “quantum estimation score-
system” (QES)—while this is nearly identical to a QEF,
we find it convenient to formulate the definition in a
slightly different way, hence we coin a similar but slightly
different term for it to avoid ambiguity. QES-s are also
closely connected to the concept of tradeoff functions
defined in Ref. [17], where they use this concept to develop
a notion of f-weighted Rényi entropies, which we base
our following definition on. However, we choose to use H,
as the basis of our definition for most of our work due to

some technical points; their definition uses Hi, and our
definition also slightly differs in some other respects.
Moreover, there also exist potential generalizations of
those concepts, e.g., to Petz entropies as noted in
Ref. [18]. We defer further discussion of these points
to Remark IV.1, after first establishing some helpful
properties. .

Definition IV.1. (H), entropies) Let peS_(C € 0Q') be
a state where C and C are classical with alphabets C and C,
respectively. A QES on CC is simply a function
f:Cx C - R;: equivalently, we may denote it as a real-

valued tuple fe R'éxd, where each term in the tuple
specifies the value f(¢¢). Given a QES f and a value
[38] a€(0,1) U (1, ), we define

= log <22_(1_am5 é)Tr[((pQ'Aé)%pQQ’AEé(/}Q’ACA)Iz;:)a]> ) (30)
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where the sum is over all ¢ ¢ values such that p(¢ ¢) > 0,
and we leave some tensor factors of identity implicit in
the last expression. We may variously refer to this quantity
as a HY, entropy or (when there is no danger of confusion
with the version in Definition VI.1) an f-weighted Rényi
entropy, or simply an f-weighted entropy [39].

In the above, the restriction of the summation domain
is just to avoid technical problems in defining the
D, (pogrcelllp ® poac) terms when p(é¢) = 0. (In prin-
ciple, we could assign arbitrary finite values to such terms
without changing the value of the sum, but this approach
introduces some technical complications in our Sec. V
analysis; see Remark V.1.) With this convention, all terms
that appear in the sum are well defined and finite because,
for all such terms, we have Tr[pyonz¢] > 0 and

supp(pog'ace) S supp(pooae) S supp(lp ® pone). (31)

and similarly for the normalized conditional states; hence,
the condition for finiteness in Eq. (15) is satisfied.

To gain some intuition about the definition, note that if
the C register is trivial, it reduces to

. A 1 ~ 1-a)(H, ’ﬂh_ &
HL(0ICQ), = log <Zﬂ(c)2( (1,010, >>)’
(32)

so it has almost the same form as the summations that
appear in Fact 1.2 regarding Rényi entropies, except that
each H,(Q|0") p term is shifted by the corresponding QES

value f(¢). In particular, if we choose the QES to be simply
the constant function f(¢&) = 0, then H%(Q|CQ") , is exactly

equal to the standard Rényi entropy H,(Q|CQ") - Apart from
this “entropic” interpretation (which we expand on in
Lemmas IV.1 and IV.2 below), we can also discuss a
“statistical” interpretation. Suppose, loosely speaking, that
we want the QES values f(¢) to be lower bounds on the
entropies H,(Q|Q’ )ﬂw of the conditional states in some

“averaged” sense over ¢ [hence our choice of terminology:

we want to view f(¢) as a “score” assigned to each ¢ value,

which bounds H,(Q|Q’) pe In some qualitative sense].
C

Most directly, we could impose such a condition by con-
sidering the usual notion of expected or mean value,
Ep, [9(X)] =3, Px(x)g(x) (for some function g of a
random variable X with distribution Py) and requiring that
E,. [Ho,(Q|Q’)mé — f(€)] > 0. However, it turns out that the

quantity £, [H,(Q|Q") pe = (C)] seems difficult to analyze

with the techniques used in this work. Instead, suppose one
modifies the usual notion of mean value to a notion of “log-
mean-exponential” value, sometimes also known as the
exponential mean [with respect to any base b € (0, 0)]:

imey[5(0] = logy (S Pa( ). (33

Px

similarly to how the log-sum-exponential function (see, e.g.,
Ref. [26]) is a modified notion of a standard sum. Then, we
see that Eq. (32) can be rewritten as

Hi(QCQ)), = Imey[H,(Q|Q)),, ~ f(C)].  (34)

pPe

where b =217 ¢ (0, o), which implies, for instance, that a
statement such as H(Q|CQ') , = Ois precisely the statement
that lmeb,,f[Ha(Q|Q’)p‘é —f(0)] >0; ie, f(C) lower
bounds the conditional entropies H,(Q|Q’) P in a log-

mean-exponential sense rather than the usual mean sense.
Our approach in this work is to simultaneously exploit
the “entropic” interpretation of H:(Q|CQ) , to analyze such
statements.

Thus, we see that imposing a condition H(Q|CQ’) , 20
in single protocol rounds would be roughly a condition that
the QES f defines a Rényi version of a min-tradeoff function
as defined in the original EAT or GEAT, except that it
involves a log-mean-exponential value instead of the usual
mean—analogous observations were made in Refs. [17,18].
We remark, however, that for the approach in this work, we
find it is often more flexible to first analyze QESs without

imposing the condition H,(Q|CQ'") , = 0 and then perform
a “normalization” argument at the end (see Lemma IV.7)
to obtain that property. Analogously, a condition that
HL(0|CQ) , < 01is basically the statement that f (C) upper
bounds the conditional entropies H,(Q|Q’) o inalog-mean-

exponential sense, so it is related to the notion of a max-
tradeoff function in the original EAT.

Another way to gain some intuition is to use the following
property (based on a construction in Refs. [1,2]): The idea is
to construct a new register D that “encodes the value of
f(C €)” via its entropy, in some sense.

Lemma IV.1. Let f be a QES on some classical registers
C C, let M €R be any value such that M — f(¢¢&) > 0 for
all ¢ ¢, and take any a € (0, 1) U (1, o0). Consider any read-
and-prepare channel CC — CC D such that the state it
prepares on D always satisfies
= H}(D)

H,(D) (35)

Plee
(It is always possible to construct such a channel, and to
construct it such that D is classical.) Then, for any
pE€S_(CCQQ) classical on CC, extending p with this
channel yields [40]

H,(DQOC|CQ)), = M + HL(QC|CQ'),.  (36)
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Proof. First, we briefly verify that such channels can
indeed be constructed: Note that for any a > 0 and
h > 0, given a register D with dimension of at least 2",
one can straightforwardly construct a state on D with
H,(D) :Hi(D) = h (the first equality holds simply
because H, = HJ} when there is no conditioning sys-
tem), e.g., by taking a mixture between some pure state

on D and the maximally mixed state; furthermore, this
|

H(z(DQC|éQl)/) = log (dDdeC) - D(l(pDQCéQ’ ||[UDQC

result can clearly be achieved using a classical D.
Therefore, to obtain a read-and-prepare channel satisfy-
ing Eq. (35), we simply need to read the classical value
¢ ¢ and prepare a state on D with the corresponding
desired entropy value.

We now show that such a read-and-prepare channel
indeed achieves Eq. (36) (using U to denote maximally
mixed states):

® PéQ’)

e A A P(E) A
= log(dpdod¢) — D, (ZP(C‘ oleeyet|ee ® pDQQ’lEé”Zd_C ce)(éllee ®Upe ® UQ’E)

1 v (PO 0 1)Du(ppoor e Uno®
— ) — al EA7) @ «(Ppog/cellUpe®porie)
log (dpdgde) — —log <;p(c &) ( d@) 2
ilog (dDd d )_ IOg ZP(Eé)a p(é) 1_a2(’1—1)(Du(/)D\EﬁHUJD)JFDu(/’QQ’\EéH[UQ®/’Q’\{,))
ere -1 ce de
. —ava g A —an (@D Ho(D), +Du(pogicc lo®y)
——L g (;p@c) p(6)=2 ot Pradioone)

M + !
1=

= M+ H(0C|CQ),,

where the third line holds by Fact II.2, the fourth holds
because ppogiee = Pplee ® Pogjee» and the sixth line
follows by substitution from Eq. (35). [
This lemma implies that an f-weighted entropy is in fact
just the usual Rényi conditional entropy evaluated on some
extension of the state (and the extension can be produced
using the same channel for all states), apart from an additive
term M that does not affect any important properties [41].
In particular, this implies that it immediately inherits many
properties of the corresponding Rényi conditional entropy,
|

Hy(D),., = H5(D)

Plee Plee

for any a € [0, o]

—_—
]
[)°]
/D—q\
)
—~
9]
(@
S~—
Q
)
—
>
N—
|
R
=N
T
&
0
=
la1]
it}

€M - f(cé).M— f(¢¢)+2 % loge]

1 ~ A
— alOg <Zp(c— &)2p(&) == M=f(e&)=DalpogicclloBroic)))

>—Da<pQQ/f-fﬂQ®pQ/5>>>

(37)

|

which we describe later. Before doing so, we present a
minor variation of the above result, in which we obtain an
approximate version of the relation in Eq. (36) for all Rényi
parameters simultaneously:

Lemma IV.2. Let f be a QES on some classical registers
CC, and let M > 0 be any value such that M — f(¢¢) >
M /2 > 0 forall ¢ ¢. Consider any read-and-prepare channel
C C — C €D such that the state it prepares on D always
satisfies

(38)

(It is always possible to construct such a channel, and to construct it such that D is classical.) Then, for any
p€S_(CCQQ) classical on C C, extending p with this channel yields

Vae(0,1)u (1, o),

M + H(0C|CQ"), < H,(DQC|CQ"),

<M +2%loge + Hy(QC|CQ),.
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Proof. To see that such channels indeed exist, simply
consider a read-and-prepare channel that reads the classical
value ¢ ¢ and prepares a state on D that is a uniform mixture
with support size [24~/(¢9)] (this is sometimes called a flat
state); again, this result can clearly be achieved with D
classical. Since all (unconditioned) Rényi entropies take the
same value for a uniform distribution, we see that for every
a € [0, ], the state prepared on D has Rényi entropy
— H)(D)

Hy(D) = log([2"7/€4). (40)

Plee Plee
which lies within the interval described in Eq. (38)—the
upper bound holds from observing that

log([2M=/(¢4)7)

< log (2M~1(@¢) 1 1)

= log(2M~/(4)) 4 log (1 4 2/(€&)-M)
<M—f(é)+2 7 loge, (41)

where in the third line we simply factor out 2M=/(¢¢) " and
the fourth line follows from In(1 + x) < x along with the
lemma condition M — f(¢ é) > M/2 > 0.

The remainder of the proof follows as in Lemma IV.1,
except that we replace the sixth line with inequalities in
either direction by bounding H,(D) pe. Using the interval in
Eq. (38) [together with the observation that the preceding
line is monotonically increasing with respect to the
H,(D),, terms; note that this is true in both the a < 1

and a > 1 regimes]. m
The main difference between the above two lemmas is
that Lemma IV.2 only achieves an “approximate” version
of Lemma IV.1, but it does so using a single channel that
works for all Rényi parameters simultaneously, which is
|

needed in some of our subsequent proofs. At large M, the
gap between the upper and lower bounds in the above
lemma shrinks to zero, so the approximation usually
becomes sufficiently good for our analysis. We now use
these two lemmas to “transfer” many properties of the
standard Rényi entropy over to the f-weighted entropy.
Lemma IV.3. (Data processing) Let p€S_(C € QQ') be
classical on CC, let f be a QES on CC, and take any
a€[}.1) U (1, 00). Then, for any channel £:Q" — Q”,

HY(QCICQ") gy, 2 HI(QCICQ),.  (42)
If £ is an isometry, then we have equality in the
above bound.

Proof. Let D be a read-and-prepare channel as described
in Lemma IV.I. Then, we have [here, for clarity, we
explicitly write D in the formulas, instead of leaving it
implicit in the state extension as in Eq. (36)]:

HL(QC|CQ") g = Ho(DOCICQ" )y —
H, DQC|éQ//)€oDV)] -
H,(DQC|CQ")py, — M

Hi(0C|CQ)),. (43)

(D
(

\%

where the second line holds since D commutes with £, and
the third line is simply the usual data-processing inequality
for Rényi conditional entropies in the range a € [%, )
(Fact IL.1). Similarly, the equality condition is simply
inherited from that data-processing inequality.
Alternatively, we give a proof directly from the defi-
nition: First, considering a € [%, 1), the data-processing
inequality for sandwiched Rényi divergence itself gives

(g[pQQ’/\c c”|5[]IQ b2 pQ’AcD <D (pQQ’AccH]IQ ® pQ’Ac)

:}p(é 5)2(1 —a)(=f(¢ C)_Da(g[pQQ’/\f'é]HE[HQ®PQ’/\5])>

where summing over all values of ¢ ¢, taking the logarithm,
and dividing by 1 — a would prove the result. The proof for the
case where a € (1, o) follows from a similar argument. =

Lemma IV.4. (Conditioning on classical registers) Let

peS_(CCQQ'Z) beclassical on C C Z, let f be a QES on
C C, and take any a€ (0,1) U (1, c0). Then,

laHfQCCQ
log<Zp | )).

(45)

H,(0C|C0'Z), =

Proof. Extend p with a read-and-prepare channel as
described in Lemma IV.1. Then,

p( )2(1 —a)(=f(¢ )= Da(ﬂQQ’/\Ef‘HHQ®pQ’Aé>)’ (44)
I
H,(0C|C0'Z),

=H (DQC|€Q/Z) -M

log (ZP S «(pQCICQ), ) Y
a [ /
log (Zp HI=a) (M (0CICQ), )) Yy
1 —a)HL(QC|CQ’
~log (Zﬂ @ ) (46)

where in the third line we applied Fact II.2, and in
the fourth line we implicitly exploited the fact that the
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read-and-prepare channel in Lemma IV.1 achieves the
relation in Eq. (36) for all states (in particular, also the
conditional states p|,).

Alternatively, we give a proof directly from the defi-

nition: Rewriting the formula for HY, entropy of the state in
the lemma, we have

HL(0C|CQ'Z),

1 .
1 2—(1-a)f(¢¢)

Ser( L3

l—a loayq
Tr[((pQ’Azé) 2a pQQ’AzEé(pQ/Azé) %) ])

Trl((pgnee) oo nee (Pt >z—>“1)

laru CC’/J
s (Lol ).

a,a € [% 1) U (1, 00) such that @ > o'. Then,

H,(0C|CQ"), < H.,(0C|CQ),. (48)

Proof. Let M > 0 be any value such that M — f(¢ ¢) >
M /2 > 0, and extend p with a read-and-prepare channel as
described in Lemma IV.1. Then, we have

HL(QC|CQ), < H,(DQC|CQ'), -

H,(DQC|CQ'), -
<2%loge + H/,(0C|CQ),.  (49)

where the second line follows from the first inequality in
Eq. (39), the third line follows from the monotonicity of
sandwiched conditional entropies in « [32], and the last line
follows from the second inequality in Eq. (39). Since this
inequality holds for arbitrary (sufficiently large) M, we can
take the M — oo limit so that the 277 term vanishes,
yielding the desired result. [

Lemma 1V.6. (Chain rules) Let f be a QES on classical

m registers C C, and take any a, o, o’ € (3.1) U (1, 00) such
Lemma IV.5. (Monotonicity in a) Let peS_(CCQQ’')  that [a/(a—1)] = [/(d = 1)] + [a'/(<" = 1)]. Then, we
be classical on C C, let f be a QES on C C, and take any  have, for any peS_(C CRQQ'),
|
HL(RQC|CQ), < H,(QCICQ'R), + Hy(RICQ), if (a—1)(a —1)(a” - 1) <0,
HL(ROC|CQ), > H),(OC|CQ'R), + Hy(RICQ'), if (a—1)(a = 1)(a” = 1) > 0. (50)
Furthermore, we also have, for any p€S_(C C oo ),
f alla f A A alla ;
H(I(QC|CQ’)/) < Ha,(Q|CCQ’)p + Han(C|CQ’)p if (a=1)(ad—-1)(a"—=1) <0,
f alla f A A alla :
H(I(QC|CQ')/) > Ha,(Q|CCQ')p +Ha/r(C|CQ’)p if (a=1)(d =1)(a"=1)>0, (51)

where by H{;(Q|C‘C‘Q/)p we mean

Proof. We focus only on proving the bounds in Eq. (51);
the bounds in Eq. (50) hold by precisely analogous argu-
ments, but they are simpler since we do not need to consider

the consistency of Eq. (52) with our preceding H{;—entropy
properties.

Take any M > 0 such that M — f(¢¢) > (M/2) > 0,
and extend p with a read-and-prepare channel as des-
cribed in Lemma IV.2. Then, as stated in the lemma, we
have

M + Hi(0C|CQ)),
< H,(DQC|CQ),

<M +2%loge + HL(QC|CQ) (53)

P’

and also [by viewing H%(Q|C C Q') , as an instance of HY,

entropy where both the C and C registers are viewed as the
“public” part, as is consistent with the formula in Eq. (52)
above]
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M+H,(0|CCQ),
<HL(DQ|CCQ),
<M+2%loge + H,(0|ICCQ),. (54)

Then, we have the following chain of inequalities if
(a—1)(d =1)(a" —=1) <0:

H.(0C|CQ),

< H (DQC|CQ), - M

<Hy(DQ|CCQ)), +Hy(CICQ), - M
<HL(QICCQ), + Hy(C|CQ), + 2 F loge,  (55)

where the second line follows from the first inequality in
Eq. (53), the third line is a special case of Proposition 8 in
Ref. [42], and the fourth line is a result of applying the
second inequality in Eq. (54). Taking the M — oo limit, we
obtain the first bound in Eq. (51). The second bound [for
(a—1)(d = 1)(” = 1) > 0] holds by a similar argument,
using Proposition 7 of Ref. [42] instead. [

Arguably, the construction of the D register is not strictly
necessary for our results; it should be possible, in principle,

to prove these results directly from the definition of HY,
entropies, and we indeed did so for Lemmas IV.3 and IV.4.
However, the advantage of the D register construction
is that more sophisticated results like the chain rule

corresponding to Lemma IV.6 can be transferred to H,
entropies with equal ease, rather than having to rederive
them “from base principles.” Similarly, in our subsequent
results involving entropy accumulation, this D register
construction will allow us to exploit advanced results such
as the GEAT without explicitly rederiving them in the

framework of H{; entropies.

Apart from the above, another convenient property is the
following:

Lemma  IV.7.  (Normalization = property) Let
p€S_(CCQQ') be classical on CC, and let f be a
QES on C C. Then, for any constant k € R, we have

HL™M(QC|CQ"), = HL(QCICQ), — k. (56)

where f + « simply denotes the QES with values (¢ ¢) + k.
Proof. This follows directly from the definition. (]
Remark IV.1. In the special case where Q is trivial (or in

a certain sense, if Q is classical), [43] a QES is exactly

equivalent to a QEF as defined in Ref. [18], except that, in

this work, we take some logarithms or exponentials to
make our results more “entropylike”—for instance,

Ref. [18] mainly works directly with the trace terms in

the last line of Eq. (30), which are referred to as Rényi

powers in that work. (Strictly speaking, they also impose a

condition that corresponds to requiring H%(QC|CQ') , 20

over some class of states under consideration, but as noted
in that work, this condition can be enforced using the
normalization property in Lemma IV.7.) Similarly, in the
case where C is trivial [so Eq. (32) holds], the definition of
f-weighted entropy we gave above is extremely similar to
the original definition that was introduced in Ref. [17]
(which we restate in Definition VI.1), except we use H,

rather than H} and the convex combination is adjusted
accordingly (also, Ref. [17] uses the term “tradeoff func-
tion” rather than “QES” to refer to the function f, under the
imposition of the aforementioned “normalization” condi-
tion that we have chosen not to include here).
Furthermore, as noted in Ref. [18], one can certainly
consider using Petz entropies instead of sandwiched
entropies when defining these concepts. However, that
work was unable to prove a “QEF chaining” property for
Petz entropies; similarly, we do not prove it here for the
a > 1 regime because we rely on various intermediate
results in the GEAT proof that were only derived for
sandwiched entropies. (On the other hand, our results for
the a < 1 regime involve Petz entropies; see Appendix E.)
Another potential generalization to consider would be
whether the original f-weighted entropy definition from
Ref. [17] could be extended to the case where C is
nontrivial; however, some technical care is necessary since

it is less clear how to choose an analog of Hi to use in the
divergence-based formulas we gave in Definition IV.1—we
discuss this case in a follow-up work.

B. QES chaining or accumulation

We now present the first key result in this work, that H{;
entropies “‘accumulate” in a simple fashion when consid-
ering a state generated by a sequence of GEATT channels.
This result is almost identical to the “QEF chaining”
property described in Ref. [18]. However, we have derived
it using the conditions and framework of the GEAT instead;
in particular, it holds under the more relaxed NS conditions
of the GEAT, rather than the stricter Markov conditions of
Ref. [18] or the original EAT [at the cost of a very slight
“loss” in Rényi parameter; see Eq. (64)]. In Sec. VI A, we
also show that we can exactly reproduce the bounds in
Ref. [18] if we simply impose the same Markov conditions
instead.

Theorem IV.1. (Hﬁ—entropy accumulation) Let p be a
state generated by a sequence of GEATT channels
{M j};‘l:l (Definition III.2). For each j, suppose that for
j-1

—j—1 A .
every value & ¢| ', we have a QES f -1/t On registers
1 1

C;C; [44). Define the following QES on C}C7:
fqu(_?é?) = Z;f‘gflv‘léfl"l(_j Aj)' (57)
=

Take any a € (1,2), and let @ = 1/(2 — ). Then, we have
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Hl (S’féﬂé'f Z 7]1r]1151l Kot
/| I ~ A -
where k- it = ,,lgHA ! (Sjcj|CjEjE)v’ (58)

where X; denotes the set of all states of the form
M;lwg, g, ] for some initial state w€E€S_(R,_|E; ,E),
with E being a register of large enough dimension to serve
as a purifying register for any of the R;E; registers.

Consequently, if we instead define the following “nor-
malized” QES on C}C7,

ffun cy Zf\—/wl
where fl_j ' 1(¢;¢)) = = fleer 1(¢;¢5) + Kt (59)
then
H]™($1C1|CIE,), 2 0. (60)

As the full proof is somewhat lengthy, we defer it to
Appendix B; however, the overall structure can be sketched
|

H,(D}S{CY|CIE,

Hy(D;S;C;|CIEE), > M + H)(S;C

hence relating the terms in the bound in Eq. (61) to H,
entropies. Noting that the resulting nM terms simply cancel

and recalling that we can choose arbitrarily large M so 277
becomes arbitrarily small, we obtain the desired result in
Eq. (58). Essentially, our proof differs from Refs. [1,2,4]
because those works applied a condition that f lower bounds
the single-round von Neumann entropy in an “averaged”
sense (i.e., defines a min-tradeoff function [1,2,4]), whereas
we observe that, in fact, this was not necessary—we can just
view f as an arbitrary “score” value. (However, as discussed
below Eq. (33), in some situations we can view f as being a
log-mean-exponential bound on Rényi entropy.)

The full proof essentially proceeds along the above lines,
except that we need to define the input and output registers
of the N ;j channels differently, such that they preserve a
copy of the “past” testing registers C}~' C/™" at each step.
This method is needed so that the read-and-prepare chan-
nels D; can also take the values on these registers into
account, which allows us to “encode” any QES value
flc"f'ifl (¢;¢;) in the entropies of the D; registers. We
present these details in Appendix B.

Note that without further conditions on the channels or
QES choices, the bound in the above result is almost tight

out as follows. The idea is to rely on the relations between

H, entropies and standard Rényi entropies that we
described in the previous section, which are similar to
some steps in the proofs of the (G)EAT-with-testing in
Refs. [1,2,4]. For simplicity, let us focus on a case where
all the QESs f jeitaint are identical (assuming all the C j

registers have the same alphabet, and similarly for C s
so all of them are equal to a single QES f. Then, we
basically define new channels N; that extend the M;
channels by applying an additional read-and-prepare chan-
nel D;: C,C; —» C,C;D; of the form described in Lemma
IV.2. Next, we could apply the Rényi chain rule of Lemma
3.6 of Ref. [4] (Fact III.1 stated above) to obtain a bound of
the form

H,(D1S;Cy|CIE,), > Y inf Hy(D;S,C|ClEE),. (61)
J

with the infimum taking place over states ¢/ that could be
produced by NV; ® idz. (This bound is basically the same
as some intermediate steps in Ref. [4].) Now, by analyzing
these channels in a similar way to the Lemma IV.2 proof,
one can show that the states they produce satisfy

), < nM + Hy"(S1CH|CIE,), + n2 ¥ loge.

C/\C,E,E), . (62)

I

(for a close to 1) since it is almost saturated by an IID
example. Specifically, if the action of each channel M is
simply to independently generate a fresh copy of some
fixed state o on registers S; C C E and append E to E;_y,
then the final state is an IID state p = ¢®". Hence if all the
QESs are identical to a single QES f, we immediately
obtain

HL=(S1C|CTE,), = nH(S,C|C\Ey),
—_ : f = 1A ~
7Ej:ulg£jH“(SfCi|CjEjE)w (63)

which only differs from the bound in Eq. (58) by having «
in place of @. However, if we write a = 1 4+ u for some
u > 0, then we see

_ 1 K
l-pu 1 -

L= et o), (64)

so it only differs from a by a second-order correction
[which becomes a “third-order” correction for the pur-
poses of finite-size analysis; see the later discussion in
Sec. V leading up to Eq. (89)]. Hence, in an IID scenario,
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Theorem IV.1 is tight up to the difference in Eq. (64). In
fact, in Sec. VI A, we show that under the stricter Markov
conditions in the original EAT, this change of Rényi
parameter can be avoided entirely, hence producing a
bound exactly identical to the QEF-chaining property
in Ref. [18].

There might be some room for improvement in scenarios
where the QESs are different in each round; for instance, at
a glance, it perhaps seems a bit too pessimistic to take the

worst-case value over ¢ '¢/”' in Eq. (58). However,
inspecting our above proof shows that, while this minimum
first appears in the bound in Eq. (B6), it is easy to construct
an initial state @ that saturates that bound, using Eq. (BY).
Hence, to improve it, one would have to restrict the
infimum in the original “GEAT without testing” bound
in Eq. (B3) from Ref. [4], which is a challenging prospect
given the proof methods in that work (unless, perhaps, one
could design the N channels in a different way such that
the minimum over le 1c1 does not occur at all).

We highlight the fact that computation of the Keit g1

values in practice might be aided by the following
observation, which allows it to be rewritten as a convex
optimization (and is in fact critical for our later proofs in
Sec. V). In the following lemma, for flexibility in potential
applications, we denote the input space for the channel as a
register O that does not need to straightforwardly corre-
spond to the input spaces of GEATT channels. We have
also not included a “memory register”” R in the output of the
channel since it is not necessary for the lemma statement
and our subsequent proofs. ~ R

Lemma IV.8. Let M be a channel Q — SEC C where the
output is always classical on € €, and let f be a QES on
C C. Let E be a register such that dim(Q) < dim(E), and let
Pur be a purifying function for O onto E (Definition II1.3).
Then, for any state wg; and a €[5, 1) U (1, ),

H5(5C|CEE)M[%E] > H5(5C|CEE)M[pur<wQ)]» (65)
with equality if wg z is pure; furthermore, for a € (1, 00),
the right-hand side is a convex function of w.

Proof. If wgyp is pure, then by using the isometric
equivalence of purifications along with the corresponding
invariance of H, entropies (one instance of an equality
condition in Lemma IV.3), we conclude the equality
condition in Eq. (65). If wg z is not pure, then there exists
a purification of it such that Trz [wg z ] = @g g Thus, we
have the following:
HU(SC|CEE) \,,,,) = H4(SC|CEE)

oTrE/ [“)QE'E"]
> Hg(SC|CEEE/)M[wQEE/]

= Hé(SC|éEE~‘)M[Pur(a)Q)]7 (66)

where the second line holds by applying Lemma IV.3 and
noting that the partial trace Trz [-] and M commute; the last
line follows by noting that purifications are isometrically

equivalent and using the equality condition in Lemma IV.3.
To prove the convexity property, for any two states a)g)
and (u(~>, and probability distribution {p(i)}._,, we con-
struct the following state, which is easily verified to be an

extension of the “averaged” state wg = > | p(i)a)(g

1
woir =Y p(i) Pur( <Ql)® i) ilz. (67)
i=0

Now, consider the state Pur(wg). Since it is a purification
of w5 onto E, there exists a channel £: E — E F such that

E[Pur(a)Q)] =WHEF- (68)

Therefore, we can bound the function value at the “aver-
aged” state wg via

H£<SC|6EE)M[Pur(wQ)]

< H{;(SCWEEF)&M[WI(@Q)]

= H}(SC|CEEF) 5

1 Lo
=71 alog;p(z)Z
1 —_ A ~
<> p(i)HL(SC|CEE)
i=0

Pur(wg)]

(1-a)(H}(SC|CEE) )

(i)
Mipur(w':
[Pux( Q>]

Mlpuz(@))]’ (69)

as desired, where the second line is due to the data-
processing property in Lemma IV.3, the third line holds
since £ and M commute, the fourth line follows from
Egs. (67) and (68) and Lemma IV.4, and the last line
follows by concavity of the log function and by not-
ing a€ (1, ). "

Remark IV.2. The only properties of HY, that were used in
the above proof were data processing (Lemma I'V.3) and the
fact that for @ > 1 it is “convex when conditioned on a
labeling register,” as in, for a state classical on Z, we have

HA(QC|CQ'Z), <Y p(2)HL(QCICQ), . (70)

which follows from the conditioning-on-classical-registers
property (Lemma IV.4). Therefore, the proof immediately
generalizes to any other entropy with the same properties,
such as the Petz or sandwiched Rényi entropies for a > 1
(as long as a is within the regime where data processing
holds; see Refs. [30,31,45]), which includes the von
Neumann entropy.
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Note that including the “labeling” register Z in the
conditioning is vital for Eq. (70) to hold. If it is omitted,
then, e.g., for the case of von Neumann entropy, we know
that H(QC|CQ") , 18 a concave function of p, and hence
the general inequality is instead the reverse direction
H(QC|CQ), > Y. p(z)H(QC|CA’Q’)p‘Z; i.e., the only rea-
son we have the bound in Eq. (70) for that case is that
including Z in the conditioning makes it an equality.

C. Applications

We now describe some applications of Theorem IV.1 by
itself [without yet reducing it to the simpler form Eq. (2)
outlined previously]. Note that the key ideas in this section
were already established in Refs. [17,18]; here, we just
provide an exposition of the main steps for completeness.

1. Approach of Ref. [17] (variable-length protocols)

We first describe how Ref. [17] applies bounds of the
form in Theorem IV.1 to protocols that produce an output
key of variable length. The basic idea is that if the C_”l’
registers are trivial and we have the “normalized QES”
bound in Eq. (60) from Theorem IV.l [i.e., we have

Him (57| CIE,) , = 0], then the analysis in that work shows
that a variable-length secret key can usually be obtained by
looking at the value ¢/ on the publicly announced registers
o7, and then computing fgy(¢7) and hashing to a key

length determined by that value. (Strictly speaking, we
need a relation between the HJ entropy and its analog

based on Hi that we describe later; see Lemma VI1.2.) This
case usually suffices for device-dependent security proofs.
On the other hand, in DI security proofs, the C7 registers
are usually not trivial [18,29,36,46]. In that case, if we only

have a bound on H/™ (S7C"|CVE,,) ,» then it does not seem
straightforward to immediately apply their proof approach
to obtain variable-length security.

Still, one of the results we derived above provides a
possible solution—specifically, Lemma IV.6 lets us convert

it to a lower bound on Hﬁf““ (S7|CyCE,), instead (see also
Remark VIII.1), after which we can apply the preceding
analysis [47]. Unfortunately, it may be somewhat subopti-
mal as the change in Rényi parameters here is potentially
significant [see Eq. (85), although there may be some
potential to carefully tune the @ and o choices to minimize
this effect], unlike the change from a to @. It might
potentially be better to find a more “direct” analysis that

uses a bound on H,™ (S2C7|CIE,) , to produce a variable-
length secret key. We leave this interesting question for
future work, though one caveat is that for protocols such as
DIQKD (though potentially not DIRE), the C} registers
have to be somehow communicated between Alice and
Bob to perform parameter estimation; hence, it might be

necessary to “move” the C" registers into the conditioning
systems somewhere in the analysis.
Note that in the above procedure, it might appear that

computing fr; (&) [more generally fpy(¢2¢")] could be
challenging because, by the definition in Eq. (59), the
function ffu“ depends on specifying all the QESs f !
1 1
across different rounds, and also all the k-1 -1 values (each

of which is some minimization problem). However,
Ref. [18] presented the following critical simplification
(albeit for the purposes of applying their results for fixed-
length protocols): When applying the above procedure in
practice, one only needs to compute ffuu(éﬁ’é’f) for the
single value of ¢}¢] that actually occurred when the
protocol was performed. Therefore, one can instead apply
the following procedure:

(1) First, implement the protocol without choosing any
QESs beforehand. Look at the value ¢¢f that
actually occurred on the registers C_"I’CA",’.

(2) For each j, apply any arbitrary procedure that looks
at the values c"l_lé{_] that actually occurred, then
(deterministically) returns a single choice of QES on
C jC’ ;- Denote this QES as f et and compute (or
lower bound) the corresponding Keit o1 value.

(3) The values in the preceding step suffice to determine

(or lower bound) ffuu(c"l’éﬁ'), so compute it and
proceed with the privacy amplification.
With the above procedure, for each round, we only need to
choose the single QES f‘éj—lCAj—l (and compute K j-1,-1)
1 1 1 1

corresponding to the value of 6{_16{_1 that actually

occurred in the protocol; i.e., we do not need to explicitly
specify QESs f &1 g1 OF COMPULE K- -1 for all the other
1 1 1 1

c‘-{_lc“{_l values. Note, however, that the Theorem IV.1

bound is entirely valid to apply in this context because this

procedure indeed specifies, on an abstract level, a well-

defined QES f R and value k-1 -1 for every possible
1 1 1 1

c‘{“'é{_l value, even if they did not actually occur in the

protocol. [Qualitatively, we are exploiting the fact that
while the abstract function ffuu depends on all those
quantities, in the physical protocol, we only need to
evaluate the single value ffun(c"’fé’{), which only depends
on a subset of those quantities.]

We have not yet specified how one should design a
procedure that chooses the QESs f Eare (while our above

description is valid for any such procedure, we would of
course want one that produces key rates that are as high as
possible). In Ref. [18], some methods were developed for
this purpose, including the option of “adaptively” choosing

1 -1
ém for

QESs f it aint based on the past observations c"{_
each j, which may be useful for handling time-varying
behavior. However, in this work, we describe an alternative

procedure in Sec. V (see Remark V.5), which may be
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simpler and easier to apply. In addition, note that if we
ignore the option to have them depend on past observations

&¢I, so all of them are equal to a single QES f, then
Ref. [17] also describes a procedure for choosing f. Still,
we believe that the approach we present in Remark V.5
should perform better in the finite-size regime, though we
do not analyze this rigorously; furthermore, our approach
also gives the option for “adaptive” QES choices as
mentioned above, at least in principle. We defer further

discussion to that section.

2. Approach of Ref. [18] (fixed-length protocols)

Alternatively, Ref. [18] described how to apply bounds
of the form in Theorem I'V.1 while we are instead interested
in entropy conditioned on an event, as is the case for
protocols that simply make an accept or abort decision and
produce a key of fixed length if they accept. (More
precisely, their approach was based on QEFs; here, we
verify that it generalizes to H, entropies as well.)

To that end, we first state the following lemma, which is
a slight generalization of Lemma 4.5 of Ref. [4].

H}(DSC|CE), =

"¢ EQ
=1 alog (E;Qp(é é) (¢
1
< 1
T l-a o8 <‘~£~ €eQ
< max H,(D )/)‘“—i—H (SC|CE)
cceq

where the second line follows from the fact that ppgg ¢

P’

Lemma IV.9. Consider any state p € S_(SEDC C) that is
classical on C € and has the form

psepce = D PEO)EE)(EE]ce

cceq

® pselce ® Pojees
(71)

with Q being a subset of the alphabet of registers C C.
Then, for any a € (1, o), we have the following:

HY(DSC|CE), < HL(SC|CE), + max Ho(D) . (72)

ce?

Ho(DSCICE), < Hy(SCICE), + max Ho(D),jce.  (73)

f\l

Proof. Let o4 be the optimizer in Definition II.6 for the
conditional entropy in the lhs of Eq. (72), i.e.,

ng (DSC|éE)p = =D (ppsrcclllpse ® ocp).  (74)

From Fact I1.2, we have

! = A\a ~( A\1—an(a—=1)D, :elllps @0z
= alOg (LZ p(c C) g(c) 2(a=1)Dy(ppsgieclllps®ore)

) 1=ap(a=1)(Dq(ppjec|lp)+Dalpseic: HS®555)))

min [z(a—l)Da(PDW“]ID)] Z p(E C’-‘)ao-(c’-‘)1—02(‘1—1)]—)(:(/155(,6HS®UEZ-))

cceq

(75)

= Ppjee ® Psice- and the last line follows from Definition I1.6 and

concavity of the log function. This formula yields the first bound in Eq. (72). To obtain the second bound in Eq. (73), simply

repeat the above computations with ¢ replaced by p itself.

With the above lemma in hand, we have the following corollary.
Corollary IVI. Consider the same conditions and notation as in Theorem IV.1. Suppose, furthermore, that the state p is of
the form [48] popjo + (1- pg)p‘g for some pq € (0, 1] and normalized states Pie and p|g, and let Q denote the set of all

values ¢{¢] that have nonzero probability in p|q. Then,

HU(SICHICIE,),, > min Fru(elef) -

=N an
6

> ( min K.j-i.
i1 ai-1 €
j C C

1 1

a 1
a—1 Po
>+ min_fg(¢ér) ? 1o ! (76)
= u M) — —.

”egfn 1€1 a—1 gpg

Proof. LetD: C} C" - Cr C”D be aread-and- -prepare channel in the sense of Lemma IV.1 for the QES f full(znen) stated in the
theorem conditions; i.e., it reads the registers C/ C ! and generates a corresponding state on register D. By hnearlty, we can write

Dlp] = paPlpj] +

(1= pa)Dlpg] (in this proof for clarity, we explicitly write out the D channel when extending the states

with it). Note that, by construction of the D channel, the DL0|Q] term is of the form of Eq. (71), with the sum over ¢ ¢ being

restricted to Q since that was the case in the original state pjo- Hence, we are allowed to apply Lemma IV.9, obtaining
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HoTz(S'fCﬂé'fEn)D[pm] > Hy(DS1Cy|CHE E\)pjpa) —

> H,(DS}C|CIE,)p

=M + H;" (S{CH|CIE,), -

= H!Zf""w'féﬂé'fEn)p

_Iplﬂ ffuu( Ter) —
et eQ

\%

where the first line follows from Lemma IV.9, the second
line is from applylng Lemma B.5 of Ref. [1] along with the
fact that Ha > H,, the third line is due to Eq. (36), the
fourth line is the result of Eq. (35), the fifth follows from
Eq (60), and the sixth line is just the substitution of

ffu“(c ¢t) from Eq. (59). m

To apply the above corollary in practice, we can follow
the approach presented in Ref. [18]: Compute fg,(¢2¢7) in
a protocol using the procedure described above in
Sec. IVC 1, and define the conditioning event  to be
that f (¢7¢") > K for some predetermined threshold
value K. In that case, the above corollary tells us that
HY(SiCI|CIE,),, > K = [a/(a—1)]log(1/pq),
have a lower bound on the Rényi entropy of the conditional
state to use in subsequent proof steps (for example,
showing we can produce a secret key of fixed length).
The question of finding a “reasonable” choice of K (such
that the protocol does not almost always abort, even under
honest behavior) is somewhat subtle, and we defer to
Ref. [18] for an in-depth discussion. Here, we simply note
that the analysis in the next section suggests that, given a
“good” choice of QESs, when the honest behavior is 1ID,
we should pick K to be somewhat less than n times the
honest single-round Rényi entropy; see the discussions
in Secs. VA-V C.

Thus far, we have been deferring the discussion of how
to choose “good” QESs. In the next section, we discuss this
point in great detail, which is the next main contribution of
our work. A remarkable consequence of our analysis,
however, is that for some scenarios (where all the channels
are “basically the same”), we can obtain an intuitive and

very tight lower bound on Hi(S’fC’ﬂé’fE,,)pm
Theorem V.1 below) that does not involve any explicit
choice of QES, in that the bound is already implicitly using

SO we

(namely,

mln E fl _j—1 A / l
C" Au

n
( mlIl K—/ 1 A/ 1
j=1 E] ](’A]]_ “

5757e
H,(D) ¢ jog]
max - 0g—
Dbl T abiea Pl T g =1 % pg
a 1
max H, (D — log—
aened ol )DM‘EFT a-— gpg
LA o a 1
+ min_fp(C7E7) — log—
cleneQ - Po
1
log—
a—1 Pa
a 1
i¢i)+ 1<C__{-71@,71)—0l_110g—Q
>+mnf( =% jog (77)
i cheé —,
s full (€7 Cq a—1 gpg

I

the best such choice. Note that even outside of those
scenarios (e.g., if the channels have time-varying behavior,
the optimal QES choice in each round might be different, as
discussed previously), our methods may still be useful; see
Remark V.5. We now present these results.

V. SIMPLIFIED VERSIONS

In some applications of the GEAT to fixed-length
protocols, the channels in the sequence can be thought
of as being basically the same in some sense (or at least they
can be “relaxed” to a common channel). In such circum-
stances, we can greatly simplify Corollary IV.1, as we shall
now describe. Furthermore, the overall approach we
describe here should also yield some useful (albeit more
elaborate) techniques to handle variable-length protocols
and/or scenarios where the channels exhibit time-varying
behavior by combining it with the results from the previous
section—we give further details in Remark V.5.

Remark V.1. Within this section, we explicitly specify
the domains of the summations over ¢ ¢ to ensure that all
terms in the calculations are well defined—in particular,
note that all terms of the form D, (ppo ne¢lllp @ porac) that
appear in our later formulas are well defined because we
restrict the sums to terms where the first argument has
nonzero trace. In principle, as noted below Definition IV.1,
we could instead assign arbitrary (finite) values to all
Dy(pogrcelllp ® poac) terms with p(¢¢) =0 and still
carry out basically the same calculations, which would
yield similar results except with the summations over the
whole of C x C instead—those results would still be valid
due to other properties of the formulas; for instance, in
Eq. (106), the D(A||ps ) term ensures that the value of the
sum over ¢ ¢ only affects the value of Gy ,(4) in cases
where A(¢ ¢) = 0 whenever p(¢ ¢) = 0. However, we find it
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cleaner to simply restrict the summation domain rather than
constantly clarify these technicalities.

We first focus on presenting our main results in Sec. VA
and discussing their applications in Sec. V B, with the
proofs being deferred to Sec. V C and Appendix B.

A. Main results

To begin, we note that in the subsequent discussions, we
will often discuss the set of all mixtures of possible output
states from some set of channels, rather than just the output
states of any individual channel. It is hence convenient to
introduce a concise term for this concept, as follows. Note
that the embedding condition is mainly just a technicality to
ensure there is a well-defined notion of taking mixtures of
output states from different channels.

Definition V.1. (Convex range) Let {€;}"_, be any set of
channels &;: 0 ;= Q507... (for some finite set of output
registers Q', 07, ...), such that the registers Q’; (respec-
tively, Q7, ...) can all be embedded in a common register Q'
(respectively, Q”, ...). The convex range of these channels
[49] simply refers to the set of all mixtures of states of the
form &;[w)] for some j and some w €S_(Q;), interpreting
the mixtures as taking place in the embedding spaces.

In scenarios where all the channels £; are isomorphic to
each other (for instance, as was the case for the channels
used to describe device-dependent EB-QKD in Ref. [1]),
the convex range of the channels can simply be taken to be
the range of any one of the channels and is hence simple to
describe. More generally, in many applications of entropy
accumulation results, the single-round analysis is often
“indifferent” to which specific channel in the sequence is
being considered, treating them all in basically the same
way [50]. In many such cases, the single-round analysis
already implicitly analyzes the convex range of all the
channels since in each round an adversary could be
applying some mixture of attack strategies. Hence, most
existing methods for analyzing single rounds in a protocol
should also immediately generalize to the convex range; for
instance, this is indeed the case for the analysis of device-
dependent PM-QKD and EB-QKD using the GEAT in
Ref. [21], as well as the analysis of device-independent
QKD in Ref. [29]. (Previous versions of this work were
based on the concept of a “rate-bounding channel,” which
is arguably slightly more flexible but a bit more technical—
for completeness, we discuss this case further in
Appendix D, together with a technical error in a claim
regarding such channels in a previous version.)

We now turn to the main result of this section. Note that
from a technical standpoint, our current proof of this result
explicitly relies on our background assumption in this work
that all registers are finite dimensional [51] (in particular,
Q), but for completeness, in Remark C.1 of Appendix C,
we also discuss an alternative formulation that removes this
assumption in part of the proof by imposing additional

conditions on Sq (which should be easily satisfied in
practice).

Theorem V.1. Let p be a state generated by a sequence of
GEATT channels {M;}}_; (Definition II1.2). Take any
ae(1,2), and let @ = 1/(2 — a). Furthermore, suppose
that p = papja + (1 = pa)pjg for some pq € (0, 1] and
normalized states pjg,p|g. Let Sq be a convex set of

probability distributions on the alphabet C x C, such that
for all ¢¢} with nonzero probability in p|q, the frequency
distribution frqurlz o lies in Sq. Then, letting 6 » denote the

distribution on C € induced by any state o, we have

HY(S1CI|CIE,),,
1
¢ log—,

Znh&—
a—1 Pa

where

qeSqreZ \ a —

>

¢é esupp(¥ee)

1
h; = inf inf (A—ID(qHVCC)

fI(E 5)D&(VSEEA56

vy ). (79

where X denotes the convex range (Definition V.1) of the
channels {M; ® idg};?:l, with E being a register of large
enough dimension to serve as a purifying register for any of
the R;E; registers.

Furthermore, if there exists some channel M:0 —
SEC C such that ¥ is equal to the set of output states of
M®id; (e, {MogslloeS_(QE)}), then for any
purifying function Pur for Q onto E (Definition III.3),
we have

1
hg= inf inf (——D(ql|[v%.
qesﬂw&S(Q)( (qH ce

a—1
¢é esupp(v? )

where 1 := M[Pur(wgp)], (79)

APy, @) ).

and the objective function in the above infimum is jointly
convex in @ and q.

Note that the condition on Sg, is basically just the simple
statement that Sg contains all frequency distributions on
Ct C! “compatible with” Q (viewing Q as an event, e.g., by
extending the state p with a register on which Q is defined,
if necessary). While it is true that the convexity requirement
is not necessarily fulfilled “by default” in various applica-
tions, in many circumstances we can reasonably choose Sq
such that it holds (e.g., by taking the convex hull). Still, if
this choice is not possible, then one can use Corollary V.1
(combined with Lemma V.4 and the discussion below it) as
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an alternative to Theorem V.1, albeit a more complicated
one. We also note that it is indeed always possible, in
principle, to construct a valid channel M for the bound in
Eq. (79); we defer this explicit construction to Lemma D.1
in Appendix D.

As discussed in the Introduction, the bound in Eq. (78)
means that, for any a € (1,2), we have obtained a simple
©O(n) lower bound on H(T,(S?C"I’KA‘?E,,)/)‘Q,
first-order constant %, that can be computed as a convex
optimization via Eq. (79). To obtain an intuitive interpre-
tation of this constant /4, as we discuss in the next section,
we can consider either of the following simplified lower
bounds (proven in Appendix B), which replace the Rényi
divergences with some Rényi conditional entropies:

Lemma V.1. In Theorem V.1, the following bound holds
on hy:

with an explicit

pa> ot inf (1 Dlallve)

qeESqreX

>

cé esuppvee)

1
= inf inf ——D(ql[v? .
ot (Dbl

dcOHASIER),

fOY gon SR, ). 60

A ®
cée supp(véé)

and the objective function in the second line is jointly
convex in w and q. If the C register is trivial, then the above
bound becomes an equality; i.e., we have

1
hg = inf inf (—D(q”vc)

qESQUEX

+ > q(o)H

¢ esupp(ve)

1
= inf inf D(ql|v%
qGSg(ueS(Q)<d—1 ( C)

+ Z

¢é e supp(¥

+(S|EE), )

H,(S|EE), ) (81)

Lemma V.2. In Theorem V.1, the following bound holds
on hg, for any o,a” €(1,00) such that [@/(d—1)] =

/(@ = D] + [" /(" = 1)]:

11
hg > inf inf <alD(qHVCc)—I-Ha/(SC‘KA?EE)D)

qESGUEX

= inf inf

a//
4€SqweS_(0) (0//— (ql[w )+Ho/(SC|CEE) )

(82)

and the objective function in the second line is jointly
convex in @ and (.

B. Understanding and applying the bounds

We now present some intuitive interpretations of the
bounds on the single-round term /4 in Lemmas V.1 and V.2

(or the term hg in Corollary I.1 or Theorem VI.1), along
with many details relevant for applications. The bound in
Lemma V.2 has a slightly simpler form, so we shall discuss
it first to gain the desired intuition (however, it has worse
Rényi parameters—we stress that it would likely be better
to instead use Lemma V.1 or Theorem VI.1 for device-
dependent protocols, but we defer a discussion of this point
until after we have explained the basic intuition).

To begin, first recall that, as discussed in the Intro-
duction, we can interpret the optimization in Eq. (82) for A

in Lemma V.2 as just a relaxation of the “simplistic”
optimization
inf H,(SC|CEE),.
weS_(0)
s.t. V2~ ESq, (83)

i.e., computing the worst-case entropy H,(SC|CEE),.
over exactly the states @ that produce a distribution
contained in Sq. Hence, the value of h; would be lower
than this “simplistic” optimization; however, it has already
rigorously accounted for finite-size and non-IID effects.

We remark that for a theoretical analysis, it may also be
convenient to rewrite f,; as follows:

weS_(

!
inf (H, (SC|CEE) ot b “D(ql )),
0)
(84)

since the infqcg,[@"/(a” — 1)]D(q]lpg
some useful properties—for instance, the optimizer q* (if
attained) is sometimes termed the information projection of
Vé e onto So, and it satisfies a form of triangle inequality.

@) term may have

However, when applying computational methods such as
those in Ref. [52], it should be easier to solve the joint
optimization in Eq. (82) rather than the nested-optimization
formulation in Eq. (84).

Comparing our results to the previous GEAT, our bound
in Lemma V.2 should be much easier to evaluate in practice
—the previous GEAT requires a technical construction of
an affine “entropy-bounding function” (the min-tradeoff
function [4]) on the space of probability distributions on
C C, and optimizing the choice of min-tradeoff function
while ensuring it is affine is often a challenging task [5].
In contrast, our bound only requires changing the objec-
tive function by an additional term D(q|[¢¢ ), which is

just a classical KL divergence and hence convex and
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differentiable on the domain interior. Finally, we observe
that one can straightforwardly avoid considering the full
“fine-grained” distributions q, 2 . if they are too compli-
cated—since the KL divergence satisfies data processing,
any “coarse graining” of those distributions (formally, a
stochastic map &€ on probability distributions on C 0)
still yields valid lower bounds by replacing D(q|[¢Z )
with D(E[q)lIEp2 ).

Remark V.2. We can also verify that A, should be strictly
positive in any “reasonable” protocol (with classical S, so
all entropies of interest are non-negative), as follows. First,
observe that any “reasonable” choice of Sg, should be such
that at least the ‘“‘simplistic” optimization in Eq. (83)
evaluates to some strictly positive value h, > 0 since
otherwise we cannot expect a nontrivial rate [53]. In that
case, the lower bound on h; given by Eq. (82) would be
strictly positive because, for any feasible point (q, ®), we
either have v . € S and so H,(SC|CEE),, > h, > 0 or
Vg & Sq and so D(q[[vg ) > 0 [54].

Another convenient property of the Lemma V.2 bound
is that, with it, we can make use of single-round analysis
methods that bound any particular Rényi entropy
H,(SC|CEE),., instead of having to focus on von
Neumann entropy as in the original GEAT. For instance,
we can straightforwardly “accumulate” min-entropy or
collision entropy, as studied in, e.g., Refs. [15,56,57] (or
Ref. [58] for the IID case). Hence, we obtain a variety of
“fully Rényi” approaches for security proofs, at least as a
proof of concept. However, note that, in practice, even if the
single-round analysis only yields bounds for a specific
Rényi parameter rather than arbitrary ones, one should
usually still tune the choice of Rényi parameter when
applying our results to obtain the best key rates—we defer a
discussion of this point to Sec. VIIC.

On that note though, it is not necessary to explicitly
have single-round bounds on arbitrary Rényi entropies to
apply our methods—it suffices to consider the usual von
Neumann entropy, if desired. To see this case (and also
verify that our bounds scale as expected at large n), first
note that, if we write =1+ y/,a” =1+ 4" in Lemma
V.2 (for some 4, u” > 0), then we have

“ 1 MI,U//
a = ] + T T e + ] ; s
145+ W'+ +pu
1 M/M//
24+ 2+ + (85)
|
He, (S1CY|CUE,), > inf  inf
mln( : l| ! n)/)‘“ - qléISQ welg:(Q) <

- gcont(a/)n -

9,
a-—1

recalling that @ = 1/(2 —a). In particular, if we take
o, = 1, then &, a — 1 as well. Thus, we can describe
our results in terms of more well-known entropies (von
Neumann entropy and smooth min-entropy) using the same
approach as Ref. [1], as follows.

Remark V.3. We highlight that for applications, since the
subsequent bounds in Eqgs. (86) and (87) are inequalities
rather than equalities, it should be advantageous to avoid
their use whenever possible (though in Sec. VII B, we show
that we can still obtain rather good results even when using
those bounds). In particular, it may be possible to use just
one bound rather than both; for instance, Eq. (86) can be
avoided if one can bound the single-round Rényi entropy
directly, and Eq. (87) can be avoided if the security proof
can use the recent Rényi privacy amplification theorem of
Ref. [10] (which typically gives better finite-size key rates;
see Ref. [5] or Sec. VII B for comparisons).

First, we can relate the single-round terms to von
Neumann entropy via continuity bounds in a of the form

H,(SC|CEE) > H(SC|CEE) — geou(a),  (86)

where g.on(@) is a function that goes to 0 as @ — 1. In a
separate work (Appendix B of Ref. [11]), we derive
explicit bounds on g, (@) that dramatically improve over
previous such bounds in the context of optical QKD
protocols. For this work, we just note that Lemma B.9
of Ref. [1] gives the somewhat loose bounds geon (@) <
(a—1)log? (1 +2dim(SC)) or, in some cases, [59]
Geont(@) < (a=1)1og? (1 4+ 2dim(S)), for a sufficiently
close to 1. [Alternatively, Corollary IV.2 of Ref. [2] gives
bounds of the form (a—1)[(In2)/2]log?(1 +2dim(SC)) +
O((a=1)?) or (a—1)[(In2)/2]log?(1 + 2dim(S)) +
O((a—1)?) for classical S; these bounds are tighter than
Lemma B.9 of Ref. [1] for a close to 1. See Appendix B of
Ref. [11] for further discussion.] Moreover, for the overall
entropy, we can write Lemma B.10 of Ref. [1],

_ A ~ oA 9
Heio (STCYICE,) 2 Ha(S{CYICE,) - —.

1 2
h 9, =1 —F—=] <log—, 87
where 9, 0g<1_ 1_82> <log (87)

for any a€(1,2] and e€ (0, 1).

Substituting these two bounds in Egs. (86) and (87) into
Theorem V.1 with the Lemma V.2 bound, we obtain (for
o, d sufficiently close to 1 to apply those two bounds)

a’ Ao

log—, (88)
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where g..; can be explicitly bounded as described below
Eq. (86).

The above bound is the desired reformulation of our
results in terms of the single-round von Neumann entropy
and the n-round smooth min-entropy. If we choose [60]
a,d" =1+ 0(1/+/n), then we see from Eq. (85) that we
have @ a =1+ 0(1/y/n) as well, so the above bound
simplifies [recalling geon(@) < O(a —1)] to

H:in(STCHICHE,)

Plo
> inf inf (© D(q||v% -
Jnf | nt(©(VD(alb)

+ H(SC|CEE),.)n — ©(y/n). (89)

Here, the ©(y/n) finite-size correction term is the same
scaling as we would obtain from the AEP in the IID case,
and the first-order term is a relaxed optimization of the form
we considered above (and it will again be nonzero for
“reasonable” Sq, by the same arguments). Furthermore,
since the “soft penalty term” D(q|[v¢ ») has a prefactor of

order ©(y/n), we see that at large n, the optimization
approaches what we would obtain by simply imposing the
“hard constraint” »{ . € Sq, so the bound in Eq. (89)
asymptotically converges to what we expect.

A drawback of the Lemma V.2 bound is the change in
Rényi parameters; specifically, if, for simplicity, [61] we set
a and o both equal to 1 + u for some small x4 > 0, then
from Eq. (85) we find that @, a = 1 + u/2 + O(u*)—i.e.,
the “distance from 1” for a and «” is roughly twice that of
the original Rényi parameters @ and a. Loosely speaking,
this “distance from 1” is one of the major contributions to
losses from finite-size effects, so Lemma V.2 roughly
doubles the effect of some such losses [for instance, it
effectively halves the prefactor on the D(q||l/"c_’ C) “penalty

term,” and from Eq. (86) with Lemma B.9 of Ref. [1], we
loosely expect it to double the distance from the von
Neumann entropy, even if the bound in Eq. (86) is not
explicitly used].

This issue can be avoided by using Lemma V.1 instead:
In that bound, we preserve the Rényi parameter @ [which
matches @ up to order O((a—1)?), as discussed in
Eq. (64)], at the price of a slightly more elaborate form
for the conditional-entropy term, which instead takes the
form of a linear combination " . q(¢ &)H4(S|EE). Note
that, as stated in the lemma, there is no loss of tightness
when using this bound in applications where the C register
is trivial, which is the case for many device-dependent
protocols [21]. While this linear combination might be
slightly harder to handle than the single H,(SC|CEE),.
term, we note, for instance, that if S, is such that it implies
entrywise constraints q > ™" for some tuple g™, then we
could replace each ¢(¢ ¢) factor in the linear combination
(though not in the KL divergence term) with a constant

lower bound ¢™" (& ¢), which might be simpler to handle.
As above, we also have the option of reformulating the
bounds using either or both Egs. (86) and (87) if desired, at
the cost of the same potential suboptimalities, yielding
bounds such as

HE o (S1CHICIE,),

1
> inf inf —D ve .
_qesgwes@(é_l (all2,)

bS aCHSIEE), )

A 3 @
cée supp(yéc.)

9 a

- gcont(&)n -

1
log—, (90)
Po

a—1 a-1
where g.,, can be explicitly bounded as described below
Eq. (86). Note, however, that the objective function in
this version potentially might not be jointly convex; see
Sec. VB 2.

However, for device-independent protocols (where C is
usually not trivial), it is less clear whether Lemma V.1 or V.2
is better (of course, ideally one would obtain the tightest
bound by directly computing the divergence-based formula
in Theorem V.1, but that expression is more complicated).
We discuss this point further in the next section, after first
explaining the concept of infrequent-sampling channels.

Remark V.4. When using the above bounds (especially
Lemma V.2), a point to keep in mind is that unlike
the von Neumann entropy, the Rényi entropy for a > 1
is not concave. Hence, for a state of the form v =

>_. p(2)y);, in general, we would have H,(SC|CEE), #
> p(Z)Ha(SC_’](fEE)D‘Z, and in fact, we cannot even say

that it is lower bounded by p(z)HO((SC_’|CA’EE)D‘Z for

arbitrary z (unless we have additional properties of that
z value). In particular, this result creates some inconven-
iences in analyzing infrequent-sampling channels (defined
below) since it is harder to break up the entropy into test
and generation “contributions.” However, in some situa-
tions, Fact II.2 can be used to work around this issue,
possibly by introducing a conditioning register, if neces-
sary, that “labels” the states in the mixture [note, however,
that the resulting lower bounds would not simply be
“linear” expressions like . p(z)Ha(SC_‘|CA‘EE)y‘7].

We now elaborate further on two other topics of impor-
tance for applications, namely, how to handle protocols with
“infrequent sampling” and a caveat regarding the convexity
of the various relaxed lower bounds we presented.

1. Infrequent-sampling channels

In most applications of entropy accumulation, M has the
structure of an “infrequent-sampling channel” as defined
in Ref. [2]:
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Definition V.2. A channel M with some classical
registers C C in its output is said to be an infrequent-
sampling channel if there is a constant test probability value
y € (0, 1) such that

M = (1= p)MED 4y e, (91)

for some generation and test channels M&" and M,
where M satisfies the property that it always sets
(C,€) = (L, L) for some special symbol L, while
Mt never sets (C,C) = (L, L).

Note that this channel structure is equivalent to saying that
ME is implemented with probability 1 — y and M"* with
probability y. With this interpretation, the term generation
rounds (respectively, test rounds) is often used to refer to
the rounds in which M3™" (respectively, M) was imple-
mented. We highlight that in Theorem V.1, if all the GEATT
channels M are infrequent-sampling channels with the
same y, then their convex range also retains that structure, in
the sense that every state in it has the form (1 — y)u&"+
y, where V&2 (L, L) =1 and /&%4(L, L)=0. In
addition, we can always construct the channel M in that
theorem such that it is an infrequent-sampling channel with
the same y, for instance, via Lemma D.1.

For infrequent-sampling channels, if we only keep the
“generation component” in the linear combination of
entropies, we obtain a simple lower bound whenever S
is classical (so that the entropies are non-negative):

o
Vi1

Y. a(EOH(SIEE), > q(L L)H4(S|EE)

~ A @
cte supp(véé)

(92)

Importantly, the above bound is an equality for any protocol
in which S is set to some fixed trivial value in test rounds, or
any protocol in which C or € contains a copy of S in test
rounds (e.g., if the test-round data include the raw “fine-
grained” data, instead of a “coarse-grained” version such as
phase error rate or Clauser-Horne-Shimony-Holt (CHSH)
winning frequency) since for such protocols we have
H,;(S|EE)VW = 0 for any ¢ ¢ values other than 1L L. In

particular, this is often the case in device-dependent
protocols of practical interest [11], in order to simplify
the public announcement structure. Recalling also that for
such protocols the C register can usually be taken to be
trivial [21]—so the Lemma V.1 bound is tight as well—we
can conclude that, in such scenarios, we have the simpler
formulation

1
,’lé = inf inf (A—ID(q|

v2) +q(L)H4(S|EE),. ),
it ot (LDlalve) + (LS M)

(93)

with the objective function being jointly convex in ¢ and .
If needed, we could even further simplify it with the
methods discussed above by replacing the ¢( L) factor
with some lower bound ¢™"( L) induced by Sq or
converting to von Neumann entropy with Eq. (86).

A drawback of the Lemma V.1 bound is that for device-
independent security proofs, the C register is usually not
trivial [18,29,36,46]. Then, as mentioned above, if C
contains a copy of § in test rounds, then Eq. (92) becomes
an equality, which implies that in such scenarios, the
Lemma V.1 bound loses all the “test-round entropy con-
tributions” [62]. In DI security proofs, preserving these
contributions in the entropy-accumulation part of the
security proof usually yields slight improvements in the
finite-size key rates [29,36], so the Lemma V.1 bound is
suboptimal in that respect. One could retain these contri-
butions by using Lemma V.2 instead, but as discussed
above, the resulting loss in the Rényi parameters is non-
trivial, roughly doubling some finite-size effects. The
question of which lemma yields better results in a given
scenario may have to be resolved on a case-by-case basis
(as an initial impression, it seems likely that Lemma V.1
will be better in many cases due to the better Rényi
parameters, except that if the test probability y is large,
it could be worse because the “lost” test-round contribu-
tion is larger in that case). We discuss this slightly further
in Sec. VIIC.

In summary, if we are considering a security proof where
the C registers are trivial, then the Lemma V.1 bound is
tight and should be simpler to analyze than Theorem V.1.
Otherwise, in principle, one should use the divergence-
based formulas in Theorem V.1 itself to obtain the best
finite-size key rates, while Lemmas V.1 and V.2 should be
considered as simpler but slightly suboptimal alternatives.
In a companion work [63], we show that directly tackling
the Theorem V.1 formula is possible in theory for some
DI scenarios, by applying recently developed variational
formulas for Rényi divergence (though the resulting SDPs
become very large if we keep all the terms in the sum
over ¢ ¢).

For infrequent-sampling channels, we can also rewrite
the D(q|pZ.) term in various ways to more clearly

highlight its dependencies on y and improve numerical
stability at small y. In the first approach, ordering the
distributions q and Vg ¢ such that the first component is the

L 1 probability, note that they can always be expressed in

the form
-y -y
i G O
7qq WCC

where y,:=1-¢(L L), and § and P¢ . are normalized
distributions (computed by dropping the first components

from q and Vee and then dividing by y, and y, respectively).
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Then, we can write an expression in which the dependency
on y, and y is made more explicit:

D(q»¢ ;)
1 _},q O/ A yqé(c_é)
= (1 =ry)log— "+ 744(¢ ¢)log———
BRARFYut yvr(eé)
-7 v 1
= (1 - }/q) IOg 1 _;+]/q 10g7q+qu(qHVCé)

= D(r[s) +7,D(q17¢ )

1 - 1-
where r:( Vq)’ s:( y). (95)
Yq 4

However, this expression may still be inconvenient for
numerical work because the relation between q and q is
nonlinear, making it harder to convert the constraint q € Sq to
a constraint on . For such applications, we instead recom-
mend the following approach: Consider a new variable

|

1
inf inf ——D(q||v% ) +
ot (a_l (all2,)

> alcom(sien), )

~ A @
cée supp(v(_,é)

g(L 1)
L= (%q\J_J_ > 56)

where qy | | simply means q with the g( L L) component
dropped. Thus, we can reparametrize D(q|[¢Z. ) in terms of t
and the normalized distribution ig ¢ from above:

D(q|[v¢s)
(L L
=1(L J_)log(lfy)—i—y

Since t [respectively, #*(¢ ¢)] is an affine function of ¢
[respectively, v (¢ ¢)], this formulation automatically pre-
serves all convexity properties, [64] and it is easy to convert
the constraint q €S, to a constraint that t is in some
other convex set Sj, (basically, Sqg with some components
“rescaled”). This approach yields reparametrizations such as

(L L (L L c ¢
— inf inf ((A )log ( +-1 1(c¢) (CC)
teS,wes_(9) \ a—1 l—y a-1,47, (¢é)
+1(L L)HG(S|EE),, +7 Y 1(c @)H&(S|EE)I,,1_>. (98)
|L L FeEL L lce
| _ A
This convex optimization should be more numerically Hii (STCHCLE,)
stable at small y because all components in t and y =5
P (¢ ¢) have comparable orders of magnitude, independent > inf inf ( —7 D(q||#2 )
qedowes_(0) a-1

of y (apart from an “indirect” dependency in that their
optimal values change as y changes).

The first expression in Eq. (95) has the advantage of
being more intuitive for theoretical analysis; for instance,
it lets us verify that we can choose y to scale the same
way as described in Ref. [2]. Specifically, suppose, for
simplicity, that q € Sq implies that y -6, <y, <y + 9,
and qe S, for some constants 6, and &, and some set

Sq. so we can relax the infimum over q €S, to an
infimum over y, and q satisfying those constraints. In
addition, we can drop the D(r||s) term as it is non-
negative. Then, we obtain bounds on smooth min-entropy
of the form

+(1-y- 5’7)H(S|EE)W“)n —(a-1)

9, a

log?(1 4 2dim(SC))n —

log—. (99)

a—1

If we now pick a=1 +®(\/}//7) where the implied
constants depend only on dim(SC), &, and pq, then we
have @ = 1 + @(\/y/—n) as well. Let us also suppose, for
simplicity, that 6, and 5;, can be chosen such that [65]
they become smaller than, say, y/2 at sufficiently large n.
Then, the above bound simplifies to
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I-Iﬁnm(Sqlel1 |(Aj’l1En)pK2

n
> inf inf _sael M \palipe .
GIES‘Q(HES:(Q) <(y 7) ( > (qH CC)

n

=y =HGIE), )n-o(7m -0( /")

}/
> inf inf (O(\/yn)D(q|[P% .

+ (1 - 1.5y)H(S|EE)DT,u n— @(\/g) :

where the second inequality holds at sufficiently large n

such that 57, 5;, < y/2, and we trivially upper bounded the

O(,/yn) term by ©(y/n/y). Thus, similarly to Ref. [2]
we observe that if we pick the scaling of y with n to be
any function that goes to zero more slowly than 1/n, then
the ©(y/n/y) term grows more slowly than ©(n);
furthermore, the ®(,/yn) prefactor on the KL divergence
“penalty” term will increase with n. Hence, for any such
scaling of y with n, we would have the same limiting
behavior as the IID case:

(100)

1 _ A -
o opge neon|on :
’}LrgnHmm(S]Cl ICTE ), 2 ,,,elgljg)H(ﬂEE)”TlJ (101)
sti” €8g

Note that just as in Ref. [2], there are some technical
issues if we take exactly y = k/n for some constant k
(basically, the expected number of test rounds). In
particular, this approach causes some difficulties with
the assumption that §,,8, < y/2 at large n; furthermore,
even if that issue were resolved, we would end up with a
slightly but strictly worse bound, similar to that observed
in Ref. [2]:

1 .
lim — A7, (STCH[CTE,)

n—oo 1 Pl

> inf inf <®(\/E)D(<”1I

qeSqwes_(0)

(%))

which could be arbitrarily close to Eq. (101) by picking
large enough k but will not be equal to it.

¥ ) + H(S|EE)

»
Yii

(102)

2. Convexity of relaxed lower bounds

Note that while we have proven the convexity of various
expressions in Theorem V.1 and Lemmas V.1 and V.2, these
convexity properties might not be preserved when applying
the lower bounds we described above. If such properties are
required for numerical techniques to tackle the resulting
optimizations, one would need to separately prove that

they hold, which may or may not be straightforward (while,
in many cases, the objective functions are clearly convex in
the individual variables, showing that joint convexity holds
is more subtle). For instance, if we convert the Lemma V.1
bound to von Neumann entropy with Eq. (86) and keep
only the “generation component” as in Eq. (92), we would
need to consider the convexity of ¢( L L )H(S|EE)

[66]. Note that the H (S|EE)VTL

@ by Remark IV.2 applied to the M channel in Eq. (91)
[a subtlety is that we need to use the fact that the test
probability y is a fixed constant in Eq. (91)], so if, e.g.,
we replace the g(L L) term with some fixed lower
bound ¢™"( L 1) induced by So, we obtain a convex
optimization.

However, the last replacement can potentially be avoided
by a somewhat subtle argument. First, following the
techniques in Ref. [52] for device-dependent QKD, one
can construct CP linear maps Z and G determined by M&",
such that H(S|EE)DL = D(G[w]||Z o G[w]) [67]. This is

convex on the set of positive semidefinite (not necessarily
normalized) @ by the convexity of Umegaki diver-
gence under the definition in Eq. (16) we used—see
Chapter 4.1.2, Property (IXb) in Ref. [30]. In addition,
under that definition, we see that a “scale-invariance”
property D(Glw/1]| 2 o Glo/1]) = D(Gla]| Z > Glw]) holds
for any 7 > O (recalling that Z and G are linear). We now
use the fact that for any convex function f(w), its
perspective function g(w, 1) == tf (w/t) (for t > 0) is jointly
convex in w and t (see Chapter 3.2.6 of Ref. [26]).
Therefore, if f is any convex function with a scale-
invariance property f(w/t) = f(w), we can see that
tf(w) = tf(w/t) = g(w, t) is jointly convex in @ and 7.
Hence, we conclude that g( L L )D(G[w]||Z o G[w]) is, in
fact, jointly convex in ¢( L L ) and w. On the other hand, it
is less clear how to generalize this argument to a linear
combination such as » -, ¢(¢ cA)H(S\EE)Uﬁ[_; we leave this

Wi
term by itself is convex in
L

issue to be resolved in future work if necessary.

Similar considerations apply to the formula in Eq. (95)
for the KL divergence term D(q|[¢{ »). However, as noted
there, we again recommend that numerical work should be
based on the formula in Eq. (97) instead, which automati-
cally preserves all convexity properties.

C. Proof of Theorem V.1

We first derive a straightforward consequence of
Corollary IV.1. This result may be of some use in its
own right (note that it does not require the convexity
condition on Sq in Theorem V.1), though it is more or less
just a specialization of the Corollary IV.1 bound.

Corollary V.1. Consider the same conditions and nota-
tion as in Theorem V.1, except without requiring that S, is

convex. Then, for any QES f on C C, we have
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o 1
HY(S1CI|CIE,),, > inf inf (HL(SC|CEE), +f - q)n—a 110g%
o 1
= inf inf (H.(SC|CEE),+f -q)n— log— 103
Jof it <Q)( 4(SC|CEE), q) p— 1 g (103)

where f denotes the function f viewed equivalently as a tuple in RICxC, Furthermore, in the second line, H‘g(SC_‘ |C’EE )y 18
convex in w, and hence the objective function in the infimum is jointly convex in @ and q.

Proof. Simply set all the QESs f et in the Corollary IV.1 statement to be equal to f. Then, the bound in Eq. (76)
becomes

HY(S1CI|CIE,),, > E?fcf?‘igé JZ"; (f(e;¢)) + Dingg(SjCﬂéjEjE)y) - i 1 10gpl—g
— L_nrr}lm C_éz éf(cc )freqz e (€ E)n + ]Zn;yiggj HL(S;C;|CE,E), — ai 1logpl—Q
> inf £ qn+2 inf Hf(s C/|C,E;E), —af llogé
> inf inf (HL(SC|CEE), + f - q)n — o logpl—Q (104)

where in the second line we rewrite the sum of f(¢;¢;) values in terms of the frequency distribution freqznen, the third line

holds by expressing the minimization over ¢}¢/ € Q as an minimization over its induced frequency distributions and then
relaxing the domain to Sq, (using the first condition on Sg), and the fourth line follows simply from the fact that every state
v €Z; also lies in the convex range X by definition. (It may be worth noting that the third line is a valid bound even without
introducing the convex range, so it may be of some potential use in contexts where the channels are not all basically the
same, though, in that case, it also seems suboptimal to choose all the QESs equal.)

The second line in Eq. (103) follows straightforwardly from Lemma IV.8; from that lemma, we also know that
H!(SC|CEE),, is convex in w as claimed since @ > 1 given a > 1. "

Next, we derive a lemma that is an essential tool in the subsequent calculations. It is based on the concept of (Legendre-
Fenchel) convex conjugates [26]:

Definition V.3. (Convex conjugate) For a function F:D — R U {—c0, +00} where D is a convex subset of R¥, its convex
conjugate is the function F*: R¥ - R U {—c0, +c0} given by

F*(y) = sup (x -y — F(x)). (105)

xeD

Under this definition, we show the following result. The proof is a routine but somewhat lengthy calculation; we hence
defer it to Appendix B. . . . B .
Lemma V.3. Considerany a € (1, o0) andany p € S_(QQ’'C C) such that C and C are classical with alphabets C and C. Then,

letting P, denote the set of probability distributions on C x C, the pair of functions (Gyp. Gy p) On RIC defined as

Go,(f) = —HL(QC|CQ),.

2iD@Alpce) = X MEé)Du(pognc ne) ifAEP:;
G ,(A) = ¢é esuppl(pce) (106)
+o0 otherwise,

are convex functions that are convex conjugates to each other, where in the G, , formula we recall that any tuple f € RICxC g
equivalent to a QES on C C, and in the G% » formula, we recall that p ~ denotes the distribution induced by p on CC[68].

We now have the tools required to obtain Theorem V.1 by proving this final key lemma. Note that for this lemma to be
nonvacuous, it is important that there indeed exists a channel M satisfying the required conditions so that we can define v*
as in Eq. (79). Hence, we again highlight that we can indeed give an explicit construction of this channel; see Lemma D.1.
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Lemma V.4. Consider the same conditions and notation
as in Corollary V.1. Let r4(f) denote the value of the
infimum in the second line of Eq. (103) as a function of the
QES f, ie.,

rg(f) = inf inf (HL(SC|CEE),, +f-q). (107)
qE€Sq weS_(Q)

Then, the optimization problem

supr4(f) (108)
f

is the Lagrange dual problem [69] of the constrained
optimization

1
inf inf inf | ——D(A||v% .
quQ/le[P’Céwes(Q)<OA!—] ( H CC)

cte supp(p‘gé)

st. q—A=0,

A(¢ E)Dg(

)
Vseince

Iy ® D%)EACA)>
(109)

in which the objective function is jointly convex in A and @
(and q, trivially), with P denoting the set of probability
distributions on C C.

Furthermore, if S is convex, the values of Eqs. (108)
and (109) are equal.

Before giving its proof, we present two critical conse-
quences of this lemma. First, observe that the [70] best
choice of f in Corollary V.1 is exactly the same thing as the
optimal f in the optimization in Eq. (108). The above
lemma gives us a method to find this f, even in situations
where So does not satisfy the convexity condition in
Theorem V.1, by computing or approximating the optimal
dual solution to Eq. (109) (see Refs. [5,11] for possible
numerical approaches)—this approach can be used as a
substitute for Theorem V.1 in such circumstances. [In
addition, if the Rényi divergence terms in Eq. (109) are
difficult to handle, then we can slightly relax the optimi-
zation using the steps in the subsequent Lemma V.1 and V.2
proofs to obtain versions with only Rényi conditional
entropies; it seems reasonable to assume the dual solutions
for such versions will not be far from the optimal f.]
However, we must stress that in such a scenario, we do
not have a guarantee that the values of the optimizations
in Egs. (108) and (109) are equal. Hence, it would be
important to actually substitute the final choice of f into
Corollary V.1 and compute the resulting value; it is not safe
to assume we can obtain a valid lower bound simply by
evaluating the optimization in Eq. (109) on its own. [Note
that while weak duality [26] always holds for Lagrange
dual problems, it would be the statement that Eq. (108) is a
lower bound on Eq. (109), which is the wrong inequality

direction for trying to lower bound HJ}(S"C"|CIE,) pa)

The second important consequence is for the case where
Sq is indeed convex because, in that case, it immediately
yields the desired proof of Theorem V.1. Specifically, we
simply need to optimize the Corollary V.1V.1 bound over
all f, which gives

a

1
log—,
a—1 Pa

Hy(SCHICIE,),, > (Stflpra(f))n - (110)

and set &, equal to the value of the supremum over f, i.e.,
precisely the value of the optimization in Eq. (108). Then,
given S is convex, Lemma V.4 tells us that £, is also equal
to the value of the optimization in Eq. (109), i.e., basically
that strong duality [26] holds (in the sense that the dual
problems have the same value, though not necessarily in the
sense that the optimum in either problem is obtained; we
discuss this later at the end of the Lemma V.4 proof). By
simply substituting the constraint in Eq. (109) into the
objective, we see that it simplifies to the desired expression
in Eq. (79) for hg, with the claimed convexity properties.

Technically, to complete the proof of Theorem V.1, there
is one last step: showing that Eq. (79) matches the
preceding expression in Eq. (78). This step is a straightfor-
ward data-processing argument, albeit slightly tedious.
First, clearly the former is lower bounded by the latter
since (for each q) every feasible point wg of the former
yields a feasible point of the latter by setting v = v”. For
the reverse bound, take any feasible point v € X in Eq. (78),
ie., v = M]wgp| for some @, . Then, the reduced state
wy, is a feasible point of Eq. (79) with an objective value
that is no larger, by a standard data-processing argument, as
follows. Since Pur(w,) is a purification of @, there exists

some channel £ on E such that w ; = E[Pur(wg)]. This
channel £ commutes with M, so by applying M on both

sides, we see that v = £[v”]. Since £ does not act on C C,
from this relation, we obtain vgp = 2 . (by tracing out
everything other than C C) and also v,:s = E[?,,] (i.e., €
commutes with taking partial trace on the C C registers).
Therefore, we have D(q|[vz¢) = D(q[p¢ ), and also for
any ¢ ¢ €supp(¥s¢), we have

= Dy(Vsgincellls ® vegne)
= =Da(ElVgpz,c oIl ® g, )

Z _D&(V?EE/\EéH]IS ® ygﬁAé)’

(111)

by the data-processing property for Rényi divergences
(Fact 11.1), which yields the desired result.

We highlight that, in our above analysis proving
Theorem V.1 from Corollary V.1 and Lemma V.4, every-
thing is an equality; i.e., there is no loss of tightness in
using Theorem V.1 (when Sq, is convex) as compared to the
Corollary V.1 bound optimized over all choices of f.
Hence, there seems to be few remaining ways in which
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Theorem V.1 could be sharpened; we return to this point in
more detail in Sec. VIL

Remark V.5. Lemma V.4 also suggests heuristic proce-
dures for choosing QESs to use in variable-length protocols
as described in Sec. IV C. For instance, if we simply want
to use the same QES f for every round, then it seems likely
that the optimal dual solution to Eq. (109) (with S being a
singleton set containing only the honest behavior or
perhaps some 6 neighborhood of it) should yield a good
choice of f, though we do not attempt to prove this here. It
also suggests an approach for the broader possibility of
adaptive choices of QESs f & et in the manner described

in Sec. IV C. Specifically, for each j at which we want to
“update” the QES choice, we could consider the preceding
rounds and use them to compute a loose estimate q°* of the
upcoming behavior of the device (via any suitable physical
and/or statistical model); then, we could take f ERlE to

be the dual solution of the constrained optimization in
Eq. (109), with Sq being the singleton set {q**'} (or some
small 6 neighborhood around it, perhaps chosen according
to the number of remaining rounds). This idea is currently
highly heuristic, and we do not have an analysis of whether
it gives reasonable performance; however, it seems like a
plausible approach in light of the properties we have
derived above.

We now conclude by presenting the proof of Lemma V.4,
which basically consists of a sequence of convex-analysis
transformations.

Proof.  Following Lemma V.3, we  write
HL(SC|CEE),, = =G,.(f) (identifying the registers Q
and Q' in that lemma with S and EE here, respectively). We
can now rewrite r4(f) as follows:

re(f)= inf inf (=G4 (f)+f-q)
4€SaweS_(0) ’
= inf inf (= sup (A-f-Gj,.(4))+f-q)

9€S0weS_(0)  AePq¢

ot Aé%fé 5~mel;1:f( o (Giw(A) +(q=24)-f), (112)
where in the second line we invoked Lemma V.3—
specifically, the fact that G is itself the convex conjugate
of Gy . and the fact that G . is infinite outside of Pg .
Now, with the last line in this formula for r4(f), by noting
that the G} ,.(A) term is entirely independent of f and
filling in its definition in Eq. (106), we see that the
maximization problem in Eq. (108) is precisely the
Lagrange dual problem of the constrained optimization
in Eq. (109), as claimed.

Turning to the case where Sq is convex, we basically
want to prove that strong duality holds under that condi-
tion. First, recall that, as mentioned in Corollary V.1, the
quantity H,(SC|CEE),» = =G, (f) is convex in w. Com-
bined with the Legendre-conjugate formula in Eq. (B14),

*

this finding implies that G .. (4) is jointly convex in A and
o since it is a supremum over a family of functions A - f —
G~ (f) that are each jointly convex in A and w. Thus, the
objective function in Eq. (109) is jointly convex in 4 and @
(and q, trivially), and the constraints are affine; therefore,
we can apply strong duality theorems from convex opti-
mization theory.

However, the well-known Slater condition does not
exactly yield the result we claim here because it would
require some strict-feasibility conditions on Sg [and
there are further subtleties because the D(q|[p¢ ) term

1s sometimes infinite, which affects the definition of strict
feasibility for w]. To avoid this issue, we instead use the
Clark-Duffin condition [55], which states that strong
duality holds when the objective and constraints are
continuous convex functions on a closed convex domain
(in a normed [71] space) and the feasible set is bounded.

We first note that we can take the purifying function Pur
to be continuous without loss of generality, [72] which
implies that the mapping w — v is continuous since M is
just a linear map. In turn, this implies G; . (4) is continuous
with respect to (4, @) [in an extended-real sense, accounting
for the D(A[[v ) term]. There is a subtlety regarding the

> ce € supp(s,.) MCO)D4 (VS pzollls ® Vg ) term: While
we have previously shown that all terms in the sum are finite
[which ensures each individual term is continuous in (4, )],

there might appear to be issues caused by the change
of summation domain whenever supp(vg C) changes. To

address this problem, we note that this change of support can
only happen at points with /2 6(5 ¢) = 0 for one or more ¢ é;
however, for such points, we either have that the correspond-
ing A(¢ ¢) terms are also zero (which ensures that the sum
changes ‘“continuously” at such points), or we have
D(A|[vg ) = +oo and thus G . (4) = +oo (which suffices
to ensure continuity in an extended-real sense) [73]. Now,

since G o (A) is independent of q, we trivially obtain

continuity over all (q, A, ) EPz¢ X Pgg x S_(Q) as well.

With this result in mind, we suppose Sq is closed,
without loss of generality, because the objective and
constraints in Eq. (109) [and similarly, the objective in
the last line of Eq. (112)] are continuous over all
(q, 4, @) EPz e x Pz e x S_(Q), which allows us to freely
switch between an infimum over Sq and an infimum over
its closure without changing any optimal values. Then, the
optimization domain Sg x Pge x S_(Q) is a compact
convex set (under the finite-dimensionality assumption),
and the feasible set in Eq. (109) is certainly a bounded set as
well since it is a subset of the domain. Now, we can finally
apply the Clark-Duffin condition to state that strong duality
holds, yielding the desired result.

In closing, we first note that instead of the Clark-Duffin
condition, our above arguments could also allow us to
apply Sion’s minimax theorem to exchange the optimiza-
tions in the last line of Eq. (112) (since the minimization
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domain is compact, not just the feasible set), which yields
the same final result. In fact, Sion’s minimax theorem gives
us a slightly more “direct” alternative proof that Egs. (108)
and (109) are equal (though this would forgo the claims
regarding Lagrange duality, which might be useful for
numerical algorithms):

suprg(f) = sup inf  inf (-Gge(f) +£f-q)
f f 4€SowesS_(0)

= inf inf sup(—Gy.(f)+f-q)
4€So weS_(0) £ ’
= inf inf G} ,.(q). (113)

4E€So weS_(0)

where the second line follows from Sion’s minimax
theorem and the last line holds by the definition of convex
conjugates. In addition, we highlight the fact that, while we
have proven strong duality between the optimizations in
Egs. (108) and (109) in the sense that they have the same
value, our above proof does not immediately yield more
stringent versions of strong duality such as dual attainment
because the Clark-Duffin condition (unlike Slater’s con-
dition) does not ensure dual attainment. In fact, from the
geometric interpretation of Slater’s condition [26], we can
see that the dual might not genuinely be attained in some
“boundary” scenarios. For instance, in the BB84 protocol
we discuss later in Sec. VII B, if we choose the “threshold
value” Quesn to be exactly zero when defining Sqo in
Eq. (132) (ignoring the practical issues with such an accept
condition since, in that case, Sq consists only of a single
point), then from the fact that the “rate bound” in Eq. (135)
has an infinite derivative at v4(1) = 0, it can be argued that
the corresponding dual is not attained. We leave a more
extensive analysis of such aspects for future work, if it
should become important.

Furthermore, while it is true that in our above proof we
relied on the finite-dimensionality assumption (to claim
that the domain is compact), we believe that this should be
removable in at least some situations. In Appendix C, we
present a modification of the above proof that “isolates”
these dependencies to improve the prospect of removing
them, as well as an alternative proof based on Slater’s
condition that does not require the finite-dimensionality
assumption but instead requires additional (though easily
satisfied) conditions on Sg,. =

The proofs of the simplified bounds in Lemmas V.1 and
V.2 are very similar, except with some looser inequalities to
obtain simpler results; we defer them to Appendix B.

VI. VARIANTS
A. Original EAT

In this section, we show that if we impose the Markov
conditions from the original EAT in Ref. [1], we can (as
expected) avoid the change of Rényi parameters a — @&
arising from the GEAT, resulting in a bound that is

genuinely identical in form to the QEF chaining property
in Ref. [18] (albeit still slightly generalized to allow an S
register as discussed in Remark IV.1). Because of the
relation in Eq. (64), this improvement in Rényi parameters
is unlikely to make much difference if « is close to 1;
however, it might perhaps be useful if for some reason the
security proof necessarily involves a far from 1.

Strictly speaking, the original EAT, the QEF analysis,
and the GEAT differ in a subtle technical fashion regarding
the scope of their constraints: The original EAT imposes the
Markov condition only on the final state, the QEF analysis
imposes it over a class of models, and the GEAT imposes
the NS condition at the level of the channels. Thus, it is
slightly difficult to make a strict comparison between their
conditions; however, it seems likely that the GEAT con-
ditions are still the least restrictive in most applications. In
presenting the following lemma, we simply use the original
EAT and impose the Markov condition on the state rather
than the channels.

Lemma VI 1. Let PsienenE be a state of the form p =

M, 0...o M,[a) ] for some initial state w” € S_ (RoE)
and some channels M Ri.; = S T]RJC]C] such that the

output registers C jé ; are always classical (for any input
state). Suppose that for each j, p satisfies the Markov
condition
1(s7'C 6T TR, =0, (114)
ie., S{_IC{_I <~ T{_ICA’{_IEQ Tjéj forms a Markov
chain. Then, Theorems IV.1 and V.1, Corollaries IV.1
and V.1, and Lemmas V.1-V.4 all hold with the following
minor modifications:
(i) Replace @ with a throughout, and allow a € (1, )
instead of @€ (1,2).

(i) Omit the condition that {M;}},
channels.

(iii) Replace the registers with suitable counter-
parts, e.g., H(SICICIE,) - H(STC|CITIE),
H(S;C;|C,EE) - H(S,C;|C,T;E), W(SC|CEE) -
H(SC|CTE), and so on, where H denotes any type
of entropy.

Proof. We construct new channels N j the same way
as the Theorem IV.1 proof, except that we also have

are GEATT

them output an extra copy of @j in a register C‘j.
Since the channels M; in this case have the form

M;: Ri_y = S;T,R;C; C;, we end up with channels

ittt
Nj: R GV = D,C,8,T,C,R, U Again writing
p=N,o...oN [, this is a state on registers

_____

D"S"T”Cl C1 C{C'E that is an extension of the state p
in this lemma statement. We now show that the state
produced by each channel N ; satisfies the following
Markov condition:
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K(SE DI T T E T ), =0, (115)

For this purpose, we first use the chain rule for conditional
mutual information (Proposition 7.7 of Ref. [74]) to obtain

1S 6 DI 6T T ),
=1 DTG T ETE),
= 1(S7'C7 T T ETE),
+ (DT Cyls e T CT ),
= 1(D]":1;C)|s{ ¢ T ¢ E),
=0, (116)

where the second line holds since C‘{_l = C{_l and

le_l = C{_l. The third line is due to the chain rule for
conditional mutual information, the fourth line follows
from the Markov condition in Eq. (114), and the last line
holds by noting that D{_] is produced from C{_l C{_l . Thus,
we conclude that this extended p satisfies the Markov
condition. We now apply Corollary 3.5 of Ref. [1] by
identifying the registers A;A,B;B,R in that corollary with
the registers here as follows:

i) A, < D'C's

(i) A; < DJCJS]

i) B, < ¢ '1]7'E.

(iv) By < C/T;.

() R< R,_,C\C).
With this identification, for each j, we obtain

Ho(D{S|CICITIE),

i—1 oj—1 Fj—1) A= j—1 A
> H,(D{'s{7' GG T E),

+ y,irele}Ha(DijéjﬁjT{E)y/- (117)
Applying this formula for every j, we obtain
H,(D]S|C]|EITIE),
> Zylgg Ho(D;S;C,|C;TIE),.  (118)

Recall that, by definition of N j» the state v/ contains

registers C{ C’1 even though they do not appear in entropies
in the above expression. Therefore, we can apply the same
argument as the bound in Eq. (B6) in the Theorem IV.1

proof, lower bounding the H,(D;S C |C T) 'E),
conditioning on C]' ¢/~ and takmg the worst-case value.

term by

Moreover, since C and C are just copies of C and C,

respectively (in particular, ch | =C" and Cl =

arrive at

o), we

H,(D}SiCh|CITHE),
> inf min H,(D;S;C,|C;T|E),

yez’ —f lA/l

(119)

‘(j 1, { 1
Thus, we carry out the remainder of all the proofs in the
same way since none of the subsequent steps requires the
NS condition of GEATT channels. [

B. Tensor-power channels

Here, we briefly summarize some results from Ref. [17]
and then explain how our methods can be applied to their
results. We begin by summarizing the original definition of
f-weighted Rényi entropies, which were introduced in that

work, based on H(Tl rather than H,. (As mentioned in
Remark I'V.1, a QES is basically the same as what Ref. [17]
calls a “tradeoff function,” up to a technicality about a
“normalization” condition. We highlight that a tradeoff
function in their terminology is not the same as a min-
tradeoff function in the original EAT or GEAT, so those
terms should not be conflated, though there are some
analogies that can be drawn between them.) We also remark
that, here, we extend the definition to cover the @ = oo case
because, unlike the case of H/, entropies, this a value might
potentially be useful in the following results, as they would

then involve HL, rather than H « (the former is usually more
well behaved).

Definition VI.1. (Hg W entropies) Let p€S_(CQQ') be a
state where C is classical with alphabet C, and consider a
QES on C as in Definition IV.1 (taking the C register in that
definition to be trivial). Given such a QES f and a value
ae(0,1) U (1, ), we define

—f T
log (Zp C)2 “ +H” QlQ >/} )> ’

(120)

HY'(0CQ),=

where the sum is over all ¢ values such that p(¢) > 0. We
extend this definition to @ = oo by taking the @ — oo limit,
yielding

HY (0/CQ), = ~log <Zp QQ)m). (121)

Since for trivial C this solution matches our definition of

H{; entropies, except based on Hi instead of H,, we
intuitively have the following straightforward relation,
which may be of use in some situations (e.g., the appli-
cations of H‘é entropies discussed in Sec. IV C 1):
Lemma VI.2. Let peS_(CQQ’) be a state where C is
classical with alphabet C, and take any a &€ (0,1) U (1, o).
Then,
4(0ICQ),.

HY'(0CQ), > H (122)
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Proof. Extend the state with a read-and-prepare channel
as described in Lemma IV.1. Then, by analogous calcu-
lations [though simpler since we can just use Eq. (25)
rather than Eq. (23); note also that we exploit the fact that

H,(D), =H} (D)m[_], we obtain

Ple

HYL(DQICQ), =M +HL(0|CQ),.  (123)

Combining this solution with the existing result in Eq. (36)
in that lemma and the general relation Hi(DQ|CA'Q’ )p 2

H,(DQ|CQ") ,» We obtain the desired result. ]
As discussed in Eq. (3), for device-dependent PM-QKD
or EB-QKD, we usually consider states of the form p =
M®"[@°] for some suitable channel M, and the results in
Ref. [17] were hence tailored towards such states. With this
in mind, a key finding of Ref. [17] is the following critical
result (basically, Theorem IV.1 in this work is a version
of this result under the conditions of the GEAT instead),
which can be viewed as an “exact reduction to IID.” We
highlight that to obtain tight key-rate bounds from the
source-replacement technique for generic PM protocols,
one usually needs to impose a constraint on Alice’s reduced
state in the resulting EB protocol (see, e.g., Refs. [5,20,21]
for further discussion), which is why the results in Ref. [17]
and our subsequent theorems involve statements regarding
such constraints [75]—note that one can always obtain a
statement without reduced-state constraints as a special
case of these results, simply by setting A to be trivial.
Fact VI.I. (Reference [17]) Consider any state of

the form pg.enpup = M®" [ D ), for some channel

M:AB - SCT with classical C and some state
o’ € S_(AB!E) satisfying a) 1, = 0~ " for some fixed state

o;. Let X denote the set of all states of the form Mlw; &)
for some initial state @ € S_(A B E) satisfying w; = o,
with E being a purifying register for A B. Let f be any
QES on C (Definition VI.1), and define the following QES
on C}:

Fran(é4) Zf (é) (124)
Then, for any a € (1, o], we have
HY ™ (S71CiTHE), > ninszi’f(S|CA'TE)y. (125)
ve

We now note that given the above fact, we can build on it
using the methods in this work to obtain the following
result:

Theorem VII.
Psierme = ME" (o) Ok 2

SCT with classical C and some state w’€S_(AlB"E)

Consider any state of the form

for some channel M:AB —

satisfying ! o= a~

the set of all states of the form M w; 3 ;] for some initial
state w € S_(A BE) satisfying w; = o5, with E being a
purifying register for A B. Suppose, furthermore, that p is of
the form popjo + (1 = pa)pg for some pg € (0,1] and
normalized states Pl PG> and let So be a convex set of

" for some fixed state o 7. Let X denote

probability distributions on the alphabet C, such that for
all ¢f with nonzero probability in pyo, the frequency
distribution freqy lies in So. Let Pur be any purifying
function for A B onto E (Definition II1.3) and write * :=
M(Pur(wj 3)] for any w € S_(A B). Then, the following
bound holds for any a € (1, oo]:

N N 1
HL(ST|CITE), > nhl — log—,
a«(ST[CTT )p‘g—” 1 ngg
where hl = inf inf< D(q|lve)
qeSoreX\a —
£ Y a@nulisira,)
cesuppvc)
= inf inf (——D 2
qlélsﬂuelsn( Hl\a—1 (all)
S‘HJA A
T oo,
¢ € supp(v )

(126)

and the objective function in the last line is jointly
convex in @ and q. In the above, v, and vg denote the

distributions on C induced by the states ve and ug
[see Eq. (13)].

Just as in Theorem V.1, the set S, in the above theorem is
just a set containing all frequency distributions on CA"I’
“compatible with” Q, and the qualitative discussions in
Sec. V B are applicable for understanding and computing

the first-order term hi in the above bound.

Proof. Given that Fact VI.1 holds, the proof of Theorem
VL1 follows by exactly the same chain of arguments as the
previous sections: By suitably extending the state with a read-
and-prepare channel, from Fact VI.1, we obtain analogs of

Corollary IV.1 and Corollary V.1 (except with H}/ rather
than Hf; in the single-round terms); then, we apply the
convex-analysis transformations described in Sec. VC

[except that, since now we work with H i entropies rather

than HY, entropies, the “weights” in the log-mean-exponen-
tial follow Eq. (120) rather than Eq. (30), and hence we arrive
at a prefactor of [a/(a — 1)] rather than [1/(a — 1)] on the
“penalty term” in hhl. m

Note that by similar reasoning as in Remark V.5, the dual
of the optimization problem
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inf inf inf < D(A||p%)
qQESQAEPwes—(AB) \ A — C
S.l.(UA:O‘A"
+ Z (&)HL(S|TE),, >
¢esupp(v
s.t. q—l:O, (127)

for some suitable choice of Sq, should provide a good
choice of QES in Fact VI.1 for variable-length protocols.

We can again reformulate the bounds using either or
both Egs. (86) and (87) if desired, at the cost of the
same potential suboptimalities discussed in Remark V.3.
This process yields bounds such as

He (SICITIE,),,
> inf inf D(q|lv?
- qlgsg welsn(A )(0{—1 ( VC)
QI[FA (YA
+ Z é S|TE) >n_gcont(a)n
Lesuppt/’”)
9 1
— (128)
a-1 a-1 Po’

where g.., can be explicitly bounded as described below
Eq. (86), and we again have the same caveats regarding
convexity as in Sec. V B 2. We also note that if (starting
from Fact VI.1) instead of following the proof steps
described above, we follow the proof steps in one of the
various existing (G)EAT-with-testing proofs such as in
Refs. [1,2,4,46], then we would obtain exactly the same

as those

formulas in the final bounds on H} (S7|CIT"E) o

works. Thus, all (achievable) finite-size key rates computed
using the previous GEAT or EAT bounds are, in fact, also
valid under the Ref. [17] model, i.e., without the “single-
signal interaction” structure previously required for the
GEAT analysis.

One limitation of the results described in this section is
that they require the same measurement channel M and
reduced state ¢; in each round—a concern might be that, in
practical implementations, the measurements could differ
across rounds due to slight imperfections. To resolve this
issue, we would like to generalize Fact VI.1 to a bound of
the form

Hi'ff"“ (S” |C‘”T”E)M | OMQ... M

n [wo ]

>Z 1nf H(, /(8;|C,T;E),, (129)

analogous to Theorem IV.1 but with reduced-state con-
straints. We address this possibility in a follow-up work,
showing that such a bound indeed holds. It also allows us

to obtain better key rates in situations where we have
a priori knowledge of how the behavior differs across
rounds; moreover, via a further generalization to channels
applied in sequence (rather than tensor products), we can
even apply the various “adaptive” approaches described
in Sec. IV C.

VII. TIGHTNESS OF BOUNDS
AND NUMERICAL EXAMPLES

In this section, we only use heuristic numerical methods
when evaluating the various minimizations that appear in,
e.g., our lower bounds on /. Thus, strictly speaking, our
numerical results are not guaranteed to be certified lower
bounds on the key rates. However, in all examples in this
section, the minimizations we evaluate can be written using
at most three optimization variables, and they are convex in
all the individual variables; hence, we believe it is unlikely
that we have significantly overestimated the true key rates.

A. Remaining steps for improvement

An interesting feature of our Theorem V.1 proof is that
for Sq, satisfying the theorem conditions and a close to 1, it
seems there are not many steps that could be improved—
almost all the bounds are nearly saturated (simultaneously)
by IID states, except for the Lemma IV.9 bound and a
“relaxation” from Q to Su. We explicitly list them in order:
First, Theorem IV.1 is basically tight for IID states up to
the “higher-order” change @ — @, as discussed below
the theorem statement (moreover, this change is, in fact,
entirely avoided in all the variants presented in Sec. VI).
Next, to obtain Corollary IV.1, the only important bounds

we apply are [76] H, 1> H,, and Lemma IV.9; however, by a
converse bound H2__ > H) « (Corollary 4 in Ref. [77]), we

can conclude that the former is again basically tight up to a
higher-order change in Rényi parameters [since 2 —
(1/a) =1+ p+ O(u?) fora = 1 + pu]. We then simplified
this to the Corollary V.1 bound by focusing on the special
case where all QESs are the same in each round and
relaxing the minimization over Q to one over Sq; there is
perhaps some possibility that the former choice is not
optimal, but there do not seem to be obviously better
options for scenarios where all rounds are basically the
same. Finally, recall that in proceeding from Corollary V.1
(optimized over f) to Theorem V.1, all the remaining steps
hold with equality by Lemma V.4, so there is no loss of
tightness there. (Though when applying our result in a
security proof, perhaps there remains a question of how
tight the Rényi privacy amplification theorem is. Still, this
seems to be something of a distinct consideration, and we
leave it for separate work.)

Hence, it seems the largest potential source of subopti-
mality might be Lemma IV.9 and possibly the relaxation
from Q to So. This finding is consistent with some

041013-32



GENERALIZED RENYI ENTROPY ACCUMULATION THEOREM ...

PHYS. REV. X 15, 041013 (2025)

numerical observations we make in Remark VII.1, where it
seems one obtains significantly better bounds when choos-
ing the conditioning event to mostly only contain “typical
sequences” produced in the IID case rather than a more
coarse-grained version that includes other sequences [and
hence worsens the value of maxgumegHo(D), ., ]-

However, we highlight that, for such a choice of condition-
ing event, Lemma IV.9 would only be “loose up to
typicality” (in that it takes the worst-case value over the
typical set rather than some sort of average-case value),
which is still a fairly sharp bound, and it seems difficult to
improve it much further in the presence of finite-size
effects.

In light of this finding, we expect that Theorem V.1
should yield strictly better bounds than previous GEAT or
EAT results, which can be more rigorously formalized with
the following argument. First, note that if in Corollary V.1
we extend M with a read-and-prepare channel as described
in Lemma IV.1 (for Rényi parameter @), we have

ahon
p‘llcl

H!(SC|CEE), +f-q

= Hy(DSC|CEE), - M +f - q

= H;(DSC|CEE), — Z Hy(D), q(¢¢)
cé eCxC

> H;(DSC|CEE), - ) H,(D),,.q(¢¢),

éé eCxC

(130)

so the bound in that corollary is at least as good as

HY(S{CI|CYE,),,

> inf inf (Hd(DSC|C’EE)y

qESQUEX
. a 1
- Z H,(D), q(¢¢)|n— log—. (131)
R \ a—1 Pa
cé eCxC

This bound is the same as a bound that appears in the
middle of the GEAT-with-testing proof of Ref. [4] [spe-
cifically, Eq. (4.7) combined with the first two inequalities
in step (iii) on the following page; here, we present the
optimization domain with Sq instead of an event Q on
C_"f A’,’, but this is just a slight generalization], apart from a
technical issue that we have chosen the D register entropies
in a slightly different fashion, which should not make a
significant difference. However, recall that, in our proof of
Theorem V.1, we showed that the bound in that theorem is
exactly equal to the Corollary V.1 bound [which is slightly
tighter than Eq. (131)] with the best choice of f. Therefore,
the results in Ref. [4], which were obtained by proceeding
onwards from Eq. (131) but with some further relaxations,
should not yield a better bound than Theorem V.1.
Analogous results hold for the EAT bounds derived in,
e.g., Refs. [1,2,46].

B. BB84

As a preliminary example, we apply Theorem V.1 to
derive key rates for an entanglement-based implementation
of the BB84 protocol, as follows. In this protocol, the

registers S; store Alice’s “secret” data, and the registers ¢ j
store “public” data from test rounds, similar to our above
formulations; we design the protocol such that the C_’j
registers are trivial. Note that this is a “fully qubit” version
of the BB84 protocol (in order to compare to Refs. [6,7],
which studied the same protocol); i.e., Alice prepares
single-qubit states in each round, and Bob performs
single-qubit Pauli measurements—there are no photon
losses or dark counts. We address more realistic optical
BB84 protocols in a separate work, using techniques
developed in Ref. [11].

Protocol 1. EB-BB84 protocol outline.

1. Foreachround j€{1,2,...,n}, perform the following steps:
1.1 Alice and Bob each receive a qubit register. Then, via
public communication, with probability 1 — y (independently
in each round), they jointly declare that the round is a gen-
eration round; otherwise, it is a test round. Alice also inde-
pendently generates a uniformly random “symmetrization
bit” F/; € {0, 1} and publicly announces it.

1.2 If it is a generation round, they both measure in the Z
basis, XOR their outcomes with F';, and store the resulting
values in registers S; and S ; for Alice and Bob, respectively.
In addition, they jointly set ; = L.

1.3 If it is a test round, they both measure in the X basis,
XOR their outcomes with F; and publicly announce the
resulting values, and then jointly set C‘_,- = 0 if their
outcomes matched and € i = 1 otherwise. In addition, Alice
sets S; =0 and Bob sets Sj = test.

2. Perform an acceptance test, in which Alice and Bob abort if

freqs lies outside some predetermined set Sg.

3. Perform one-way error correction in which Alice sends Bob a
bitstring of length Agc, which he uses, together with 5‘1‘, to
produce a guess S for Alice’s string S'. Then, perform
error verification, in which Alice sends Bob a 2-universal
hash of S} (together with the choice of hash function), who
compares it with the hash of S&'*** and aborts if they do not
match.

4. If neither of the above steps aborted, produce final keys of
length ¢, by performing privacy amplification, in which
Alice chooses a 2-universal function {0, 1}" — {0, 1}/
and publicly announces it, and then Alice and Bob apply it to
ST and S&', respectively.

We defer to Refs. [6,21] for details on the error
correction and privacy amplification steps. There are many
modifications that can be made to the above outline (e.g.,
here, we have followed Sec. 3 of Ref. [6] and Protocol I of
Ref. [7] and allowed Alice and Bob to jointly decide the
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basis to measure in; however, for practical protocols, the
parties may need to independently choose measurement
bases, so the test or generation labeling is different; see
Refs. [5,11]), but we do not pursue these details further for
this example.

As our goal in this example is to provide some
comparison to the results in Ref. [6] (and an improved
finite-size analysis subsequently derived in Ref. [7]), we
proceed in analogy to those works and choose some
“QBER threshold” value Q,.q; then, we define the set
Sq to be [78]

SQ = {qe PC‘ QC‘(1> < ychresh}' (132)
Following those works, we do not include an in-depth
analysis of the required honest QBER value such that the
honest protocol accepts with high probability; we note,
however, in Remark VII.1 that a careful analysis of this
aspect can improve the key rates from our formulas for
actual protocol implementations. Furthermore, following
Refs. [6,7], we note that (without affecting any security
properties of the protocol, only the probability that it aborts
in the honest case), in the error-correction step, we can
plausibly use the choice

Agc = ~fEc(1 - 7)hbin(chresh)n’ (133)

where &g > 1 is a heuristically chosen value (see Figs. 1
and 2 for specific choices) that describes the finite-size
efficiency of the error-correction procedure, and the factor
of 1 —y accounts for the generation-round probability.
[Strictly speaking, one could, in fact, use the better value
Apc = fECH(Sj|Sj)honn = &ec(1 = 7)hpin(Onon)n,  Where
H(S;|S;)hon denotes the value in the honest implementa-
tion, rather than the threshold accept value; we avoid doing
so for a fairer comparison to Refs. [6,7]. We also gloss over
the subtlety that, here, S ; 1s not a binary random variable
since it is set to test with probability ¥, so existing results for
LDPCs may not immediately apply; besides, the above
formula is an approximate heuristic.]

Remark VII. 1. Some numerical experimenting indicates
that if we consider that there should be some honest I1ID
behavior of the protocol and Sg must be chosen to accept it
with high probability, then we find a rough trend that
Theorem V.1 seems to yield much tighter bounds if Sq is
instead chosen to constrain all the entries of q in a small
neighborhood of the honest behavior, i.e.,

So = {a€Plge(é) el ¥ ¢eC).  (134)
for some small intervals I, [even after accounting for the
fact that the resulting upper bound on g (1) must be looser
than the single-term version in Eq. (132) to achieve the
same bound on honest abort probability]. This finding
seems related to the observation that Lemma IV.9 is

0.7

0.6

0.5 A

Key rate

103 104 10° 106 107 108
Number of rounds (n)

FIG. 1. Key rates for EB-BB84 from our approach, for an
example with QBER threshold Qy,.qn = 0.025, error-correction
efficiency &gc = 1.1, and security parameter £ = 10710, The
brown, blue, and purple curves correspond to the key rates given
by the formulas in Eqgs. (138), (144), and (145), respectively,
where we used heuristic numerical methods to evaluate the (fairly
simple) minimizations in those formulas. For comparison, the
dashed red curve is the corresponding result from Fig. 7 of
Ref. [6] (based on smooth-entropy EURSs), and the black
horizontal line is the asymptotic rate. It can be seen that our
results are always an improvement over that work, except for the
case of the suboptimal formula in Eq. (138) at small n. We
highlight that the formula in Eq. (144) already performs better
everywhere despite also proceeding via a smooth min-entropy
bound (instead of Rényi privacy amplification); i.e., we genuinely
obtained a better bound on smooth min-entropy as compared to
Ref. [6]. The choices of Sq, Agc, and epsilon parameters we used
in our formulas are described in the main text. We roughly
optimized the choices of y and a by parametrizing them as y =
107 and @ = 1 4 107 and then taking the best result computed
in a grid of values over x€]0,2.5] and yé€logyv/n —
2,loggv/n+2] (the latter being motivated by the scaling
analysis at the end of Sec. VB 1); we leave a more refined
approach for future applications.

potentially the loosest step in our proof, and choosing
Sq such that it only “captures” the typical IID sequences

helps to reduce the value of max .. cg H,(D) pren there.
11

Furthermore, in such cases, we find that (denoting the
desired bound on honest abort probability as &°™, the
completeness parameter) it usually seems better to choose
the intervals I, such that each term causes an abort with
probability at most £°™/3 (i.e., we distribute the “abort-
probability contributions” evenly) rather than using the
same interval width for all terms. Note also that, while these
intervals can be simply chosen using, e.g., the Chernoff
bound, better results can be obtained by instead using the
binomial-distribution analysis described in Refs. [11,46]
(either by using built-in software functions that can
evaluate binomial-distribution tail bounds or relaxing

=N Aan
i
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FIG. 2. Similar to Fig. 1, except that the parameter choices are
Ouresh = 0.0451, g = 1.19, and £¢" = 107!°, and the dashed
red curve shows the corresponding data points from Ref. [7]
instead (which improved the finite-size analysis in Ref. [6]).
Here, there is no curve shown for our loosest bound in Eq. (138),
as we could not obtain positive key rates from it for the » values in
this range, consistent with the observation in Fig. 1 that it
performs less well at very small n. These results suggest that our
best bound on the smooth min-entropy itself [i.e., that used in
Eq. (144)] is still better than Ref. [7] at most n values, though the
advantage is not that large. However, in the end, we can achieve
much higher actual key rates by instead using the fully Rényi
formula in Eq. (145).

them to normal-distribution tail bounds as described
in Ref. [46]).

For the above protocol, we can construct GEATT
channels M; in the fashion described in Ref. [21], with
the E; register in each round storing all the side information
Eve collects and updates, including both her quantum side
information and the public announcements from each
round. These channels are infrequent-sampling channels
with the same y; hence, we can construct a suitable
infrequent-sampling channel M for use in Theorem V.1,
as discussed below Definition V.2. For this channel M, we
can apply an EUR for von Neumann entropy [79] to lower
bound H(S|EE)M for any v € X (i.e., any state that could
|

be produced by M ® idz). Specifically, if we let X, X
denote registers that store Alice and Bob’s symmetrized
[80] X-measurement outcomes conditioned on C # 1
(i.e., we are in the “test” component of the infrequent-
sampling channel), then

H(S|EE), >1-H(X|X)

Yo Yext
= 1=y (PrX #X][C# 1)
A(1
=1 _hbin<VC( )>v (135)
v
where H(X|X), = hyn(Pr[X #X]|C# L) holds because

the marginal distributions of X, X conditioned on C # L
are uniform; in the last step, we recall that Cissetto L
with probability 1 — y, and otherwise, it is set to 1 if and
only if X # X. Combined with Lemma B.9 of Ref. [1], we
find [note that, here, we have dim(S) =2 because we
designed the protocol such that S is still bit valued even in a
test round] V ae{1,1+ (1/[log(5)])},

ve(1)

HalSIEE),, 1= ho(*4) = @-D1og(5). (136

Again, one could instead use Corollary IV.2 of Ref. [2]
here for tighter but slightly more elaborate bounds; we omit
this for ease of presentation.

Without loss of generality, we can assume that once the n
measurement steps have been completed, Eve no longer
acts on her register £, (by replacing any operation she does
afterwards with its Stinespring isometry). Let p denote the
state produced in the protocol just before privacy ampli-
fication, and let Q denote the event that both [82] the
acceptance test and error verification accepted. Then, since
Sq as defined in Eq. (132) is convex, we can apply
Theorem V.1 together with Lemma V.1 and the bound in
Eq. (92) for infrequent-sampling channels [which is tight
for this protocol, i.e., the equality in Eq. (93) holds] to
obtain

H)(S"|CIE,), > inf inf

Ple = qESqvrEPs

(a0 (1= (€2 = @=D10g’(5) ) + 5= Dl

a 1
log—,
a—1 Pa

v )

where we have relaxed the optimization over v € X by noting that the bound in Eq. (136), in fact, only depends on the
classical distribution » 4. Note that since the domains of q and v enforce that they are normalized, and also the value of
ve( L) is fixed as 1 —y by the infrequent-sampling structure, there are, in fact, only three independent variables in the
above minimization.

(137)
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Then, by applying Eq. (87) to convert the above bound to smooth min-entropy and following the proof structure in
Ref. [21] or [11], one can show that, if we choose any values [83] &, &,, €gy, epa € (0, 1) and set

Ckey = nggﬂ yéneltu;@ <‘I (L) <1 - hbin(
1 1

&g a—1

a
1
a—1 08

the protocol will be £%""-secure (see Refs. [6,21] for full
definitions, or Ref. [84] under the term “soundness”
instead) with [85]

gsecure — oy {E.PTA + 283’ ga} + €gy- (139)

Note that since the optimal choice of a in Eq. (138) is often
close to 1, the effects of ¢, and ¢, in that bound are
significantly larger than those of ep, and egy. Hence, for
our numerical calculations, given some desired value of
&' we use the heuristic choice of setting

EpA = €EV = Egmall»

__ asecure
€ =& — Esmall»

1 3
& = 5 <8secure - Eesmall> s

where gg,,; 18 a parameter we choose to maximize .
Specifically, substituting the above expressions into
Eq. (138), given any fixed choice of @, we can find the
best &1 by differentiating with respect to &g, (note that
the infimum term is independent of eg,,; and can be
entirely ignored for this purpose), which yields the explicit
solution

(140)

Esmall

8+ 17(a—1)— /64 +56(a—1) + (a— 1)
N 209+ 12(a— 1))

secure

(@ — 1)ewcure, (141)

. . 1
Ckey = qugggyélgﬁé (q(J_)(l ~1 _ﬂlog <<1

a
a—1 s a—1

In the above bounds, we have converted to smooth min-
entropy rather than directly using the Rényi privacy
amplification theorem of Ref. [10] in order to achieve a

ve(l)

) —(a- 1)10g25> +

2
log? — Agc — [log —

(5 st

1 1 2 1
log————log— — dgc — {log—
E. = ERV

D(q]

o) )

a—1

1 1
—‘ —210g—J, (138)
EEv EpA

|

On the other hand, a tighter bound can be obtained by directly

using EURs for Rényi entropies to bound 4. Specifically,

by using the fact that Hg > Hl (Corollary 4 of Ref. [77])
2-a

and then applying the EUR from Theorem 11 of Ref. [32],
we have

Hy(S|EE), > H', (S|EE)

l/‘ 1
—a

>1-H] (XIX),, - (142)
where f# = 1/a. Note that if we write @ =1+, then
p=1/(1+4)=1-4+O0(?). The Hy(X|X),
is a purely classical Rényi entropy and hence coincides with
the entropy from Ref. [86]. Again, using the fact that the

symmetrized bits X and X have uniform marginal distribu-
tions, we can explicitly calculate

term

(1) )
(143)

For a somewhat further away from 1, the above bound has an
important advantage over the previous bound in Eq. (136) in
that, as I/C(l) — 0, it converges towards the tight bound
Hd(S|EE)U‘l > 1, unlike Eq. (136), which yields a lower
bound that remains of the form 1 —@®(@ — 1). With this
bound, we conclude that the same security levels as described
above can be achieved by instead setting

- ZIOgLJ. (144)

EpA

[
“fairer” comparison to Refs. [6,7]. However, our approach
is certainly compatible with the latter since it proceeds by
first bounding the Rényi entropy, which typically yields
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better finite-size key rates [5]. Furthermore, we have
a “fully Rényi” security proof, maximally exploiting
the results we have developed in this work. Hence,
we also perform some calculations for this approach.

. . 1
lrey = ngggyélgpé (q(J.)(l ~7 _ﬁlog <<

1 1
— Agc — [log——‘ S log— + ZJ ,
ERV a—1 Epa

[u—

then the protocol will be & -secure with the much
simpler security parameter

secure
£

= Epa T Epv- (146)
Optimizing the choice of ep, and egy for a desired %™
and fixed a yields the following explicit solution (in this
case, it is ep, that contributes much more significantly to
the key length than &gy, due to the behavior of the Rényi

privacy amplification theorem):

ey = a—1 secure Epp = a gsecure
, .
20— 1 20—1

(147)

In Figs. 1 and 2, we plot the key rates % obtained from
the formulas in Eqgs. (138), (144), and (145) for some
simple examples. Comparing them to the corresponding
results in Fig. 7 of Ref. [6], we find that while the loosest
bound in Eq. (138) is slightly worse at small n, we have
better key rates everywhere else as compared to the results
in that work. On the other hand, compared to the tighter
finite-size analysis in Fig. 1 of Ref. [7] (which was based on
improving the Serfling-bound analysis in Ref. [6]), we see
that while Eqs. (144) and (145) also performed better in
almost all cases (except n = 5000 for the former), our
loosest bound in Eq. (138) is worse.

These results overall suggest that, in terms of bounding
the smooth min-entropy itself, our best approach for doing
so can even outperform the improvement achieved in
Ref. [7] over Ref. [6], but the difference is not very
large. However, since our techniques can instead directly
bound the Rényi entropy, for the final purpose of key-rate
computations, we can still significantly outperform Ref. [7]
by applying the Rényi privacy amplification theorem [10].
(It is true that, technically, our protocol implements
infrequent sampling rather than sampling without replace-
ment as in Refs. [6,7]; however, we believe the comparison
is still fairly reasonable.) An important question is whether
this improvement still holds in the presence of photon loss;
we leave this for future work.

We remark that, in fact, using Theorem V.1 for this
proof was slightly suboptimal: Our bound for the
Ref. [17] model (Theorem VI.1) is slightly tighter, as

Specifically, using the single-round Rényi entropy
bounds in Eqs. (142) and (143), together with the Rényi
privacy amplification theorem, we can conclude that if
we set [11]

)" (DY) 4 L talbe )

(145)

|

previously discussed. However, we chose to present our
results based on Theorem V.1 to demonstrate that we can
obtain key rates comparable to the smooth-entropy EUR
approach in Refs. [6,7] even with that slight suboptimality.
[We briefly note though that replacing Eq. (138) with its
tighter Theorem VI.1 analog still does not seem to allow it
to certify positive key rates in the Fig. 2 parameter regime,
though that bound is fairly loose in any case.] Also note
that, here, we considered an EB protocol, which does not
require a “single-signal interaction” condition when apply-
ing the GEAT; when considering PM protocols instead, one
should use the Ref. [17] model (Theorem VI.1) to avoid
requiring this condition.

C. DIRE from collision-entropy accumulation

In Ref. [46], an experiment was performed to demon-
strate DIRE, with a security proof using the EAT (under the
original Markov conditions as described in Sec. VI A here).
To briefly summarize, each round consists of an infrequent-
sampling channel (Definition V.2) such that, in test rounds,
the CHSH game is played and the “secret test register” C_‘j is
set to O for a loss and 1 for a win; in generation rounds,
fixed inputs are supplied to their devices, and the outputs
are recorded, with C ; being set to L. The “public test

registers” C ; are trivial in this analysis. The secret register
§; for the proof technically consists of outputs from both
Alice’s and Bob’s devices; however, for the purposes of the
single-round analysis, we follow that work and simply
lower bound its entropy by only considering Alice’s output.
As the Ref. [46] analysis was based on the previous EAT,
they considered only the von Neumann entropy in the single-
round analysis. We could of course employ the same process
with our results using the methods discussed above (and we
again find improved finite-size performance compared to
previous results, which we present in a companion work
[63]). However, in this section, we demonstrate an alternative
perspective that, given a bound on the single-round min-
entropy or collision entropy, we can “accumulate” it to obtain
a bound on the overall H g entropy, on which we can directly
apply a “traditional” privacy amplification result (Theorem
5.5.1. in Ref. [24]). (A collision-entropy analysis was also
used in Ref. [58], but it was under an IID assumption.)
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Remark VII.2. Readers interested in results more appli-
cable to DIQKD may refer to the companion work [63].
For the example here, we have chosen randomness expan-
sion rather than QKD because, in the former, any Q(n)
lower bound on the overall HJ(§"C"|T"E) ”
enough to eventually produce a nonzero key length. In
contrast, for QKD, there is an error-correction term Agc that
remains significant at large n, so an Q(n) lower bound on
HI(SiCITIE),,
large implicit constant in order to produce a nonzero key
length, even asymptotically.

Specifically, in Refs. [56,57], a bound was derived on
HL(SC \CA'TE)D‘L as a function of CHSH winning proba-

bility. Noting that H, > H 20 (Corollary 4 in Ref. [77]), we
can write [87]

entropy is

would still need to have a sufficiently

Hy(SC|CTE), > HL(SC|CTE), |
ve(l
> fcusH <#> ,

where feusu(w) :=1—1log (1 +14/2— (8W4_4)>. (148)

Applying the Lemma VI.1 version of Theorem V.1 with the
Lemma V.1 bound (these choices are to ensure the Rényi
parameter does not change further), we obtain a form of

“collision entropy accumulation,” albeit with H; of the
final state rather than H,:

o 1
HI(S1Ch|TIE),, = nhy — logp—g,

(a0 e (*42) + Dialoe ).

(149)

where

hy, = inf inf
qE S Ve E€Ps

Thus, we can apply a “traditional” privacy amplification
theorem for unsmoothed H ; (Theorem 5.5.1 of Ref. [24]),

from which we conclude that we can obtain an £°'-secret
key with length given by
1
Orey = nh2—210gm+2 . (150)

[Technically, to obtain the above result, we have used the
fact that, for this protocol, we have H) (S§‘|T’11E)mQ =
H](S;Ci|T}E),, by Lemma B.7 in Ref. [1] because C}
in this protocol can be “projectively reconstructed” from

S1T7. In addition, the log-probability term does not appear
in the final key length formula because it simply becomes

an appropriate prefactor in the secrecy definition; see
Refs. [10,11].]

The above formula for 7., is a linear expression with
only an O(1) finite-size correction, so we might hope that it
could perform better at small n, where the O(/n) finite-
size corrections of the previous EAT have larger relative
effects. Evaluating the value of %, in the above formula
for the parameters used in the main experiment of Ref. [46],
we find the result h, = 4.47 x 10~°, which appears fairly
small. However, we note that to achieve the secrecy
parameter of &5t = 3.09 x 10~!2 that was chosen in that
work, the minimum number of rounds required for non-
trivial key length (i.e., £\, > 1) with this formula is then
Nmin = 1.685 x 10'°, which is indeed a slight improvement
over the value n,,;, = 8.951 x 10'° found in that work.
[On the other hand, if we consider the larger value n =
1.3824 x 10'! used in the actual [46] experiment, the
formula in Eq. (150) yields a much smaller #., than the
analysis in that work, which is somewhat expected since
the rate asymptotically converges to h, rather than the
single-round von Neumann entropy.]

As mentioned in previous sections, the above approach
has the drawback that %, is a constant independent of n
because the “penalty term” in Eq. (149) does not change
with n. This drawback implies, in particular, that it does
not converge to inf, _es,ve( L) feusuilve(1)]/r} even at
large n. To overcome this issue, we can fine-tune further by
noting that since the Rényi entropies are monotone in a, the
lower bound in Eq. (148) also holds for any H, with a < 2,
and therefore, we could invoke our bounds with any such «
instead. Together with the Rényi privacy amplification
theorem [10,88], this means we could obtain an eSret-
secret key by picking

Ckey = {inf inf <q( 1) fensi (UC;I))

qESQV(jEPC

1 a 1
+mD<qHVC~)>n — o 110g@ + 2J y (151)

where a € (1,2] can be optimized over. Note that, in this
approach, the final Rényi entropy Hl(S’fC_’ﬂT{‘E) po that
we bounded may have a very different Rényi para-
meter from the single-round bound; however, it has the
advantage that, at large n, the “first-order constant” will
indeed converge to inf, . e s, ve (L) feusuive(1)]/7} [e.g.,
by taking @ =1+ ©(1/y/n)]. By optimizing « in this
formula in Eq. (151), we find that £, > 1 can be achieved
even at, e.g., n = 100,

In fact, with this perspective, we can also apply the
Lemma V.2 bound instead by setting & = 2 and hence
requiring [a/(a—1)] =2+ [d"/(a’ —1)] [if we write
a=1+py, this translates to o’ =1+ [u/(1 —2u)] =
1 + u + O(u?); note that we have to restrict to u < 1/2,
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i.e., @ < 3/2]. Because of symmetries of the protocol, the
bound in Eq. (148) also holds for the state v without
conditioning on ¢ = _L (this fact was implicitly used in
Ref. [46]). Thus, we can pick

I ve(1)
4 key — nggn Vclfelgbc( CHSH (}/ >

a’ a 1
+ mD(quc))n - mlog@ + ZJ .
(152)

We find that at n ~ 10'°, this bound is worse than Eq. (151).
However, when n becomes closer to the values used in the
Ref. [46] experiment, it sometimes performs better than
Eq. (151) (though still somewhat worse than the results in
Ref. [46] based on single-round von Neumann entropy but,
surprisingly, not by a large extent). This behavior essen-
tially seems to be because we have fixed the value of « in
this case, so the other Rényi parameter «” remains equal to
a up to order O((a — 1)?), hence more or less avoiding
the “loss” in Rényi parameter. Thus, at large n (where the
optimal a becomes close to 1), it can sometimes outperform
Eq. (151) because it does not have the g( L) prefactor.
However, roughly speaking, we do not expect this to be
the case if we were to instead work with von Neumann
entropy [via Eq. (86)] in this regime since in that case the
Rényi parameters would have the worse scaling o, a” =
1 +2u+ O(u?) as discussed previously, assuming we
choose o = o” [89].

Finally, we highlight that numerical exploration again
suggests that, rather than using the accept condition in the
Ref. [46] experiment (which only constrains the frequency
of ¢ =0), our bounds yield better results if we instead
follow the approach in Remark VII.1 (while preserving the
same bound on honest abort probability).

VIII. CONCLUSION AND FUTURE WORK

In summary, in this work, we have found a connection
between entropy accumulation and QEFs, yielding families
of Rényi entropy bounds that are suitable for use in both
variable-length and fixed-length protocols. Our results for
the latter case have the important advantage of not requiring
affine min-tradeoff functions; furthermore, we find that
they give a significant improvement, in practice, over
previous EAT or GEAT bounds. Since our approach
proceeds via Rényi entropies, it also unlocks a variety of
options for security proofs based on any Rényi entropies,
including “fully Rényi” security proofs (without an I1ID
assumption) that approach the “correct” asymptotic behav-
ior by taking a — 1.

Certainly, one question for future consideration would be
whether the bounds could be further tightened. As dis-
cussed in Sec. VII A, for fixed-length protocols, it seems
many steps in the proof are tight, apart from Lemma IV.9.

It would be interesting to see if improvements could be
found on that step. However, we highlight again that the
current bound is already tight enough to outperform
the smoothed-entropy EURs in at least some contexts.
For variable-length protocols, it may be worth exploring
how the results would compare against a suitable adapta-
tion of the variable-length security proofs in Ref. [90] to
handle non-IID attacks (other than by using the postse-
lection technique [91,92]). Roughly speaking, the approach
in that work relies on constructing a statistical estimator
for the final Rényi entropy, in a somewhat different sense

from the log-mean-exponential nature of our Hﬁ-entropy
analysis. While that work only constructed such estimators
for the IID scenario, it seems that, in principle, there
should be no fundamental obstruction to constructing
such estimators in a non-IID fashion as well, and resolving
that issue might yield an interesting alternative to this
approach [93].

Additionally, Refs. [1,4] also used the concept of entropy
accumulation to obtain upper bounds on the final smooth
max-entropy, via bounds on the Rényi entropies for a < 1
(or via a duality argument, in the latter work). Such bounds
can be useful, for instance, in studying one-shot distillable
entanglement [19]. Our proof techniques can also be
used to obtain similar results, though we found a number
of interesting technical subtleties. We present a detailed
discussion of these results in Appendix E.

Another consideration is the fact that in current DIQKD
security proofs, the handling of the test-round registers is
highly inconvenient—since they do not fulfill the NS
condition, one has to include them in the C} registers on
the “left side” of the conditioning and then shift them to the
“right side” via chain rules [29,36,37]. Ideally, to resolve
this issue, one needs a version of entropy accumulation that
does not require the test-round registers to explicitly appear
in the entropy terms (or be “reconstructible” from the
registers that appear, in the sense of Ref. [4]). This solution
is not straightforward with the proof approaches thus far,
but it remains an interesting open question that should be
further explored. Otherwise, it may be interesting to
consider the question of whether there is a more natural
way to handle the C” registers for variable-length protocols
rather than simply shifting them onto the right side of the
conditioning (especially in the case of DIRE), perhaps by

using some other structure in H, entropies.

Remark VIII. 1. For fixed-length protocols using infre-
quent-sampling channels (Definition V.2), we can at least
propose an improved method for handling the C7 registers
as compared to previous works such as Refs. [5,29,36,58].
Specifically, let us suppose the protocol satisfies the
following properties (here, we focus on the GEAT model,
but analogous statements hold for the EAT model):

(1) The E, register at the end of the protocol contains a

copy of some classical registers 77 that record
whether each round is a test or generation round.
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(i) Conditioned on the event Q, the fraction of test
rounds is at most some fixed constant y™*,

These properties are usually easy to satisfy when designing
a protocol (the second one by choosing the accept condition
to inherently impose the required constraint on the test-
round fraction—this usually does not affect the complete-
ness parameter significantly since the honest behavior is
D). The results in this work give bounds on, e.g.,

HY(S{CI|CIE,),
e.g., DIQKD security proofs is usually something like
HL (S| CIE,),,
registers). We now observe that given the above two

properties, we can easily relate these quantities as follows.
First, let us suppose that there exist classical registers Z;

with a common alphabet Z, such that Z; takes a fixed value
in generation rounds, and C? can be “projectively recon-
structed” from S7Z!CE, (in the sense of Lemma B.7 of
Ref. [1])—this can be trivially fulfilled by the simple choice
Z; = C’j, but the subsequent bounds are more flexible if we
allow the possibility that they could be, e.g., some public
announcements. Then, for any a € [1/2, oo, we have

but the main quantity of interest in,

(possibly with additional conditioning

HU(SIICIE,),

> HY (|21 CHE,)

> HY($12}|CHE,) = HY(Z3ITY),,

> H}(5"2"|CIE,) max
ts.t.pa(f])>0

Hy(Z7)

Plo i

—y™*nlog|Z

> HY(SIZ1|CTE,),, , (153)
where in the last line we can replace | Z| with | Z| — 1 if the
alphabet Z contains a particular symbol (say, _L ) that never
occurs in test rounds. In the above, the second line is [94]
proven in Appendix F [see Eq. (F2), noting that E, con-
tains the register 7]; the third line follows from the fact

that, since Z{T] are classical, we can [see Eq. (5.27) in
Ref. [30]] write Hg(Z’HT’{) po 0 the form given in
Definitions 3.1.2 and 3.1.4 of Ref. [24]; and the fourth
line holds because, given the properties we imposed, we see
that, conditioned on any #} value with nonzero probability
in p|q, there are at most y™**n positions in the string ZY that
are not set to a fixed value. The final line can then be
straightforwardly bounded using our main results in this
work by observing that

Ha(S{Z{|CIE,),

. = HIS1Z1CH|CE,)
> Hy(S1C}|CIE,) (154)

where the equality holds by Lemma B.7 of Ref. [1] and the
inequality holds since Z' are classical.

The above chain of computations serves to bound both
HU(SI|CIE,),,, and H(S}|Z1CIE,),,,
whichever is more convenient in a DIQKD security proof.
The latter is useful if, for instance, the Z] registers represent
public announcements that do not fulfill the NS or Markov
conditions; see, e.g., Ref. [63]. We believe that this bound
should not only be simpler but also tighter than the previous
approaches in Refs. [5,29,36,58], which were based on
chain rules that changed the smoothing parameter or Rényi
parameter [95].

However, for variable-length protocols, this technique
does not work directly because we do not condition on an
“acceptance event,” so it seems less straightforward to
constrain the state support in the subtracted entropic term.
As discussed previously, one approach might be to use
Lemma IV.6 and then apply the EAT to bound the resulting
H(Z|T?), term on the unconditioned state [noting that,
for an infrequent-sampling channel, the single-round
H(Z;|T;), entropy is bounded even without “testing”],
but the bound might be slightly worse.

We also note that, in this work, we have focused on
presenting fairly simple example applications, such as fully
qubit BB84 and a simple DIRE scenario. In separate works,
we apply these results to more sophisticated protocols such
as decoy-state QKD and DIQKD.

SO One€ can use
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APPENDIX A: COMPARISON TO PREVIOUS
GEATT DEFINITION

Here, we outline some differences between the condi-
tions in Ref. [4] and our approach. In that work, only a
single “testing register” C; was produced in each round,
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and the bounds they obtained were on entropies of the form
H(S}|E,) (for various entropies H) for the final state, under
a condition that C can be “projectively reconstructed”
from S7E, in that state. In this work, we have two such
registers, C ; and C j» in each round, and we instead take the
approach of obtaining bounds on the entropies of the form
H(S?C?|CE,), where C:C! are explicitly involved in
the final bound but we do not impose the projective
reconstruction condition. However, note that if C_"f and
C ! can separately be projectively reconstructed from S’ and
E,, respectively (which should be basically equivalent to
the projective reconstruction property for C' in that work
because it requires C| to be a deterministic function of
outcomes of separate projective measurements on S} and
E,, which can therefore be viewed as C and C?), then
H(SC?|CIE,) = H(S"|E,) for any entropy with “reason-
able” data-processing properties; thus, our results should
be basically equivalent in those aspects. Similar consid-
erations hold when considering the single-round entropies

H(S;C; |C E;) as well. [Strictly speaking, Ref. [4] does not
state that the projective reconstruction property is required
for individual rounds. However, a close inspection of the
proof shows that, in fact, it is implicitly required to obtain
the bound just before Eq. (4.10) in their proof because their
argument is based on the argument in Ref. [2], which
requires this property in single rounds as well.]

APPENDIX B: DETAILED PROOFS

1. Proof of Theorem IV.1
Let M > 0 be any value such that M — flE{—lCA{—l (¢;¢;) >
(M/2) > 0 for all the Fierem (¢;¢;) in the theorem state-
ment (for all j). Now, for each j, define a read-and-prepare
channel D;: ¢} ¢} — C{C|D; of the form described in
Lemma IV.2 so that the state it prepares on D; satisfies

M - f|5{_15-{_1 (Elél) < H{l(D)

17 A
Iy

SM—f‘E{—lé{'—l(_ ;) +2 % loge (B1)
for all @€[0,c0]. Now, let N;: R,_E;,C;' ¢/ —
D; C S;R,E jCj ¢! denote a channel that does the follow-
ing (note that its input registers differ from M; by also
including CJ 1C’ ' and its output reglsters also include
CJ™'¢/" and two additional registers C,.D)):
(1) Apply M; ® P, where P; is a p1nch1ng channel on
ctert (in its classical basis).
(2) Copy the classical register C; onto another classical
register C=‘
(3) Generate a D; register by applying the above read-
and-prepare channel D; on Clel.

Note that the third step can indeed be implemented as a
read-and-prepare channel for any input state, even if it is
not originally classical on C_"l_1 C‘{_], because the pinching
channel in the first step forces the resulting state to be
classical on those registers. The channels A/ ; form a valid
sequence of GEAT channels (without testing) according to
Definition III.1 by identifying the notation in these chan-
nels with the notation in that definition as follows: For the
input registers,
(i) Ri_,C]" < R,
(ii) E,_lﬂ 'S Ep
and for the output registers,
(i) D;C iS; < S
(ii) R]Cj < Ry,
(iii) E;C] < E;.
To verify that the NS condition of Definition IIL.1 is
satisfied by this identification, we note that, by letting
R; be the channel in Definition III.2 and defining R =

R; ® P, where P} is a pinching channel on ¢ (i its
classical basis), we have

TrDjéijRjC{ ONj: O(M]@']D])
= (TrS./-C/-R/_ OMJ) ® (Trc—wq—l 07)/)
= (RjoTrg,_,) ® (P; OTrC,I»_l)

/
= .oTr i
Rj R;_C b

Trsj CIR;

(B2)

as desired. In the above, the first line holds because the
partial trace TrDjéj removes all registers generated by N j
after applying M; ® P, the second line is just a channel
regrouping, the third line holds by the NS condition on M;
in Definition III.2 of GEATT channels (and the collapsing
part of the pinching channel with the partial trace), and the
last line is again a channel regrouping.

These channels N j have the critical property that
the state A ,o...oN|[w’] would be identical to
M, o...oM;[@’] on all registers that are present in
the latter [96]. Therefore, we can now write p =
N, o...o N [@°] without danger of ambiguity with respect
to the state p in the theorem statement by viewing the
former as just an extension of the latter. Then, according
to Lemma 3.6 of Ref. [4] (Fact I11.1 stated above), since N j
is a sequence of GEAT channels, we have

H, (D}SiCHICIE,), 2 inf Hy(D;S,C)|ClE E), .,

1% EZ’
J
(B3)

where Z} denotes the set of all states that could be
produced by N; acting on some initial state o' €

j
S_(R;_1E;_,C]'¢/'E) [97]. However, recalling that
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the C ; register produced by each \V'; channel is always just
a copy of the C ; register (and also that, in the final state, we

still have C} = C" because the subsequent channels do not
disturb the classical C; registers), this result is equivalent to

(B4)

We shall now bound the terms on the right-hand side in
terms of quantities involving only the original channels
. 1 | / = . . =
M. Consider any j and take any state DD./C/-SJR./-EI-C’I eE
/ AN 3
N /[wR,,IE,,IC{"C{"E} (for some ') in the corresponding
infimum. This state is classical on C] ' ¢J™"; furthermore,
recalling that-N j ‘always begins by applying a pinching
channel on CJ™'¢{™", we can also take the input state @' to
be classical on C}'¢J™" without loss of generality. Letting

V .., and @, ., denote the respective states condi-
) J 3 J
ey e ey ¢

tioned on [98] /' ¢! = &'l it is straightforward to
see that we also have (since A'; does not disturb €' C{ ™" if
it is already classical):

A 1

1
> —log (;5(5,61)%(5
A
f‘[_j—lcfl
=M+H;" " (8;CC;

where the inequality in the second line holds because
the expression is monotonically increasing with res-

pect to the Hy(D;), ~ terms [for any a€(0,1)u

(1,00)]; thus, we cah’ apply the lower bound in

Eq. (B1). [More precisely, in order to apply that lower

bound, we recall that ¢ := UIE,_IE,_I :/\/j[wiaj_léj_l] by
1 1 1 1

Eq. (BS), and therefore the D; register in ¢ has
indeed been produced by a read-and-prepare channel
satisfying Eq. (B1), acting on a state in which
e e = e

Critically (for a fixed E{_ICA{_I), the only registers
involved in this lower bound are the registers
S; C j ¢ iE jE that can be produced by M ; (with an extension
to an identity channel on E) [99]. Furthermore, recall that
v o can be produced by N ; according to Eq. (B5), so

_j-1
@

we can write

_)1—02

Al (BS)

a property we will need later in our proof. For now, we
observe that since ¢/ is a mixture of the conditional states
v we can lower bound it by the “worst-case” term in

‘E]I'—]é]]’—] ’
the mixture as follows:
Hy(D;8,C)|CESE),
> Hy;(D;S;C,|Cl ClE,E)
> .miand(DijCj‘CjEjE)ﬁ" N
1

Ejl_léj_ Ej]—lﬁjl—l

74

(B6)

where the first inequality is by data processing (Fact II.1)
and the second inequality holds by considering Fact I1.2.
(Alternatively, one can directly apply quasiconvexity of
Rényi divergence, as described in Proposition 7.35 of
Ref. [74], which implies quasiconcavity of the correspond-
ing conditional entropy.) Now, consider any particular
value of & ‘¢!
calculation, let us write ¢ := v/

, and for brevity in the upcoming

iE,_.Ej_I. This state is classical
1 1

on C;Cj, so we can follow a similar chain of calculations as
in Eq. (37) to obtain

. (1=a)(Ha(Dj)

%lzjéj

—Da(os,; 81,6, 1ILs; ®UEjEe))>

)1_&2(1—&)(M—f‘ﬁ,l>|€,]>1 (¢;8))=Da(05;551c;¢, ITs; ®”Ej£"a))>
)., (B7)
f‘{,/fl@jfl A
H@ b (Sjcj|CjEjE)”‘/_,‘_1Aj—1
l'l (7]
f‘fi'—lf.j]'—l _ A
= H{ir (SJ J|C]EJE)NJ[ ‘,7]'—14—1]
1 1
i1 a1 _ A -
=Hy" " (8;C)|CIEE) py 10 (B8)

/

&
only a function of M; evaluated on some input state
wg,_ g, & and the specified QES values. Putting this all

where w is just @ o1 with C‘{_l C’{“l traced out. It is now
1

together, we conclude that
inf H&(DJSJC_‘ACAVJIEJE)U/
Ve Z}

f 1
>M+ min inf H,' '

_j—1 Aj-1 .
Cll cll VEL;

(S;CIC;E;E),.  (BY)
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giving us a lower bound on the right-hand side of Eq. (B4) that only involves the original GEATT channels M.

Let us now turn to the left-hand side of Eq. (B4). Again performing calculations analogous to Eq. (37), we obtain

nQnon| on 1
H,(D{S{CY|CIE,), = =

Il
—_

—_

o

OS]

7N
kel
a7
=

B
—
Il
—3
>
—3
SN—

)
—
>
—3
N—

|

]
[\

= nM + Hi(S;C1|CTE,), + n2 % logee.

In the above, the third line holds because each D; register is
produced by independently applying a read-and-prepare
channel on C_’{ C‘{, and therefore we have Ppriener =
i p Dclél The fourth line holds because the expression
is again monotonically increasing with respect to all the
Hy(D;) terms [for any a€(0,1) U (1,c0)], so we can
bound it using the upper bound in Eq. (B1). The fifth line
simply substitutes the definition of fg;(¢}¢}) in Eq. (57).

Substituting Egs. (B9) and (B10) into Eq. (B4), we see
that the nM terms can be canceled, yielding the conclusion

H (S1CHICHE,),

oSl

), —n2 7 loge.

(B11)

However, since this bound holds for arbitrary (sufficiently

large) M, we can take the M — oo limit, so the 2% term

vanishes, yielding the desired final bound in Eq. (58).
To obtain Eq. (60), note that, by Lemma IV.7, each QES

f o as defined in Eq. (59) satisfies
1 1

. f\Ej_]zj_l -
ylélg.H&I ! (SJC]|CJEJE)D
J
e lai-l — A ~
= inf H," " (S,C/|CEE), — Ky = 0. (B12)

Thus, by simply applying Eq. (58) for these QESs instead,
we obtain Eq. (60).

2. Proof of Lemma V.3

For brevity in this proof, let us use f, }:, and pee,
respectively, to denote the restrictions of f, A, and psp

(1-a)(H, (D} >/}‘511257 —Da(ps;z, lenen [ILs; P, ) )

J -D, (/)S]-E,,\E’l’é’]’ H]Is_, ®/’E,1\5']' )))
i

A _M
=f 11 (€6) 4272 loge)—Da(/’sjEn\f’llé'l‘ Hs_/-®/)E,,f'11))>

o IOg (Zp(c—nén)ap(én)1—a2<1—0)("M—ffu11(5?57)+"2_% log e_Da<pSfEn\E'l'["l‘ HS,®PE,,5']1)))
- 11 1 ’ ’

(B10)

[
to supp(ps¢). In particular, p-p is a distribution on
supp(pze) with full support. In addition, let D, denote
the tuple of values {D,(pporzelllo ® Porac)}ss e supp(pe¢)
(note that every term in this tuple is finite, as argued below
Definition IV.1).

We first note that, by slightly rewriting the formula for

H£(QC|C'Q’)/,, we obtain

m“‘<

« ola=1)(in 2><f<66>+Da(pQQ/AE@Hg®pgw>>>

Go,p(f) =

> plee)

¢ ¢ esupp(pee)

1 ~
= mlogsumexp(ln(pé &)

+ (a=1)In2)(f +D,)), (B13)
where logsumexp denotes the base-e log-sum-exponential
function (see, e.g., Ref. [26]),and In(g~ c) simply denotes the
elementwise logarithm of the distribution g » (Which is well
defined since it is a full-support distribution). Since the log-
sum-exponential function is convex [26] and we have @ > 1,
the last expression is a convex function of f, which implies
G,,(f) is a convex function of f as claimed (noting that it is

constant with respect to any f components outside of f).

Noting that G, , is finite over all of RIC*C, the fact that
it is convex implies that taking the convex conjugate
twice returns the original function [26]. Hence, the remain-
der of the proof is focused only on proving that its con-
vex conjugate is indeed the function G, defined in
Eq. (106)—once this has been shown, they will be convex
conjugates of each other as claimed; in addition, convex
conjugates are always convex, so G, will be convex as
claimed.
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Now, by Definition V.3, G, , is the convex conjugate of
G, ,(f) iff the following relation holds:

G;,p(}") = sup (/l-f—Ga,p(f)).

f e RICXC)

(B14)

We first note that for any A such that supp(4)Zsupp(pe o )—
ie, there exists some ¢¢ ¢ supp(pse) such that
A(¢ é) # 0—the above optimization takes the value oo
because, as noted in Eq. (B13), the G, ,(f) term would be
independent of the corresponding f(¢ ¢) value; hence, we
could just take either f(¢é) » —oo0 or f(¢¢) = 4o
[depending on the sign of A(¢¢é)] to make the above
optimization diverge to +oo0. Note that this value indeed
matches the claimed formula for G, , in Eq. (106) because,
for any A such that supp(A)Zsupp(ps¢), either we have
A €P;p, in which case the formula gives a value +co due to
the D(A||p¢ ) term, or we have A & P, in which case the
formula gives a value +oo0 directly.

p(e

&)ela D26 Dulpgecllo®rgr )

Hence, in the remainder of our analysis, we only need
to consider A such that supp(4) C supp(ps¢); ie., A is
only supported on supp(pses), in which case we have
A-f=2-f. In addition, note that by Eq. (B13), we can
write G, ,(f) = Ga.p(f' ), where G, , simply denotes the last
line of Eq. (B13). Hence, for such A, we see the defining
optimization for Gg, , reduces to
G;;p(j’) = Ssup (l f - Ga.p<f))

fe R\Cxé\

= sup ('l g - Ga./)(g)) (BIS)

ge RIswPple e o)l
since the objective only depends on the restricted values f.
Since Ga,p is convex as previously discussed, the above
optimization is a concave maximization problem; hence, any
stationary point yields a global maximum. By differentiating
the objective function, we see that for any g € RIS*PP@ce)l jtis
a stationary point if and only if it satisfies

Ve esupp(pee), AEE) =

ZE’&’ esupp(pee)

Note, however, that these equations do not necessarily
always have a solution, so it would not be fully correct to
simply substitute these equations into the objective func-
tion. To resolve this issue, we perform the following case
analysis, under the implicit understanding that in all cases
we are also taking supp(A) C supp(ps¢) as discussed
above.
(i) A€P;s and has full support on supp(ps¢) [ie.,
A(¢é) > 0 for all ¢¢é esupp(pee)]: For this case,
log(A(¢ ¢)/p(c ¢)) is finite for all ¢¢ €supp(pee).

p(C_IE/)€<{l_l)(ln 2)(g(E/él)+sz</)QQ/Ac/f’ HHQ®/)Q’/\{»’>> —

¢ esupp(pee)

(&8 ele DT +DalpogrereTo®rge)) (B16)

Hence, if we set

1 AEe)
g(ceé)= ﬁlogm —Dy(pognzelllo ® poac)

(B17)

for all ¢¢ esupp(pee), then we see it is a valid
solution to the above conditions in Eq. (B16), noting
that, for this g, the denominator in those conditions
is simply

AEE) = 1,
¢ esupplpee)

(B18)

where the last equality holds since A€P;, and we also suppose supp(4) C supp(ps¢). By substituting this

stationary point into Eq. (B15), we obtain

R 1
Giy(M)= > /l(cc)(a_ll
¢é esupp(pee)
1
:ﬁD('lHPCé) >

éc esupp(pee)

(o) :
o) Dy(poorrcelllo ® pone) | — Gap(g)
M E)Dy(pogncélllo ® ponc) (B19)

where in the second line we used the definition of KL divergence and the fact that, for this g, we have Ga»p( g)=0

due to Eq. (B18).
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(i) A€P;; and does not have full support on
supp(pee): The reasoning is basically the same
as the preceding case, except that for every
¢ ¢ esupp(pee) such that A(¢ ¢) = 0, we note that
the supremum with respect to that g(¢ ¢) term in
Eq. (B15) is approached by taking the g(¢ ¢) — —o0
limit [because Ga, ,» is monotonically increasing with
respect to each g(¢¢) value]. In that limit, their
contribution to the sum in the definition of G(M,
becomes trivial since

lim @ Dn2(6E0+Du(ppgrncello®rg) — .
g(¢é)»—o0

(B20)

Therefore, we can basically set those values in the
sum to zero and restrict our attention to the
supremum over the remaining g components, which
then lets us apply essentially the same analysis as the
preceding case.

(iii) A & Psp and there is at least one ¢ ¢ €supp(pee)
with A(¢ ¢) < 0: For such cases, note that as the
corresponding ¢(¢ ¢) term decreases towards —oo,
the objective goes to +oo because the A(¢ ¢)g(c é)
term goes to +oo and the —Ga,p(g) term is mono-
tonically increasing. Therefore, G}, ,(A) = +co for
such 4, as claimed in Eq. (106).

(iv) A& Pss and A(c¢) >0 for all ¢¢& esupp(pee):
With the implicit condition supp(4) C supp(pz¢),

1

Consider the choice of g given by taking some k € R
and setting ¢(¢¢) =k for all ¢é esupp(pee).
Then, the last line of Eq. (B15) becomes

G;;p(x)—sup<k< > /1(55—1>

KERN Nee esupploce)

1 ~
+ @=1)in2 logsumexp(In(gz &)
+ (a - 1)(1n2)]§a)>. (B21)
Since the logsumexp term is independent of k%,
we see that if we have Y :o cqupp(pe) A(€€) > 1
[reSPeCﬁVel}’, ZE& Gsupp(peé)l(c_ é) <1], then as
k — 400 (respectively, k - —o0) the optimization
increases towards +-co, and thus G}, ,(4) = 0.

These cases are exhaustive and hence yield the desired
result.

3. Proof of Lemma V.1

Lemma V.1 has almost the same proof as Theorem V.1,
except we introduce a single inequality H;(DSC|CEE),., >
H4(DS|C CEE),. into the proof, which simplifies the final
results.

We again begin with the second line of the bound in
Eq. (103). Taking any read-and-prepare channel of the form
described in Lemma IV.1 and extending any v in the

c
this is only possible when 3 " ¢ qupp(p.) 4(€€) # 1. infimum with this channel yields
' |
H!(SC|CEE),, = Hy(DSC|CEE),, — M
> Hy(DS|CCEE),, —M
1 1-&)H4(DS|EE) 0
— (X ween Y )> —m

where the first line is due to Eq. (36), the second line is an
application of Proposition 5.5 of Ref. [BQ] b}l noting v » .=
is separable across the registers C and CEE, the third line
follows from Fact II.2, the fourth line holds since

10 I 10 0] M
UDSEE"‘(.E =1p.. ® USEE"W’ and the last line follows from

Eq. (35). Furthermore, note that H,(DS|C C EE) . — M is

+HG(SIEE) 0 )

V2 (68)2 T e % ) -M

1-Q)(=f(¢ &)+Hg(S|EE) 0
(1=0)(= (@ &) +Ha(S| >06>>7 (B22)

convex in @ (by Remark IV.2), and all lines after that point
are equalities; therefore, the last line is also convex in @.

Thus, we can apply exactly the same analysis as in the
rest of the Theorem V.1 proof, replacing H’,(SC|CEE),.
with the lower bound given in the last line above, except
that we would modify the definition of G4 to
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1 x
Gypo(f) :==— - dlog( Z (¢ ¢)

A @
¢ e supp(vcé)

(l—d)(—f('6)+Ha(SEE)Du;€)>

x2 (B23)

and carry out the subsequent with

calculations
—H,;(S|EE)Z,‘[%[_ in place of Dy (v?

SEEAG ¢ Is ® DOE)E’/\E)'

To show that the equality holds for the case where C is
trivial, we note that the only point in the above calculations
that differs from Sec. V C is the inequality in the second
line of Eq. (B22), which is immediately redundant if C is
trivial. Alternatively, we could directly prove equality by
simply noting that, without the C registers, we can replace
all the divergence terms in the sum with conditional
entropies by writing

= D(Vspincllls ® vggne)
= —Ds(vsepillls ® vege)

= Hy(S|EE),,.

(B24)

where the first equality holds because the Rényi divergence
remains invariant if both arguments are multiplied by a
common, strictly positive factor (see Definition IL5),
recalling that all terms in the sum have v(¢) > 0.

4. Proof of Lemma V.2

Lemma V.1 is again proven via similar ideas, with the
bound instead relaxed using the chain rule of Ref. [42].

Once again, we begin with the second line of the bound
in Eq. (103). Now, instead, we consider a read-and-prepare
channel € € — € € D of the form described in Lemma IV.2
so that, for any a € [0, 0], the bound in Eq. (38) holds; i.e.,
all Rényi entropy values of the D register (conditioned on
CC =¢¢) lie in the interval [M — f(¢¢),M — f(¢¢) +
27M/21og e]. If we extend any v in the infimum with this
channel, we have

H.(SC|CEE),, > Hy(DSC|CEE),, —M —2 % log e
> Hy(SC|CEE),. + H!,(D|SC CEE),.
— M —2"7loge, (B25)

where the first line holds by Eq. (39) and the second line
is a special case of Proposition 7 in Ref. [42]. Before
proceeding further, we note that the second term in the last
line of Eq. (B25) can be bounded as

(=", (D|SEE), 0
ST wree T

(B26)

where the first equality is due to Fact I1.2, the second equality

M 1) — 4,0 o) T —
holds since VpseE.. = Vbee ® Vses,, and Ha"(D)vﬁif =
H (D)l/‘,g when there is no conditioning register, and

the inequality follows from the lower bound in Eq. (38).
Combining Eq. (B26) with Eq. (B25), we have

H(SC|CEE),.

> H,(SC|CEE),, —2 % logee.

o' ey e
+1_a,,log< > we(ee N >>. (B27)

cée supp(pgé)

Since the above bound holds for arbitrary (sufficiently large)
M, we can take the M — oo limit so the 2-% term vanishes.
Taking this into account and using the bound in Eq. (B27),
our desired result follows by applying exactly the same
analysis as in the rest of the Theorem V.1 proof, except that
we replace Gy ,(f) with

Ga’,a”,v‘” (f> = _Ha’(SC_'|éEE)u’”

a!/
1-a' log < Z

~A o)
cte supp(véé)

uw(Eé)z‘(‘a—f’”)f(m). (B28)

Note that the above expression is concave with respect to o,
as required for those remaining proof steps. This result
follows by observing that H, (SC|CEE) . is convex in @ by
Remark IV.2; thus, we have o” > 1,s0—[a" /(1 — a”)] log(+)
is a concave function while the values v*(¢ ¢) are affine
functions of @ [100]. [To make the correspondence with the
Theorem V.1 proof even more explicit, we can rewrite the
above expression as

1 A
Ga'.a”,v‘” (f) == 1_—d—// log < Z y‘”(c C)

w 2(1=a")(=f(¢é)+H, (SCCEE)Lw)), (B29)
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where @’ :=[(2a" —1)/d"], so we are carrying out
the remaining calculations with &’ in place of & and
a single value H,(SC|CEE), in place of all the
_D&(D?EE"/\EGHHS ® y(}?é/\é) terms. ]

APPENDIX C: ALTERNATIVE PROOFS
OF STRONG DUALITY

Here, we provide an alternative proof of Lemma V.4 that
provides options for removing the finite-dimensionality
assumption on Q [at least for the purposes of proving this
lemma in isolation—other steps, such as the fundamental
GEAT bound in Eq. (B3), still currently require that
assumption, due to the use of a de Finetti argument in
its proof], possibly by imposing extra conditions on Sq.

We begin by removing some “extraneous” degrees of
freedom from the optimizations. Specifically, given the
channel M, let us introduce a notion of its “supporting
alphabet” [101] C 4 C C x é, which we define as the set of
values ¢ ¢ that can be produced with nonzero probability by
some input state to M:

Cri={(c.8)eCxC”(cé) >0

for some w € S_(Q)}. (C1)
We will write P¢,, to denote distributions on C . Basically,
our first goal is to “remove some dependencies” on terms
corresponding to ¢ ¢ & Cyy.

Observe that for any A such that supp(4)ZC,., by
definition of C,,, we have supp(/l),Q_'supp(Vg C) for every
. Thus, we can exclude any such A from the infimum in
the last line of Eq. (112) without changing its value
because, for such A, we have G} . (A) = 400 for all w
[due to the D(A[[¥g,) term]. For convenience, let us
introduce the notation pg for any distribution p€Pe,,
to mean the corresponding distribution in P » obtained by
padding g with zero entries. With this notation, we can
continue from the last line of Eq. (112) to obtain

g f) = inf inf inf G:”tp"’ + _ f
®) quQﬂGPcMmeS:(Q)( v (Bgo) + (4 = pgo) - )

= inf inf (Ja(u)+ (q —pgo) - 1),

(C2)
qESqpuePe,,

where we introduce a new function J, that computes the

infimum over the only term involving w:

Ja(u) == inf G} 0(Hgo)-

wes_(0)

(C3)

Thus, from the last line of Eq. (C2), we see that supgr4(f) is
the dual problem of

inf inf J,(u)
qeSonePe,,

st.q—pgo =0, (C4)
and to obtain our desired result, we show that strong duality
holds for this problem.

For this purpose, we first note that the objective J;(u)

has the following critical properties with respect to p:

(i) It is convex over p€P¢, because G} .(Hgo) is
jointly convex in (4, w), and for a jointly convex
function of two variables, taking the infimum with
respect to one variable over a convex set preserves
convexity in the other variable [see Chapter 3.2.5 of
Ref. [26] ]—as long as the infimum is not —oo
everywhere, which is easily seen to be true for G ..

(i) It is finite over u € P, because we can construct a
feasible point @ in Eq. (C3) with a finite objective
value: By definition of C,,, for each ¢ ¢ €C,,, we
can find some @ such that v .(¢ ¢) > 0; by taking a
mixture of such cases, we can obtain an @ such
that »Z . has full support on Cy (by linearity
of M), which means D(pgo|[v3) and hence
also G ,.(ugo) is finite for this @ [102]. [The
Dy(V§zz0llls ® V3 ) terms in the sum are all
finite as previously discussed, so they pose no
issues. |

(iii) It is continuous over p € P¢  as long as we choose
Pur to be a continuous function because, in that
case, G} . (Hgo) is continuous in (u, ) (as dis-
cussed in the main text), and we are taking its
infimum over a compact set S_(Q). [Note that while
G5 o (Hgo) is only continuous in an extended-real
sense, J4(u) is finite everywhere by the preceding
point and hence continuous in the standard sense.]

Since Jy4(u) is entirely independent of q, the above

properties trivially give (joint) convexity, finiteness, and
continuity over (q,p) €Pge X Pc,, as well. Thus, we can
again suppose Sg is closed without loss of generality since
the continuity property over Pre x Pc, —allows us to
switch between S and its closure. With these properties,
we have strong duality by the Clark-Duffin condition (or
Sion’s minimax theorem), after which we obtain the desired
final result by “reversing” all the above transformations:

suprg(f) = inf  inf J,
ipry(f) = inf inf Jo(p)

S.t. q _”690 - 0

= inf inf inf G} . (pgo)
~ ] @0
q€Sap€Pe, wes_(0) *¥

S.t. q _”690 - 0

= inf inf inf G ,.(A)
quQXEP@@wES:(Q) .
StoqoA=0, (C5)
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where the last line holds because, as discussed previously,
any A such that supp(1)ZC,, yields G} ,.(4) = 400 for
every o.

Remark C.1. In this proof of Lemma V.4, the only point
where we invoked the finite-dimensionality condition was
in showing that J is continuous [where we used compact-
ness of Sz(Q)]—all other properties, such as convexity
and finiteness, were true even for infinite-dimensional Q.
Hence, this approach also provides an alternative method to
obtain the desired result without requiring finite dimen-
sionality of Q, if we instead impose additional conditions
on Sq in order to use Slater’s condition, which requires no
continuity properties. Specifically, suppose we additionally
require that the relative interior of S contains a distribution
q* such that ¢g*(¢é) > 0 if and only if ¢é €Cyy [i-e.,
supp(q*) = Cp]. In that case, if we let p* €P¢, be the
distribution q* with the terms outside C, removed, we see
that (q*,p*) is a relative interior point of the domain in
the constrained optimization in Eq. (C4) [in which the
objective J;(u) is finite [103] everywhere], and it satisfies
the equality constraint. This finding suffices to invoke
Slater’s condition to claim that strong duality holds for that
optimization, yielding the desired result without any finite-
dimensionality conditions [104].

We also highlight that the interior-point requirement
stated above should hold in any practical protocol because
So would need to contain a “tolerance interval” for each
outcome value ¢ ¢ €C,,. A rigorous formulation of this
claim is as follows. Given that Sq is convex, the interior-
point requirement holds whenever the following conditions
are fulfilled:

(1) For every distribution q € Sg, we have supp(q) C

Cum.
(2) There exists some “reference” distribution q"f
with supp(q™) C Cy(, and some & > 0, such that
So contains all distributions q with |g(¢é) —
g='(¢¢)| <6 forall ¢é €Cyy [105].
To prove this formulation suffices, simply construct the
desired relative interior point by taking q"' and perturbing
it if necessary so that it has full support on C,,; it is
straightforward to show that such a perturbation always
exists while keeping it in the relative interior of Sq (under
the first condition listed above, which ensures the ¢ ¢ & C
terms do not “contribute” to the affine hull of Sg). In
addition, any practical protocol should satisfy these con-
ditions because it would need to accept with nontrivial
probability on some honest behavior; assuming, for sim-
plicity, that this honest behavior is IID (though various non-
IID scenarios can also be considered), it necessarily implies
that Sq must contain all frequency distributions of the form
just described, with q™ being the honest single-round
distribution and 6 a small but strictly positive value.

An alternative prospect would be to try proving that J
is continuous even for infinite-dimensional . We believe
this property is plausible, though proving this claim seems

slightly subtle because, in that case, S_(Q) is not closed,
and taking the infimum over such a set does not generically
preserve continuity. A more detailed analysis of the
continuity properties of J; may be able to resolve this
point. In the process, one might be able to remove the use of
continuity of Pur [which is also slightly subtle in the
infinite-dimensional case because Eq. (29) does not directly
generalize] because, in fact, we only need continuity
properties of the “subsequent” quantities D(pgollPg )

and Dg(Vsppacellls ® Vegne)-

APPENDIX D: REPLACING DISTINCT
CHANNELS WITH A SINGLE CHANNEL

We show here that the convex range of any (finite) set of
channels can indeed be equivalently described using the
range of a single channel (as in the set of its possible output
states) via a simple direct-sum construction. Note that this
construction is “generic” and does not use, e.g., the NS
conditions of GEATT channels.

Lemma D.1. Let {M;}}_; be any set of channels
M;: 0 ;= 0507... (for some finite number of output
}, }’ ,...), such that the registers Q; (respec-
tively, Q7. ...) can all be embedded in a common register Q'
(respectively, Q”, ...). Define O to be a register with Hilbert
space Hy = @;’ZIHQI_, and write Q; = 0}Q7... and Q =
Q'Q"... for brevity.

Define a channel M :Q — Q as follows: It first performs
a projective measurement where outcome j corresponds to
the projector onto HQ/; then, conditioned on the outcome

registers

value j, it implements the channel M; and embeds the
output in Q. Next, the convex range X of {M}_, is equal
to the range of M; i.e., we have £ = {M(w;]|w € S_(0)}.
Furthermore, for any register E, the convex range of
{M; ®idg}7_; is equal to the range of M ® idg.

The last statement involving id; is for applications in
statements such as Theorem V.1, where we would like to
preserve the structure of the channels acting as the identity
on E.

Proof. 1t is easy to see that £ C {Mwy]lw€S_(0)}
since by, definition, every state in X has the form
> p,/\/l,[a)(Q’j] for some probability distribution p and
J
states w(Q/)_,
input state P, p,ng) To see the reverse containment, note

and can hence be generated by M from the

that the initial projective measurement in M collapses any

input state into the form ;p ng?, and thus the final state
J
produced by M has the form ) ; p; M ][a)g)], which again
J

lies in X by definition.

A similar argument yields the analogous statement for
M;® idg}7:1 and M ® idz. Here, however, when
proving the reverse containment, we use the fact that,
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although the initial projective measurement does not act on
p ng)g,
where pja)(~)~ = (P; @ Nwg z(P; ®I), with P; being the
projector onto HQ/. This ensures each w<Q’)E is a state such
that a)(Q!) is supported on HQ/,, which suffices for the proof

E, it still collapses any input state into the form ;

to continue. n
Previous versions of this work were instead based on the
concept of a “rate-bounding channel,” defined as follows.
In this definition, as in Lemma IV.8, we denote the input
space for the rate-bounding channel as a single register Q
that does not necessarily have to match the GEATT channel
inputs, and we have not included a “memory register” R in
its output of the rate-bounding channel—again, this is
because these properties are not needed for our proofs.
Definition D.1. (Rate-bounding channel) Let {M;}_,
be a sequence of GEATT channels where all C (respec—

tively, ¢ ;) are isomorphic to a single register C (respec-

tively, C) with alphabet C (respectively, C). A rate- bounding
channel for {M;}"_, is a channel M:0Q — SEC C such

that, for any QES f on C € and any a € (1, 00), we have

min mf H}(S;C;|C,EE), > infEHf;(SC‘|C‘EE)D,
ve

] VEL

(D1)

where X; denotes the set of all states of the form
M;lwg, g, ] for some initial state @ €S_(R; |E i E)
and, analogously, Z denotes the set of all states of the form
M(wy ;] for some initial state @ € S_(Q E), with E being a
register of large enough dimension to serve as a purifying
register for any of the R;E; registers or the O register.
Theorem V.1 and similar statements still hold if we
instead take M to be a rate-bounding channel rather than
one that generates the convex range. In fact, such a
formulation with rate-bounding channels is potentially
more general in scope because it only requires the channel

M to “characterize” the H{;—entropy values rather than the
actual states in the convex range. However, we believe the
formulation with the convex range is simpler to follow and
also sufficient to cover most applications. [We also note
that a previous version of this paper contained an incorrect
statement that, in any sequence of GEATT channels, one of
the channels would form a rate-bounding channel—that
statement has a quantifier ordering issue, namely, that the
bound in Eq. (D1) must hold for all f rather than a specific
f. However, the construction of rate-bounding channels as
presented in Lemma D.2 below is indeed valid but more
elaborate than simply taking one of the channels in the
sequence. ]

The direct-sum construction in Lemma D.1 also suffices
to construct a rate-bounding channel as follows. Again, this
construction preserves infrequent-sampling structure as
long as y is the same in all rounds (since the projection

onto ’HR/__ \E,_, commutes with the classical “test/generation

random choice”) and should cause no loss of tightness if we
do not have a priori knowledge of how the channels in
different rounds might behave differently [since it ensures
that Eq. (D1) holds with equality].

Lemma D.2. Let {M;}7_ be a sequence of GEATT
channels where all §; (respectwely, C ;) are isomorphic

to a single register S (respectlvely, C.0 so that each
channel is isomorphic to a channel M’ DR E;

SR E; C C. Define Q to be a register with Hllbert space
= j:]HRj—IEj—I’ and define E to be a register with
Hilbert space Hp = D} Hg,.

Define a channel M:Q — SECC as follows: It first
performs a projective measurement where outcome j
corresponds to the projector onto HRj—l s then condi-
tioned on the outcome value j, it implements the channel
./\/l; and traces out the R; register (while embedding the E;
register in E). Then, M is a valid rate-bounding channel,
i.e., it satisfies the defining condition in Eq. (D1).
Furthermore, the bound in that condition becomes an
equality for this M.

Proof. 1t is easy to see that Eq. (D1) holds since this M
contains a “copy” of each M; (formally, every feasible
point on the left-hand side of Eq. (D1) straightforwardly
yields a feasible point on the right-hand side with the same
value). To see that the reverse inequality also holds, again
note that the initial projective measurement in M produces
a state that is a classical mixture of states supported on the

HRj_l E,, spaces, so we can lower bound its H{; entropy

using the worst-case term in the mixture [formally, using
Lemmas IV.3 and IV.4 the same way as in Eq. (B6)]. =

APPENDIX E: THE a < 1 REGIME

Similar to Refs. [1,4], for the a <1 regime, we
can instead derive upper bounds on the global Rényi

entropy  Hj(S{C1|CIE,),,,. This

yields upper bounds on the global smooth max-entropy
H;M(S?C7|C7E,,)pm [e.g., via Lemma B.10 of Ref. [1],
which includes a smooth max-entropy version of the bound
in Eq. (87) in the opposite direction].

Some results in this appendix are more naturally stated
in terms of Petz divergences and entropies, defined as
follows. Note that, while we technically state defini-
tions for a € [0, ], the Petz divergences are not well
behaved outside of @ € [0, 2]; e.g., they may not satisfy data
processing.

Definition E. 1. For any p, 6 € Pos(A) with Tr[p] # 0, and

approach in turn

a€(0,1) U (1, ), the Petz divergence between p and o is
defined as
- 1 Tr[p%c' 4]
D = 1 , El
(ol = L log 2 (E1)
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for (a <1 ApLo) or (supp(p) C supp(s)). Otherwise,
we set D, (p|lc) = oo. For a > 1, the ¢'~* term is defined
via the Moore-Penrose pseudoinverse if o is not full
support [30]. The above definition is extended to
a€{0,1,0} by taking the respective limits. Similar to
the sandwiched Rényi divergences, for the o = 1 case, it
also reduces to the Umegaki divergence, and for classical
states, it also reduces to the classical Rényi divergences.

Definition E.2. For any bipartite state p € S_(AB) and
a€ |0, o0, we define the following two Petz conditional
entropies:

H,(A[B), = =Dy(pasllls ® ps),

For @ = 1, both the above values coincide and are equal to
the von Neumann entropy.

For a € [0, 2], the Petz divergences (and hence entropies)
satisfy data processing [106] as in Fact II.1; similarly, for
ae(0,1)u (1,2), they obey the relations in Fact I1.2
when conditioned on classical registers [technically, the
relations for the cases of D, and H, hold more broadly over
all of a€(0,1) U (1,00)]. We define a Petz version of
f-weighted entropies via the obvious analog (also dis-
cussed in Ref. [18], apart from the small differences
mentioned in Remark IV.1):

Definition E.3. Let pe S_(C C QQ') be a state where C

and C are classical with alphabets C and C. respectively.

HY(AIB), = sup —D,(pusllly ® o). (E2)  Givena QES fon CCandavalue ae (0,1) U (1, 00), we
g 65 €S_(B) define
(0C|CQ") 1 1 log <Zp(55)ap(é) —ar(1=a)(=/(2)=Da(pgq N]IQ®pQ,C))>

—-a cé

_— log (Zp(c &)21-a)(=/(e)-D <pQQMQ®pQ/M))>
—a -
1

- 1 _alog <22_(] —afiee )Tr[(pQQ’/\cc) (pQ’/\c)l a]>’ (E3)

where the sum is over all ¢ ¢ values such that p(¢ ¢) > 0,
and we leave some tensor factors of identity implicit in the
last expression.

We now present the @ < 1 version of Theorem I'V.1. Note
that this statement is slightly simpler in that it does not need
the additional purifying registers E in the single-round
terms because, by data processing, the maximum in those
terms is always attainable by a state that is “trivial” on that
register. In addition, our current version of this statement
has the slight restriction that, while the QES choices can be
different in each round, they cannot explicitly depend on
the E{ 6’1 ! values from previous rounds, unlike Theorem
IV.1, because of a subtle difficulty regarding the NS
conditions. We believe that this issue could be overcome,
in principle, but we defer further discussion of this point
until Remark E.1.

Theorem E.1. Let {M }i_; be a sequence of channels

R, E; | —S; RJE]CJCJ such that the output registers
C jé‘ ; are always classical (for any input state), and let
pES_(SIC"CIE,R,) be a state of the form p=
M, o...0 M, [@"] (leaving some identity channels implicit)
for some initial state @’ €S_(RyE,). Suppose that each
M, has some Stinespring dilation V;: R;_E;_; —
S; R iE; C C F; (with “environment” system F';), such that
V satlsﬁes the following NS condition: [107]

3 a channel R;: R;_; — R; C C F; such that
TrsjEj o V] = RjOTrE‘/_il.

For each j, let f|; be a QES on registers C jé' ;- Define the
following QES on C} Y-

Z £1;(€¢)) (E4)

frn(Cier)

Take any a€(2/3,1), and let @ = [(3a—2)/(2a—1)].
Then, we have

AL (SiCCIE,), <> k.
J
where k; == sup FIQ’(SjC_‘j|CA‘jEj)U, (E5)

VEZL;

where X; denotes the set of all states of the form
Mlwg, g, for some initial state @ €S_(R;_ E;j_;).

Consequently, if we instead define the following ‘“nor-
malized” QES on C7C":
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n
frn(€1eY) = qu(c_jéj)’
=1

where f;(¢,¢)) = f|;(¢;¢;) + x; (E6)
then
H]»($1C1|CIE,), < 0. (E7)

Note that, again, if we write @« = 1 — u for some u > 0,
then

1 -3 n

1T Ti-m

=1-u—-0@), (E8)
so @ is slightly “further from 17 than a but only by a
“higher-order” amount. The NS condition might appear
slightly elaborate, but as a simple example, we highlight
that, as observed in Ref. [4], it is automatically fulfilled
whenever the action of M is to first apply some arbitrary
channel M it R =S jC_? jé ;TjR; and then incorporate
o) ;T into the side information E; without “disturbing” the
state already on the register E;_; [108]. This process fulfills
the NS condition in Eq. (E4) without requiring any further
structure (e.g., Markov conditions) on the channels. We
now present the proof of the above theorem.

Proof. Again, let M > 0 be any value such that M —
fij(¢;¢;) > (M/2) > 0 for all f|;(¢;¢;) in the theorem
statement; then, for each j, define a read-and-prepare
channel D;: C,C; —» C;C;D; of the form described in
Lemma IV.2 so that the state it prepares on D; always
satisfies

M — f;(¢;¢;) < Hy(D;)

- A M
i€i) = Pije; SM—f|j( | j)+2 2 log e,

(E9)

for all @ € [0, oo]. Consider the channels N;: R;_E;_; —
D;S;RE;C,C; defined by N;:=D;oM;. (This is the
same idea as the Theorem IV.1 proof, except that, since we
now do not “track” the past C’{_l C‘{_' values, we can define
these channels much more simply.) Again, view p in the
theorem statement as the reduced state of an extended
version p = N, o...o N [@°]. Our goal will be to prove
the following bound (where, again, 2;- is the set of possible
output states of A ;, though here we do not need the
purifying system E):

AL(DysiClCLE,), < sup Hg_é(DijCﬂé{Ej)w-

J

i VEY
(E10)
The remainder of the proof will then quickly follow the

same way as before, up to some adjustments in Rényi
parameters.

Let U;: C;C; - C;C;D;G; be a Stinespring dila-
tion of D;, in which case U;oV;: R,_|E;_; —
D;S,R;E,C;C;F,G, is a Stinespring dilation of \;. We
extend this trivially to another isometry W, == (U0 V) ®
idéj]'_l FilGI i.e., an isometry with input and output

registers given by

W, R, E; C]'F'G{™" - D,S;R,E,C;C|F|G].
(E11)

The purpose of constructing this extension is to ensure that
the output registers can be exactly partitioned into registers
that will appear on the “left side of the conditioning” in the
desired bound (i.e., D;S jC_‘ ;) and registers that will appear
in the input registers of the subsequent W; channel (i.e.,
RE jé{ F{ G{), which is a structure we will need later in
the proof.

Thus, we can view the state p in the above bounds as the
reduced state of a pure state [p > DISIR,E,CICI Gy
W,o...oW @ >g i, where |@° > ¢ 7 is a purifica-
tion of @} . Similarly, any v/ € can be viewed as the

! L=
reduced state of a pure state |v > D,5,RE,C,CIFIGIE =

Wj|a) >R_/-,1E./-,1C{"F{’IG{’IE’ where |~a) >R‘/-,1E/-,ICA'{;IF{’IG'{;IE
is a pure state (for some register E of sufficiently large
dimension). Then, by a duality relation (Theorem 2 in
Ref. [77]) between the Rényi entropies H, Land H 1/q (for all

a €0, x]), we have

AL(DyS1Ch|CLE,Ey), = —Hy(D}SiCIR,FIGY) .

1
where f = —,
a
I:I;_é(Dijleélej)z/ == _Hﬁ(Dij _j’RijlGJIEN)D/,
A 1 1
whereﬂ:z_é:m. (EIZ)

Note that since a € (1/2,1), we have g€ (1,2). We also
highlight that we placed the purifications E, and E on
opposite sides in the above two equations to simplify some
subsequent arguments.

Hence, our task basically reduces to relating
Hy(D1SiCY|R,FIGY), and Hy(D;S;C;|R;F|G|E),. For
this purpose, we show that the W; form a sequence of
GEAT channels (Definition III.1) satisfying NS conditions
between suitable registers. Recall that each W ; channel has
input registers R j_lEj_ICA‘{_lF'{_lG{_l, and partition them
into “memory” registers E j_lé{_l (which do not appear in
these entropy terms) and ‘“side-information” registers
R j_lF{_]G{_l (which appear in the conditioning registers
of these entropy terms). Critically, the NS condition on V;
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implies that the W;
E;, C‘{_l to R;F { G{; more precisely, if we define a channel
R; = (Trpee,0UjoR)) @ idpigt, where R; s the
channel in the theorem condition in Eq. (E4), then this
is a channel 72]: Rj_lF{_lG{_l - RjF{ G{ such that (leav-
ing various identity channels implicit)

channels are nonsignaling from

Trp 5,050 °Wi=TrpgepeioUjoV;
= TrDjC/éj o Uj o TrS/_Ej o Vj o Tré]]»_l
=Trp e oUjo RjoTrg, OTré,l-_l

= 7%] OTrEj_lé{—l, (E13)

where, in the second line, we commute some partial traces
with channels that act purely as identity on the correspond-
ing registers (namely, U; acts as identity on S;E jé‘{_l and
V; acts as identity on C‘{_l); in the third line, we apply the
NS condition in Eq. (E4) imposed in the theorem; and in
the fourth line, we substitute the definition of R Hence,
the W; form a sequence of GEAT channels, and Wlth this
sequence, we can finally apply (Lemma 3.6 of Ref. [4] and
Fact III.1 stated above) to conclude that [since & (1,2)

and = 1/(2 - )]
Hy(D}S{C}|R,FiG}),
> inf Hy(D;S,C/|R;FIGIE),.
j Jj

where Z;’ denotes the set of all states of the form

(E14)

W;lw >Ry O PG for some w.

Substituting the duality relations in Eq. (El12)
and noting that the data-processing inequality implies
AL(DySiCH|CIE,), < Hy (DS Cy|CIE, Ey) . we obtain
the desired bound in Eq. (E10). To obtain the claimed
results in the theorem, we first use the inequalities
H,< A} and A} < H2—i (Corollary 4 in Ref. [77]) on
the left- and right-hand sides, respectively, to obtain

A,(D}S1CCIE,), < Z sup H;(D;S;C;|CIE;)),

T vey,
< ZJ:D’SEPZ); H,(D;S;Cj|CE)),,
(E15)
where @ =2 —[1/(2—1)] = [(3a —2)/(2a — 1)], and the

second line holds by data processing. These entropies
can then be related to the (Petz) f-weighted entropies
i (S1C1|CIE,), and HQ/(SjC_‘ﬂCA‘JEj)D in the same way
as in Lemma V.2, noting that Petz divergences also satisfy
the relations in Fact 1.2, thus yielding the claimed bound in

Eq. (E5) by taking M — oo. The other claimed bound in
Eq. (E6) is also obtained in a similar way: By Lemma IV.7,

each f; satisfies

supr“(S Cj|CiE)),

VEZ; VEZ;

(E16)

Hence, applying Eq. (E5) to the QESs f ;j ylelds
Eq. (E6). ]

We now state the analog of Theorem V.1. Here, we
present it in terms of a rate-bounding channel (except one
that instead upper bounds the entropies) to have a slightly
wider scope as compared to presenting it using the convex
range; however, from the discussion in Appendix D, we
see that both approaches would be very similar. (In either
case, it is unnecessary to consider the additional purifying
register E, for the reasons discussed earlier.)

Theorem E.2. Consider a state p and channels { M},
fulfilling the conditions described in Theorem E.1, such
that, furthermore, all C ; (respectively, o) ;) are isomorphic to
a single register C (respectively, ) with alphabet C
(respectively, C). Let M:0Q — SEC € be a channel such
that, for any QES f on C C and any a€ (0, 1), we have

max sup Al(S;C;|C,E)), < supH4(SC|CE),,

J vex VEX

(E17)

where X; denotes the set of all states of the form
Milwg,_ g, ] for some initial state w€S_(R;E; ;)
and, analogously, £ denotes the set of all states of the
form M{[wgp] for some initial state w €S_(Q).

Take any a € (3/4,1), and let @ = [(4a —3)/(3a —2)].
Suppose, furthermore, that p = papj + (1 — pa)p)g for
some pq € (0, 1] and normalized states p|q, p|g. Let Sq be a
convex set of probability distributions on the alphabet
C x C, such that for all ¢ ¢ with nonzero probability in p|q,
the frequency distribution freqfll, & lies in Sq. Then, letting
6¢¢ denote the distribution on € C induced by any state
o¢, we have

N _ 1
HY(S{Cy|CIE,), < nhg + _log—,
' 1 - Pa
_ 1
where h; = sup sup <——D(Q||Vcc)
qESQUEX 1
~ Y 4eop, >> (E18)

cé esuppvee)

and the objective function in the above supremum is jointly
concave in v and q. Furthermore, for any o', € (1/2,1)
such that [@/(a—1)] = [@/(d = 1)] + [@" /(" = 1)], we
have
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_ a’ ~ A
fo < sup sup (—1 %7 Dlalvee) + Ha(SCICE), )

qeSoreX 1

(E19)

and the objective function in the above supremum is jointly
concave in v and q.
Again, if we write @ = 1 — u for some u > 0, then

R e U
a= =1
1-3u 1-3u

=1l-p-0@), (E20)

so & is slightly “further from 1” than a but only by a higher-
order amount. [In fact, more precisely, the O(y?) terms in
Egs. (64), (E8), and (E20) have the forms u? + O(u?),
2u? + 0(p?), 3u®+ O(p?), respectively, as one might
perhaps expect by counting the number of Rényi parameter
changes in the various proofs.] Hence, the KL divergence
term has a negative prefactor in this case and thus can be
interpreted as a “penalty function” in the concave maxi-
mization that defines /g, just as described in Sec. V B.
Furthermore, if the C ; registers are trivial, then we again

have a similar result to Lemma V.1:

_ 1

hg = sup sup [ ———D(q||lvg
0 s (- ptalke
+ Y q8 S|CE)> (E21)
cequppvc)

simply because Dy :) = —H4(S|CE),.
Perhaps somewhat curiously though, if the C’j registers
are nontrivial, then it seems less straightforward to obtain
an analog of that lemma—essentially, the data-processing
inequality is in the “wrong direction” for an analogous
proof to carry through. Still, we highlight that, since the
required conditions on the channels are in fact quite
minimal (as discussed below Theorem E.1 and in
Ref. [4]), for practical applications, it might be possible
to focus on the case where C; is trivial. Alternatively, one
could work with the looser bound in Eq. (E19) (which is
analogous to Lemma V.2), possibly using the “projective
reconstruction” property in Lemma B.7 of Ref. [1] to add or
remove the C ; registers as necessary. We leave a detailed
resolution of this question for future work.

Proof. The proof is again analogous to our proof of
Theorem V.1; we highlight the key steps. It is slightly
more convenient to start from the intermediate bound in
Eq. (E10) in the preceding proof, which we use to obtain a
slightly looser bound,

Ha(DiS{CH|CIE,), < A] (DiS{CHICIE,),

<> sup Ay (D;S,C/|CE)), .
ex’
J

P
- 1 3a—-2
wherea:2——2_$:—2a_l,
<ZsupH(DSC|CE)
j I/EE’
1 4a-3
h _:2——: y
where a 7 3a-2
< Z sup H{I(D CJ|CIEJ)U/
j DEE

(E22)

In the first and third lines, we used the bounds H} < A g_l

and H), < H,_: (Corollary 4 in Ref. [77]), respectively; the

second line is Eq. (E10); and the last line is from data
processing.

We relate the HL(D!S'Ct|CIE,)
HL(SiC|CIE,),, in a
Corollary IV.1 proof, letting Q denote the set of all
¢i¢Y values such that freqa . € So:

p term to

similar fashion to the

HY(S{CI|CIE,),,
< H‘I (les?éﬂé?En)pm - EnIEiélQHl(le)ﬂ\fo’l’
1
+ log—
l—a ~po
< Ha(DISICHICIE,), + max, — Ho(DY),
log (E23)
og—,
l-a gpg

where the second line holds by similar arguments to the
Lemma IV.9 proof and the third line is (Lemma B.5 in
Ref. [1]) in the a < 1 regime.

Thus, by picking all the QESs f|; to be equal to a
single QES f, and relating the entropies of the D; registers
to the QES values in the same way as in Lemma IV.2,
followed by taking the M — oo limit, we obtain an analog
of Corollary V.1:

041013-53



ARQAND, HAHN, and TAN

PHYS. REV. X 15, 041013 (2025)

HL($1C1|CHE,),,, < nsupHS(SC|CE),
vEX

< sup sup ( {;(SC_’|(A?E)U+f-q)n

qESqUEX

a 1
log—.
Po

+1—a

The best upper bound would be given by minimizing

over the choice of QES f on the right-hand side; hence,
we only need to show that this yields the claimed formula
for 4, analogous to the strong duality proof in Lemma V.4.
For this purpose, we define a sign-flipped version of G, ,
from Lemma V.3 (to avoid having to introduce and discuss
“concave conjugates”), with Petz instead of sandwiched
divergences:
G, ,(f) = HL(QC|CQ)),. (E25)
From the log-sum-exponential formulation in Eq. (B13)
(with a sign flip), we see that Gaﬁp(f ) is again convex in f
since a < 1; by analogous calculations, we find that its
convex conjugate is

.. 1
Gap(d) = mD(—MWéé)

-2

¢¢ esupplpee)

ME8)Dy(pooncelllp ® porne)
(E26)

if —A € Pz and +o0 otherwise. Again, since G, isaconvex

a.p
function with domain RI“*¢l, we find that Ga,p is also the
convex conjugate of Gy ,; thus, we have G,,(f) =

sup, piexe (4 - £ = G;,,(A)). Therefore, we again write

AL(SCICE), +f-q=G,,(f) +f-q
= sup (A-f— G(’;.y(/l) +f-q)

AeRIEXA
= sup (=G (=1) +f-(q-2))
/’{IEPCC
(E27)
where the last line holds via a reparametrization A’ = —A.

Furthermore, by Lemma IV.1 (adapted to the Petz case),
we know there exists a read-and-prepare channel that

can extend any state v so that we have A.(SC|CE), =

Hyz(DSC|CE), — M for some fixed M; it thus follows
from the convexity of Petz divergences for a € (0, 1] that

HL(SC|CE), is concave in v. (Here, we do not need to exploit

purifying functions because, in this Rényi parameter regime,
H  is genuinely concave with respect to the state.) Therefore,
we can proceed similarly to the Lemma V.4 proof: We see that
G, (A) is jointly convex in (4, v) since, by definition, it is a
supremum over a family of functions 4 - f — Gdﬁy(f ) that are
each jointly convex in (4,v). Therefore, =G}, (—A') +f -
(q —4') is jointly concave in (q,v,A), which allows us to
apply the same strong duality arguments to conclude that

inf sup sup sup (=Gi, (=) +f-(q—21))

f qeSoveziepse

= sup sup—G,(~q). (E28)

qESQUEX

This process gives the first claimed resultin Eq. (E18) by just
substituting the definition of —G,, (—q). To obtain the looser
bound in Eq. (E19), we perform similar calculations except
with the relaxation

H4(DSC|CE), < Hy(SC|CE), + H.,(D|SC CE),,
(E29)

which is a special case of Proposition 8 in Ref. [42];
this approach lets us apply the same arguments as the
Lemma V.2 proof. [

Remark E. 1. In the Theorem E.1 proof, the obstruction to
allowing the QESs to depend on the past C jé ; values is
that, in this case, it seems we would need to define the N j
channels the same way as the Theorem IV.1 proof, in which
case, they act “nontrivially” on the C’{_lé{_l registers
(albeit only in a read-and-prepare fashion). However, to
apply Fact III.1, it seems we would then need an NS
condition from E;_ IC_‘{_l(j’{_l to R;F /1 G/, which would not

be satisfied since this construction of the A j channels

would nontrivially signal from the C_‘{_l C‘{_l registers to the
Stinespring dilation F;. A different arrangement of the
conditioning registers might resolve this issue, but we leave
it for future work [109].

As a purely informal nonrigorous remark, however, we

note that the role of the NS condition in deriving upper

bounds on, e.g., A, (52C7|CIE,,) , appears to be a way to

enforce that the channels do not “destroy” information in
the conditioning systems since it would be impossible to
derive useful upper bounds if they do so. More specifically,
if the Stinespring dilation of a channel does not “signal out
of” some registers, it informally seems to imply that it
“preserves the information” in those registers, as we would
want. However, we note that the NS condition seems to be
“too strong” as a method to enforce this information-
preserving property—for instance, if the D; read-and-

prepare channels acted on C_‘{_lé{_l, this would still
preserve the information on them, despite violating the
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NS condition in the form described above. Hence, the NS
condition may not be the optimal way to approach this
proof (or perhaps this obstacle can be overcome by finding
an appropriate Stinespring dilation that correctly enforces
this information-preserving property via the NS condition).

Separately, we also observe that our above proofs
involved multiple changes in Rényi parameter (albeit only
higher-order changes) to convert between sandwiched

and Petz entropies or between H, and A}. It would be
convenient if the argument could be streamlined to avoid
some of these conversions, for instance, by defining some

notion of A}/ (QC|CQ'). However, as noted in Remark
IV.1, care would be needed regarding how to define the
optimization over the second arguments of the divergence
terms in that case.

Finally, we could again perform the above proof under
the Markov conditions of the original EAT instead, so we
could use Corollary 3.5 of Ref. [1] in place of Lemma 3.6
of Ref. [4] (i.e., Fact III.1). In that case, we expect there
would be no changes of Rényi parameter since that state-
ment directly bounds the sandwiched entropies H, [basi-
cally, Eq. (117) holds in the opposite direction, with a
supremum instead of infimum], and we could replace
Lemma B.5 of Ref. [1] with Lemma B.6 of Ref. [1] (which
only works for the o < 1 regime) to avoid needing a

conversion to H}, when conditioning on . This approach

might also allow the QESs to depend on the past C‘{_] C‘{_]
values by incorporating them into the conditioning registers
in such a way that the Markov conditions hold. However,
we defer this issue to be resolved in future work if it should
become important—we believe that the conditions in
Theorem E.1 are sufficiently less restrictive that it would
be of more general use than a version with the Markov
condition, even with the aforementioned drawbacks.

APPENDIX F: ONE-SHOT CHAIN RULE

We thank Ashutosh Marwah for providing us with
the proof of this claim. For our calculations here, we
briefly make use of the Petz entropies as presented in
Definition E.2.

Lemma F.1. For any p€S_(A;A;B) and a€[1/2, o],
we have

HY(A|A,B), > HY(A\Ay|B), — H)(A]B),

> H)
> Hi(A\Ay|B), — H(A2]B),.  (F1)

Consequently, forany p € S_(A1A,BB,) anda € [1/2, o0,
we have

Hg(Al‘AZBlBZ)p >

If the registers in the I-_Ig and Hg terms are classical,
then there is no difference between those versions of the
bounds since those values are then equal as mentioned
previously.

Proof. Let f € [1/2, 00| be such that 1/a + 1/ = 2, and
purify p onto some register C. Focusing on the registers
A1A,C, by Corollary C.3 of Ref. [110,111] [and also
implicitly observed in Eq. (44) of Ref. [1]], we have
the following chain rule, for any c€S_(C) such that

H;(A1|C)p = —Dy(pa,cllla, ® o¢):
HJ(AA]C), > HY(A(|C), + Hy(AsJALC),.  (F3)

where v €S_(A,A,C) is a state defined by

12 -1)2 ~1/2.1)2
Va,A,C = Va cP A, C PAACPA C YA, C
EY
12 7 12
(pAlCGC /’Alc)

where vy ¢ = > €S_(A,0), (F4)

s p
1/2 1/2
Tr[(PA/]CUCﬁ pA/IC) }

leaving some tensor factors of identity implicit for brevity
and defining pglléz via the Moore-Penrose pseudoinverse if
pa,c 1s not full support. Note that, from the definition of
v, c, we immediately see that ker(py ) C ker(vy, ¢), and

therefore,

supp(va,c) € supp(pa,c)- (F5)

a property we will soon need.
Importantly, the state v satisfies

Hy(A3]A\C), 2 Hy(A2]AC), 2 Hy(A2]AC),, (F6)

where the first inequality is simply by monotonicity
in # and the second inequality follows from the SDP
characterization of D (Ref. [112] and Proposition 4.3 of
Ref. [30]), as follows:

Do (pa,a,cllla, ® pa,c)
=inf {A|paa,c < 2Ly, ® pa,c}

. —-1/2 -1/2
= inf {MpAlé pAzA|CpA1é < ZA]IAz ® ]ISUPP(/’AIC>}

. 12 —-1/2 -1/2 1/2
> inf {/1|1/A/]C,0Alé pAzAICpAIé VA/IC

<2, @ vac}
= inf {A|va,4,c <24, @ va,c}

= Do (Upya,cllla, ® va,c), (F7)

where I denotes the projector on supp(p,,¢). In the

SUPP(PAIC)
above, the third and fourth lines hold because M > N =
LML > L'NL for any operator L, and thus
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Paac <2y, ® pac

e PZIéQPAzA Cp;11é2 < 2AHA2 ® ]ISUPP (Payc)?

= Vix/c/)A lé PAA, C/)AléZVA/zc S 2/1]IA ® Va cs (FS)
where the first implication is bidirectional because we have
both p, lészleZ léz = Lupp(ps,c) and pA CLUPP(/’A c)pix/zc =
Pa,c (and also PA CPA épAzA cﬂAlé pA/C Pa,a,c)» While
the second implication is just in one direction because we

can only be sure that 1//14/ 2C]I Vp,c [due to

12 _
SUPP(PAIC)UAlc -

Eq. (F5)] not ;¢ va, eV & Fhsupp(pe ) 11131

Therefore, we can conclude that

Hg(AlAZ‘C)/) 2 Hg(A1|C>/) + HOO(A2|A1C) (Fg)

P’
and by applying the duality relations H/E (A145]C), =
—HL(A\A|B),. HJ(A||C), = —HL(A||A;B), for H}
[32,33] and H(A5|A,C), = -A] (A;|B), between sand-
wiched and Petz entropies [77], the above is equivalent to

HJ(AA|B), < HY(A|A,B), + A} (A,|B),.  (F10)

This approach yields our claimed bounds in Eq. (F1)
[where the second line follows from the generic relation
Hi > Hi between sandwiched and Petz entropies; see
Eq. (4.88) in Ref. [30] ]. To obtain our claimed bounds in
Eq. (F2), we simply set B := B, B, in the first line of Eq. (F1)
and apply the data-processing inequality I-_Ig (A2|B1B,), <
A} (A,|B,) , for Petz entropies (see the statements below

Definition E.2) and then again apply H} > HJ. [We do not
directly obtain the second line in Eq. (F2) by data processing

on H g because it was shown in Ref. [45] that the sandwiched
entropies do not satisfy data processing for @ € (0, 1/2); that
work does not explicitly specify the @ = 0 case, but the
construction may generalize accordingly). [
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also why we use a separate symbol € to denote the set of
values ¢ such that pio(cfét) > 0.

[49] Strictly speaking, the convex range is not fully defined by
only the channels &; since one also has to specify the
various embeddings. However, all of our subsequent
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security proofs (at least, assuming that the dimensions
are finite but unbounded) because, in such security proofs,
we can suppose that M acts on systems of finite but
unknown dimension and say that the bounds we derive
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or D(q[#2 ) > 65/(2In2) > 0 by Pinsker’s inequality.
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plausibility argument that A, is “usually” nonzero.
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[59] The latter bound holds whenever C has the property that it
can be “projectively reconstructed” from SCE in the sense
of Lemma B.7 of Ref. [1], by simply observing that, in that
case, the lemma gives us H,(SC|CEE) = H,,(S|CEE) and
H(SC|CEE) = H(S|CEE), so we can apply the continuity
bound of Lemma B.9 of Ref. [1] without including C.

[60] Similar to Ref. [2], this choice is just to demonstrate
a possible scaling; for the best finite-size bounds, one
should optimize the Rényi parameter choices numerically
for each n.

[61] One can tune o’ and o in other ways; e.g., if we fix one as
a constant and set the other to 1 4 y, then we can obtain
@,a=1+u+ O(y?), but this approach sacrifices the
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[62] We highlight that this loss comes inherently from the
Lemma V.1 bound rather than the subsequent bound in
Eq. (92) since the latter is an equality in such scenarios.

[63] T.A. Hahn, E.Y.-Z. Tan, and P. Brown, Bounds on
Petz-Rényi  divergences and their applications for
device-independent cryptography, arXiv:2408.12313v1.
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jointly convex in (t,2”(¢¢)) by using the fact that the
function xlog(x/y) is jointly convex on (x,y)€RZ,.
However, this case ignores any ‘“coupling” with the
prefactors of the entropy terms in, e.g., Lemma V.1.

[65] This claim is, in fact, somewhat delicate. First, note that for
n IID instances of a Bernoulli random variable with
expectation pe,,, if we write the observed success fre-
quency as Qqps, then the probability that |Qups — Pexpl

3%n

exceeds some value § can be shown to be at most 2e e
by a Chernoff bound argument. Thus (focusing only
on the L 1 term and ignoring contributions from other

test-round  outcomes), we can choose &, = 63’, =

v/ (3y/n)10g(2/€com) while still ensuring an accept prob-
ability of at least 1 — O(&qon) on honest IID behavior (by
applying the Chernoff bound argument with pe., =7,
viewing a single-round “success” as the event that | |
did not occur). In that case, if we pick the scaling of y with
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(as is indeed the case in the subsequent analysis), we see
that 5, and &, would indeed become arbitrarily small
compared to y. However, if we pick y o 1/n exactly, this
argument does not work, just as in Ref. [2]. We leave a
more detailed analysis [perhaps preserving the D(r||s)
term to avoid invoking an explicit lower bound on y,] for
future work.

The KL divergence term is already convex, so it suffices to
show convexity of this entropy term alone. Still, it is true
that, in principle, there may be situations where the sum
of the KL divergence term and entropy term is convex
even if the latter is not convex by itself—considering
this possibility might help in tackling the issue we shall
shortly discuss regarding the full linear combination
>eeq(c é)H(S|El:f)D,‘,}_{_. However, we leave this more

elaborate possibility for future work, if it is relevant.

If Z and G are not trace preserving, care is needed to ensure
consistency with the definition in Eq. (16) we chose here
for Umegaki divergence.

Note that in the G , formula, the first case can still take a
value +co for some values of A due to the D(A[|ps ) term.
Specifically, this happens whenever supp(4)Zsupp(p¢ ).
In this lemma, Lagrange dual problems are defined in the
sense described in, e.g., Ref. [26]. Since the constraints are
equality constraints, there is an arbitrary sign convention to
pick when defining the dual variables; see the last line of
Eq. (112) for the sign convention we used.

In this paragraph, we informally refer to “the” best choice
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necessarily nonunique—given any QES f in Corollary V.1,
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an identical bound since the x dependence “cancels off.”
(Loosely speaking, this nonuniqueness seems to arise from
the implicit normalization constraint in the domains Sq and
Pé e, though we leave further analysis for future work.)
Furthermore, it might potentially be possible that the
optimal f is not attained, as we discuss later. However,
this nonuniqueness or nonattainability does not have any
effects on our actual proofs of Lemma V.4 or Theorem V.1;
we are merely highlighting a technicality in our informal
statements here.

For our proofs, let us say continuity and closedness are
defined with respect to the topology induced by, say, the
1-norm.

This is because we have argued above that the expressions
in Egs. (78) and (79) are equal for any choice of purifying
function, which means that the latter is independent of the
choice of purifying function. Thus, we can focus on any
specific choice without loss of generality; in particular,
under the finite-dimensionality assumption, we can pick
the one shown in Eq. (29), which is indeed continuous (this
can be seen by, e.g., computing the fidelity between
purifications of d-close states under that formula and then
applying Fuchs—van de Graaf to convert to 1-norm dis-
tance).

An alternative approach, similar to the convexity argument
above: After noting that v is continuous in @, observe
that G, (f) = —H/(SC|CEE),, = M — H,(DSC|CEE),,
for a suitable extending channel as defined in Lemma IV.1,
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(82]
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so Gg,»(f) is continuous in @ (by the continuity of
conditional Rényi entropy with respect to the state). This
implies that G; . (1) is lower semicontinuous with respect
to (A, w) since it is a supremum over a family of functions
A-f— Gy (f) that are each lower semicontinuous with
respect to (A, w). Thus, we have lower semicontinuity
of G u(4) + (q —A) - £ with respect to (q,4, ®), which
suffices to apply the version of our subsequent argument
based on Sion’s minimax theorem (which only requires
semicontinuity rather than continuity).
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Rényi privacy amplification theorem of Ref. [10], the
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the final key rates—see, e.g., Refs. [10,11] or Secs. VII B
and VII C of this work.
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the “phase error rate” rather than the QBER with respect to
multiple bases. However, since the error-correction term
Agc instead depends on error rates in generation rounds
(i.e., the Z-basis error rate), for simplicity, in this analysis
we View Qu.resh a8 @ single QBER parameter that character-
izes error rates in any basis; thus, we can use it in the
formula in Eq. (133) for Agc.

M. Berta, M. Christandl, R. Colbeck, J. M. Renes, and R.
Renner, The uncertainty principle in the presence of
quantum memory, Nat. Phys. 6, 659 (2010).

In other words, after they have XOR’d their outcomes with
the symmetrization bit F. Note that, strictly speaking, in
order to apply EURs to the values S, X, and X (which are
produced after symmetrization, i.e., not the raw outcomes
of X or Z measurements), we are implicitly applying a
standard argument [81] that the same overall state (includ-
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taking the raw outcomes of measurements on some other
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tion with the measurements by reexpressing it as a rotation
on the premeasurement qubits. An alternative option
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use, e.g., Fano’s inequality to write H(Xp?)vcgu <
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the Rényi EUR bound in Eq. (142).

R. Renner, N. Gisin, and B. Kraus, Information-theoretic
security proof for quantum-key-distribution protocols,
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frqu.,]x € Sp), so it remains the case that every distribution

¢1 with nonzero probability in the conditional state pjq
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satisfies frquT € Sq; i.e., the first condition on Sq in

Theorem V.1 indeed holds. Also note that we are implicitly
exploiting the fact that, in Theorem V.1, Q does not have to
be an event defined entirely on the C7 registers, as
discussed in Corollary IV.1.

[83] The parameter egy here is denoted as egy in Ref. [21];
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the relevant step as “error verification” instead of “key
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late” H zo; however, it can be seen that our bounds for the

EAT or GEAT scenarios involve H, rather than Hi in the
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use of a bound on single-round H 1, without first converting
it to H,. (For the Ref. [17] scenario though, the bounds we
presented in Sec. VIB are indeed based on single-round

Hg which would indeed allow us to directly accumulate
min-entropy.) In any case, for the CHSH game, in
particular, Ref. [58] showed that the bound in Eq. (148)

is, in fact, tight for both H, and H zo, so there is no loss of
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ticular protocol.
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corresponding privacy amplification theorem (under the
current state of results in privacy amplification, this may be
necessary if the protocol uses Trevisan’s extractor instead
of 2-universal hashing). However, in that case, we find no
improvement in n,,;, over Eq. (150), though we can at least
obtain about n,;, = 3 x 10'°, which is still better than
Ref. [46]. The issue basically seems to be that, for security

proofs based on our H;3. bound rather than our H] bound,
one has to pick a “threshold” value ¢, and split the analysis
into cases where pq is above or below ¢,; this introduces
additional finite-size corrections, and the resulting ¢y,
formula then fails to reduce to Eq. (150) in the @ — 2 limit.
[89] In fact, another potential question is whether we would
actually obtain better n,;, values via this von Neumann
entropy approach; we leave this question for future work.
One point that may be worth highlighting is that, similar to
the advantage of Eq. (143) over Eq. (136) in the previous
section, working with the collision-entropy bound in
Eq. (148) ensures that the optimization for the “first-order
term” always returns a strictly positive value, unlike the
relaxation to von Neumann entropy via the continuity

bound in Eq. (86), which may yield a negative value if & is
not sufficiently close to 1. Hence, it seems likely that the
collision-entropy approach will indeed be better for small
n, where the optimal Rényi parameters are further from 1.

[90] D. Tupkary, Ernest Y.-Z. Tan, and N. Liitkenhaus, Security
proof for variable-length quantum key distribution, Phys.
Rev. Res. 6, 023002 (2024).

[91] M. Christandl, R. Konig, and R. Renner, Postselection
technique for quantum channels with applications to quan-
tum cryptography, Phys. Rev. Lett. 102, 020504 (2009).

[92] S. Nahar, D. Tupkary, Y. Zhao, N. Liitkenhaus, and Ernest
Y.-Z. Tan, Postselection technique for optical quantum key
distribution with improved de Finetti reductions, PRX
Quantum 5, 040315 (2024).

[93] For readers familiar with Ref. [90], we highlight that, in
principle, Theorem V.1 in this work could be used to bound
the Rényi entropy conditioned on any particular frequency
distribution observed on the C” C7 registers, which roughly
satisfies the requirements for applying the analysis in
Ref. [90], except that the bound has an explicit dependence
on pq. Therefore, a direct calculation along the same lines
as in that work would result in the final security parameter
being multiplied by the number of possible frequency
distributions. This result is somewhat undesirable; how-
ever, in principle, it is described by a combinatorial
coefficient that “only” increases polynomially in n. This
outcome may be tolerable in practice, as suggested by
proofs based on the postselection technique that introduce
such polynomial factors [91,92], albeit based on the
dimensions of the quantum systems rather than the
classical outcomes (the approach suggested here would
hence be superior to the postselection technique for DI
protocols or other contexts where the dimension depend-
ence is improved via this approach).

[94] We could obtain a similar result by instead using the chain

rule from Ref. [42] here to extract a H I n(ZY|TT) ra

but this would have a (fairly minor) disadvantage of
causing a small “higher-order” change in Rényi parameter,
comparable to Eq. (64). Note that even with this, our
approach would still differ slightly from Ref. [5] due to

how we bound the HIT/Z(ZHT’I’)

steps.

[95] Furthermore, in our bound the subtracted term simply has
the form y™*n log | Z|, where y™* only needs to be chosen
to be sufficiently large for the honest 1ID behavior to
accept with high probability. In comparison, the subtracted
terms in Refs. [5,29,36,58] were roughly of the form
ynlog|Z| + O(y/n), where the O(y/n) term accommo-
dated potential non-IID behavior. It seems likely that the
former value is smaller, though we do not aim to prove this
rigorously. (We briefly highlight, however, that Ref. [37]
introduced an approach in which the subtracted term was
also roughly of the form y™*nlog|Z|, though there was
still a change of smoothing parameter.) o

[96] While N; performs a pinching channel on CI7'¢ ™ in
contrast to M ;, which acts as an identity on those registers, it
does not make a difference for states produced by applying
those channels in sequence because A/ =10 o N @] is

term,

P 1M N the subsequent

always already classical on C'{_l C‘{_l. Similarly, the second
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and third steps performed by V'; do not disturb the classical
registers they act on.

[97] In this step, let us take E to be of large enough dimension
to be a purifying register for the input registers in the \;
scenario as well, which can be achieved without loss of
generality by expanding its dimension as necessary.

[98] For strict technical accuracy in the following steps, these
conditional states should be interpreted to still include the
registers C_"{_ICA’{_I, though with those registers simply
taking the fixed value & '¢/™". o

[99] While the QES f_i1 -1 depends on &'¢]™", its value is
fixed by the initia{ ¢hoices in the theorem, not by the state.

[100] Pedantically, to ensure there are no issues involving the
dependence of the summation domain in Eq. (B28) on w,
we should first note that we can extend the summation
domain to the full alphabet C x C without changing the
value of Gy 40 (f) (in this case, there are no divergence
terms in the sum, so we do not encounter any technical
issues).

[101] An alternative approach for the purposes of our analysis
would be to simply restrict the alphabet of the registers C €
to C, rather than C x C since the values outside C; will
never occur and thus have no “physical relevance.” How-
ever, this approach would result in the slightly unpleasant
side effect that the resulting alphabet is not guaranteed to
have a Cartesian-product form.

[102] An alternative option is as follows: Since the mapping @ —
V"é ¢ is a quantum-to-classical channel, one can show that it
must be of the form w — 3., Trr_,[|¢ ¢)(¢ ¢|] for some
POVM elements I';; furthermore, we must have I'z; # 0
for all ¢ ¢ & C 4. Thus, we can show that any full-support
wg yields a distribution »¢ . with full support on Cp (at
least assuming countable dimensions; the argument should
generalize further in some fashion but we do not consider
this here), giving the desired result.

[103] Here, we did not simply try to apply Slater’s condition to the
original constrained optimization in Eq. (109) because it
would require the existence of some  in the relative interior
of the effective domain of G} .(4) (i.e., the domain on
which it takes finite values), which is more subtle in the
infinite-dimensional case. However, for the finite-dimen-
sional case, in our above proof of the finiteness of J4;, we
argued that G% ., (4) is finite over all full-support , and
hence any full-support @ yields such an interior point.

[104] However, this proof method still does not immediately
certify dual attainment, despite using Slater’s condition,
because, when transforming the optimizations, we only
focused on preserving the optimal value rather than other
properties such as dual attainment. We leave a more
extensive analysis of such aspects for future work, if it
should become important.

[105] For the ¢ ¢ ¢ Cy,4 terms, there is no need to include any “6
tolerances” here because zero-probability events (on a

finite alphabet) would never occur. There is a technical
issue that the supporting alphabets induced by M versus
M might be different, in principle, but we do not expect
this situation to arise in practice.

[106] The data-processing inequality for Petz entropies is usually
only stated for a € (0, 2]; here, we extend it to @ = 0 by
noting that, by definition, the value of D, is given by
the @ — 0 limit, and thus we indeed have D(pl||c)—
Dy (Elpl||€]o]) = limy—o(Da(pllo) = Da(Elp][IE]0])) 2 0.

[107] Qualitatively, this condition states that V; does not signal
from E;_; to R_,-C_’]C]-Fj. Also note that the choice of
Stinespring dilation can be arbitrary here due to isometric
equivalence of purifications.

[108] Formally, this means we suppose that E; is isomorphic
to C ;TE;_;, so we can define an “identity channel”

it

1(1@}1/ i~ an(i say that M; hfls Athe form ldé_,-Tj Ej—E; °

Mj for some M] Rj—l - SjCjCjTjRj

[109] For instance, it seems potentially useful to instead
consider Hj(D;S;C;|C{'¢{"'R;F|G]E), in Eq. (E12)

bound it  with

o but the issue is

Vo
157

and then try to lower

that C{_IC{_I might not be classical in the state
Voo s, s and hence v/, . is less easily
D;S;C;¢y ¢y RiFGIE e e

defined.

[110] A. Marwah and F. Dupuis, Smooth min-entropy lower
bounds for approximation chains, Commun. Math. Phys.
405, 211 (2024).

[111] Strictly speaking, that result is only stated for g € (0, ),
but we can first suppose that @ > 1/2 so that f < oo;
then, to obtain our desired result for @ = 1/2, we can
take the a — 1/2 limit at the end, exploiting continuity
of the sandwiched Rényi divergences with respect to a
(Corollary 4.2 of Ref. [30] together with the fact that
convex functions are continuous on the interior of their
domain).

[112] N. Datta, Min- and max-relative entropies and a new
entanglement monotone, IEEE Trans. Inf. Theory 55, 2816
(2009).

[113] Technically, for f > 1 (i.e., a < 1), we have supp(p4,c) C
supp(Iy, ® o) since, by definition, the state o satisfies
Dy(pa,cllla, ® 6c) < Dg(pa,cllla, ® pc) < +oo. From
the definition of v, ¢, it can then be seen that, in fact,
supp(pa,c) and supp(v,4, ¢) are equal in this case; thus, the
implication indeed holds in both directions, and we obtain
the equality H(A2|A|C), = Hy(A,|A,C), However,
this argument seems less straightforward to generalize to
the # < 1 regime, where Dj(p4,c||ls, ® o¢) < +o0 does
not imply supp(ps,c) € supp(ly, ® oc); in fact, in that
regime, we generally have supp(o¢) C supp(pc) instead
(Sec. I B in Ref. [32]).
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