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We address the question of the implementation of long-distance device-independent quantum key distribution
(DI QKD) by proposing two experimentally viable schemes. Those schemes use only spontaneous parametric
down-conversion sources and linear optics. They achieve favorable key rate scaling proportional to the square
root of channel transmittance 1,, matching the twin-field protocol advantage. We demonstrate positive asymptotic
key rates at detector efficiencies as low as 80%, bringing DI QKD within the reach of current superconducting
detector technology. Our security analysis employs the entropy accumulation theorem to establish rigorous
finite-size bounds, achieving finite-key rates at a detector efficiency of 90%. This work represents a critical
milestone toward device-independent security in quantum communication networks, providing experimentalists
with practical implementation pathways while maintaining the strongest possible security guarantees against

quantum adversaries.
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I. INTRODUCTION

Quantum key distribution (QKD) promises information-
theoretic security for communications, leveraging quantum
mechanics to detect eavesdropping attempts. Among various
protocols, device-independent (DI) schemes offer the highest
level of security by eliminating the need to trust the devices
[1,2]. This remarkable property addresses a critical vulnera-
bility: In practice, imperfect or compromised devices can leak
information, as demonstrated by successful attacks on QKD
systems [3-6].

The security of DI QKD is based on a profound insight.
The violation of Bell inequality certifies the presence of quan-
tum nonlocality that no classical system can reproduce. By
monitoring this violation, users can bound the information
accessible to any eavesdropper. The security proof is based
solely on observed measurement statistics.

Despite its elegance, implementing DI QKD over long
distances faces the challenge of closing the detection loop-
hole while maintaining practical key generation rates. This
loophole arises when measurement inefficiencies allow local
hidden-variable models to reproduce the observed correla-
tions. For photonic implementations, detector efficiencies
exceeding 82.8% are required for Bell tests with maximally
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entangled states, although this threshold can be lowered to
66.7% for other states and specific measurements [7,8]. More-
over, in most QKD protocols, key rates decay exponentially
with distance due to channel losses, limiting practical distance
to 100-150 km in standard fibers [9].

Recent experiments demonstrated DI QKD using matter
qubits with near-perfect detection efficiency [10,11]. Al-
though they validated the principle, they underscored the
need for fully photonic solutions compatible with optical
fiber network infrastructure. Initial steps have been reported
in Ref. [12], yet achieving long-distance implementation re-
mains an open challenge. In particular, the quantum repeater
approach faces fundamental constraints in DI scenarios [13].

A promising idea to overcome distance limitations in QKD
is the twin-field (TF) configuration [14]. This architecture
enables key rates that scale with the square root of channel
transmittance, a significant improvement over the linear scal-
ing of conventional QKD. By combining the security of DI
QKD with the scaling of TF protocols, DI-TF QKD could
enable secure communication over long distances without
trusting any network nodes. Such a fully photonic DI-TF
QKD scheme has recently been proposed and analyzed with
respect to security in Ref. [15], but the setup required quantum
dot sources and a nonlinear measurement scheme that poses
experimental challenges.

In this work, we study two DI-TF QKD protocols based on
heralded entanglement distribution using spontaneous para-
metric down-conversion (SPDC) sources, linear optics, and
on/off single-photon detectors. The first scheme, demon-
strated experimentally in Ref. [16] and further analyzed for
Bell experiments in Ref. [17], produces a maximally en-
tangled single-photon state |W.PV) = %500” +i[10)). We
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FIG. 1. Long-range DI-TF QKD based on heralded entanglement distribution. (a) In the one-photon protocol, Alice and Bob use SPDC
sources pumped by pulsed lasers to generate local bipartite multiphoton entanglement—two-mode squeezed-vacuum states. The idler modes
ay and b, travel through lossy channels with transmittance /7, to reach Charlie’s central station, which comprises a symmetric beam splitter
and two detectors with efficiency 7.. The events where exactly one of the two detectors registers a photon herald the state in Eq. (1). (b) In the
two-photon protocol, Bob employs a single-photon source obtained by heralding one output from an SPDC crystal at a detector of efficiency
ns, with the other output routed through a beam splitter with reflectivity-to-transmissivity ratio ry:t;, effectively generating local single-photon
entanglement |v;,). (c) The heralded state, Eq. (1) or (2), enters Alice’s and Bob’s measurement systems M, and Mp. Each measurement
comprises a displacement operation, implemented by interfering the signal a; (b,) with a coherent state o) (|8)) on a beam splitter with
transmissivity #,, =& 1, followed by a detector with efficiency n,. All detectors used discriminate only between “photon” and “no-photon”

cases (on/off detection).

provide a rigorous security proof for a DI QKD protocol using
this state; however, the measurement scheme is suboptimal for
|\Il((,111fh) ), resulting in a high detection-efficiency threshold. We
refer to it as the one-photon protocol.

The second scheme constitutes our main contribution and
significantly relaxes experimental requirements: For the first
time, we achieve threshold efficiencies compatible with state-
of-the-art experiments together with a rigorous security proof.
The key ingredient is to herald states of the form |\l/((,i}t’h)) =
|00) + €|11); we call this the two-photon protocol. The state
|\Iléilfh)) offers two advantages for DI QKD. First, key gen-
eration uses Z-basis measurements with on/off detectors,
yielding perfectly correlated outcomes; losses only weakly
affect the error rate, as most events correspond to the vac-
uum component |00). Second, it allows the violation of the
Clauser-Horne-Shimony-Holt (CHSH) inequality down to the
66% loss threshold. While unbalanced states are known to
optimize key rates at a given efficiency [18], the CHSH
inequality is suboptimal for DI QKD with such states. We
therefore develop numerical methods for rigorous security
proofs against general quantum attacks, using the entropy
accumulation theorem (EAT) [19,20] with Bell inequalities

tailored to WPy,

II. THE PROTOCOL

The setup we consider is depicted in Fig. 1. Alice and
Bob each generate multiphoton entangled states at their re-
spective locations. In each round, they randomly choose one
of three measurement settings: two for the nonlocality test
and one for key generation. Charlie heralds long-range en-
tanglement and communicates via a classical channel that
rounds to keep. The basic ingredients are two identical
two-mode squeezed vacuum (TMSV) sources, obtained by
pumping two SPDC crystals. These sources generate the
state |W) = Y, «/A,ln, n);,, with photon-number correla-
tions across modes 1 and 2, correlated in photon number
across two modes 1 and 2, where A, = tanh>” (9)/ coshz(g)

quantifies the probability of n-photon emissions in each mode
and g is the parametric gain. Since vacuum and single-photon
events dominate (A9 > A; > A, - -+ ), for clarity we approx-
imate this state as |W) & j%/(«/)»_OIO()) + +/A1|11)); however,
all computations and plots in this article include the full mul-
tiphoton contributions as described in the Appendix A.

A. The one-photon protocol

In the scenario depicted in Fig. 1(a), Alice and Bob send
one TMSV mode each to Charlie’s central station, equidistant
from both. Charlie interferes the incoming modes at a sym-
metric beam splitter and heralds only when exactly one of
the two detectors clicks, projecting the distributed state onto
high-fidelity entanglement [16,17]:

1
gy — L
W) =

out
With Charlie’s detector efficiency 7., photon-number statistics
A@ (A ®) for Alice (Bob), the heralding probability is P,Elph) =
A+ 20 e/~ O(Ym0)-

This protocol achieves breakthrough scaling. At distance
L, channel transmittance is 7, = 10~ %L/10 with attenuation
coefficient iy = 0.2 km™!. Since the photons travel half dis-
tance to Charlie, the losses scale as /7;, versus linear decay
(n;) in conventional QKD. This square-root improvement al-
lows previously inaccessible distances.

In practice, Charlie heralds a mixed state p, rather than
the pure state [Eq. (1)], but [ W) (@™ | remains dominant.
This robustness proves critical for implementations. In our
further analysis, we assume perfect heralding detectors at
Charlie’s (5. = 1), since their inefficiency can be treated as an
additional channel loss, and it merely reduces protocol success
rate without compromising security. In particular, taking /. =
—1001og};, one may assume perfect detectors at Charlie’s
and incorporate their inefficiency by effectively increasing the
channel length from L to L + /...

(10, 1)y, 5, £il1,00,, 5, M
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B. The two-photon protocol

In this second approach [Fig. 1(b)], Alice’s setup re-
mains unchanged while Bob uses a single-photon source,
implemented with a heralded SPDC [21] using a detector of
efficiency 7n;. Bob routes the photon through a beam splitter
with transmissivity f,, creating a local entangled state |y,) =
V10, 1), 5, 4 €? /T —1,]1,0), 5. A single click at Char-
lie’s station heralds an entangled state

(WY o /257110, 0), 5, £ € /A0 =111, 1), .-

(2)
For small #,, this state takes the form of a two-mode squeezed
state, which is known to exhibit strong loss robustness for Bell
test with the considered measurement [22].

This protocol achieves the same scaling as the one-photon
one, P = PO+ A0 = 10))e/ ~ O(/0),
where P; is Bob’s single-photon generation probability.
For full derivation of density matrices and performance of
protocols, see Appendix A.

III. THE NONLOCALITY TEST

To extract the secret key, Alice and Bob perform local mea-
surements M, and Mp. Alice selects between two settings
x € {1, 2}, while Bob chooses from three y € {1, 2, 3}, each
yielding binary outcomes a, b € {1} (cf. Ref. [23]).

For the Bell test, both parties randomly select from their
first two settings and evaluate the CHSH parameter [24]

S = (A1B1) + (A1B2) + (A2B1) — (A2Bs), 3)

where A, and B, denote Alice’s and Bob’s measure-
ment observables, respectively, with correlations (A,B,) =
Za,bp(a = b|x,y) — p(a # blx, y). This parameter quantifies
the observed nonlocality and bounds the information ac-
cessible to any eavesdropper, satisfying S < 2 for all local
hidden-variable theories.

To violate Bell inequalities, one must perform mutually
incompatible measurements. The states in Egs. (1) and (2) are
encoded in the Fock basis, {|0), |1)}. While measuring in the z
basis is straightforward using single-photon detectors, optimal
Bell tests require challenging projections onto photon-number
superpositions {—(|0) + 1)), 5(10) — [1))}. To overcome
this constraint, we employ a practical alternative accessible
in modern laboratories, inspired by Ref. [25].

Our measurement scheme [Fig. 1(c)] implements: (1)
displacement operations D(8) = ¢’ 79'¢ with setting-
dependent 8, = —ia/r, and &, = —if\/r;, followed by
(2) “photon”/*no-photon” (on/off) detection with efficiency
nq. The effective positive operator-valued measures (POVMs)
are

MM = DEHEND (8,), MP =D(S,)E]}'D'(5), (4)

where Eg" =(- nd)”f“ represents the effective no-click op-
erator. To evaluate the CHSH value under realistic conditions
with multimode sources and detection losses, we compute

Pa(0182)) = Tt (pairy M),
P(0018485) = Tr (pou M @ M), (5)
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FIG. 2. Maximal CHSH parameter S as a function of detector
efficiency n, computed for one-photon protocol (red solid line, with
dashed red line including squeezing operations in the measurements
[15]), two-photon protocol (blue), and, for reference, a polarization-
based protocol [26] (green).

with p,;) denoting Alice’s (Bob’s) reduced density matrix.
The detailed derivations of the marginals and correlators, in-
cluding higher photon-number contributions, are presented in
Appendixes B and C.

Remarkably, both protocols maintain near-maximal CHSH
violations even under severe transmission losses: S = 2.688
for |W{IPY) and § = 2.686 for [W2P"). This robustness stems
from the protocol’s inherent noise tolerance: Under high loss,
the heralded state resides in the qubit subspace where vio-
lations are strongest. By decreasing the value of g, we limit
the contribution of heralded multiphoton components and
their impact on reduced violations. However, this affects the
heralding probability P,, which is crucial in the finite-size
regime. Consequently, channel loss primarily affects protocol
performance, while the CHSH value § and the asymptotic key
rate r remain distance independent.

Figure 2 illustrates how detection efficiency n, influences
the maximal CHSH value (S). The state |\I/(()L{’h)) suffers losses
in both superposition components. When photons are lost,
the anticorrelation in this state degrades toward a full cor-
relation |00), leading to a rapid drop in S. In Ref. [15],
an additional squeezing operation through a nonlinear crys-
tal x® is inserted between the displacement operation and
the detector to partially mitigate this effect, but it is ex-
perimentally challenging. In contrast, state |\If(()i‘t’h)) exhibits
much higher loss resilience as losses only affect the |11)
component. By tuning ¢, and g to reduce the coefficient
A1(1 — ), the protocol can approach the Eberhard limit for
photon-counting measurements [8]. We compare these re-
sults with the polarization-based protocol [26], where states
of the form cos(0)|[HH) + sin(f)|VV) experience symmet-
ric losses across both components. Here, however, strategic
postprocessing can preserve correlations: If Alice and Bob
assign no-detection events the same value as |H) detection,
the |H H) correlations remain unaffected by loss. Taking 6 —
0 suppresses contributions from |VV), achieving robustness
comparable to the two-photon protocol.
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IV. SECURITY ANALYSIS IN THE ASYMPTOTIC REGIME

The asymptotic secure key rate (SKR) for DI QKD pro-
tocols, which offers resilience against collective attacks by a
quantum eavesdropper (Eve) [23,27], is lower bounded by the
Devetak-Winter formula [28]

roo 2 H(AIE) — H(A,|B3), (6)

where H (X |Y') denotes the conditional von Neumann entropy.
This expression quantifies Alice and Bob’s information ad-
vantage over Eve: The first term captures Eve’s uncertainty
about Alice’s outcomes, while the second represents error-
correction costs. Although H(A;|B3) follows directly from
measurement statistics, bounding Eve’s information H (A |E)
requires careful analysis. To evaluate this, we exploit the con-
nection between CHSH inequality violations and information
security. Using the analytical framework from Ref. [29] with
noisy preprocessing, we obtain

2
r>1_h<1+— V(S2/2)1>—H(A1|33)

> (N

2
. h(l +VT—q(l -85 ))7
where h(x) = —xlog,(x) — (1 —x)log,(1 — x) is the binary
entropy function and ¢ denotes the bit-flip probability during
noisy preprocessing, a standard method to enhance key rate
(see Appendix F 1).

For tighter bounds, we utilize the full probability distri-
bution p(a, b|x, y). Following the Brown-Fawzi-Fawzi (BFF)
method [18], we bound conditional entropy via noncom-
mutative polynomial optimization, implemented through the
Navascués-Pironio-Acin (NPA) hierarchy [30]. This semidef-
inite programming approach yields near-optimal bounds with
negligible gaps to collective attack upper bounds. We also
investigate bounds based on min-entropy, which directly
quantifies Eve’s guessing probability [31] (see Appendix F for
a detailed description of the lower bound methods).

Building on these theoretical bounds, we examine how
practical imperfections affect protocol performance. In par-
ticular, mode mismatch at Charlie’s station critically affects
performance by reducing interferometric visibility (V) and
degrading heralded entanglement (see Appendix D). In ad-
dition, local mismatches between the signal modes and the
displacement coherent states in the measurement setups at
Alice’s (V,) and Bob’s (V}) local labs can further reduce
the observed Bell violation; As shown in Appendix E, their
impact is comparable to that of Charlie’s visibility. For sim-
plicity, in our main analysis we assume a common visibility
parameter V =V, =V, =V,.

Figure 3 shows asymptotic key rates versus local detection
efficiency n, for various visibility values. Our numerical opti-
mization reveals critical thresholds: Positive key rates require
na = 91.5% for the one-photon protocol and n,; = 80.2% for
the two-photon one. Importantly, optimization over the para-
metric gain g enables the two-photon protocol to approach the
ideal state |00) 4 r|11) with the lowest detection-efficiency
threshold. Although a smaller g reduces the heralding prob-
ability, this effect is fully compensated by increasing the

100
<1071
% g 1-photon
= 10724 ---- V=1(BFF)
E,‘ — Vv=1.00
V=0.95
-3
g 10 V=0.90
2
Q 10-41 ,/ 2-photon
S/ T viise
/ — V=1
< 10751/ —— V=0.95
I.’ V=0.90
0.80 0.82 0.84 0.86 0.88 0.90 0.92 0.94 0.96 0.98 1.00
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FIG. 3. Asymptotic raw key rates r (logarithmic scale) as a func-
tion of local detection efficiency n, for visibility v at Charlie’s,
computed for the one-photon protocol (red) and the two-photon
protocol (blue), both with optimal preprocessing g,. The solid lines
correspond to the key rate computed using the analytical bound in
Eq. (7) for V =1, 0.95, 0.9, while dashed lines show results from
the BFF method (see Appendix F2) for V = 1.

number of rounds in the asymptotic case. Both protocols
show similar robustness to imperfect visibility v < 1, thanks
to the fact that a single photon interferes at Charlie’s station,
leading to a +/V dependence of the joint probabilities. In
contrast, in polarization-based protocols [26,32], the inter-
ferometric visibility enters linearly, causing a considerably
stronger degradation in key rate performance.

V. FINITE-KEY SECURITY ANALYSIS

Practical implementation of our DI-TF QKD protocol re-
quires analysis of finite-size effects to determine maximum
achievable distances and realistic key rates while ensuring
security against general quantum attacks [19,20]. We employ
EAT to bound conditional entropy H(A|E) over N rounds
[19,20].

Here, we implement this analysis through two complemen-
tary approaches. First, using Eq. (7), we construct a linear
bound via its tangent. This method offers computational sim-
plicity, requiring only CHSH monitoring. Next, we perform
full statistics certification exploiting the complete probabil-
ity distribution p(a, b|x,y), resulting in tighter bounds at
increased computational cost. Error correction employs the
VHASH hashing algorithm [33], followed by privacy amplifi-
cation [10].

The finite-size raw key rate for N rounds is r = £/N, where
£ denotes the extractable secure key length. We convert it to
bits per second (bps) using R = P,vr, where v = 100 MHz
is the laser source repetition rate and P, is the heralding
probability. Appendix G provides details on the numerical
approaches used to optimize the finite-key rate.

Figure 4(a) compares the finite-size key rates as a function
of distance across various protocols at an overall efficiency
of ny = ny, = 0.93. Notably, we observe a significant distance
breakthrough: The one-photon protocol maintains key rates
above 1 bps beyond 400 km, which is unprecedented for
DI QKD protocols. Although the asymptotic rates remain
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FIG. 4. Comparison of finite-size and asymptotic key rates R vs
distance L for N € {108, 10°, 10'°, co} protocol rounds, assuming
repetition rate v = 100 MHz and optimal parametric gain g, com-
puted for (a) local detection efficiency n, = 93% for the one-photon
protocol (red), the two-photon protocol (blue), and the polarization-
based protocol from Ref. [26] (green), all for visibility V = 1; and
(b) local detection efficiency 1, = 90% for the two-photon protocol,
computed for visibilities V = 0.95 (dashed lines) and 1 (solid lines).

positive at all distances, finite-size effects impose practical
limitations. With N > 10° repetition rounds, the key rates
closely approach the asymptotic bound, whereas for N = 108
we observe their significant decrease.

To explore a more practical scenario, we consider the two-
photon protocol at a reduced detection efficiency of ny; = n; =
0.90 with visibilities V = 1 and 0.95. As depicted in Fig. 4(b),
setting an optimal g, and g;, enables this setup to reach approx-
imately 1 bps for N = 10'° rounds over a 100 km distance.

VI. FEASIBILITY

The protocols studied in this article face two main chal-
lenges. First, the measurement scheme requires displacement
operations combined with single-photon counting. Such mea-
surements have been demonstrated experimentally [16], with
efficiency requirements primarily driven by the need for
highly efficient two-mode squeezed-vacuum sources. Sec-
ond, phase drifts in the heralding scheme can lead to
heralding of separable states. Reference [16] addressed this
using phase stabilization in a single-photon interference-
based heralding scheme closely related to our protocol.
Solid-state entanglement at metropolitan scales has recently
been achieved using single-photon heralding schemes [34,35].
Long-distance device-independent quantum key distribution

TABLE 1. Detection-efficiency threshold required to violate
CHSH inequality and to achieve a positive secure key rate (denoted
by r). For the noisy preprocessing technique (denoted by NP), the
optimal value of ¢ rises from O to 0.5 as the efficiency decreases
from 1 toward the threshold, whereas for the postselection technique
(denoted by PS), the optimal value of p drops from 1 to 0 over the
same range.

Related Min 74
Method parameters One-photon Two-photon
Bell violation 0.836 2/3
CHSH r 0.924 0.895
method r + NP 0917 0.826
BFF r 0.921 0.868
method r + NP 0.915 0.802
Min- r 0.945 0.94
entropy r+PS 0.898 0.903

based on high-visibility single-photon interference has been
demonstrated very recently [36].

VII. CONCLUSIONS

We have studied two fully photonic approaches for re-
alizing device-independent quantum key distribution with
twin-field scaling. The choice between them involves a
trade-off between detector requirements and the key rate
achievable at long distances. The two-photon protocol of-
fers the best efficiency threshold up to 80.2% (91.5% for
the one-photon protocol) in the asymptotic regime, achieving
state-of-the-art threshold for DI-TF QKD (see Table I for a
complete comparison). This is lower than the 81.8% required
in polarization-based schemes, although both protocols can
reach the Eberhard limit for CHSH violation. In the realistic
finite-size regime, we find that an efficiency of 90% is required
to obtain a high enough key rate. The key rate obtained in
the one-photon protocol is higher by one order of magnitude
when the efficiency is higher than 92%. State-of-the-art ex-
periments can achieve 82.2% overall efficiency [35], which
makes a proof-of-principle experiment for the two-photon
protocol available with current setups. We believe that our
work represents an important step toward the realization of
long-distance DI QKD. Furthermore, during the preparation
of this article, we became aware of two related works, which
study similar protocols, but only in the asymptotic regime. In
Ref. [37], a two-photon protocol was presented. In contrast,
Ref. [38] analyzes both one- and two-photon protocols and
includes a comprehensive dark count analysis. Compared to
them, our work provides both rigorous finite-size security and
visibility analyses.

ACKNOWLEDGMENTS

M.M. and M.S.-M. were supported by the European
Union’s Horizon 2020 research and innovation program under
the Marie Sktodowska-Curie project “AppQInfo” No. 956071.
M.A. and M.S.-M. were supported by the National Sci-
ence Centre “Sonata Bis” Project No. 2019/34/E/ST2/00273,

023290-5



MORTEZA MORADI et al.

PHYSICAL REVIEW RESEARCH 8, 023290 (2026)

and M.S.-M. by the QuantERA II Programme, which
has received funding from the European Union’s Hori-
zon 2020 research and innovation program under Grant
Agreement No. 101017733, Project “PhoMemtor” No.
2021/03/Y/ST2/00177. P.M. was supported by the European
Union’s Horizon Europe research and innovation program
under Grant Agreement No. 101080086/NeQST. E.O. ac-
knowledges funding by the French national quantum initiative
managed by Agence Nationale de la Recherche in the frame-
work of France 2030 with the reference ANR-22-PETQ-0009.
NPA optimization was implemented using Python library
NCPOL2SDPA [39], and MOSEK [40] was used as a solver.
The entropy accumulation analysis was performed using EX-
PDIQRNG package [41].

DATA AVAILABILITY

The data that support the findings of this article are not
publicly available. The data are available from the authors
upon reasonable request.

APPENDIX A: ENTANGLEMENT DISTRIBUTION

In this Appendix, we derive the density matrices and
heralding probabilities for both the one-photon and two-
photon protocols, taking into account transmission losses and
higher-order photon contributions.

1. The one-photon protocol

In the entanglement distribution protocol shown in
Fig. 1(a), Alice and Bob pump their SPDC crystals with
pulsed lasers and generate locally TMSYV states of the form

[o¢]
=Y Vhaln ),
n=0

(AD)

where /A, = t:::]h is the probability amplitude of n-photon
components, g is the parametric gain of SPDC crystals that is
governed by the laser power and phase matching conditions,
and indices 1 and 2 denote the signal and idler modes, re-
spectively. While {A,} is a geometrically decreasing sequence

with the most probable zero- and one-photon events, in this
work we consider the full multiphoton form of |W) to avoid
the free-sampling assumption in the subsequent Bell test.

Next, idler modes a, and b, are sent to Charlie, in-
terfered on a symmetric beam splitter, measured using
photon-number-resolved (PNR) detection, and heralded. In
the lossless conditions, as a result of this, a generalized
Holland-Burnett state [42], which is near-maximally entan-
gled in the photon number, is shared between Alice’s and
Bob’s signal modes, a; and b;:

llléﬁtk) ZA (k,n)|n, 0 —

n=0

M)y by (A2)

where k and o —k are the heralded Charlie’s readouts,
Ay (k,n) = i*"gp(n — %, o) is the probability amplitude,
k=0,...,0, and ¢ are symmetric Kravchuk functions—
orthonormal discrete polynomials that converge to Hermite-
Gauss polynomials for large o . For more information on these
functions, see the Appendixes in Refs. [17,43]. If o =1,
Charlie heralds a single-photon entanglement in one of the
following forms:

| i) =

out

—=(0,1) -

i11,0))a,.5,» (A3)

f
\/_
(1,1)

Without loss of generality, in this work we focus on [V ;) =
|\y(1ph) )

out

In a nonideal scenario, where the idler channels are lossy,
the losses can be modeled using a beam splitter with reflectiv-
ity r, and transmissivity 7,, satisfying r; + 1, = 1. Denoting
S as the total number of photons produced by Alice’s and
Bob’s SPDCs in the idler modes, and o as the total number
of photons arriving at Charlie’s station after the photon loss,
the state from Eq. (A2) converts into a mixed state

(ko) (k,o)
pou[ ZPS\ 10 ’

in which Pgj, = (r, tanh® g)=° (1 — r; tanh® g)” *2( '+ S+1). and

R

out

—=(10, 1) +i[1,0))q, 5, - (A4)

(A5)

min(S—o,n,n’")
pd?) = N2 Z|nS—n(n S —n| > (

n,n'=0 p=max(0,n—o,n'—0o)

2 S minS—1n)
where Ng =370 (>

p=max(0,n— 1)( )(S p—])|A (k ”—P)|2_(

)(”)( S )( S )Aa(k,n—p)Az(k,n’—px
p/)\S—o0c—-—p/\S—0c—p

(A6)

S+1

o11)- Here, the corresponding state for § = o in Eq. (A5) is

given by ptk9) = |‘~Il(” by \Il(()ﬁtk)| which remains the dominant term provided that g < 1. By changing the summation order and
redefining the variables in Eqgs. (A5) and (A6), the state can be expressed in the following equivalent form:

o 42 % S w (Mt P\ (m+
p(()ﬁt ) = (1 — r, tanh? g’ E Ao (k, p) AL (k, q) E (r, tanh? g) \/( p)( q>|m + p)(m +ql,,
— m m

P.q=0

= n+o-—p\(n+o—gq
®Z(i’;tanh2g)"\/< )( >|n+a—p)(n+o—q|bl.
prd n n

(A7)
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To rewrite the state for the one-photon protocol by setting 0 = k = 1, we have

(Iph) _ (1 — I tanh2 g)3
out - 2

x [Z(n tanh? g)"|m) (m| ® Y _ n(r; tanh® g)"~" |n} (n] + Y m(r; tanh® gY"~"|m) (m| ® Y " (r; tanh® )" |n) (n|

m=0 n=0 m=0 n=0

o0 o0
+ Y (rptanh® gy"/m+1 Y (rytanh® gY'v/n+ 1 (jm)(m + 1| @ |n+ 1)(n| + [m + 1) (m| @ |n)(n + 1|)} (A8)
m=0 n=0 ay,b;
The heralding probability of a one-photon protocol can be obtained by substituting 0 = k = 1 in

bo o (=ne _ (/sinh’e)”
cosh’g (1 —r,tanh®g)°+2 (14 /7 sinh? g)7+2’

Py(k,0) = (A9)

which is obtained by assuming a perfect detection at Charlie’s station [17]. Using r, = 1 — 10~%(3)/10 = | — /i where oy is
the attenuation coefficient of a medium through which the photons travel. For standard telecom fibers, oy = 0.2 km ™! and L is
the total distance between Alice and Bob in kilometers. Assuming that Charlie is located approximately at the midpoint between
Alice and Bob, we replaced Lac with L/2. Thus, the total probability of the generation of the one-photon entanglement per
pulse is

(1ph) _ 10L/50 Sinh2 8 7
h [10£/100 4 sinh? g3 ¢

~10711%sinh? g . o< O(/n)), (A10)

where 7. accounts for the detection efficiency at Charlie’s. The approximation holds for long distances, as sinh? g < 10%/1%0
under the fact that g < 1, and the protocol scaling is consistent with the TF QKD performance.
Note that the probability ratio of multiphoton to single-photon arrivals at Charlie can be expressed as

1—P,0,0)— P,(0,1)— P,(1, 1 1 sinh? g)° — (1 sinh? g) — (2../7; sinh? 1
(0, 0) — P,(0, 1) — Py( )Z( +/ 2 (+¢n7 &) — 2 g)z_ﬁsinhzg(3+ﬁsinh2g)_
P (0, D+Py(1, 1) 2./7; sinh? g 2

(Al1)

Since this ratio scales as o(10~%/ 100g2 ), when g < 1 or the distance is large (L >> 1), replacing the PNR detectors with the on/off
detectors leaves p((nllfh) unchanged. One can also argue that, since on/off detectors cannot resolve higher photon numbers, they
are effectively equivalent to imperfect PNR detectors, whose inefficiency can be incorporated by increasing the effective channel

length.

2. The two-photon protocol

The two-photon protocol described in this work extends the one-photon scheme by employing an asymmetric source
configuration where Alice prepares a TMSV state (|¥,) = > o \/@ |m, m),, ,,), while Bob ideally generates a heralded
single-photon path-entangled (SPPE) state, (|v/5) = /710, 1), ,, + €% /T —1;[1,0),, ;). Upon successful heralding at Char-
lie’s station through single-photon detection, the protocol produces a tunable photon-number path-entangled state between Alice
and Bob:

2ph i
[Wout ) 0 y/ 26141610, 0)ay oy + € (A rsrel 1, Dy (A12)
where ) and 7y are Bob’s (Charlie’s) beam splitter transmissivity and reflectivity, respectively (with fy) + rg) = 1), and
¢ = ¢; + ¢, are the combined phases arising from Bob’s and Charlie’s beam splitters. This state can be continuously tuned from
a product state to a maximally entangled state by adjusting the source parameters.
In the nonideal case, where Bob employs an imperfect “photon”/“no-photon” (on/off) detector of efficiency 1, on beam by to

herald a single-photon state, the resulting density matrix in mode b; is

oy = N T, [(EP @ 1), . 19) (W], (A13)
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where |W) is defined in Eq. (A1),and E}* =T — Z,fio(l — n5)¥|k) (k| represents the effective POVM element for click detection.
Thus, the heralded state in mode b, simplifies to

A =N AP = (= )i, (Al4)

with normalization factor /\/;2 =1—{4n sinh? g =P, representing the probability that Bob’s detector clicks and the
imperfect SPPE state is generated. Then, Bob interferes this state with a vacuum in mode b; at a beam splitter, resulting in a
path-entangled state across modes b; and b, given by

bi,by) T
Pl = Uge ™™ (10001 @ p§ )b, 1, Uggg™™

=N AP =1 =" Z ( )( )tl+l’r2n P B |y U P (A15)

n=0 1=

Moreover, idler channels experience symmetric loss, i.e., (“2) = rt(bZ) which can be modeled using a beam splitter Uy

through which each idler mode a;(b;) interferes with a Vacuum mode |0),,,)- Then, after the beams interfere at Charhe S statlon
and a single-photon detection occurs, the resulting shared mixed state can be calculated as

az az(b,b3 )

—1 a,a ay,a T
P = N 72(J1(01] + €7 /7o {100y [ Tras (USE™ (170) (Walay 0 ® 10)(Oly JUSL ")
T i,
® Try, (Ugz ™ (0L @ 10) (01, ) U™ ) | (W2e101) + € /72110) )y, - (A16)

Using Try, (Ugs|m, 0)(m’, 0|, XSUTS) = me(mm)\/( )( ) (1 — 1)y =20 12 m — p) (! — Plx,, we have

min(m,m’)
o3 = WA E O] + € (100 | 3 a2 Z ( )( )(1—r,)’"+'"’21’ 2

m,m’'=0

o0
X |m,m — p)(m',m" — pla, a, ®ZA§,”)(1 — (1 —n5)") Z ( )( >t1+1’r2" =1 it (=)
Ll'=

n=0

min(l,l")

IAY2A A
X Z < )( ) (=) =2 72— 11— g)(n— 1" 1" = qloys, | (VEcIO1) + €% /e 10))app,.  (AIT)
By performing a straightforward calculation, the state simplifies to

n _
p(()ﬁfh) (NNb) (1 _rZ)Z )L(h)(l ns)n |:tLZ)L(a) m|m m|a1 ®Z<l> s I x zl l|n—l><”—l|b1
o0
+ cm)\is)mr,’"_Hm)(mla, ® Z( )tlr” sl in—1y(n— 11,
m=0 =0
i ,Crcei(ax-—wz APAD (m 1) M) (m A+ 1,
m=0
® Z (H 1)( )’”*‘ P2l (U D) i in =1 = 1) n =1l
+ JrLe @90 Z 2D D+ 1) 1 w1 (|,

® Z < )<l+1)t21+1 P21 5 (L 1) 2l n = Iy (n— 1 — 1, |. (A18)
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The normalization factor (V'A/},)* can be calculated by taking trace over ,oéﬁlfh)'

(RS I o )

|: t.cosh™2 g, A(ry + 11 )" LT (1 — r, tanh® g,)~!
X

WNB? = (=) Y AP0 =1 =n)") [ ZM "

n=0 =0

=(1-r )Zx% — (1 —no")

n=0

t.cosh™2g, 9 ro sinh? g, cosh~2 g,
= 1 — T, X — + 1 — 1 — N Ty + tsr tanhz n
( t)|:1 + (1 - r,)sinhzga o, (14+(1— r,)s1nh2g B Z( ( ns))(( » 2)

— r, tanh? g, ar, cosh? g, ar

x (rs + tm)":|

t, 0 r.sinh” g, cosh™ g, cosh™ g,
(=) x —+ R — - —).
1+./n;sinh” g, dr; (1+4./7; sinh” g,) 1 — (r¢g+tsry)tanh“ g, 1 — (1 — ny)(rs+tsr;) tanh” gy,
(A19)

where we substituted A”(b) = tanh?” ga(;,)/cosh2 8a(vy and used Z;’loonx”’l = fx (Z;oox”) =(1—-x)"2%forx < 1. Using 1 —
1074310 — _/n- and replacing N7 = 1, sinh? g,/ (1 4 1, sinh? g,), we then obtain

2 ﬂ(l + 75 Sinh2 gb)
(1 + /7 sinh? g, )(1 + /7; t; sinh? g)(1 + (1, + (1 — 1) /7 t;) sinh? g;)

[ t[(1 4 sinh? g,)? — (1 — n)(1 — /7 1,)? sinh* g Iz, L el = /7 1;) sinh? ga}
X

(A20)

(1 4+ /m tysinh® g,)(1 + (n, + (1 — n,)/7 t;) sinh? g;) 1 + /7 sinh? g,

which, for long distances where 7, < 1, is proportional to o(,/7;). In the limit g, < 1, where Bob’s initial state approaches the
SPPE state, the shared state and its normalization factor reduce to

n=0 n=0

o0
P = N7~ f[ZM” " (tte + ntyre) |, 0) (n, O] + < Zm\jf‘)rmn, 1)(n, 1|

o0
+rdere Y3/ DAY, @@ 0, 0y i+ 1, 1] + €@ n 41, 1) (n, 0”} (A2
n=0

ar,by

where

[e.¢]
N2 = )\<“>r”(tr + ntgr,
ﬂ; n Tt | ste s 1+ﬁsmh2ga (1+ﬁ51nh2ga)2

The probability of detecting a single photon at Charlie’s station is given by the product of Bob’s single-photon generation
probability P;, the photon arrival probability at Charlie’s A"2, and his detector efficiency 7.. Assuming a symmetric beam splitter
at Charlie’s (i.e., r, =1, = %), the heralding efficiency is given by

nrgre 1ot re(1 — 1t sinh? g,
>=ﬁ< — - ( ‘/n_f) g). (A22)

- 1 (t; + sinh® g,)
PO _ [2py, = B EIN B Lo (A23)
2(1 + /n; sinh” g,)

For the probability ratio of multiphoton to single-photon arrivals at Charlie, noting that

(1 4 nysinh?® g,)(1 — /n; 1) o<t 1 — /01

0.0= inh? inh? 2 ~ > (A24)
(14 /7 sinh? g,)(1 + /7, t; sinh? g )(1 + (1, + (1 — 1) /7 1) sinh? g;) 1+ /7 sinh’ g,
in the limit g, < 1, we can write
L= R0, 0)— o0, 1) — Pu(1, 1) (14 i sink? go)? — (1 + T sinh® ga)(1 — i ts) — /s + sinh? go) .
Py(0. 1) + Py(1, 1) - s + sinh? g) = /i sinh? g,.
(A25)

Since this ratio scales as o(107L/1%¢2) for g, < 1 or L > 1, substituting the PNR detectors with the “photon”/*“no-photon”

(on/off) detectors does not affect p(()ifh). Again, this is equivalent to a perfect on/off detector with an additional channel loss.
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APPENDIX B: MEASUREMENTS

Alice and Bob implement displacement operations D(8) = =" followed by “photon”/“no-photon” (on/off) detection
with efficiency n,. The parties perform their local measurements without quantum memories in the delayed-choice scheme.
To apply different measurement settings, each party interferes their signal mode with a coherent pulse |«) or |8) on variable
beam splitters characterized by reflectivity-to-transmissivity ratios r, : ¢, and ry : ,, respectively. This procedure effectively
implements the displacements 8, = —ia./r, and 8, = —if./ry, yielding the final state D(8y) ® D(8g)|Wour), Which is then
measured using local detectors. To account for the imperfection of detectors, we model the effective no-click POVM as a beam
splitter followed by a perfect detector, whose inefficiency is represented by losses in the beam splitter. Thus, we can formulate it
as

EJ =31 = na)"Im{ml = (1 — )", (B1)

m=0

where term |m)(m| corresponds to receiving m photons, and (1 — 14)" corresponds to losing all of them. Thus, the effective
local measurement for the output O can be written as My = D(§ )E(;”DT(S). To proceed, we need to rewrite and simplify M in
the photon-number (Fock) basis:

(n|Moln') = (n|D(SEDT(8)|n') = Y (1 = na)" (n|D(8)|m) (m| D" (8)In'). (B2)

m=0

Continuing the calculation requires representing the displacement operator D(§) in the photon-number basis as well:

+\m §_ 8* m min(m,n) —5* m—k ]
D@m= ) 2L j0) = 2 psyop = 3 ("’)me ¥18)

vm! vm! =0 k v m!
mi%n) m (_8*),",]( ! 7% sk 7¥ min(m,n) /_m'n' (Sn,k(_a*)m,k 3)
= e ye——— 1 .
2 k)" N0 Ja—hr L T — )l — k)

Substituting Eq. (B3) into Eq. (B2), we obtain

mi%n) \/man—k(_g*)m—k min(m,n") \/W (5*)n’—k’(_8)m—k’

N —82 = _ m
(n|Mpln') = e Z(l Na) Kl (m —)\(n — k)! K'\m — k)W — k)

=0 k=0 =0
bt s S (FIOP T IS B S mi(d = na)lsR)"
_ I8P 1 8™ (5*Y! Sl : B4
e n:n ( ) ;k'(n_k)‘ k/;()k/!(n/_k/)!m:n;kk/) (m—k)‘(m—k')' ( )

Applying part (a) of Lemma B1 to Eq. (B4), the expression for M simplifies to

n

TV 1k minkk) . ’
I Moln') = e it eyt SO g a2 T B (k)(k>

= k!(n —k)! k'=0k/!(n/_k/)! P ((1_nd)|5|2)’ i i
min(n,n’) ion k—i n' k' —i
_ ’ 1 —n4) (ng — 1) (na — 1)
— ¢ 1B S §7(8FY! ( Nd
¢ e g ABE kg (n— Ik — ) ]; (" — K)IK — )]
min(n,n") (1 . nd)i

— efn[1|5|2\/m nZ+n,6n(5*)n/ Z (BS)

L il — DN — D) (gl

Wherg in the second line we'changed the order of summations, and in the last line we used binomial expansion of (1 + (n; —
1))"""and (1 + (ng — 1))" "
Lemma BI. For areal number x € [0, 1) and non-negative integers m, k, and k’, the following equations hold:

(a)

%) n min(k,k") Kk —i oo n k
n!x . kVK' x k=K' n!'x .k k! (kN ;
—_— —_— —_— = — .
n:mzax(kk,) n—)n—ky € ; ik — )k — i) nZ:];(n—k)!z e ;i! i)t

(b)

o0 k
n.n!x ok K'r(k+1 it k\
Z(n—k)!z_” ZF[(;'H)x R x]’
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(©

o0
n\ , X
Z (k)x - (1 — x)k+1 ’
(d
i n\ 1 xK 4 kxk!
n X = —

k (1 — x)k+2

Proof. (a) By defining m := min(k, k') and M := max(k, k'), the LHS could be written as

oo

xitM— (i 4+ M)! om O yitM om
LHS = m — 4 _ m_ Mex
; i+ M —m)! = ax™ Z i! = (x )

=0
K PN i) O () ML
Z() S g =€ ;( )(M_l)'_RHS.

(b) We can divide the expression in LHS into the two terms:

o]

>, n.nlx" n!x n! x"
Z(n k)ﬂ:;(n I\ (n — T Z e

Applying part (a) with k" = k + 1 for the first term, and k' = k for the second, we have

k

k'(k + 1)y xk+17i k!Z xkfi
LHS = ¢"x* )
e Z[l'(k—l)'(k+l—l')+ ik — )2

The proof is complete upon applying the substitution i — k — i.
(c) It follows by taking the kth derivative of the identity Y - x" = (1 — x)~', which is valid for |x| < I:

= (n\ xk = onlxth xR gk (S xk 9k (1 —x)7! xk
> (1= -G 1) -5 -
k (n k)! k! oxk s k! dxk (1 —x)k+t

n=k
= (n not _ 0 = (n\ , _ 9 xk _xk_l(x—l—k)
;”@x "o [2,; (k)x } - ax[(l —x)k“} BT

APPENDIX C: DERIVATION OF MARGINALS AND JOINT PROBABILITY DISTRIBUTIONS

(@

This Appendix presents the derivation of an analytical formula for marginals and joint probabilities of detecting zero photons
for the one-photon and two-photon protocols under nonideal assumptions: lossy transmission channels and imperfect local
detection.

1. The one-photon protocol
a. Marginals

We first need to write the reduced density matrix of the subsystem A (or B) by tracing out the complementary subsystem B

(or A) from the p{&7), as
00 min(S—o,n)
’ " (1 — r, tanh® g)7+2 n S—n
psit = Tra(pg”’) = o — o > (r; tanh? g)* Z mynl > o) s g_ )l A e = IR (&)
t

S=o p=max(0,n—0c)

By changing the order of summations, shifting the indices p — n — p and S — S + n, and defining C := r, tanh? g, we obtain

_ o+2 9
pé?&:%Z( )|A P 3l 3 CS(U_ )

p=0 n=p S=o—p
—<1—C>Z< ) Ay (k. p)? Z(Z)C”lnﬂni- (€2)
n=p
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In the second line, we used the identity Y ¢, x (S

k
density matrix pgf}{ into Tr( ,oouz M), where x corresponds either to subsystem A or B, we can calculate the marginal probabilities:

) = xk/(1 — x)**! from part (c) of Lemma B1. Now, by substituting reduced

P(0]8) = Tr(pSy Mo>—<1—c>2< ) | Ay (k, p)I? Z(Z)C”(nl/\/lolm
n=p
e (BS) | LS s ()
B §(12 Y e £ (e £ G2
n=p i=0 ’ :

For the special case of o = k = 1, corresponding to the one-photon protocol, since | A, (k, p)|> = %, we have

—nmz W i(c("ﬂ) <)( )

)) (C3)

Pipn(0]8) =

1—cC L& G) = (cnBisi)
— —n4l8] Na d
=" ;(n—l)!(n z)'<1+”(

i=0

Using part (b) of Lemma B1, we get

1— s (O = ng)) 1—C\ <~ il 1—C <Nl fi+1 -
— (Cng—na)ld| i i h 21612}/
Pipn(0]8) = e(Cni—a ;: g 1+ ol 25\ (cnd|3| ) + = ;J’ i+ (Cn3ls1?)
1=C s sn o (C281R) S [20—1/i e i+1 ,
_ CR-nlo| d (_ i+ D)4+ (1—C 252> C(1 = ).
e ; 7 ; c (j)+ o U DFA=OmsP)( ;)€ =na)
(o2))
Then, by using Y ¢, xs(i) = x*/(1 — x)**'! we obtain
Pipn(0]8)
_1-=c e(Cng,f,,d)sz (cn2sP)' T2c -1 (ca — 1)) 1—c(j+1+Cn§|8|2) (€ —na))
2 = C (1-C1—na)yt! C (1 —=C1 —na))i+2
_1-c e(Cnf,—mz)Iélzii<C2(1 —nd)n§|8|2>f 2C -1 (1=O)(1+Cn3lsP) €1 —C)A—n)nils)?
2 ‘oIt =0 —na) CA—-C(l—=mng) C—=C(—na)) (I —=C(1 =na))?
(Cs)
Finally, by applying the series expansion of e* and simplifying the expression, we get
1—C|2(1 = C( —ny))* —na(1 —C(1 — 1—C)m3ls)? 1—0)|5)?
Pun(018) = ( (1 —14))" = na( ( ;7d))+( )N19] exp(_ 1a( )8 ) (C6)
2 (1 =C1 —naq)) 1 —C( —naq)
In the lossless transmission scenario, r = 0, by substituting C = r, tanh? g = 0, the expression reduces to
2 _ 2 F) 2
Pun(0)p) = 2O o, ()
For the perfect detection case (5 = 1), by replacing C = r, tanh? g we obtain
1 — r, tanh?
Pipn(018) = (+M(1 + (1 — r, tanh? )| 8[2)e (1= tanh? OI5F (C8)

023290-12



LONG-RANGE PHOTONIC DEVICE-INDEPENDENT ... PHYSICAL REVIEW RESEARCH 8, 023290 (2026)

b. Joint probabilities
To find the joint probability distribution for the state in Eq. (A7), we need to insert it in

P(00jap) = Tr[p%” (D(@)EJ D' (@) ® D(B)EJ' D' ()]

o+2 * m m+p m+q 0
=(1-0) ZA(k PIA; (K, q) Zc \/< N )( N ><m+q|MA|m+p>

P,q=0

= +o— +o—
x gc\/(’ Z ”)(” ‘; q)(n+a—q|Mg|n+o—p>. (C9)

Using Eq. (B5), we obtain

(a*)P(B*)° P Ay (k, p) y alB7 1A (k, q)

P(00|aB) = e—nd(\a\z-HﬁIz)nﬁG(l _ C)U+2 Z
p:q=0

1—n4 \!
§ i(ngadz) i (Cr3la2)" (m + p)im + g)!
— il o mlmAp—i)im+q— )
m=i—p
m2=i—q

s § e —pioto g
- nn+o—p—NDn+to—q—j)

' (C10)

j=0 J: n=0
nzj+p—o
nzj+q—o

For the one-photon protocol, by setting o = k = 1, the expression for p(00|« 8) includes four terms corresponding to the possible
pairs (p, ¢) € {(0,0), (0, 1), (1,0), (1, D}:

Pun(00]af) = el +18F >M Ik ; r;,,u;]\d . i : Cidj;)j'(m e x ;io nllgxdz ; (C(Zﬁlﬂf))!znl_n;!n!
o F S oy 5 ) 5 gy
3 Zéf":'f"_l;?;*f;iX,i?(%'fv”jiécfi'ﬁ'(?fi”i?;
B EREE S ERS] e

By applying parts (a) and (b) of Lemma B1 to the summations over m and n, we obtain

1 Nd

N n2(1 —C)> [|a\2) i i+ 1 itu 1 i+u—1
Plph(00|(x,3)_e(cnd na)(| IZJrIﬂ\)dT loe|? Z M Z; (Cn§|a|2)+ +i . (Cﬂ021|(¥|2)+

u+1

2": (1) i(Cn3lal?)™
— \u u!

JHv 1 774
1

'zj:<1)1'( ndlﬁl) L1812 Z ndlw

Lo ) o A(Cen21812) T
() Z<]+1>%}’ (C12)

0 1=ng )i i . . 2, 2)\itu 00
2l +1\i!l(C
+2Im(@p) Y ""l.,'z 3 <;+ 1>—’ ( ”db't‘f" ) >
: ! !
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where Im(x) returns the imaginary part of a complex number x. Changing the order of summation yields

g (1 = O Cnl ) i+1y i)
Pipn(00]aB) = e Ci—na)la+IB )dTD |2 Z d Z(C(l [<u+ 1) + W}
00 C v o0 . C u oo | .
XZ 77d|ﬁ| ) Z( >(C(1_77d))1+|,3| Z nd| | ) Z(;)(C(l_nd))z
v=0 j=v u=0 i=u

. (Cn? Iﬂl T(i+1 ()
S EE S ca—wr[(171) + i
v=0 j=v d

(c c ) .
+2 Im(ep* )Z—"d'“') Z(’H)(al—n xS CnilPr) ”d'ﬁ' Z(’“)«:(l nd»f]. (€13)

i=u v=0 =v
Next, we use parts (c) and (d) of Lemma B1 for summations over i and j:

2 3 00 2 2\4 u u+1 u
_(«© (2/, d)(|a|2+|,3\2)nd(1 - C) 2 (Cﬁd|05| ) [ (C(l - nd)) (C(l - nd)) + M(C(l - nd)) ]
Pipn(001 ) = €47 7|l (1= C—n)y e " CZleP( — C(1 — ng)+2

u=0

= (CRIBR) (€= n)y LN CnleP) (€1 = na))”
L i T T e
5 (Coipr) [ (€ =n))’ | (€= 0™ +u(C(l —nd»"]

2o [U=c—noy™ " CRIBPI = (1 — o)™

(CRleR)" (€U =-n)y  SCRBRY (€ - )
+21m(/3)2 P T TR D D e T e (€1

v=0

Using the Taylor series expansion for e* = ) 2 the joint probability simplifies to

n=I| 0n|’

—C) _ _ _ 2 2 2 * _ 2 2
Pipn(00]er, B) = (1=0) (2(1 na)(1 — C(1 —na)) + ny(lee|” + |B]° + 2Im(a B )))exp(_nd(l C)(|a|* + |B] )>.

2 (I —-C(1 —na)* 1 —C( —na)
(C15)
In the lossless transmission scenario (+ = 0), by substituting C = r, tanh® g = 0, the expression reduces to
Pipn(00lap) = ¢ "2 — 2y 4 mj(laf® + 1B + 2Im(ap™))]. (C16)
For the perfect detection case (17; = 1), replacing C = r, tanh? g, we obtain
Pan(@0lap) = LTI 2 4 152 | ot et P e (C17)

2

2. The two-photon protocol

For the two-photon protocol, the calculations closely follow those of the one-photon case.

a. Marginals

Since the state is not symmetric in the two-photon protocol, Alice’s marginal distribution differs from Bob’s. To calculate
these distributions, we first determine the reduced density matrices for Alice and Bob by taking the partial trace of the state in

Eq. (A19):
Pou = M[ ZW ) (mlay < o re aar (ZM ’"|m><m|a,)}

cosh’ g,

h=2 h=2
y cosh™ g, _ cosh™% g, ). C18)
1 — (ry + tyr;) tanh” g, I — (1 —ny)(rs + tr;) tanh” g,
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pot = NN Y AP = (1 =no)")

t. 3 [ (1) i re sinh” g, - (”) ! -
w|—t 2 Y, ) + : Lt 0, | (C19
|:1+ﬁ5mh2ga X arl (; (l)rs(r[ ) |>< |b> (1+ﬁslnh2ga)2 X; / r(rt ) |)( |b ( )

Using a similar calculation as in the one-photon protocol, with the symmetric beam splitter in Charlie’s (¢, = r. = 0.50), the
marginals can be obtained as follows:

0
_ a) p 4(A) (a),. m (A4) (@) m (A)
Popn(Ola) = Tr(,oout/\/l ) (NN;,) 2 /n |: E A m| Mg |m) x o + o (mgz Lt m| M, |m)>:|

h—2 h~2
« ( cos gb _ cos gh ) ’ (€20)

1 - (rs + tsrt)tanhz &b 1 - (1 - 77s)(rx + tsrt)tanhz &b

Popn(018) = Tr(pga M) = (NNbrzﬁ Y APa—a-n)"

n=0

1 8 " n I 1 (B) Sinhzga " <n> ] —1 (B)
[ () tr MBI )+ x> Lt MEBY).
[H‘ﬁsinhzga an(,_o (l)m M G s g < 2y ) AT
(C21)

k
1 '7(1
g 21512

USlIlg Eq (BS) (m|M0|m> =e —naloP m! (r/d|8|)2m Zk 0 kl(m— Klm—k)12° and deﬁning Ct,a(b) =TI tanhz 8a(b)» Cs,a(b) =T tanhz 8a(b)»
we get

]_
> © () om! (Camile?)”

(a),.m (A) _ -2 —nal)? nd‘a‘z
D O ADr m| MG |m) = cosh™2 g, e N Z —

m=0 k=0

o0

a C 4 o k
@ cosh=2 g, Il Cramilal? Z 4 ”d' ! ) Z (_)(c,,a(l —na))*
1
k=i

i=0

00 21 [2)i _ i
© cosh2 g, e~ 1o Ceniiel 3 (Gramglel”) (Ca(l = 1)) '
2T (=G =g

h2g, 1=C )lal?
__ cosh™g exp (_ na( na)loe ) (©22)
1 =G o(1—n4) 1 =G o1 —n4)

Z AP - m)")Z( )r;asr,)"’uwngn

B5 ()"
Eq. (B3) cosh™ gj, e IPF Z n"lm

k=0

1 rs 1
©. e i(ndé’fz) il'( i [ (Custs) (Custs(1 = 1)) ]

(=02 (1= Gt (1= Copts(1 = 1)) H!

1A (rxrl?,“glz)l 00 n
(Crpts)"(1 = (1 = )"
(1 — k)2 ; <l>

~

2 .
Cup 1ol (C&b nﬁ\ﬁlz)l 00

—C. 1 e} k
@ o2 onalpr| €7 1—Cra; kY ( Cs.p(1 = na)
= h Na PG
oSt g e [1 “Cots 22\ 5= Cools

i=0 ’ k=i

2181201_
M oo (Csp n31BIP(1— n:)) o0

e = Z 3 cf,,,a ) 3 K\ (Cop(1 = na)(1 =) \*
1 - Ct bts(l - ns) 3 i 1-— Ct,bts(l - ns)

i=0 k=i

2182 .
Cop 181 ~ Crp(=na)ng|BI* )z

- _ B e G T=C, 41,)(1—C, 41 —Cy 5 (1—
(i—)COSh Zgbe 1418l Z (A=Cit5)( ..bl b(1=14))
1 =G pts — Cs p(1 — a) =0 i!
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Sob 11PE0=0) = ( C2,(1—na)m3|BIA(1—n,)* )
_ e M Z =Gyt (I=1,)) 1= (G pts+Cop (T—1))(1T=11,)
1= (Cpts + Csp(1 = na))(1 = 15) = i!

exp (— e e i) e (-1 Gt
11— Ct,bts - Cs,b(l - nd) 1- (Cl,bts + Cs,b(l - nd))(l - Tlc)

where we applied parts (a) and (c) of Lemma B1, and used the Taylor expansion of ¢* to simplify the expression. Substituting
Egs. (C22) and (C23) into Egs. (C20) and (C21) then yields the marginals Py (0ler) and Popn(0[B), respectively. In the limit
g» < 1, where Bob’s initial state approaches the SPPE state, the marginals are given by

1a(1=Ci ot =Cs )| BI* ) 1a(1=(Cpt+Co ) (1=, )IBI )
:| (C23)

= cosh™? gb|:

2 2 g1 4 Sl ) L o (1_ 4 e )
(I = G o)nalol > " < 1-Ca ) . =G o(1=10) s.a 4T 1=¢, .a-n0)
1 -G o1 —nq) 1 =G o1 —1nq) ts + rtanh?(g,)

Iszph(0|a) = exp <—

ty + Cs,a(l —MNa + 77‘21|/3|2)

B (018) = 1B »
2pn(018) ty +rg tanh? 8

b. Joint probabilities

The joint probability distribution corresponding to the state in Eq. (A19) is obtained from Tr[,oOu h)(./\/l(A) ME)B))]. For a
symmetric BS at Charlie’s (. = r. = 0.50), this probability is calculated as

1 3 [
Popn(00ler, B) = S (NN /e Y A== [ZM " (m| MGV m) x 5(2 (’;)r§<r,rs>"—l<l|M€|l>)

1=0
8 o0 n
+ a_r(z 2D | MY Im) ) x> (7)r§(rtts)”_l(llj\/lg|l)
! 1=0

m=0

[Re(e"bz,/)»(a))»(“il(m—}—1)r’” (m + 1M Im) x ZI( )r(tm)” HUMG L - >>} (C24)

which consists of three terms: The first two can be obtained from Egs. (C22) and (C23), while for the last term we have

1 'Id

[o.¢]
B5) ndatanhga RN \a\z (m + DYCran?le)?)”
)\z(f))&(a) m+1)r"(m+1 M(A) m ( Jaz T oa L —nalal a
’;m 7 Mg~ ) cosh® g, ; ; m+1—0)(m—i)!

i s it+j
@ 7Ma@ tanh g, J-dlal? fGarflal Z (rzdlozl ) Z i1 + DYCpan?le?)™
cosh? g, i 1G+ DG =)

i=0

21,12)/
e i 3 (GBS (1) oy
i=j

2 |
cosh“ g ‘= j!

© Natanhga (12 y,)ap Z (Coam3la?)’ (Gl —ng)Y

cosh? g, = J! (1 =G u(l = na))i+?
_ naatanh g, cosh™ g, ex (_ na(1 = G o)le|? > (25)
(1 = G o(1 = na))? 1 =G ol —n4)

[e%e) n n 3
;AE’”U —(1- m)")lzlﬂ(z)ri(fsrz)” M= 1)

1—nq4 )k 00 l' (rsr](21|ﬁ|2)l

B (BS) eTmlF & (s A =\ (n 0 n
- 2 k! ,:zk;l (l—k)!(l—k—l)!nz_;(l>(c”th) (1= =nJ))

2
naB* cosh” g, 1=

ok .
© e i(%ﬁ"z) i 11 (BB [ (Gt (Coats(1 — ) }

T preosh’g =kl = (=W —k—DILA = Cpt T (1= Copty(1— 1)
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7% Ul (Gt

(a) nd’ge—nd\ﬁﬁ 1=C, is i —1 Ctbt; i k+1 Cs,b(l —na) k+1
1-— Ct bl i+ 1 1-— Ct,bts

(1 = ng)cosh® g, P —

Cop MBI (=15)

Zeb Ag P T ) Cyp mz1B1>(1=15)
B e =Gpis(-ns) i W i (k + 1)(Cs,b(l — )1 — ﬂs))kH
1 - Ct,bts(l - ns) i— —i 1+ 1 1 - Ct,bts(l - ns)
) Cop AV C2,(1—n)n3 B i
© Copnap e e i (o)
cosh? g, (I = Cpts = Cop(1 = 1a))* = i!
G 1 IP20-ns) Clp(—na)nglBI2(1=n,)° i
_ e ot (1 —my) Z (Temm et =my) }
2 il
(1 = (Gt + Cp(1 = n))(1 = ny))” S .
Cop B )

_ 2 Csw 131812
Cs,bﬂdﬁe nalpl |: exp (I—C/'bts—cx,b(l—nd) €Xp (1—(C1Abts+cs.b(1_nd))(1_”s)) :| (C26)

cosh’ g, (1= Gty — Cop( = 1) (I = Gty + Cop(1 = na))(1 = 1,))?

For an SPPE initial state at Bob’s station (g, < 1), the joint probability takes the form

A=C)ngle|? 2 2
5 exp (—T—cas, s — nalBl7) (1 —=C) Cr2lal?
e L LS Y (L Ly

(t; + rytanh® g)(1 — C(1 — 14))? 1 —C(1 —na)
2|O[|2

— 1 )1- 2181%) + 272 tanh g/7,r,Re(e'® )
1_C(1_77d))( na + n31B1°) + 2n; tanh g/t;rRe(e?a )

+ rstanhzg <1 —ng +

APPENDIX D: VISIBILITY BETWEEN TWO SPDCs

In this Appendix, we analyze the effect of visibility between two SPDC outputs on the CHSH value and the secure key rate
of the protocols Let &' be the creation operator of a photon with frequency o, satisfying the continuous-mode commutation
relation [a,,, @ ,] =4 (a) ®"). Considering the spectral modes, the output of an SPDC generates spectrally correlated photons
in the followmg form:

[¥)sppe = v 20]00) + +/Ag /da)idwa(w,, a)f)aw am|00) (D1)
where F (w;, w;) o exp[— (“”Jr’;‘—z’”]smc[wk] is the joint spectral amplitudes (JSA) [47] of the outputs, sinc(x) = sinx/x, and
L is the crystal length. In this relation, Ak = k;(w;) + k (wy) — kp(w; + wy) and k is the wave number, o), is bandwidth, and  is
variance of pump pulse. Under specific conditions of > + yLZ(k/ k,)(ki — k},) = 0 [47], which occurs for SPDC crystals of
a certain length, JSA functions become separable, and the state produced by SPDC can be written as

SPDC—Zf[W_I /dw,ﬁ(wl)a |0} ®[¢n—, /dwzfz(wz)d L=n§\/x7|n>f®|n>f, (D2)

where we defined the corresponding n-photon wave packet state characterized by f(w) as |n), := |O) with the creation

operator for a single photon in a wave packet given by Al = [do f(w)a al.

1. The one-photon protocol

We consider two SPDC sources at Alice’s and Bob’s stations, producing photons with separable JSA functions f(w) and g(w),
respectively. To evaluate Hong-Ou-Mandel (HOM) visibility at Charlie’s, defined as V := |v|?, with visibility amplitude v :=
f f*(w)g(w)dw, the beams must interfere in a HOM interferometer [47]. The projector for a detector that perfectly distinguishes
single-photon events without revealing any frequency information about the photon is given by [48]

= / dwa 0)(0]a,. (D3)
Accordingly, Charlie’s POVM, incorporating his 50:50 beam splitter, can be written as
: 1 [ : 1 [*
Mg =5 f dw(al, — ib],)|00)(00|(a, +iby) = > f do(|1,0) = i101,))((1,01 + i{0L, ). (D4)
—c0 —00
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with a,,(b,,) and al (bz)) the annihilation and creation operators, respectively, acting on the idler mode received from Alice (Bob).
To find the impact of the visibility of two beams arriving at Charlie’s station on the final state shared between Alice and Bob, we
begin by writing the state generated by their SPDC sources:

00 min(n,n") min(m,m’) n - m m
Oin = Z V A A A Ay Z Z < ) < ) < ) ( )(l — pyrn et =2(pq) p2(pq)
0 p=0 q=0 P

ot r/\a/\q

x [In)(n'|y & |m){(m'|gla b, % [In — p)n" — ply & Im — q){m" — qlgla, b, (D5)

where transmission losses are modeled by a BS with reflectivity r, and p and g indicate the number of photons lost in the idler
beams. For simplicity, we focus on the idler beams and rewrite the state as below:

pn= »_  Fat) . X n=p)n = ply @ lm—q)(m = qlgla, b, (D6)

n,n'\mm’,p,q

with Fl@-b0) containing all the coefficients and terms associated with the signal beams, i.e., a;, b;. To calculate the shared

m,n,m’,n',p

density matrix é%ter Charlie’s measurement, we need to apply his POVM on this state:

C 1 a 1 . T 0t
pou = Tree,(Mgom) =5 D Fil / dw (00|, + iBu)In — p) flm —q), x (0 — pl(m' — gl (ef, — iB],)100)

n,n' ,m,m’,p,q

N =

Yo R f A ((f ()81 p+18m.q + 18(0)8n pOm.qa1)(F (@) p18ur.q — 187 (@) pSur g1)

nn'sm,m’,p,q

1
_ (ar,br) . .
= 5 E ‘Fm!mm'!n"p’q(811,n’,p+]Sm,m’,q + 5n,11’,p8m,m’,q+l +iv Sn,n’—l,psm—l,m/,q — 1V 8n—1,n/,p8m,m’—l,q)- (D7)

n,n' ,m,m',p,q

Applying the § functions to ]-",(n“fn’j;,)ﬂ,’ i reproduces the density matrix given in Eq. (A8), where v appears exclusively in the

off-diagonal components. Consequentl}}, the visibility amplitude v enters into the joint probabilities of Alice and Bob as follows,
while leaving the marginal distributions unaffected:

(1-cy (2(1 =1 =Cd =) +n*(el® + B +2Im(v aﬁ*))) x (_(1 — On(lef* + |ﬁ|2)>
2 (I-Ccd—n)t P 1-Cd—-mn) '

Py(00]a, B) =

2. The two-photon protocol

For the two-photon protocol, a similar analysis reveals that visibility affects the state in Eq. (A19) in the same way; that is, v
appears exclusively in off-diagonal terms and consequently modifies only the joint probabilities as follows:

— az
0 exp (_ (ll_g()lnlr;‘) _ 77|/3|2)(1 _ C)Z Cr)2|a|2
P2ph(00|av B) = 5 5| I 1+ ———
(t; + rytanh® g)(1 — C(1 — n)) )
el

. tanh? 1-— _
+ 7, tan g( n+1—C(1—77)

)(1 — 1+ n*IB%) + 2n” tanh g/7,r,Im(v aﬁ*)]

APPENDIX E: LOCAL VISIBILITY BETWEEN STATE AND MEASUREMENT

Here, we study the impact of local visibility between the photons in the quantum state and those involved in the measurement.
Compared to our previous calculation, the only modification appears in the effective local measurement operators M(()A) and

M(()B), and the shared state between Alice and Bob remains unchanged. The marginals and joint probability distributions can be
calculated using

P0I8) = Tr(pS Mo) = > (p52),,(nl . Moln') 1. (E1)
n,n'=0
o0
P00l ) = Tr[pla (M @ M) = D (05w (nl, MGV 1), (ml , MG 1) 1 (E2)
n,n'=0 nm
m,m'=0
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where My := Dg(S)E(;”Dg(S) consists of the no-click POVM EJ* = anozo(l —n4)" 1, in the presence of a displacement
operator D,(«), defined in a mode with normalized spectral amplitude g(w). We now compute the matrix elements of M in the
Fock state basis |n) ;, characterized by the normalized spectral amplitude f(w).

The displacement operator D,(cr) acts on a specific mode with spectral amplitude g(w), which can be expressed as

Dy(ar) = exp(aAl — a*A,). (E3)

By utilizing the fact that any two normalized functions f(w) and g(w) in the Hilbert space L?>(R) span a two-dimensional
subspace, we decompose the function f into a component parallel to the displacement mode g and an orthogonal “dark”
component g via the Gram-Schmidt process:

flw) =vglw)+ug-(w) = A; = v* Al + uA;, (E4)

where v = f f*(w)g(w)dw is the spectral overlap integral and |u| = /1 — |v|?. Using this decomposition, the initial state |n) 7
can be expanded in terms of the number of photons in these two orthogonal modes:

(A})" (vAT + uA’ l)"

n), = N [0) = N Z ( ) "TPUP|n = p) | p) g (E5)

The displacement operator D; (@) acts exclusively on the g mode, leaving the orthogonal mode g* unchanged:

Di(@)n); = (Z) V"PuP (D} () ln — p))Ip)g - (E6)
p=0

For a mode-blind detector, which clicks for any photon regardless of its frequency, the detection of /n photons mathematically
defined as a projection operator I1,, onto the subspace where the sum of photons across all modes equals m is

=Y dm = liderm— jlo Gl (E7)

j=0
Combining Egs. (E6) and (E7) yields the matrix elements of M as

o0

(nl; Moln')y =Y (1= na)" (1l ;Dy(8) 1, DY) ')

m=0

—Z(l—nd)m[z ()(v )P ((n = plDy(e@))pl, }
[Z )el b m — MZ ( ) W D)l — p)Ip) }

=0

min(m,n,n’)

=S a-nm Y <’J’> (?)(v*)”f'v"’ﬂuﬁf (n — jlDy(@)lm — j)gim— jI D@ = j),  (E8)
m=0

J=0

where in the last line we used the identities (p|j),. =6, ; and (p|j),r =8, ;. The single-mode matrix element
(n — j|D(a)|m — j) can be evaluated using the normal-ordered expansion of the displacement operator, as derived in Eq. (B3):

m‘%’”) /= Dm — e *(—ar)"*

(n— jl,Dele)lm — j), EETrET T (E9)
By performing similar calculation as in Eq. (B5), we get
/ . / min(n') 2 min(n,n’) (é;lgldz)l
(nl Moy ; = M08 nln' U i (v*5)" (v 8" jZO 3 i!(n—id)!(n’ 5 (E10)

(

In the limit of perfect matching (V = 1), the only nonzero reduces to Eq. (B5). To find the probability distributions, one
term corresponds to j = 0, for which the above expression needs to substitute Eq. (E10) into Egs. (E1) and (E2).
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FIG. 5. Required visibility (a) to violate the CHSH inequality and (b) to achieve a positive SKR as a function of detection efficiency, shown
for the one-photon (red) and two-photon (blue) protocols. Solid lines correspond to imperfect visibility in all laboratories (V, =V, =V, < 1),
while the dashed line assumed the perfect visibility in Charlie’s laboratory (V. = 1), and in the dotted line correspond to perfect visibility in

the local laboratories (V, =V, = 1).

Figure 5 illustrates how the required visibility threshold
varies with detection efficiency for the two protocols. Specif-
ically, panel (a) shows the required visibility to violate the
CHSH inequality at each detection efficiency, while panel (b)
shows the thresholds needed to achieve a positive SKR for
both the one-photon and two-photon cases.

APPENDIX F: LOWER BOUNDS ON THE KEY RATE

The asymptotic key rate is determined using the Devetak-
Winter formula, rpw = H(A{|E) — H(A|B3), where the first
term quantifies Eve’s uncertainty about Alice’s outcomes, and
the second term represents the information leaked during error
correction. In our analysis, we employ three distinct com-
putational techniques to obtain a rigorous lower bound on
it, and complement these with two postprocessing strategies
designed to enhance the final value.:

1. Analytical approach: CHSH-based method

The asymptotic secure key rate can be lower bounded ana-
Iytically using

r>1_h<1+\/(S2/2)2—1>

— H(A1|B3)

(FD)

+h(l+¢l—q<l—q)(8—s2>>’

2

where ¢ is the probability that Alice flips her output, a proce-
dure known as noisy preprocessing. Using this lower bound,
Fig. 6(a) illustrates the key rate dependence on distance for the
two-photon protocol with perfect visibility V = 1, optimized
over g, for various values of efficiencies, assuming n, = 1
and g, = 0.1. The results are obtained using the probability
distribution from Appendix C2 and the heralding efficiency
from Eq. (A24). The corresponding optimal values of g for
each distance and efficiency are shown in Fig. 6(b).

2. Numerical approach: Brown-Fawzi-Fawzi method

The results of Ref. [18] enable the construction of a nu-
merical upper bound on the relative entropy, approximated
by a polynomial. Using this, a lower bound on the condi-
tional von Neumann entropy of the state p is established
based on its connection with the relative entropy D(p|lo) =
Tr[p(log, p — log, o)] in the following way:

H(A|B), := —D(pasllla ® pp). (F2)

Subsequently, NPA hierarchy is employed to transform
the optimization problem of this noncommutative polynomial
into an SDP, and the lower bound for the conditional entropy
of Alice and Eve is calculated with the following program:

m—1

. (<]
+inf ) iIn2

i=1

m—1
HAIX =x", Hg) >

WM (Zai + 2+ (= 12 Zai) + 6ZaiZ3i 1),

t;In2

S Capy (Y IMapeNypy|¥) > v, foralll < j<r

abxy
ZMW = ZNbb, =7, forallx,y
a b
My, >0, foralla,x
Npy =0, forall b,y
Z:‘iZa’igai, foralla,i=1,...,m—1
Z.iZ;; <, foralla,i=1,...,m—1

[Ma\)ra NblY] = [Ma\m ZZ,,'] = [Nbly’ Z:’[]ZO, for all a, ba X, ¥, i

Mg, Ny, Z.; € B(H), foralla,b,x,y,i. (F3)

Note that considering pure states is enough for this op-
timization. In the above relation, w;’s are the weights in
Gauss-Radau quadrature, Z;’s are Eve’s bounded operators,
and {{M,.}.}. are preselected POVMs used by Alice. Fur-
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FIG. 6. (a) Asymptotic secure key rate (bits per second, bps) vs distance for the two-photon protocol using the optimal parametric gain g,
with visibility V = 1, assuming laser repetition rate fr., = 100 MHz, n, = 1, and g, = 0.1, using the bound from Eq. (7). (b) Optimal value
of g, as a function of distance for the two-photon protocol with visibility V = 1. Lines correspond to detection efficiencies from 84% to 90%.

thermore, B(#H ) is von Neumann algebra on Eve’s separable
Hilbert space Hg. For more details refer to Ref. [18].

In our numerical calculations, we go up to the second
level of NPA hierarchy plus some additional constraints of
higher level “ABZ 4+ AZZ + ABB + AAB,” where A € {I} U
{Ma\x}u,xv Be{l}uU {Nb\y}b,y’ and Z € {I} U {Zc,i, Z:,i}c,zﬂ We
do not go to further levels due to computational complexity.

To combine noisy preprocessing with this method, we
should modify the measurement operators in Eq. (F3) to
M = (1 — @)Mjx + gM,,. In addition, the first term in
the right-hand side of this relation should be replaced with
cm=2q(1 —q)+ ZT:_]] t,-CI(ﬁZ‘ For detailed calculations, see
Ref. [18].

3. Numerical approach: min-entropy (H,,;,) method

Here, we present a numerical approach, based on min-
entropy as a lower bound for the conditional von Neumann
entropy [31], to calculate the key rate. Although this method
may not yield better results compared to the BFF method,
it offers a computational advantage. Besides, its combination
with the postselection method leads to an improvement in the
efficiency threshold. Postselection is a technique that is used
to overcome errors caused by detection deficiencies in which
Alice and Bob randomly and independently keep bits “0” with
probability p, discard them with probability 1 — p, and keep
all bits “1” intact during their key generation rounds.

The min-entropy Hpy, is tied to guessing probability
G(A1|E, v,) in the following way:

Huin(AL|E, vy) = —log, G(AL|E, vp), (F4)

where v, = {ab | ab =00, 01, 10, 11} is the set of postse-
lected events with coefficients wyy = 1, w19 = w1 = p, and
w1 = p*, and the guessing probability is defined as

1
G(A|E, v)) = — max

o > waPla,b,all,3,2),

a,bev,

(F5)
with p,, = Za’beup wapP(a, b|1, 3) the total probability of
keeping a pair of bits. This optimization can be realized by

means of SDP method, with the following constraints:

Z P(a,b,e|1,3,2) = P(a, b|1, 3),
ec{0,1}

P(a,b,e|1,3,2) € 0.

The second constraint ensures that the conditional probabili-
ties remain within the quantum set. To verify this, we utilize
the NPA hierarchy [30,44]. The optimized lower bound on key
rate in this case is calculated using the following modification
of Eq. (6):

r 2 py,[Hmin(A1|E, vy) — H(A1|B3, vy)]. (Fo6)

The technique improves the threshold efficiency to 89.8% in
the one-photon protocol, but compromises security by restrict-
ing it to collective attacks rather than the coherent attacks.

4. Comparison

Here, we compare the previously described lower-bound
approaches and present numerical values for the parameters
introduced in the article.

Figure 7 illustrates the maximum achievable key rate for
both protocols as a function of detection efficiency. Moreover,
Table I compares the detection efficiency required to obtain
a positive key rate and Bell violation for the lower bound
methods discussed in this Appendix.

APPENDIX G: FINITE-KEY RATE

To optimize the key rate in the finite-size regime, we de-
veloped a three-tier security certification strategy:

(1) CHSH certificate. For each distance L, we optimize
the Devetak-Winter bound using the analytical CHSH formula
with noisy preprocessing. This allowed us to identify optimal
optical parameters and bit-flip probability gop, from which
the expected probability distribution P(a, b|x, y),, is obtained.
Using the CHSH inequality as the Bell certificate, we then
apply the BFF method to construct a min-tradeoff function
and evaluate the finite-size key rate via the EAT.
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FIG. 7. Secure key rate computed using CHSH, BFF, and H,;, methods, without (solid) and with postprocessing (dashed) using noisy
preprocessing (NP) and postselection (PS) techniques for (a) the one-photon protocol and (b) the two-photon protocol.

(2) Full statistic certificate. Using P(a, b|x, y)., we apply
the full statistics approach [18,45,46], which puts constrains
on the complete probability distribution rather than only the
CHSH value. The resulting min-tradeoff functions f; were
then used in conjunction with the EAT to compute finite-size
key rates. This method provides the tightest security bounds
but requires monitoring of the whole measurement statistics.

(3) Optimal Bell certificate. To overcome the real-time
implementation challenges of method (2), we define a
distance-dependent Bell inequality using the min-tradeoff
function f;, derived from full-statistics optimization. We com-
puted the observed value of this optimal Bell certificate for
P(a, b|x, y); and enforced this value as a constraint in a sub-
sequent BFF procedure, with the final key rate obtained again

(ng=0.93)
6
w10 -
o
=)
T
s 10° §
-
©
—_
> . .
g 100 1-photon 2-photon  Polarization
— Full —— Full —— Full
—— Opt.Bell —— Opt. Bell —— Opt.Bell
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1072 T T
10° 10! 102 103
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through the EAT. This custom certificate achieves key rates
that significantly exceed CHSH-based bounds while maintain-
ing practical implementability.

The effect of the three certification methods on the finite-
key rate is illustrated in Fig. 8. The optimized Bell certificate
consistently outperforms CHSH-based certification, deliver-
ing 2-3 times higher key rates at maximum distances. Full
statistics provide marginal additional gains at a substantial
implementation cost. Notably, numerical optimization yields
only modest improvements over the analytical bound, Eq. (7),
reflecting near-optimality of CHSH bounds for maximally en-
tangled states. This simplifies experimental implementation,
as monitoring the CHSH value S alone suffices for accurate
key rate estimation.

(ng=0.90)
(b) 106 d
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FIG. 8. Comparison of finite-size and asymptotic key rates R vs distance L under different certification approaches, assuming N = 10°
protocol rounds, repetition rate fi, = 100 MHz, and optimal parametric gain g, computed for (a) local detection efficiency n, = 93% for the
one-photon protocol (red), the two-photon protocol (blue), and the polarization-based protocol from Ref. [26] (green), all for visibility V = 1;
and (b) local detection efficiency 17, = 90% for the two-photon protocol, computed for visibilities V = 0.95 (dashed lines) and 1 (solid lines).
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