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We investigate the feasibility of satellite-to-ground quantum key distribution (QKD) at multi-GHz clock rates,
where secure key generation time is constrained, due to low-Earth orbit (LEO) satellite overpasses (≈300 s).
Higher repetition rates offer a direct route to increased secure key rate (SKR), though system performance is
fundamentally limited by detector timing jitter, optical coupling losses, and atmospheric turbulence, depending
on receiver architecture. We combine finite-key modeling, detailed detector timing characterization, adaptive
optics (AO) modeling, and real-time free-space QKD experiments at 1 GHz to evaluate practical receiver
configurations based on multi-mode fiber-coupled avalanche photodiodes (MMF-APDs) and single-mode fiber-
coupled superconducting nanowire single-photon detectors (SMF-SNSPDs), at projected rates >1 GHz. The
results indicate clear operating regimes across a range of atmospheric conditions: MMF-APDs maximize
secure key rates below ∼1 GHz, mainly due to their low coupling loss. However, low-jitter SMF-SNSPDs are
required to obtain positive key rates at higher clock rates—with modeling and measured timing responses of our
hardware indicating an estimated optimal operating point near ∼7.2 GHz—though AO correction is required for
effective single-mode coupling under turbulence. The experimental and projected results provide quantitative
performance bounds and realistic design targets for future high-rate satellite QKD systems, while highlighting
the technological requirements needed to achieve end-to-end operation beyond the GHz regime.
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I. INTRODUCTION

Global quantum communication networks are an essential
technology for the future of secure data transfer, especially
as quantum computing threatens the security of traditional
cryptographic protocols [1]. Quantum key distribution (QKD)
provides a means for generating symmetric encryption keys,
which is provably secure against any future technology. The
fiber-based implementation of QKD is a mature technology.
However, the scalability of fiber-based QKD is constrained
by linear attenuation in optical fibers, restricting secure trans-
mission to a few hundred kilometers without trusted nodes
or quantum repeaters [2]. A promising way to extend this
range is to use satellites as trusted nodes, by implementing
satellite-to-ground QKD links [3]. Many studies have been
performed to test the requirements for such links [4–6].

Since the concept of satellite QKD was first introduced
[7], many works have investigated ways to increase the total
key generation rate under high loss [4,8,9]. This can be done
by improving the transmission and receiving optics, reducing
pointing and tracking losses, or using specialized receiver
optics to maximize coupling, such as adaptive optics (AO)
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[10]. Another way to achieve higher secure bit rates and thus
enable higher quantum-secure communication bandwidths in
point-to-point, prepare-and-measure QKD is to increase the
clock rate. As the clock rates of QKD transmitters are pushed
into the GHz regime, the timing accuracy of photon detection
will quickly become a bottleneck. It is therefore relevant to
understand the practical impact of higher clock rates on the
performance of QKD systems. Considering the limited time
for an overpass to generate keys with an optical ground station
(OGS), we opt to focus on increasing the clock rate of systems
beyond 1 GHz, which is typical of modern QKD systems.

Since the demonstrations performed by the Micius satel-
lite [11–13], many small satellite QKD missions are being
planned around the world. Most recently, Jinan-1 performed
satellite-to-ground QKD with real-time postpocessing at a
clock rate of 625 MHz [3]. In-laboratory setups have demon-
strated 1 GHz clocked free-space QKD with real-time optical
postprocessing [14]. In fiber, polarization-based QKD has
been achieved at clock rates of 5 GHz [15]. On the transmitter
side, recent works have pushed the rates of polarization mod-
ulation to up to 10 GHz [16], but the detection at these rates is
still predominantly a bottleneck. Two main devices are often
chosen for photon detection: single-photon avalanche diodes
(APDs) [17], and increasingly, superconducting nanowire
single-photon detectors (SNSPDs). As the clock rates of
QKD systems move toward the GHz regime [18,19], the
need for SNSPDs is increasing due to their high timing
accuracy [20], low dark count rates, and higher detection
efficiencies [21].
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One important consideration in choosing a detector is how
efficiently the light can be coupled onto its active area to
maximize the total detection efficiency. Although SNSPDs
have high photon detection efficiency, due to their relatively
small active area (<20 μm), the signal needs to be coupled
to a single-mode fiber before sending it to the detector. On
the other hand, most commercial APDs for single-photon
detection have larger active area (>150 μm) and the signal can
be coupled to either a single-mode or multimode fiber at the
receiver. Multimode collection is particularly helpful, when
you need to detect photons after atmospheric propagation. An
advantage of single-mode fiber coupling is spatial filtering,
meaning that the background light seen by the field of view
of the receiving telescope is significantly reduced, when com-
pared to larger field of view multimode fibers [22,23].

To use SNSPDs for satellite-to-ground QKD, one must
consider adaptive optics for coupling the signal onto a single-
mode fiber [24–29]. Studies have looked at the ability to
couple light into single-mode fibers after propagation through
turbulence, using AO [24–29]; however, this still remains
an active area of research for free-space optical channels.
Recently, progress has been made in multimode coupled
SNSPDs [30,31] and nanowire arrays [32]. However, these
devices are still in their infancy and tend to have lower de-
tection efficiencies and higher jitter, when compared to their
single-mode counterparts [33].

SNSPD detection efficiency also depends on the polariza-
tion of incoming photons; this means that polarization control
is required at the detectors. SNSPDs also require space for
cryogenic cooling, while APDs are available in small form
factors that can be mounted to the telescope, and have much
lower cost.

This study compares the use of different receiver config-
urations, for performing real-time polarization-based QKD
at GHz clock rates, comparing the advantages and disad-
vantages of each detector type with each fiber coupling
method. We provide an analysis of the feasibility of perform-
ing satellite-to-ground polarization-based QKD at rates well
beyond 1 GHz with these commercially available detectors.
Section II provides an experimentally validated analysis of the
feasibility of multi-GHz clock-rate satellite-based QKD, as
well as system-level AO requiements. In Sec. III, we describe
an experimental setup that allows us to emulate a free-space
satellite link, and directly compare detector configurations. In
Sec. IV, we give an outlook on the future of satellite-based
quantum communication at high bandwidths. We consider a
relatively large optical ground station (OGS) telescope diam-
eter of 100 cm, and LEO orbit of 500 km altitude.

II. SATELLITE-TO-GROUND EFFICIENT
DECOY-STATE BB84 MODEL

In this section, we present both simulation and experimen-
tal results for a satellite-to-ground quantum communication
link modeled using weak coherent pulses within a decoy-state
BB84 framework [34,35]. This is the simplest and most likely
scenario for a satellite QKD link in a future global-scale quan-
tum network. The analysis that we present here can be readily
adapted to also evaluate entanglement-based (E91 [36]) or
up-link protocols. This analysis is also useful for applications

TABLE I. Detector parameters: ηcoupling, coupling efficiency, ηrx ,
receiver optics efficiency, ηturb, efficiency after AO correction, NA,
numerical aperture of fiber, fiber core diameter, ηdet, loss due to
detection efficiency, DCR, dark-count rate per detector, BGCR, back-
ground counts per detector, τ , detector dead-time, δτJitter, detector
jitter (quoted), measured FWHM (using gain-switched laser), τdecay,
measured decay constant, Z QBERBaseline, intrinsic Z QBER, and X
QBERBaseline, intrinsic X QBER (measured, including 1 GHz jitter
contribution).

Parameter APD (MMF) SNSPD (SMF)

Coupling efficiency, ηcoupling −0.5 dB −2.5 dB
Rx optics efficiency, ηrx −1.1 dB −1.1 dB
Residual AO efficiency, ηturb −0.1 dB −2.0 dB
Numerical aperture (NA) 0.22 0.1
Fiber core diameter 50 μm 5 μm
Detection efficiency, ηdet 0.56 0.85
DCR ∼25 cps 15 cps
BGCR (estimated) ∼185 cps ∼6 cps
Detector dead time, τdead 22 ns 10 ns
δτJitter 250–350 ps <15 ps
Measured FWHM 350 ps 40 ps
Measured tail constant, τdecay 0.15 ns 0.02 ns
Z QBERBaseline 1.8% 0.8%
X QBERBaseline 2.8% 1.8%

that directly couple the quantum signal into single-mode fiber
and then forward to a QKD receiver elsewhere, in an untrusted
ground station configuration. We also experimentally verify
our results by performing real-time polarization-based QKD
across a 3 m free-space link.

A. System parameters

The choice of detectors and coupling method at the optical
ground station significantly impacts system performance, af-
fecting quantum bit error rate (QBER), receiver losses, system
complexity, background counts, achievable clock rates, and
ultimately finite-key rates. We make use of three detection
configurations for our comparison, SMF-coupled silicon(Si)-
APDs (SMF-APDs), MMF-coupled Si-APDs (MMF-APDs),
and SMF-coupled SNSPDs (SMF-SNSPDs); the detector
parameters are shown in Table I. For the majority of the in-
vestigation, however, the interesting comparisons are between
MMF-APDs and SMF-SNSPDs, because the total loss due
to coupling and detector efficiency for SMF-APDs is greater
than in any other case.

B. Key rates

We first model the finite-key rates and QBER, for each
detector setup, given the parameters in Table I. The finite-key
rate is calculated for an input raw sifted key of size 16 Mbit.
The results of this simulation are shown in Fig. 1. The total re-
ceiver efficiency when coupled to single-mode and multimode
fiber is −5.6 and −1.6 dB, respectively. We take the receiver
loss to be a combination of fiber coupling efficiency, ηcoupling,
and receiver optics loss, and for single-mode coupling we
assume a residual loss after adaptive optics correction, ηturb

of −2 dB, as in Ref. [14], based on realistic measurements
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FIG. 1. Secure key rate analysis. Finite-key rates for three de-
tectors and coupling configurations; SNSPDs, MMF-APDs, and
SMF-APDs. The inset shows the X QBER for each detector setup.

of the Fried parameter, r0, in the East of England, detailed in
Sec. II F. The detection efficiencies for the APDs and SNSPDs
used are 56% and 85%, respectively.

For these simulations, the background counts for MMF-
APDs (∼185 cps) are typical of a suburban ground station
as measured by the Jinan mission [3]. The background for
SMF-SNSPDs is estimated based on measurements in the
laboratory to be ∼6 cps, which is approximately proportional
to the ratio of fiber core areas. The other parameters used
are experimentally obtained for our detectors. It is clear that
SMF-APDs are outperformed by both MMF-APDs and SMF-
SNSPDs. The secure key rate for MMF-APDs is marginally
higher than for SNSPDs, until high loss (∼40 dB), where
SNSPDs can obtain higher positive secure key rates than
MMF-APDs, due to lower QBER and background counts.

C. Jitter model

Many studies have developed models for the response of
APDs [37–40] and SNSPDs [41], and compared the jitter
of both types of detectors [42]. Thorough models for the
response of APDs have been developed [43]; however, these
models rely on complex numerical calculation of the proba-
bility distribution function (PDF). In this section, we use an
exponentially modified distribution (ex-Gaussian) to model
the detector response of both APDs and SNSPDs, using a
similar method to that described in Ref. [44]. The response of
SNSPDs is usually modeled as a simple Gaussian distribution;
however, we observe a tail in our data, which is likely due to
the shape of the laser pulse.

The effects of jitter caused by different fibers and their
impact on QBER have been studied in Ref. [45]. However,
these studies considered only APDs, which have compara-
tively higher jitter than SNSPDs. The ex-Gaussian distribution
is characterized by its full width at half maximum (FWHM) δt
and exponential decay rate λ. Assuming the Gaussian standard
deviation is given by σt ≈ 2

√
2 ln 2 ≈ δt/2.355, and optimiz-

ing the position of the pulse within T , we can numerically

calculate the intersymbol interference (ISIjitter)

ISIjitter = 1
2 (P(t < 0) + P(t > T ))

= 1
2 [CDF(0) + (1 − CDF(T ))], (1)

where the cumulative distribution function (CDF) is

CDF(T ) =
∫ T

−∞
PDF(t ; μ, σt , λ) dt . (2)

PDF(t ) = λ

2
exp

[
λ

2
(2μ + λσ 2

t − 2t )

]
erfc

(
μ + λσ 2

t − t√
2σt

)

(3)

is the probability distribution function.
This corresponds to the tail probability outside the gate

window, [0, T ] for a Gaussian centered at T/2, where μ is the
Gaussian center, σ = δt/2.355, and λ = 1

τ
is the exponential

decay rate. The decay constant τ is chosen as a fit parameter
to reproduce the empirically measured single-pulse timing
distribution of each detector.

D. Clock rate projections

The ISIjitter represents the probability of photon arrival
outside the gate, effectively the probability of a bit flip given
that a photon lands in the neighboring bin. The factor of 1/2
accounts for the symmetric probability of a photon detection
leading to an error, due to the randomly selected bit.

This model allows for the estimation of QBER due to
detector and system jitter as a function of repetition rate and
FWHM, and allows us to calculate estimated projections of
the finite-key rates for >1 GHz repetition rate. Figure 2(a)
shows the impact on Z QBERJitter as the clock rate is in-
creased when using APDs and SNSPDs with 350 and 40 ps
FWHM, respectively (solid line). These pulses were measured
using a 25 GS/s arbitrary waveform generator to electrically
gain-switch a vetical-cavity surface-emitting laser (VCSEL),
which is typical of other gain-switched VCSELs [46–48]. Far
narrower pulses, on the order of 10 ps have been achieved
[49–51]. Histograms of a single pulse from a fixed random
pattern are shown for each type of detector in the inset of
Fig. 2(a). Single-mode coupling was used for measuring the
response of both detectors, to avoid any contribution from
using a different fiber. The data shown in Fig. 2(a) were
obtained from the measured single-pulse response of each
detector by varying the temporal bin width to match the
clock rate and calculating the fraction of counts falling out-
side the bin; further details are provided in the Supplemental
Material [52].

It should be noted that the method assumes a transmitter
that is capable of generating Gaussian optical pulses, with
<40 ps FWHM; the results will vary with the width and shape
of the transmitted pulses [46]. We also performed these mea-
surements using fixed pulse trains (010101 …), to estimate the
QBER due to ISI up to 12.5 GHz. However, at higher rates,
ISI extends across multiple time bins, causing the measured
QBER to be underestimated relative to the model. These re-
sults are included in the Supplemental Material [52].

One challenge in satellite-based QKD is the accurate
synchronization of the transmitter and receiver clocks. State-
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FIG. 2. Jitter analysis results. (a) Experimental data showing the Z QBER increase due to jitter for changing clock rate. The subplot
shows the pulse width using SNSPDs vs APDs. The data are collected by binning a single measured pulse on each detector, explained in the
Supplemental Material [52]. (b) The finite-key rates against clock rate for multimode APDs and SNSPDs, for a fixed loss of 30 dB, and a fixed
session duration of 300 s. (c) The estimated key generated per in an overpass for different maximum elevation angle overpasses. Simulations
for MMF-APDs and SMF-SNSPDs are shown at different clock rates. The key generated is calculated using the average loss and the total time
for an overpass.

of-the-art demonstrations have achieved sub-100 ps time
transfer over turbulent free-space channels [53,54] and real
satellite-to-ground links [55,56]. A time-transfer precision of
30 ps was achieved using the Micius satellite [57]. If advanced
two-way optical synchronization techniques are used, the
error could be reduced to sub-10 ps [58,59], in ideal con-
ditions. We include a conservative 100 ps sensitivity region,
as well as a more optimistic 30 ps region, in the projected
QBER model, to account for realistic clock synchronization
and stability.

Using the estimated increase in Z and X QBER due to jitter
(350 and 40 ps FWHM for APDs and SNSPDs, respectively),
at higher rates, we calculate the finite-key rate for clock rates,
0.1–15 GHz, for a fixed loss of 30 dB and a fixed session du-
ration of 300 s. The results are shown in Fig. 2(b). The secure
key rate initially increases with clock rate, which is expected.
However, the secure key rate saturates as the contribution
of QBERJitter dominates and then starts to decrease rapidly.
This effect is reached earlier with MMF-APDs because of
the larger QBERJitter. This clearly shows that for higher clock
rates than approximately 1.5 GHz, SNSPDs become essential
to be able to obtain a positive key. Based on these projections,
the estimated “optimal” clock rates for MMF-APDs and SMF-
SNSPDs are 0.9 and 7.2 GHz, respectively. These projections
assume an “ideal” transmitter that is capable of producing
Gaussian-shaped pulses at these higher clock rates.

To investigate this further, we look at multiple overpasses
of different maximum elevations and calculate the secure key
rate given the mean loss of the overpass. We use a target block
size equal to the maximum sifted bits accumulated in a single
overpass. Using the link parameters in Table II, we calculate
the expected total key generated per pass for each detector

setup. The results are shown in Fig. 2(c). These results show
the clear benefit of SNSPDs at higher clock rates; the coupling
efficiency is taken into account. The interesting thing to note
here is that at 1 GHz clock rate, MMF-APDs outperform
SNSPDs, mainly due to the lower receiver loss. However,
when the clock rate is increased to 1.5 GHz, positive secure
key rates are no longer possible with MMF-APDs due to jitter
effects, while SMF-SNSPDs improve key rates.

The overpass time and average loss are used to calculate a
target block size that is used to process the sifted keys. The
finite-key length is calculated based on the amount of raw
sifted key accumulated during a single overpass, assuming a
fixed mean channel loss determined by the maximum eleva-
tion angle. Figure 2(c) highlights an important result; that is,
at 1 GHz clock rate, more secure key can be obtained per over-
pass with MMF-APDs than with SMF-SNSPDs. Therefore, it
is reasonable to use MMF-APDs for clock rates <1 GHz; this
is due to the reduced coupling loss ηcoupling, when using MMF.

TABLE II. Link model parameters.

Parameter Value

Transmitter aperture, Tx 0.09 m
OGS aperture, Rx 1 m
Orbital altitude 500 km
Source wavelength 850 nm
OGS central obstruction 30%
Loss after beam-wandering correction 0.4 dB
PAT system accuracy, ηpat 3 μrad
Beam divergence, θ 17.2 μrad
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FIG. 3. Background counts sensitivity. Analysis of the crossover
between MMF-APDs and SMF-SNSPDs with increasing back-
ground counts. Heatmap: The color represents the difference
between keys generated with each detector configuration, where the
background counts are scaled (1:30) for SMF:MMF. Dashed line
indicates where MMF-APDs = SMF-SNSPDs.

However, it is clear that if the clock rate of our system were
increased beyond 1 GHz, the effects of jitter become very
prominent, motivating the need for low-jitter detectors such
as SNSPDs, with adaptive optics, in high clock rate systems.

E. Background counts

Although we use estimated background count rates, for
the comparison of SMF- and MMF fiber-based systems, the
comparison is worth exploring. We verify the relative back-
ground levels seen by SMF and MMF at a ratio approximately
1:30, using a broadband lamp. By varying the background
count levels in our finite-key model, we analyze the crossover
of SMF-SNSPDs and MMF-APDs, i.e., the maximum eleva-
tion angle for which MMF-APDs and SMF-SNSPDs (scaling
background counts for MMF) generate the same amount of
key. Figure 3 shows the difference in secure key length (SKL)
generated per overpass for MMF-APDs and SMF-SNSPDs:

�SKL = SKLMMF-APDs − SKLSMF-SNSPDs. (4)

The inferred crossover, for which SMF-SNSPDs begin to
outperform MMF-APDs, is subject to the total receiver loss;
this is considered in the next section, where we look at the
sensitivity to AO correction.

F. Turbulence model

An important consideration when performing satellite-to-
ground QKD is the impact of the atmosphere on the wave
front of the quantum signal beam. This affects the coupling
into fiber at the receiver. In this section, we provide a simple
model to demonstrate the impact of turbulence to the coupling
into both single-mode and multimode fibers. This is done to
understand the realistic performance of a satellite link with
each type of detector coupling method, and these simulations
provide useful insights for future experiments.

We use the model used in Refs. [60,61] and the python
simulation tool provided in Ref. [62] to model the cou-
pling efficiency to single-mode fiber with varying orders of
AO correction (also detailed in Appendix B). The results
of the simulated secure key per pass for a 90° elevation
overpass are shown against normalized turbulence (D/r0) in

FIG. 4. Secure key per pass under turbulence (SMF-SNSPDs)
(90° maximum elevation). Dashed line: The secure key per pass for
multimode fiber APDs at receiver with −1.6 dB optics efficiency.
Solid lines: Secure key per pass for SNSPDs with AO correction
orders of nmax = {1, 2, 3, 4, 6, 8, 10}.

Fig. 4, where D is the receiver telescope diameter and r0 is the
Fried parameter [63]. For these simulations, we include a fixed
receiver optics efficiency of −1.1 dB. The results show the im-
pact of increasing turbulence on the coupling to single-mode
fiber with orders of AO correction ([1, 2, 3, 4, 6, 8, 10]) cal-
culated using the model in Ref. [61]. The simulations suggest
that beyond moderate turbulence (D/r0 = 8), key generation
with single-mode coupling to SNSPDs, without AO (only
tip-tilt correction), is infeasible. Scintillation is assumed to
have negligible effects on MMF-APD coupling, compared to
SMF-SNSPDs, due to the averaging of speckles across higher
order modes. The aperture-averaged scintillation index (flux
variance) is used from Ref. [61]. The average residual loss
after AO correction is calculated as〈

ηSMF
turb

〉 = 〈ηAO〉〈ηS〉, (5)

where ηAO is the average coupling efficiency after AO cor-
rection and ηS is the average coupling efficiency due to
scintillation (Appendix B).

Assuming a residual loss after AO correction, ηturb, of 2 dB
[Eq. (5)] for adaptive optics correction (n = 8) corresponds
to moderate-to-strong turbulence (D/r0 ≈10). We measure a
mean r0 of 8.4 ± 3 cm, across 2 years, measured at 00:00:00
GMT from May to October 2024 and Jun to November 2025,
as presented in the Supplemental Material [52]. For an aper-
ture of D = 1 m, this 2 dB residual loss represents a reasonably
optimistic scenario, for an AO system which can correct up
to n = 8. Using geometric optics assumptions [27,64,65], the
number of modes required to couple a scintillated beam is
approximately (p ≈ ( πD

2r0
)2) [66,67]. Multimode fibers have

also been shown experimentally to be very resilient up to
the strong turbulence regime [68,69]. We therefore assume
that the coupling loss due to turbulence in this range is neg-
ligible with MMF-APDs D/r0 (ηMMF

turb = −0.1 dB); this is
because the scintillated beam is able to redistribute power
into higher order modes [28,70,71]. We therefore analyze the
dependence of the MMF-APD versus SMF-SNSPD crossover
on ηturb (0–5 dB). The results are shown in a sensitivity plot
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FIG. 5. AO sensetivity analysis. (a) Sensitivity plot for in-
creasing residual loss, ηturb (0–5 dB), comparing SMF-SNSPDs at
different clock rates, with MMF-APDs at 1 GHz, for 20 dB channel
loss. (b) Required clock rate for SNSPD-based system to beat 1 GHz
MMF-APDs at a given channel loss (33, 36, 39 dB).

in Fig. 5(a). Figure 5(b) shows the required clock rate that an
SMF-SNSPD-based system would need to be clocked in order
to outperform MMF-APDs (1 GHz), in key rate, for varying
channel loss (33, 36, and 39 dB).

Figure 5, shows explicitly the performance required of an
AO system for coupling to single-mode fiber for SNSPDs, the
residual loss would need to be �1 dB, for similar performance
to MMF-APDs at 1 GHz.

The experimental emulation of turbulent effects in lab-
oratory is an interesting and active area of research in the
field of free-space optical communication and QKD [72,73].
Experiments have looked at the contribution of atmospheric
turbulence to the timing jitter [74]; however, this is not taken
into account in our model.

III. EXPERIMENTAL RESULTS

In this section, we use an in-laboratory, 3 m free-space
QKD system to emulate the high-loss conditions of a satellite-
to-ground link, we perform real-time sifting of QKD keys
across this link at a clock rate of 1 GHz [14], using the
T12 protocol [34]. The parameters used for the protocol are
listed in Table III, the protocol is explained in more detail in
Appendix D; the parameters chosen here are representative
of previous free-space T12 implementations [2,14,34] and
were chosen to optimize the secure key generation rate for
the expected channel losses in satellite-to-ground channels
(>30 dB) [75]. The results comparing MMF-APDs and
SNSPDs are shown in this section.

A. Experimental setup

The satellite QKD source utilizes eight VCSELs to gen-
erate four polarisaton states; |H〉, |V 〉, |D〉, and |A〉 at signal

TABLE III. Decoy-state BB84 parameters: Mean photon num-
ber per pulse, μ, X-basis probability, px , signal state intensity, μu,
decoy state intensity, p = μv , vacuum state intensity, p = μw , error
correction efficiency, ηEC, security parameter, and ε.

Parameter Value

Clock rate, fc 1 GHz
X-basis probability, pX 1/16
Signal state intensity, μu 0.4
Decoy state intensity, μv 0.05
Vacuum state intensity, μw 0.00125
Error correction efficiency, ηEC 1.15
Security parameter, ε 10−10

and decoy levels. The VCSELs are operated in gain-switched
mode, which creates phase-randomized pulses. The width
of the applied signal voltage to the lasers is 125 ps. The
four polarization states are combined using a polarization-
maintaining fiber-based combiner used in Ref. [14] and output
from the transmitter as a single-mode beam.

We use eight variable optical attenuators (VOAs) to set
the relative levels between each polarization state and one
VOA at the output to control the total mean photon number.
The single-mode output is split on a beam splitter to allow
for monitoring of the output power using an optical power
meter. This monitoring power meter is used to accurately
characterize the channel and receiver losses of the system,
by using a flip mirror to direct the attenuated light toward
it. Using a characterization laser, the channel losses can be
measured and the receiver loss can be characterized. Two
quarter wave plates are used to align the polarization states
after propagation through the single-mode fiber.

At the receiver, the majority (Z) and minority (X) bases
are split by a 90:10 beam splitter and the polarization
states are separated by polarizing beam splitters (PBS). A
PBS is placed on the reflected arm of each basis measure-
ment, effectively functioning as a polarizing filter to avoid
angle-dependent polarisation extinction ratio (PER) effects
of the reflected beam. Each state is coupled into a fiber.
When coupled to SNSPDs, the single-mode fibers are sent
through polarization controllers and then pass down 20 m
of SMF-28, because the SNSPD system is located outside
our laboratory. The extra 20 m of fiber was measured to
have minimal effect on the mode dispersion and FWHM
of the pulses. The output from the detectors is sent both to a
time tagger and to a custom FPGA, which allows for real-time
sifting of the keys. See the Supplemental Material [52] for
more details on the experimental setup.

B. Real-time QKD comparison

The results are shown for secure key rate and QBER
against loss in Figs. 6(a) and 6(b) for MMF-APDs and
SNSPDs, respectively. These data are generated by perform-
ing EC and PA on real-time sifted keys, processed with
16 Mbit block size. The expected key rates and QBER are
shown (solid line), based on the parameters in Table III. Due
to system imperfections and fluctuation in the QBER dur-
ing measurement periods, the measured secure key rates for
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FIG. 6. Experimental results comparison. (a) Results for key rate
vs loss using multimode fiber-coupled APDs with an Rx loss of
1.6 dB. The Z and X QBER is plotted with baseline values of
0.018 and 0.028, respectively. (b) Results for key rate vs loss using
single-mode fiber-coupled SNSPDs, with an Rx loss of 5.6 dB. The
Z and X QBER is plotted with baseline values of 0.008 and 0.018,
respectively. All data are at 1 GHz clock rate.

both systems fluctuates. It is worth noting that no additional
background light was introduced to the model or experiment.
The background light was minimized in the laboratory for
both SMF and MMF (approximately 200 cps, on average).

It is important to note that because of the passive basis
selection in our receiver, the dark counts impact the minority
basis (X) QBER more strongly than the majority basis (Z)
QBER. This does not happen in actively selected systems
or in systems where the basis selection probability is equal.
Erroneous counts due to dark counts and background counts in
the Z-basis signal (EuZZ) are proportional to NuPZ (PZPBGC +
PDC), where Nu, is the number of signal states sent by Alice
and PZ is the Z-basis selection probability.

IV. DISCUSSION AND CONCLUSIONS

In this paper, we have assessed the feasibility of performing
satellite-to-ground quantum key distribution under realistic
channel losses at clock rates beyond 1 GHz. While the experi-
mental validation presented here is limited to end-to-end QKD
operation at a 1 GHz clock rate, detector timing measurements
and finite-key modeling are used to project performance at
clock rates up to 15 GHz, with realistic budgets for timing and
synchronization error. These projections estimate an optimal
operating clock rate of 0.9 and 7.2 GHz for MMF-APD-
and SMF-SNSPD-based systems, respectively. The results
of the comparison both theoretically and experimentally in-
dicate that at clock rates lower than 1 GHz, MMF-APDs
are generally a better option, due to low cost, ease of

implementation, and higher secure key rates. This is mainly
due to the added insertion loss to the receiver when single-
mode coupling is used. We also show that for clock rates
beyond 1 GHz, SNSPDs become essential for achieving posi-
tive key rates due to having a much smaller contribution to the
QBER due to jitter (QBERJitter).

We also provide a detailed sensitivity analysis of AO per-
formance, highlighting the level of residual coupling loss that
must be achieved for single-mode SNSPD-based receivers to
outperform MMF-APD systems, providing quantitative per-
formance targets for future optical ground station designs.
In addition to the capability of SNSPDs to achieve higher
clock rates, the improved timing resolution may be useful for
security enhancement against timing-based attacks [76,77].
The security against these types of attacks is not fully ex-
plored within this study; however, it should be noted that with
SNSPDs, the bottleneck in the timing indistinguishably of the
pulses is transferred to the transmitter. In our experiments, we
ensured that timing of individual lasers at the transmitter were
aligned.

A. Further challenges for multi-GHz satellite QKD

One of the main challenges restricting satellite-based QKD
to slower rates is the size, weight, and power (SWaP) require-
ment for on-board transmitters. High-quality and fast lasers
often require power-hungry driving electronics, limiting the
rates that can be realistically achieved in small satellite im-
plementations. There are other issues with simply achieving
high repetition rates, such as the need for fast electronics, and
patterning effects in lasers.

B. Outlook

The use of satellites for quantum key distribution proposes
a solution for the long-distance transfer of quantum informa-
tion, which is a vital part of the future “quantum internet.”
In an envisioned future global quantum network, >1 GHz
clock rate links will be necessary to reduce the need for
large satellite constellations which fill the night sky [78]. This
investigation should aid the design choices made of future
satellite QKD missions aiming for ultrafast clock rates.
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APPENDIX A: LINK MODEL

The total transmission efficiency of a satellite-to-ground
QKD link can be estimated as a function of the satellite
elevation angle (α), full-angle beam divergence (θ ), PAT error
(εPAT), and the wavelength (λ). This considers the impact due
to diffraction (ηdiff), atmospheric transmissivity (ηatm), point-
ing, acquisition, and tracking (PAT) efficiency (ηpat), coupling
efficiency (ηcoupling), photon detection efficiency (ηdet), the
efficiency of the optics at the receiver (ηrx), and decoherence
of the beam via turbulence effects (ηturb) [14].

η(α, θ, λ) = ηdiff(α, θ )ηatm(α)ηturbηdetηrxηcouplingηpat, (A1)

with

ηdiff(α, θ ) = D2
r ηobs

[θL(α)]2
, (A2)

and where Dr is the diameter of the receiver telescope, ηobs is
the transmissivity of the receiver telescope due to the central
obstruction (0.91, for 30% diameter obstruction), and L is the
link distance. The parameter ηatm is given by

ηatm = η
csc(α)
λ , (A3)

where ηλ is the atmospheric transmissivity at zenith [79] and
changes as a function of wavelength. The link distance and
time for which the satellite is visible are given in Refs. [14,80].

APPENDIX B: SINGLE-MODE COUPLING
UNDER TURBULENCE

The coupling efficiency of the jth mode is the ratio of the
average coupled power to the average power incident on the
aperture. Single-mode coupling efficiency can be modeled as
the overlap integrals of a Gaussian beam with the fundamental
mode, using the theoretical framework in Ref. [68]

η j = 〈Pc, j〉
〈Pa〉 =

∣∣∫
B Ei,fiber(�r) E∗

j,fiber(�r)d�r
∣∣2

〈∫A |Ei,lens(�r)|2d�r , (B1)

where Ei,lens(�r) and Ei,fiber(�r), describe the incident optical
field on the lens and fiber plane, respectively, and E∗

j,fiber(�r) is
the complex conjugate of the jth normalized fiber mode field.

In an ideal situation, the incoming beam is Gaussian, but
after propagation through an atmospheric channel, the wave
front of the beam will be distorted. The Fried parameter r0

is commonly used to characterize the transmission of light
through the atmosphere [81,82]:

r0 =
[

0.42k2sec(ζ )
∫ hmax

0
C2

n (h)dh

]−3/5

, (B2)

where C2
n = (79 × 10−6P/T 2)C2

T , is the structure parameter,
k = 2π/λ is the wave number, ζ is the elevation angle, hmax

is the turbulent path length, and h is the satellite altitude.
The size of the r0 parameter represents the coherence length
of a plane wave in a turbulent medium, or a measure of the
distance over which the distortions to the wave front are con-
stant. A larger r0 means larger turbulent cells and thus coarser
distortions to the wave front, which is desirable [83–85].

Turbulence therefore affects the overlap integral with the
fundamental mode of a single-mode fiber; this effect is not

nearly as prominent with multimode fiber, which can accept
multiple modes.

Using equations derived in Refs. [29,86], the instantaneous
single-mode coupling efficiency can be defined in terms of the
Zernike coefficients bm

n (t ) [63,87]:

ηAO(t ) = exp

⎡
⎣−

∑
n,m

bm
n (t )2

⎤
⎦. (B3)

The average coupling efficiency is in Refs. [60,61]:

〈ηAO〉 =
∏
n,m

1√
1 + 2

〈
bm

n
2
〉 , (B4)

where 〈bm
n

2〉 depends on D/r0 [88].
Following Ref. [61], for the scintillation-induced irradi-

ance fluctuations, which AO cannot correct for when coupling
to SMF, we use the aperture-averaged, on-axis scintillation
index σ 2

I , defined in Ref. [82]:

σ 2
I (D) = exp

[
0.49 σ 2

B(
1 + 0.18d2 + 0.56σ

12/5
B

)7/6

+ 0.51 σ 2
B

(
1 + 0.69σ

12/5
B

)−5/6(
1 + 0.90d2 + 0.62d2σ

12/5
B

)
]

− 1. (B5)

Here, k = 2π/λ is the optical wave number and d =
√

kD2

4z is
the normalized aperture parameter, where z is conservatively
set as 100 km. The turbulence strength parameter is defined
as σ 2

B = 0.4065 σ 2
R , where σ 2

R is the Rytov variance. The av-
erage coupling efficiency due to scintillation to SMF, ηS , is
approximated as

〈ηS〉 ≈ (
1 + σ 2

I (D)
)− 1

4 . (B6)

This model for single-mode fiber coupling efficiency with
partial adaptive optics corrections and scintillation effects is
used for the data presented in Fig. 5.

APPENDIX C: CLASSICAL COMMUNICATION BUDGET

One potential bottleneck that is worth investigating is the
classical bandwidth requirements for real-time sifting of QKD
at multi-GHz rates. Reference [89] provides an estimation of
the postprocessing uplink data rate, given by Rc = η fcμNb,
where η is the channel efficiency, fc is the clock rate, μ is the
mean photon number, and Nb is the number of bits required to
represent a single detection event (64 bits).

In Fig. 7, we show the minimum classical data rate required
for real-time sifting at QKD clock rates of 1–15 GHz, during
an overpass with a maximum elevation angle of 90°. The low-
est data rate required for 15 GHz clock rate is approximately
325 Mbps. Currently, ground-to-satellite (up-link) links re-
main a challenge in classical laser communications [90–93],
which may pose as a bottleneck for the rates that QKD data
can be sifted using optical communication.
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FIG. 7. Classical communication budget. The sifting classical
data rate requirements for an overpass with 90° maximum elevation
angle, for system clock rates of 1–15 GHz.

APPENDIX D: T12 PROTOCOL

The setup utilizes the T12 protocol [34,94] to share keys
using polarization encoding. The four polarization states |H〉,
|V 〉, |D〉, and |A〉 are selected and encoded relative to two
bases {Z, X} and two bits {0, 1} for each basis. The ba-

sis selection probabilities {p(Z), p(X)} can be optimized
such that p(Z) >p(X), ensuring the maximum number of
events where the bases match while enough events in the
minority basis provides reliable estimation of the error, δ.
Three intensity levels are selected from at random, referred
to as signal (u), decoy (v), and vacuum (w). We send the
bases with probabilities of pZ = 15/16 and pX = 1 − pZ . The
relative intensity levels of the three states are set to μu = 0.4
photons per symbol, μv = 0.05, and μw <0.001 25, which we
found to be optimum for our system. Both decoy and vacuum
intensity are selected with probability, 1/16.

During an overpass, the time available to collect and sift
raw key bits is limited to a few hundreds of seconds in LEO
orbits, which the finite-key length effects are large and need
to be taken into account during privacy amplification [5]. The
finite effects in three decoy-state BB84 have been extensively
studied, with multiple methods arising for calculating the
security bounds [34,95,96]. For this study, we use a secrecy
parameter of 100 dB and calculate finite-key rates based on
the security proof of T12 [34,94], which relies on the Clopper-
Pearson confidence interval [97].
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