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Experimental side channel secure quantum key distribution under realistic conditions
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Quantum key distribution (QKD) theoretically provides unconditional security between remote parties.
However, guaranteeing practical security through device characterization alone is challenging in real-world
implementations due to the multidimensional spaces in which the devices may be operated. The side channel
secure (SCS) QKD protocol, which only requires bounding the upper limits of the intensities for the two
states, theoretically provides a rigorous solution to the challenge and achieves measurement-device-independent
security in detection and security for whatever multidimensional side channel attack in the source. Here, we
demonstrate a practical implementation of SCS-QKD, achieving a secure key rate of 6.67 kbps through a 50.5 km
fiber and a maximum distribution distance of 101.1 km while accounting for finite-size effects. Our experiment
also represents an approximately 40 times improvement over the previous experiment.
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I. INTRODUCTION

In theory, the quantum key distribution (QKD) generates
secure keys that are information-theoretically secure [1,2],
even if hackers have the most powerful attacks that phys-
ical laws permit. However, in practical implementations,
components may deviate from the protocol requirements,
introducing vulnerabilities that eavesdroppers (Eve) could ex-
ploit to compromise system security [3—7]. As a result, Eve
could steal the secure keys without being discovered. There-
fore, when designing QKD protocols, the imperfections of
the practical components should be considered to guarantee
practical security.

Measurement-device-independent (MDI) QKD [8,9] pro-
tocols eliminate all detection-side loopholes from theory, sig-
nificantly improving practical security. Recent developments
in twin-field QKD [10-15] and mode-pairing QKD [16-18]
are MDI-type QKD protocols and thus inherit high practical
security. The decoy-state method [19-21] was developed to
counteract photon-number-splitting attack [22,23] targeting
imperfect single-photon sources. This method enables prac-
tical secure QKD implementation using weak coherent pulses
generated by attenuated lasers.
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However, loopholes may still exist in the source. The
side channel effects in multidimensional space [24], including
the frequency spectrum, the emission time, the shape of the
wave, etc., can leak extra information to the eavesdropper,
compromising the security of practical QKD systems [2,25].
Impressively, a type of such effect in multidimensional space
named time-varying encoding was experimentally demon-
strated and has shown its potential to undermine the security
of source sides in QKD [26]. There are several ways to solve
the threat in practice. For example, we can set standards for
QKD devices against all known attacks and make well calibra-
tion before deployment, but it might be impossible to defend
all multidimensional side channel attacks [27-31].

The side channel secure (SCS) QKD protocol [32] is theo-
retically proven secure over the whole-space states, including
side channels in mult-dimensional space and operational
space. The original SCS-QKD protocol [32] assumes perfect
vacuum states and requires that the coherent state intensi-
ties be upper-bounded to ensure security. Recent theoretical
advances have addressed the imperfect vacuum [33] and es-
tablished a method to calculate the secure key rate (SKR)
considering finite-key length [34]. The only assumptions are
that Eve cannot access inside Alice’s or Bob’s laboratories,
and the source states of each time window prepared inside
the laboratory are independent of state choice information
of other time windows. The real SCS-QKD protocol with
imperfect sources can be mapped to a perfect protocol with
two perfect sources; the secure key rate can be calculated
as if we were carrying out the perfect protocol. Importantly,
through worst-case estimation for the real states in Fock space,
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the SCS protocol does not need the side channel information
about states in the multidimensional side channel space and
thus is immune to any attacks in the multidimensional space.

In this work, we experimentally demonstrated the SCS-
QKD protocol [32,34] across 0-101.1 km fiber distances.
Independent laser sources are stabilized locally using sat-
urated absorption spectroscopy of acetylene as an absolute
frequency reference, and real-time active phase compensation
is used to improve the secure key rate. We achieve a finite-size
secure key rate of 64.8 kbit/s at 0 km and 6.67 kbit/s at
50 km, which are approximately 40 times higher than the
rates reported in previous work [35]. This work represents a
practical implementation by eliminating the ideal vacuum and
asymptotic assumptions required in the previous experiment.

II. PROTOCOL

Here, the practical two-state SCS-QKD protocol [32,34]
with phase reference pulses and an active phase compensation
method is used.

The protocol involves the following main steps. Alice and
Bob first randomly prepare vacuum or coherent states with
specific probabilities, which are called signal pulses. The
prepared vacuum or coherent states can be imperfect in the
whole space and different in different time windows. Alice
(Bob) also prepares a strong reference pulse, time-multiplexed
with the signal pulses. The phases of the reference pulses are
modulated periodically, and this will be presented in detail
later. No matter what she (he) decides, she (he) always sends
the reference pulse to Charlie.

After receiving the signal pulses, Charlie first performs
phase compensation and then an interferometry measurement
at his measurement station. The measurement results will be
announced to Alice and Bob. We define the effective window
as the event where the right-side detector clicks and the left-
side detector does not click.

After repeating the above process N times, Alice and Bob
use data from effective windows for the raw bits. In the data
postprocessing, they first perform error correction, and then
they calculate the secure final key rate under collective attack
by [34,36]
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Here, leakgc is the amount of information leakage dur-
ing the error-correction process, and generally leakgc =
fM;H(Ez), where f is the error-correction inefficiency, M,
is the number of raw keys, and Ez is the bit-flip error rate of
the raw key strings. nz is the number of effective windows
in which only one of Alice and Bob decides to send out a
coherent state pulse. H(x) = —xlog, x — (1 —x)log, (1 —x)
is the Shannon entropy, e.o is the failure probability of the
error correction, gpa is the failure probability of the privacy
amplification, and € is the coefficient for measuring the accu-
racy of estimating the smooth min-entropy. While Alice and
Bob perform the privacy amplification process according to
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Eq. (1), the protocol is &.o-correct and &gec = & + €pa + 3&-
secret against collective attacks [37].

Applying the postselection technique [38,39], by short-
ening 2log,(gn.x) + 21log,(1/8) bits of the final key against
collective attack, Alice and Bob can obtain &.y,-secure final
key rate against coherent attack by

1
Rcoh = Rcol - ]T/ [2 1ng(gN,x) +2 10g2(1/§)]7 (2)

where gy = (%)kl and x = 64 in the SCS protocol,

1
and

&
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In this work, we set ecor = Econ/2, v/8€sec = &/2, and & =
epa = §&.

III. EXPERIMENT

The experimental setup is shown in Fig. 1, consisting of the
legitimate users (Alice and Bob) and the measurement node
(Charlie). In the laboratories of Alice and Bob, independent
fiber lasers serve as the light source without any external
wavelength reference. The lasers are locked to specific tran-
sitions of acetylene molecules, with a central wavelength of
1542.3837 nm. We measured the phase fluctuation rate to be
approximately 0.0168rad/us between the two independent
lasers (see Fig. 2). We attribute this phase drift to the dif-
ferent environmental conditions of the acetylene cells. The
acetylene-stabilized lasers ensure highly stable frequency pre-
cision without external input reference, which is typically
required in an optical phase-locked loop system. Therefore,
the method avoids potential loopholes associated with exter-
nal light injection [40].

The light is then modulated using a series of three inten-
sity modulators. The SCS-QKD protocol encodes information
solely through the “sending” and “not sending” signals. Three
cascaded intensity modulators are used to achieve the ultralow
vacuum intensity required. The encoded signal is then atten-
uated to single-photon level at the output. Strong reference
pulses are time-division multiplexed with the signal pulses to
compensate for the relative phase drift [11]. (See Supplemen-
tal Material [41] for details of the signal generation, which
includes Refs. [42-44].) To prevent injection attacks [45,46],
e.g., the laser-seeding attack, a circulator and an optical isola-
tor are placed immediately following the attenuator. The total
isolation of the isolator, circulator, and the attenuator exceeds
169 dB.

The signals are then transmitted to Charlie’s measurement
station via fiber spools with a total length from 0 to 101.1 km.
Upon arrival, the light is first polarized using a polarization
beam splitter (PBS). One output of the PBS is directly routed
to superconducting nanowire single-photon detector, serving
as the monitoring port; the other output serving as the signal
port is then directed to a beam splitter (BS) for interference.
From the monitoring port, the detection count is stabilized to
approximately 10% of the maximum intensities, by adjusting
the electrically controlled polarization controller located at
Alice’s (Bob’s) side, to compensate for the polarization drift
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FIG. 1. Experimental setup. In Alice’s and Bob’s laboratories, two acetylene-stabilized lasers are employed as the light sources. First, these
lasers are filtered by a dense wavelength division multiplexer (DWDM). Then, they are modulated with four intensity modulators (IMs) [and
a phase modulator (PM) in Alice’s laboratory] to generate a waveform pattern that time multiplexes the weak signal pulses with strong phase
reference pulses and attenuates them to bring the signal pulses to the single-photon level with an attenuator (ATT). A circulator (CIR) and
an optical isolator are placed immediately following the attenuator to prevent injection attacks. The prepared light pulses are finally sent to
Charlie through the ultralow-loss fiber spools for detection. Charlie interferes and measures the light from Alice and Bob with superconducting
nanowire single-photon detectors (SNSPDs). EPC, electric polarization controller; PC, polarization controller.

induced by the fiber channel. Consequently, the intensities of
the signal port remain stable for subsequent interference.

The fast phase fluctuation induced by the channel fiber is
compensated in real time with a PM positioned at the signal
port of Bob’s PBS. A custom-designed field-programmable
gate array (FPGA) board was developed to execute the feed-
back. The proportional-integral-derivative (PID) algorithm
was configured to stabilize the phase difference of the channel
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FIG. 2. Relative phase drift rate between the light sources. The
interference signals from the two light sources were captured using
an oscilloscope operating at a sampling rate of 1 MSa/s, with a total
acquisition duration of 200 ms. A moving average filter with a 25 us
window was applied to suppress high-frequency electrical noise. The
standard deviation of the relative phase drift between the two light
sources is 0.0168 rad/us.

to zero. In all experimental trials, the intensity of the refer-
ence light is set to approximately 2.5 MHz detections for the
feedback. (See Supplemental Material [41] for details of the
real-time feedback design.) The performance of the real-time
compensation is evaluated by comparing the interference re-
sults with the feedback on and off. As shown in Figs. 3(a)
and 3(b), the standard deviation of the phase fluctuation is
suppressed to 0.17 rad with the real-time feedback.

IV. RESULT

Our system operates at a repetition rate of 250 MHz with
a 700 ps signal pulse width. The quantum signals are emit-
ted in the last 40 ns of the 100 ns cycle, resulting in an
effective signal frequency of 100 MHz. The extinction ratio
between the signal and vacuum states is higher than 70 dB for
all experimental trials. The standard deviation of the signal
intensity fluctuation is approximately 0.54% of the average
signal intensity. The interference results are measured with
two SNSPDs and recorded by a time tagger. The detection
efficiencies of the SNSPDs are 68.2% and 70.5%, with dark
count rates of 8.4 and 7.5 Hz, respectively. (See Supplemental
Material [41] for details of the parameters.)

We experimentally demonstrated SCS-QKD over fiber
lengths from O to 101.1 km between Alice and Bob. The
average attenuation of the fibers is 0.168 dB/km. The finite
size effect is taken into consideration for all experimental tests
to ensure the composable security under any coherent attack.
In the calculation, the upper bound of the signal intensity is
set to 102.15% of the average signal intensity, considering
4 times the standard deviation of the signal fluctuation. The
error-correction inefficiency is set to f = 1.16, the statistics
block size is set to the complete length of the test, and the
security coefficient under coherent attack is e.op = 2 X 10719,
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FIG. 3. (a) Phase drift compensation with the feedback on and
off. The optical output power as a function of time measured at one
output of Charlie’s beam splitter is shown. (b) Phase distribution
with the feedback on and off. The standard deviation of the phase
fluctuation is 0.88 rad when the feedback is off, and 0.17 rad when
the feedback is on.

For the 0 and 50.5 km cases, we set the fiber length of the
Alice-Charlie and Bob-Charlie paths to be the same. How-
ever, the additional PM in Bob’s path introduced a 3.05 dB
higher insertion loss for Bob’s path. To compensate for this
imbalance, we optimized the transmitter’s optical intensity
(see Supplemental Material [41] for details of the parameters)
to maximize the key rate. The total number of pulses sent
by Alice and Bob is set to 3.63 x 10!, corresponding to
1.01 h experimental time. The achieved secure key rate is 64.8
kbps for 0 km and 6.67 kbps for 50.5 km, as summarized in
Fig. 4. The quantum bit error rates (QBERs) are 1.95% and
2.47%, respectively. Note that these secure key rates represent
an ~40x improvement over the previous SCS-QKD experi-
ment [35].

For the 25.3 and 75.7 km cases, we set the fiber length
asymmetry to be approximately 25 km, and placed a 1.2 dB
attenuator on Bob’s side to balance the total loss, including
Charlie’s optics for Alice’s and Bob’s paths. The total number
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FIG. 4. Simulated and experimental secure key rates. Experi-
mental results are shown for (1) symmetric fiber lengths: 0 km
(purple dot), 50.5 km (green dot), and 101.1 km (black dot); and (2)
asymmetric fiber lengths: 25.3 km (yellow star) and 75.7 km (brown
star). Theoretical simulations are illustrated as dashed curves: blue
for optimized symmetric channels and red for optimized asymmetric
channels. Previous experimental SCS-QKD results from Ref. [35]
are shown as triangles for comparison.

of pulses sent is 3.63 x 10'!, the same as in the 0 and 50.5 km
cases. The achieved secure key rate is 13.9 kbps for 25.3 km
and 1.31 kbps for 75.7 km, with QBERSs of 2.99% and 2.48%.

For the 101.1 km fiber length, the fiber length is set to
be symmetric. Additionally, we set a 600 ps width detection
window to filter noise during data processing. This retains ap-
proximately 79% of the detections as valid events, decreasing
the effective detection efficiency to about 55%. The number
of quantum pulses sent is increased to 1.126 x 102, enabling
us to collect a statistically reliable measurement dataset for
evaluating finite-size effects. The achieved secure key rate is
49.3 bps.

In conclusion, we have experimentally demonstrated the
SCS-QKD protocol. Compared with the previous experiment,
our work addresses security, considering imperfect vacuum
states and coherent attacks with finite pulse numbers. The
results of our experiment are secure under whatever side
channels in multidimensional space, such as the frequency
spectrum, the emission time, and so on. The experiment
achieves superior key rates and extends the maximum secure
transmission distance to over 100 km. The achieved SKR
below 100 km is comparable to that of previous MDI-QKD
experiments [2]. We note that MDI-QKD holds a significant
advantage in terms of distance; the SKR is about 15%-35%
of the theoretically optimized MDI-QKD when intensity fluc-
tuations are neglected and is comparable to MDI-QKD when
considering the same level of intensity fluctuations. Although
the SCS protocol already possesses a high level of security,
there are still some issues that remain to be addressed in
the future. From the theoretical perspective, the theory of
statistical fluctuations in parameter characterization on secu-
rity and safety factors is lacking. The security assumption
in the source side, e.g., the independent state preparation
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assumption, should be studied; the security and the perfor-
mance of using sharper concentration inequalities designed
for i.i.d. variables should be investigated. On the experimental
side, the demonstration of longer transmission distances is
possible with better noise performance. The prevention of
eavesdroppers from stealing information inside the laboratory
is also one of the future tasks.
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