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Variational quantum algorithms (VQAs) have emerged as promising candidates for solving complex opti-
mization and machine learning tasks on near-term quantum hardware. However, executing quantum operations
remains challenging for small-scale users because of several hardware constraints, making it desirable to delegate
parts of the computation to more powerful quantum devices. In this work, we introduce a framework for delegated
variational quantum algorithms, where a client with limited quantum capabilities delegates the execution of a
VQA to a more powerful quantum server. In particular, we introduce a protocol that enables a client to delegate
a variational quantum algorithm to a server while ensuring that the input, the output, and also the computation
itself remain secret. Additionally, if the protocol does not abort, the client can be certain that the computation
outcome is indeed correct. This work builds on the general verification protocol introduced by Fitzsimons and
Kashefi [Phys. Rev. A 96, 012303 (2017)], tailoring it to VQAs. Our approach first proposes a verifiable protocol
for delegating the quantum computation at each optimization step of a VQA and then combines the iterative
steps into an error-resilient optimization process that offers end-to-end verifiable algorithm execution. We also
simulate the performance of our protocol tackling the transverse field Ising model. Our results demonstrate
that secure delegation of variational quantum algorithms is a realistic solution for near-term quantum networks,
paving the way for practical quantum cloud computing applications.
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I. INTRODUCTION

Quantum computing is poised to revolutionize information
processing by leveraging the principles of quantum mechanics
to solve problems that are intractable for classical com-
puters. With advancements in quantum hardware, software,
and algorithms, we are witnessing rapid progress toward
practical quantum computation. However, the realization of
fault-tolerant, large-scale quantum computers remains a long-
term goal. In the near term, noisy intermediate-scale quantum
(NISQ) devices—quantum processors with tens to hundreds
of qubits, but without robust error correction—represent the
frontier of quantum technology. These NISQ devices offer
promising opportunities for obtaining a quantum advantage
in specific computational tasks, such as quantum simulation,
optimization, and machine learning. Yet, their inherent noise
and limited coherence times present significant challenges.

Variational quantum algorithms (VQAs) have emerged
as a promising approach to leverage NISQ devices to
solve complex computational problems [1]. They are hybrid
quantum-classical algorithms, in which a quantum processor
executes a circuit with adjustable parameters, and a classical
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optimizer iteratively updates these parameters to minimize
a given cost function. By combining quantum circuits with
classical optimization techniques, VQAs can efficiently ex-
plore high-dimensional solution spaces while mitigating the
limitations of NISQ hardware.

As quantum processors become more accessible via cloud-
based platforms, it is natural to consider the concept of
delegated variational quantum algorithms (DVQAs). Such a
process is envisioned to enable a classical client to delegate
complex quantum computational tasks to a remote quan-
tum server while maintaining control over the optimization
process. Ensuring the privacy and correctness of delegated
computations is crucial, particularly in scenarios where the
client lacks direct access to the quantum hardware.

Most delegated quantum computation protocols are in-
stantiated in the measurement-based quantum computing
(MBQC) model, which naturally allows for blindness and
verifiability of the computation [2-5]. Compared to the cir-
cuit model, MBQC inherently supports these features due
to the one-way structure and the decoupling of resource
state preparation from the actual (measurement-based) com-
putation. Moreover, MBQC is particularly well suited to
photonic implementations and quantum network architec-
tures, further reinforcing its advantages for delegated quantum
computation.

In the context of variational quantum algorithms, a di-
rect application of the aforementioned established delegation
methods is not feasible. Due to the hybrid nature of VQA:s,
which involves classical optimization and nondeterministic
quantum computations, a tailored framework for delegating
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PROTOCOL 1. Verifiable step of the MB-DVQA.

1: Inputs: G and associated ¢ coloring, § = {6,}"",, Ny, en.
2: Protocol:
(1) Suppose n = d + t is the number of rounds, where
d = 2NpN; are the computation and ¢ are the test rounds
and the client chooses at random which round belongs in
each set. For each round:

(a) If it is a test round, the client chooses a random graph
coloring and sends the trap and dummy qubits to the
server.

(b) If it is a computation round, the client sends the qubits
associated with G.

(c) The server performs the blind measurement-based
computation and returns the output.

(2) The client gathers and decodes the server’s output:

(a) In case she detects a trap failure, she aborts.

(b) Otherwise, she accepts, obtaining g(6) with a relative
€ITOr Up tO &y

such algorithms is required. This article explores the po-
tential of measurement-based delegated variational quantum
algorithms (MB-DVQAs). While previous studies have al-
ready provided the first investigations of MB-DVQAs [6-9],
they focused on the shot-level verifiability of single iterations
of the quantum variational procedure and therefore did not
achieve verifiability for the entire optimization process. More
specifically, given the number of shots required by VQAs,
verifying every shot is not efficient.

We give an alternative protocol to achieve individual op-
timization step verifiability, and then propose a verifiable
end-to-end MB-DVQA, encompassing both quantum and
classical computations involved.

A. Overview of the contributions

(1) We show how to verify one step of an MB-DVQA
(Protocol 1) by using a trapification scheme that alternates
computation and test rounds [10], and prove that it succeeds
with probability that grows exponentially with the number of
total rounds (Theorem III 1).

(2) We propose a MB-DVQA using a custom gradient-
descent optimizer (Protocol 2) that reruns highly attacked
iterations without aborting the full optimization and show that
it is verifiable (Theorem III 2).

(3) We benchmark the custom optimizer outlined in Proto-
col 2 through numerical simulations of a variational quantum

PROTOCOL 2. Verifiable MB-DVQA with gradient descent.

Inputs: Initial angles 8!, maximum number of steps Nier, a ¢
coloring, Ny, &y, and learning rate .
Protocol:
(1)Fork € [1, ..., Nig], run Protocol 1 to compute g(6%):
(a) If it accepts: O%F! = 0% — ag(H%).
(b) If it aborts: *+! = 6* (i.e. rerun the same step).
(2) Set the final angles: §* <« @Mier,
(3) If the optimization has not converged, aborts; otherwise,
accepts, returning f*.

eigensolver (VQE) [11] that finds the ground-state energy of
the transverse field Ising Hamiltonian, incorporating simu-
lated gradient perturbations that mimic adversarial attacks.

II. BACKGROUND

A central component in VQAs is a parametrized quantum
circuit (PQC). This circuit (also called ansatz) is associated
with a unitary U (@), where 6 is a vector of parametrized an-
gles of dimension Np. The main goal of a VQA is to minimize
a cost function f represented as

£(0) = Tr[OU (0)pinU (0)],

where py, is the initial state and O is the observable describing
the problem to solve. In particular, O is decomposed as sum
of N, local Pauli operators P;:

N, N,
0= 0;=) cpP.
i=1 i=1

We will focus on gradient-based optimization, making use
of the parameter-shift rule [12,13] to compute an approxi-
mation g of the gradient Vf. For the resulting vector g =
(8100), ..., gn,(0)), it holds that for every element of the gra-
dient vector the partial derivative is % = %[ f+ — f-1, where

b4 b4
ﬁ:f@+—)am ﬁ:f@——)
2 2
This means that for a given PQC with Np parameters, the total
number of function evaluations per step is 2Np. Using a fixed
amount of measurement shots per function evaluation N;, we
require a total number of 2NpN; shots to perform one step

Till recently, all proposals of VQEs were based on the
circuit model of computation. In the last few years, variational
quantum algorithms based on measurement-based quantum
computation have also been proposed [14-20]. MBQC [21]
differs significantly from the conventional gate-based ap-
proach; instead of executing quantum gates sequentially,
MBQC begins with the preparation of a highly entangled
state, and the computation is then carried out through a se-
quence of adaptive quantum measurements that depend on the
outcomes of the previous measurements.

It has been shown that a client can securely and blindly
delegate a quantum computation to a server by appropriately
encrypting their input and the measurement angles of the
MBQC pattern [3,22]. However, another crucial property in
delegated quantum computing is verifiability: The client must
be able to check whether the delegated computation has been
executed correctly without malicious actions affecting the de-
sired outcome. More specifically, the delegated protocol either
outputs the desired computation or aborts. To ensure this prop-
erty, it is sufficient to find an upper bound on the probability of
failure, that is, the probability of having an incorrect quantum
computation without detecting it by returning an abort signal.
Initially proposed in Ref. [4], trapification allows one to de-
tect dishonest behavior by modifying the graph G associated
with the delegated computation, by inserting randomly pre-
pared trap qubits in |+¢) = (|0) + ¢|1))/+/2 and separating
those from the rest of the computation by means of so-called
dummy qubits, randomly chosen from {|0), |1)}.

033043-2



VERIFIABLE END-TO-END DELEGATED VARIATIONAL ...

PHYSICAL REVIEW RESEARCH 8, 033043 (2026)

In a previous study of delegated bounded-error quantum
polynomial-time computation [10], the proposed verification
scheme interleaves d computation rounds and t test rounds
(for a total of n = d + t rounds), rather than inserting traps
into the graph G associated with the desired computation.
The latter approach results in an enlarged graph, whereas
interleaving rounds maintain the original graph size. In the
computation rounds, the client prepares and sends the qubits
and the measurements associated with the desired computa-
tion unitary U (defined by graph G), while the test rounds
instead are just made up of traps and dummy qubits. In partic-
ular, Ref. [10] makes use of a ¢ coloring of G to place traps and
dummy qubits. By having the same graph structure for both
computation and test rounds, the server cannot distinguish
them due to blindness inherited by previous works [3].

III. METHODS

Our goal is to provide an MB-DVQA that converges and
is at the same time blind, secure, and verifiable. Since blind-
ness and security are directly inherited from previous works
on delegated MBQC [23], the only thing that remains to be
addressed is verifiability. We first propose a verifiable protocol
(Protocol 1) computing the gradients of one MB-DVQA step
using the parameter-shift rule. In particular, we provide a
bound (Lemma III 1) on the gradient’s relative error in case of
adversarial behavior, namely, when cost function evaluations
are affected by a certain number of corrupted computation
rounds. Subsequently, we make use of this result to come up
with a trapification scheme based on Ref. [10], yielding an
undetected highly corrupted outcome with a very low prob-
ability (Theorem III 1). We then exploit this protocol within
the context of a complete MB-DVQA using gradient descent
to minimize the cost function. Specifically, we modify the
classical optimization part of the VQA by reperforming highly
attacked steps detected by the step-level protocol and prove
convergence and verifiability (Theorem III 2) for the full MB-
DVQA protocol (Protocol 2).

A. Verifiability for one step of the MB-DVQA

Existing blind and verifiable MBQC protocols can in prin-
ciple be directly applied to VQAs at shot-level computation.
Nevertheless, this approach is impractical given the large
number of shots required by the total number of function
evaluations in the variational procedure. Furthermore, running
a verification protocol for each shot and abort every corrupted
one implies a heavy consumption of run-time resources. The
robust VBQC protocol proposed by Ref. [10] allows one
to delegate multiple shots at once and appears as a better
candidate to delegate variational algorithms. However, this
protocol, designed for deterministic BQP computations, does
not account for the probabilistic, expectation-value-based cost
functions required for variational parameter updates. Conse-
quently, adapting this protocol to VQASs requires a tailored
verification framework that aggregates measurements across
shots and handles the multiple evaluations required per op-
timization step, while tolerating a small, noncritical fraction
of corrupted shots. Therefore, the aim of Protocol 1 is to
delegate the quantum computation required to compute the

gradient of the cost function with a relative error bounded by
a target value ey. This quantum computation consists of all
the 2Np evaluations of the cost function f, each performed N
times.

To provide verifiability for this protocol and allow the
client to check for the correctness of the computation, we
adapt the trapification protocol proposed in Ref. [10]. In
that work, majority vote was used to bound the probability
of failure of the verification process for BQP computations.
Here instead, due to the probabilistic nature of PQCs, we
consider the computation outcome through the expectation
value of observables, which are typically used to evaluate the
cost function. We therefore execute d = 2NpN; computation
rounds and ¢ test rounds shared across different quantum com-
putations (i.e., distinct f evaluations). This allows us to reduce
the amount of required test rounds compared to the case where
each quantum computation is delegated separately.

In order to prove verifiability for our protocol, we first es-
tablish a connection between the relative error in the gradient
approximation and the adversarial attacks, represented in our
framework by means of the number of corrupted computation
rounds §.

Lemma IlI1. We assume a DVQA step performing a
parameter-shift rule to compute a gradient approximation g of
V f with a global observable O = ", ¢;P;. Using N; shots per
circuit evaluation, the gradient relative error ¢ = % and
the number of corrupted computation rounds § are related as
follows:

e < ilily M
EON:
where €y > 0 is a lower bound on the gradient norm, i.e.,
lgll> = €o.

Proof. When we perform one execution of the PQC, the
state collapses to an eigenstate of the measured observable.
Therefore, the finite-shot estimator of the cost function, ob-
tained by distributing N, shots across the N, Pauli terms, can
be expressed as

Let us consider a single eigenvalue Af{ of the local Pauli P;
measured at the kth round. Due to attacks, in the worst-case
scenario, we instead measure a corrupted eigenvalue equal to
the most distant with respect to the correct )Lj;. One can bound
the difference between the correct and the worst-case cor-
rupted eigenvalues (respectively, A; and %) as Ai — Ai < 2,
since Pauli operators have eigenvalues +1 or —1.

Due to the blindness property of our delegated protocol,
we can assume that, on average, the §’ corrupted executions
are uniformly distributed among the N, Pauli observables,
yielding an expected 8’/N, corrupted measurements per local
expectation value. Therefore, the absolute difference between
the ideal function f and its corrupted version can be bounded
as follows:

N()

N N,
F=A< )
j=1

©

NN
cj Z (A =)
k=1

N,
25/ o
< VS;WH-
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For each component of the gradient vector obtained with
the parameter-shift rule, we get

1 o ~
8 = &l = S1Uie = fir) = (i = fi-)]
(Bis + 8i-)

The total number of corrupted computation rounds per
step, distributed across the function evaluations required for
all the components of the gradient vector, is expressed as
8= vazpl 8;, where §; = &;1 + 8.

Given the relative error ¢ = "’ﬁ;ﬂz , the numerator can be
bounded using the component-wise absolute error bound:
> lejl
N j
lgi — &l < N, 3,
il
N j
— 3l =
g — &l N,

382 < ), 8 whenall §; >
0. Assuming ||g|l» = €y > 0, we obtain
< Z_,‘ lcjl

X
EONY

where in the last step we used

8. @)

|

Given a desired target relative error ey, Lemma III 1 pro-

vides a bound on the tolerated corrupted computation rounds
dmax affecting one step:

eth€oNs emeod
S Zj |cj| 2NPZJ' |Cj|
where w = 2N§m£?\c,|'

Now that we have a bound on §, we can proceed with
showing verifiability of a MB-DVQA step.

Theorem Il 1. Let g denote the parameter-shift rule ap-
proximation of Vf, and assume that |g|l = €y > 0. An
MB-DVQA step following Protocol 1 computes g with rel-
ative error up to &g and probability of failure decreasing
exponentially with the number of rounds n.

Proof. Given a total of m attacked rounds, let X; ~
Binomial(m, %) be the random variable describing the prob-
ability of computation rounds being attacked. Also, let X, ~
Binomial((5; — €)t, %) be the random variable related to the
number of attacks detected by the traps in the trapification
scheme (with some €; > 0). Therefore, the probability of fail-
ure will be the probability of having more than §,,,,x corrupted
computation rounds and no detected attacks by any trap. This
probability can be bounded as

P(fail) < m[%x]Pr [Xg 2 6max A X, < 1]
mel0,n

< max ( max Pr[X; > Smax], max Pr(X, < 1]).
m<nw m>=nw

When m > nw, considering that computation and test

rounds are chosen at random, the number of affected

computation rounds mf—i is higher than &y, leading to

Pr[X; > 8max] = 1. Therefore, we focus on the test rounds
term to upper bound the probability of failure. Instead, when
m < nw, we upper bound the term related to the computation
rounds.

(1) Let us define X’ ~ Binomial(m, f—l) to be the probability
distribution describing the attacked test rounds. By the law of
total probability, the probability to have no detected attacks in
the test rounds is

Pr(X, < 1) =Pr[X, = 0|X’ < k|Pr[X’ < k]
+ Pr[X, = 0|X’ > k]Pr[X’ > k]
<PrX’ < k] +Pr{X, = 0[X’ > k],

where k = (7 — €))t.

Using Hoeffding’s inequality and the fact that (1 —
1/c)f < e7*/¢, we can rewrite the above probability (with
T =t/n):

—26121'2]’12 m ™
PrX; < 1) <exp| —— ) + exp(—(— — el>—).
m n c
Since w < 1 (m always such that m < n), we have
n<n’/m<n/w, and therefore  exp (—2€77?%) <
exp (—2¢€71%n), yielding

2 2 ™
Pr(X; < 1)< exp(—2€11: n) + exp(——(w — el)>.
c

Both terms, with w > €, decay exponentially with the
number of copies n.
(2) When m < nw, using Hoeffding’s inequality:

2d* /m 2
Pr[X; > 0max] < €xp ——(— — w) .
m \n

Therefore, we have a bound on the probability of failure
decaying exponentially with respect to the number of copies
n and the number of test rounds ¢, since d is fixed. [ |

So far, the verifiability of one step of the MB-DVQA has
been shown. However, it might not be clear how to choose the
threshold on the tolerated gradient relative error &y, In the next
section, we will show how to appropriately set this bound to
ensure both convergence of the optimization and verification
of the full MB-DVQA.

B. Verifiable MB-DVQA with gradient descent

In this section, we explore what happens when we build a
verifiable MB-DVQA protocol (Protocol 2) using Protocol 1.
Given limited resources, namely, a total number of available
rounds, the MB-DVQA protocol runs Protocol 1 for each step
of the optimization. In case a step aborts, the protocol rejects
the last gradient computation and reperforms the same step;
otherwise, it accepts the outcome (with a relative error at most
&m) and updates the variational parameters.

In the scenario, where a delegated VQA is executed with
verifiability provided only at the step level, there is no guaran-
tee regarding the final outcome of the variational optimization,
namely, the final value of f. Although highly corrupted steps
can be rerun, once the MB-DVQA is terminated, we cannot
clearly state if the outcome matches the optimum of the cost
function f*. Therefore, such a protocol would have no prac-
tical means of knowing whether an execution is successful.
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To address this gap, we introduce Protocol 2 that achieves
verifiability by means of geometric convergence of the opti-
mization procedure, as shown in Theorem III 2. This is done
by properly tuning &y, depending on the problem, a task made
possible by the result achieved in the previous sections with
Theorem III 1 and Lemma III 1. Given convergence guaran-
tees, once the protocol terminates, the client either obtains the
desired outcome f* or receives an abort response, achieving
verifiability.

Theorem II12. Given a p strongly convex cost function f
with L-Lipschitz continuous gradient and a global optimum
f*, let g denote the parameter-shift rule approximation of V f
and assume that ||g|l» = €9 > 0. Protocol 2 ensures verifiabil-
ity, provided that the learning rate o and error bound on the
gradient gy, satisfy the following conditions:

2(1—ep)’—ed
(D) el < G 5T

() ual2(1 — ew) —aL(l + &) — 7] < 1.

Sketch of Proof. As explained in detail in Appendix 2, a
VQA using stochastic gradient descent to optimize a function
f can converge in the presence of adversarial attacks provided
that the gradient relative error remains sufficiently bounded.
If no such bound exists, multiple steps with large gradient
errors may occur, potentially jeopardizing the optimization
and leading to divergence. To prevent this and ensure conver-
gence, Protocol 2 integrates Protocol 1, which detects steps
where the relative error exceeds the threshold eg,. Such steps
are then reexecuted until the conditions of the theorem hold.
These inequalities, derived in the full proof (Appendix 2), are
related to standard conditions required for gradient-descent
optimization, namely, having 0 < y < 1 such that for each
optimization step k:

E[f*] = f* < yELf*]1 = ).

Notably, when &4, — 0, the inequalities above reduce to the
standard gradient-descent conditions for convergence, having
y =1 — po (2 — «L). This guarantees the average decrease
of the function required for convergence and also bounds the
final error neighborhood in the presence of shot noise, albeit
at the cost of an overhead of steps due to repetitions. Finally,
we associate convergence guarantees with verifiability: Since
the client has access to classical gradient information at each
step k, the protocol either outputs the correct result, namely,
the optimal value of the cost function achieved due to conver-
gence, or aborts. [ |

While VQA landscapes are generally nonconvex,
convexity-based analyses—common also in classical machine
learning—can still provide useful insight, for example, when
initialization or ansatz design places the optimizer in more
regular regions of the landscape. In the above theorem,
we adopt the strong convexity assumption as a simplified
analytical setting to enable convergence analysis [24]. This
assumption also guarantees that the lower bound on the
gradient norm ¢y in Lemma III1 is sufficiently large and
therefore provides a meaningful bound for the gradient
relative error ¢. Our assumptions do not cover scenarios
where the cost landscape is affected by barren plateaus or
local minima; addressing fully realistic, problem-specific
landscapes and alternative optimization methods is left for
future work.

IV. SIMULATIONS

We start by benchmarking the performance of Protocol 2,
to demonstrate its effectiveness. We do this by trying to find
the ground state of the transverse field Ising model (TFIM),
a fundamental quantum spin model describing a system of
interacting spins (typically on a lattice):

H=h)Y X+ 7Z;,
i (i)
where (i, j) determines the edges of the lattice and 4 is the
strength of the external transverse field. We express attacks

as perturbations on the gradient vector for each step k (in the
context of Protocol 2):

2i(0") = gi(0") +}. )

Each v} is drawn independently from a uniform distribution
U(—A, A), where A is a parameter tuning the impact of the
perturbation. The perturbation vector is defined as

e (vi, v, ... vk,).  with probability p,

~|,o0,...,0), with probability 1 — p.

The simulation of the computation rounds in the absence
of quantum hardware noise is carried out using the Qrisp pro-
gramming framework [25]. For now, we assume the existence
of traps allowing for a negligible probability of failure and
leave the simulation of the test rounds for later. In this way,
we can simulate the trap detection by evaluating the relative
error. Protocol 2 reperforms heavily attacked steps without
aborting the full VQE and accepts steps that fall below the
error threshold.

We show examples for two-dimensional TFIMs using p =
0.7 and an ansatz with N, layers and n qubits; each layer Uj is
given by

n—1 n
Ui(6)) = (]‘[ CNOTi_i+]> <® Ry(é’;)).
i=1 i=1

From Fig. 1, we can see how a standard VQE using gra-
dient descent diverges due to attacks, while the proposed
approach, as expected, turns out to be robust and converges to
the optimal solution with an overhead of steps with respect to
the ideal attack-free case. Using shot-level verification would
significantly increase the number of aborted shots over the full
VQE run, extending the run-time. In contrast, our approach
tolerates a reasonable fraction of corrupted shots, while en-
abling convergence within a reasonable time frame.

It is important to emphasize that our protocol does not de-
pend on the aforementioned attack model. The latter has been
designed to illustrate the performance of the proposed work.
As reported in the previous section, Protocol 2 is general and
robust, providing tools to adjust the number of traps to ensure
convergence, independent of the attack model.

To complement the numerical analysis, we provide simu-
lations of Protocol 1 tackling a two-qubit TFIM. In particular,
we make use of Veriphix [26], a library for verifiable
blind quantum computing based on the MBQC programming
framework Graphix [27]. In Fig. 2, we show how the number
of test rounds ¢ can be tuned to detect highly corrupted steps
depending on ey, the threshold value required by Protocol 2
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FIG. 1. Average performance over five runs comparing the pro-
posed protocol and a standard VQE in the presence of the described
attacks with p =0.7. We tackle the following two-dimensional
TFIM lattices: 2 x 2 and 3 x 3 with & = 0.2. The dashed green line
(Attack Free) refers to an ideal attack-free scenario, the yellow line
(No traps) is related to a nonverifiable delegated VQE in presence of
attacks, and finally, the proposed protocol is shown in blue (Traps).
We use N, = 1000, N, = 2 layers, and a learning rate o« = 0.2 for
the optimization.

to ensure convergence. The Python code used to reproduce the
simulations is openly available in Ref. [28].

V. CONCLUSION

This work offers valuable insights into the future of del-
egated quantum computation in the NISQ era and beyond,
by proposing an end-to-end verifiable delegated variational
quantum protocol. The theoretical results are further vali-
dated with simulations that tackle the transverse field Ising
model. Although our work is currently based on gradient-
descent optimization, it is readily adaptable to alternative

[} 4
o Pattack
10 — 01
— 0.3
®
] — 0.7
by @
= -@-
em =02 Y -3¢- 30°
-l 90°
No detection @ L Detection
107! ®
1072 107! 10° 10!

l()g NTD

FIG. 2. Plot of relative error ¢ vs number of trap detections Nyp
in one execution of Protocol 1 (in logarithmic scale). Here, we choose
d = 4000 and r = 50. p,u.ck 1 the probability that a round is attacked
and @ shows examples of a degree shift applied by an attacker on
the measurement angles of the output qubits. The points represent
average scores computed over ten runs for each setting. As expected,
when the relative error exceeds the threshold &y, (shown with the red
dashed line), the attack is detected.

optimization techniques. Specifically, Protocol 1 can be
modified to accommodate different optimizers, leading to
appropriately revised versions of Lemma III 1 and Theorem
IIT 1. On the other hand, with regard to the verifiability of
the overall VQA, an optimizer-specific theorem should be
provided to guarantee convergence and, consequentially, ver-
ifiability. Furthermore, in our protocol, we assume a fixed
relative error threshold for all the steps. In future work, the
threshold across the steps could be varied depending on the
current gradient value and accordingly the number of traps re-
quired for each step could be adjusted, thus reducing the total
number of delegated computations. Another extension of this
work could involve an improvement of the trapification pro-
cedure, for instance, exploiting the scheme based on stabilizer
testing proposed in Ref. [29]. Finally, although circuit-based
DVQA protocols have already been proposed (such as the one
by Li et al. [30] based on quantum homomorphic encryption),
they currently only provide blindness. It remains an open and
interesting question how verification could be incorporated in
such schemes, either through adaptations of our approach or
via dedicated techniques like accreditation [31].
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APPENDIX
1. Useful lemmas

Lemma A 1. (Hoeffding’s inequality). Given a binomial
distribution X =~ Binomial(n, p) an upper bound to the cumu-
lative distribution function can be obtained for k < np:

K\ 2
Pr(X <k) <exp (—2n<p — Z) )

Lemma A2. (Lemma, page 870 in Ref. [32]). Given f :
R? — R with optimum f* and p strongly convex, it holds
that

2u(f(x) — f*) < IVL)|%, ¥x € RY.

Lemma A3. (Lemma 4.2 in Ref. [33]) The iterations of the
stochastic gradient descent (with learning rate «) for an L-
Lipschitz continuous gradient function f satisfy

E[f0")] — £(0°) < —aV O E[g(6")]
2y
+ “TE[ng(ek)n%],

where g is the estimation of V f.
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2. Stochastic gradient-descent convergence
with shot noise and attacks

Here, we provide convergence guarantees for a VQA us-
ing gradient descent in presence of adversarial attacks. In
an ideal gradient-descent optimization, one has access to the
real gradient value Vf; therefore, the update rule for each
optimization step k is

ol = g% — aV F(05).

Nevertheless, when running gradient descent as optimizer in
a practical setting, the stochasticity of the estimation of V f
needs to be taken into account. In particular, by executing a
VQA with an NISQ device the stochasticity source is the so-
called shot-noise, namely, the estimation error due to limited
amount of measurements available for the computation of the
expectation values. In this scenario, we rewrite the update rule
as follows:

9k+1 — 9/( _ ag(ek)’

where g(@k ) is a stochastic (shot-noise) estimate of the true
gradient V £ (8%). Here, we assume that ne =E[g] = Vf and
that the stochastic gradient estimator g(6%) has covariance
Cov[g(@k )] = %; hence, the total variance of the gradient
estimate is

Tr[E] 1
2 § 5.
Jg = _3 ii»

where ¥; = Var[g;] denotes the variance of the ith compo-
nent. By introducing in our analysis adversarial attacks, we
introduce the “corrupted” gradient g, having

— ag(").
Thanks to our protocol and Lemma III 1, we have
186%) — g(6)l2 < &, 180"l
= §(6%) — g(6"), so that [v¥||s <

0k+1 — Ok

Then, we define ¥

ellg@*)ll2-

In order to investigate the convergence and apply
Lemma A 3, we need to compute V fTE[g] and E[]|2]|3].

By linearity of expectation and Cauchy-Schwarz,

=Vf'Elgl+ Vf E[v]

= IVfII3+ VfTE[v]

2 IVFI5 = IVAI2IEW]l
> IVFI5 = IV Elvl2

> IVFI; — el VAl Elgla

> IVFI3 = elV£lay/Elgl3
= IVFI5 = ellVFlay/IIVFI3 + o

> (1= e)IVSI5 = el VSl (AD)

where we used (1) Jensen inequality ||E[v]|| < E|v|, (2)
the error bound ||v||, < €]|gll2, (3) Cauchy-Schwarz E|g| <

VEIglI?, @) Elligli3] = IV£I5 + o, and (5) va* +b* <

E[VfTg]

a+bfora,b > 0.

E[l1213] = E[llg+ vii3]
= E[lIgl3] + 2E[¢"v] + E[IvIi3]
< E[lgl3] + 2¢E[llgh3] + e*E[l1gl3]
= (1 +&)*E[ligl3]

= +e)(IVSI3 +07). (A2)

Now, starting from Lemma A 3,

2r
EL£(0t1)] — £(6%) < —aE[VST 8] + “TE[ugn%]

—a(1 — &)|VFI3 + ael| V20,
a?L
+ = (1 + el (IVFI3 +07)

< _%a[z(l —&)—aL( + &VSI3

a’L
+ ael|VSflaop + ——(1+ e)o?

(A3)

To handle the cross term ag||V f|,0, and avoid depen-
dence on the iterates, we apply the following inequality ab <
% + % [34] (valid for any A > 0 and a, b > 0) obtaining

aE aEA
asllVfllaop < IV + -0y (A4)

2

Choosing A = % and substituting into the previous inequal-
ity gives

ELf(0")] - £(6°)
< —5[2(1 —&)—aL(l +&)* — 15_28]I|VfII§
+ (@ + —(1 + 8)2) (A5)
2(1—¢)?—¢?

The descent coefficient is positive whenever oL < T=oTer
which is the condition stated in the main text. Applying
Lemma A2, adding f(6%) — f* to both terms, and applying
the total expectation yields

E[f(*)] — £+

< <1 - ua[2(1 —&)—aL(l +¢&)* —

14

&2
1 —£i|>
a(l —8)

> (1+))

(A6)

x (EL£(6")] —f*)+(

where B is a constant independent of k.
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Guarantees for convergence are met having 0 < y < 1,
namely, when
2(1 —e)? — g2

ol < ——mM—,
(I—e)(1+¢e)?

,ua|:2(1 —&)—aL(l+¢) — (A7)

&2

< 1.
11— 8i|
When ¢ — 0, these reduce to the standard gradient-descent
conditions oL < 2, recovering the original result. Protocol 2
allows to keep ¢ bounded and tunable to satisfy such require-
ments.

Without shot noise, namely, when ng — 0, strict con-
vergence is achieved. Nevertheless, we cannot have a strict
convergence due to the shot-noise variance, but rather a con-
vergence to a neighborhood of f*.

To define such a neighborhood, let us rearrange the in-
equality (A6) as

Zk+1 S Y+ B,

where 7, = E[f(6%)] — f*. Whenk — oo, then zoo(1 — y) <
B, so the final error is bounded as

B (24 4e))0?
1—y  pef[2(1—e) - —aL(l+e)?]

Zoo &

The condition achieved for y < 1 allows to have a nondi-
vergent error Z,,. We can also derive how many iterations we
need to achieve a final error €. Assuming negligible ag2 and
having y = (1 — p), we can write

ELf@O* )] — f* < (1 — p)ELFOH] — £*]
< exp(—kp)[EL£(O1)] — f*1,

a final error
iterations are

since (1 — p)* < exp(—kp). To have
E[f(0¥™)] — f* <e, only O(n(1/¢))
required:

1 *
k>t <w>
P €

It is important to notice that the iterations’ scaling does
not take into account the reperformed steps, considering in-
stead only the iterations having a proper bound on the error
variable.

Summarizing, to achieve convergence, having L and u
fixed by the problem, is it enough to set properly the learning
rate o and the term €. The latter can be modified by tuning the
number of traps of our step-level protocol and Lemma IIT 1.
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