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Improved finite-size effects in quantum key distribution with applications to decoy-state protocols
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We present a finite-size security proof for generic quantum key distribution protocols against independent
and identically distributed collective attacks and extend it to coherent attacks using the postselection technique.
This work introduces two significant improvements over previous results. First, we achieve tighter finite-size
key rates by employing refined concentration inequalities in the acceptance testing phase. Second, we improve
second-order correction terms in the key rate expression, by reducing them to scale with the number of sifted
rounds rather than the total number of protocol rounds. We apply these advancements to compute finite-size
key rates for a qubit and decoy-state BB84 protocol, accommodating arbitrary protocol parameters. Finally, we
extend our finite-size security proof to coherent attacks and variable-length protocols and present our results for
the decoy-state 4-6 protocol incorporating imperfections such as unequal intensity settings.

DOI: 10.1103/48xf-my6t

I. INTRODUCTION

Decoy-state methods using weak coherent pulse (WCP)
sources [1–4] have emerged as a key step toward realizing
optical quantum key distribution (QKD) protocols over long
distances due to their practicality and feasibility. At the same
time, real-world implementations of QKD require security
proofs that address all aspects of executing a QKD protocol
with a finite number of signals (finite-size effects).

Decoy-state protocols aim to estimate the adversary’s
(Eve) influence on the single-photon signals by collecting
additional data through transmitting signals with different
intensities. Due to the structure of states emitted by fully
phase-randomized WCP sources, Eve cannot determine the
signal’s intensity solely from its photon number. Thus, the
additional data can be used to perform a partial channel
tomography and bound Eve’s influence on single-photon
signals.

Previous results for finite-size key rates of decoy-state
protocols relied on the entropic uncertainty relation (EUR)
[5–7] or the phase-error-correction approach [8,9]. These ap-
proaches require the assumption that the probability of a
detection in Bob’s setup is independent of the receiver’s basis
choice [[10], Sec 7.1]. If the assumptions are satisfied, these
approaches are expected to lead to tighter finite-size key rates
than the ones presented in this work. Although the basis-
independent loss assumption has been partly removed by the
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recent work of Ref. [11], the analysis there currently only ap-
plies to the BB84 protocol. In contrast, the approach presented
in our work can be applied to generic QKD protocols with
active basis choices.

In this work, we provide an improved finite-size security
proof that applies more broadly to unstructured QKD proto-
cols, not only the WCP BB84 decoy. While the core of our
work addresses the security proof against independent and
identically distributed (IID) collective attacks, we extend it to
coherent attacks using recent advancements [[12], Corollary
3.1] in the postselection technique [13].

We improve upon the underlying IID security proof in two
main ways. First, we derived methods that reduce the second-
order corrections of the final key-length expression such that
they scale with the number of sifted signals, rather than the
total number of signals sent. Second, we utilize an improved
statistical analysis using individual (or entrywise) constraints
on each observation rather than relying on the full frequency
vector of observations (as is done in Ref. [14]). The choice
of entrywise constraints was additionally motivated by the re-
quirements of typical decoy-state methods. Both contributions
lead to significant improvements to the key rates obtained.

We apply this refined IID proof to decoy-state protocols,
which traditionally find upper and lower bounds on individ-
ual observations, such as error rates. Therefore, a finite-size
analysis based on entrywise constraints is more natural, and
as we will show throughout this work, leads to higher secret
key rates.

The structure of the paper is as follows: In Sec. II, we
define key security concepts and introduce the notation used
throughout the paper. Section III develops a finite-size secu-
rity proof for generic prepare-and-measure (P&M) protocols,
with several improvements on previous works. Afterward,
in Sec. IV, we apply these findings to decoy-state proto-
cols. Then, Sec. V explores how to heuristically optimize
the security parameters, ensuring a more robust and efficient
implementation. In Sec. VI we calculate expected key rates
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[15,16], which is crucial for real-world implementations. By
optimizing the acceptance set based on the expected key
rate, one can fine-tune the acceptance criteria for the hon-
est implementations, thus maximizing the efficiency of the
protocol. Later, in Sec. VII, we present two practical exam-
ples under a collective IID attack: the BB84 protocol with a
perfect qubit source and its corresponding decoy-state pro-
tocol using a WCP source. Finally, in Secs. VIII and IX
we extend these results to variable key lengths and coherent
attacks. Additionally, we provide a decoy-state example of the
reference-frame-independent (RFI) 4-6 protocol [17], which
incorporates both decoy states and a WCP source, further
demonstrating the flexibility of our methods across different
protocols.

II. SECURITY DEFINITIONS AND NOTATION

Let σKAKBEN denote the output state after N rounds of a
QKD protocol, where KA, KB denote Alice and Bob’s final key
registers, and EN denotes Eve’s side information at the end of
the QKD protocol, and includes all classical announcements.
We make use of the following definitions of security as in
[[18], Sec. III B].

Definition 1 (ε security of fixed-length protocols). Let �acc

be the event of a QKD protocol not aborting. Then, a fixed-
length QKD protocol is εsec secure if for all input states σAN BN ,
the resulting output state σKAKBEN satisfies

1

2
Pr[�acc]

∥∥∥∥∥σKAKBEN |�acc
−
∑

k∈{0,1}l

|kk〉〈kk|
2l

⊗ σEN |�acc

∥∥∥∥∥
1

� εsec. (1)

Furthermore, a fixed-length QKD protocol is εsct secret if

1

2
Pr[�acc]

∥∥∥∥∥σKAEN |�acc
−
∑

k∈{0,1}l

|k〉〈k|
2l

⊗ σEN |�acc

∥∥∥∥∥
1

� εsct,

(2)

and εcor correct if

Pr[KA �= KB ∧�acc] � εcor. (3)

Moreover, a QKD protocol that is εcor correct and εsctsecret, is
εsec = εsct + εcor secure [18].

For P&M protocols, we restrict the input states σAN BN such
that

TrBN [σAN BN ] = τ⊗N
A , (4)

for some state τA. We make this restriction because we assume
Alice’s laboratory is inaccessible to Eve and thus the final
shared state between Alice and Bob must satisfy the marginal
state constraint given by Alice’s device settings.

In all of this paper, we will use the following protocol
parameters.

Protocol parameters (for fixed length)

N ∈ N0 : Total number of signals sent
l ∈ N0 : Length of final key
{|si〉}i=1···dA : States sent by Alice
dA : Number of Alice’s signal choices
λEC : Length of bits exchanged during error correction
εAT : Tolerated error during acceptance test
εPA : Tolerated error during privacy amplification
εEV : Tolerated error during error verification
ε̄ : Smoothing parameter
Q : Acceptance set of accepted frequencies
S�ν : Feasible set
�ν : Variational bounds
�t : Tolerated fluctuation from expected frequencies
F̄ : Expected frequencies for test and generation rounds
F obs : Observed frequencies from test and generation rounds
�test : Alphabet labeling the observations used for testing
�AT : Event of passing the acceptance test
�EV : Event of the error verification succeeding
�acc = �AT ∧�EV : Event of the protocol not aborting

Note that in the literature, for example [14,19], μ instead
of ν is often used for the variational bound, but to avoid
confusion with the intensity settings μi we chose a different
notation.

Finally, throughout the technical details we refer to normal-
ized and subnormalized density matrices ρ, which are positive
semidefinite operators acting on a Hilbert space HA with
Tr[ρ] = 1 or Tr[ρ] � 1, respectively. We denote the spaces
of normalized and subnormalized density matrices as

S◦(A) := {ρ ∈ Pos(A)|Tr[ρ] = 1}, (5)

S•(A) := {ρ ∈ Pos(A)|Tr[ρ] � 1}, (6)

where Pos(A) indicates the positive semidefinite operators
acting on Hilbert space HA.

III. IMPROVED PREPARE-AND-MEASURE FINITE SIZE

In this section, we first improve finite-size key rates for
generic P&M protocol and later apply those results to decoy-
state protocols in Sec. IV. For completeness, we describe the
steps of a generic fixed-length P&M protocol in Protocol 1.

Before we state the detailed protocol description, we
briefly discuss the terms test and generation rounds, since
they will be used extensively throughout this work. In a P&M
protocol, a round is defined as Alice sending a quantum signal
to Bob, regardless of whether Bob successfully receives it. A
test round is used to estimate the influence of an adversary and
typically involves the full disclosure of prepared signals and
measurement outcomes. While a common example involves
sending signals exclusively in a complementary basis (e.g.,
the X basis), our definition is more general: We consider
any round to be a test round provided that the signal and
measurement are fully disclosed, regardless of the basis used.

Conversely, generation rounds are rounds that are supposed
to create the secret key. Here, only very limited announce-
ments are made, such as basis announcements. For example,
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those signals could be sent in the Z basis and only the Z basis
is announced.

Most importantly, the adversary cannot tell test and gen-
eration rounds apart during the transmission phase of the
protocol. Therefore, our notion of test and generation rounds
generalizes these simple examples.

A. Protocol description

Protocol 1 (Generic prepare-and-measure protocol). We
assume an authenticated classical channel as a resource for
the following protocol.

Protocol steps
(1) State preparation and transmission: In each round Al-

ice decides with probability p(gen) whether she sends a test
or generation round. Then, Alice prepares one of dA states
{|si〉}i=1···dA , which in general can depend on the choice of a
test or generation round and she stores a label for her signal
state in register Xi with alphabet X . Depending on her choices
Alice computes her announcement (partition of all local avail-
able information) and stores it in register CA. Finally, Alice
sends the signal state to Bob via a quantum channel. At this
point under the IID assumption Alice, Bob, and Eve share the
state ρ �X �B �E = ⊗N

i=1σXBE .
(2) Measurements: Bob measures his received states,

which can be phrased as applying one of his positive operator-
valued measure (POVM) elements {MB

k }k=1···dB , and stores
his results in a register Yi with alphabet Y . Furthermore, he
partitions his local available information and stores his public
data containing the partition in CB.

Alice and Bob repeat steps (1) and (2) N times.
(3) Public announcement and sifting: Alice and Bob have

a public discussion and announce their public data contained
in C, which is computed from CA and CB. (Note that one
could also consider multiround announcements, where C is
a more complicated function of Alice and Bob’s choices and
measurement results.)

Then, they sift their secret data based on their public com-
munication. Including the public information the state shared
has now the form ρ �X �Y �E �C , where �C = C1, . . . ,CN .

(4) Acceptance test (parameter estimation): Based on their
public data, Alice and Bob calculate the observed frequency
of outcomes F obs in the test and generation rounds. Then, they
test if F obs ∈ Q, where Q is the predetermined acceptance set.
If F obs ∈ Q they proceed, otherwise, they abort the protocol.
We will call the event of passing this step �AT. (In this work,
we will consider acceptance sets that allow for a tolerance
around some fixed value F̄ , but this could be chosen differ-
ently.)

(5) Key map: Alice (or Bob) performs the key map g :
XC → Z and stores their raw key in register Z with alphabet
Z . If Alice (or Bob) discards a round, due to, e.g., it being
a test round they map it to 0 [20]. The state after this step is
ρ �Z �X �Y �C �E |�AT

.
(6) Error correction and verification: Using the classical

channel, Alice and Bob communicate to correct errors in their
raw data. In the process, they send error-correction informa-
tion of length λEC. After the error-correction step, Alice sends
hash of her raw key �Z of length log2(2/εEV) to Bob. Bob then
compares it to a hash of his own guess of �Z and aborts if the

hashes do not match. In total, they reveal λEC + log2(2/εEV)
bits. For simplicity, let the register CE,V contain all of the
information announced during these steps. Then, the resulting
state is ρ �Z �X �Y �CCE,V �E |�acc

, which is now also conditioned on the
event of both passing the error correction and verification step
�EV. Thus, �acc = �AT ∧�EV.

(7) Privacy amplification: Alice and Bob randomly
choose a two-universal hash function mapping the length of
the key bit register to l bits, and record their choice of hash
function in register CP. Then, they apply it to their raw keys,
producing their final secure keys of fixed length l . We denote
the final state of the protocol as ρKAKB �CCPCE,V �E |�acc

, where KA

and KB are Alice’s and Bob’s final keys.

B. Acceptance test and resulting entropy bounds

After setting up the protocol, we will work toward the
security proof of Theorem 2 of a generic P&M protocol,
which is proven in Sec. III C. However, first, we show the
two improvements of the upcoming Lemma 1 and Theorem 1,
which are a direct consequence of the acceptance test and
its underlying acceptance and feasible sets, defined in this
section.

For this purpose, let us briefly introduce some common no-
tation used throughout the paper, starting with the description
of Alice’s source. In the source-replacement scheme [21,22],
the states Alice sends can be rewritten in the following form:

|ψ〉AA′ =
dA∑

a=1

√
p(a)|a〉A|sa〉A′ , (7)

where p(a) = p(gen)p(a|gen)+ p(test)p(a|test) is the total
probability of Alice sending state |sa〉. In this equivalent pic-
ture, Alice now acts with the POVM elements {|a〉〈a|} on her
system A.

Furthermore, the single-round state after Eve’s channel has
the form

σABE = (idA ◦ EA′→BE )[|ψ〉〈ψ |AA′ ]. (8)

Under the assumption of an IID collective attack, the final N-
round state can thus be written as

ρ �A �B �E =
N⊗

i=1

σABE , (9)

where the vector is used to indicate that the register contains
multiple rounds. We will use this notation extensively in the
following. Due to the source-replacement scheme, we only
have to consider states that satisfy

TrA′ [|ψ〉〈ψ |] = σA, (10)

because Eve has no access to Alice’s laboratory, as previously
described below the security definition [Eq. (4)].

Now, we are in a position to discuss some important con-
structions such as the acceptance and feasible set, necessary
for the security proof. Before we formally introduce them in
Theorem 1, let us start by discussing their role in the security
proof to gain some intuition. The acceptance set is used in the
acceptance test of Protocol 1 to make the decision whether we
accept the observations or abort the protocol. The acceptance
sets we will consider in this work are always characterized
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FIG. 1. One-dimensional representation of the construction of
the feasible set from the expected frequency F̄ with equal upper and
lower ν.

by the expected frequency F̄ and an allowed tolerance �t , i.e.,
we accept if the observed frequencies lie in some tolerance
around the expected frequencies.

The feasible set S�ν splits the set of all density matrices
[with the marginal constraint originating from the source-
replacement scheme, Eq. (10)] into the states in S�ν and outside
of S�ν . For the states outside of S�ν , we would want to show that
they will be accepted with low probability, i.e., Pr[�acc] � εAT

and the protocol will abort. In Theorem 1, we will construct
the acceptance set such that the probability of the protocol
accepting any state outside of the feasible set S�ν is small.

A one-dimensional representation of the construction of
the feasible set is depicted in Fig. 1. It is determined by
the expected frequency F̄ , the tolerated fluctuation t , and the
parameter ν characterizing the uncertainty due to finite-size
effects. As shown in Fig. 1 in S�ν , we need to consider all
density matrices for which there exists an observed frequency
that is at most ν away from the true, but unknown value
Tr[�ρ] (where � is the POVM element corresponding to this
measurement), and still within the tolerated fluctuation from
F̄ . All those density matrices make up the feasible set S�ν .

For the states in S�ν , we will later derive the secure key
length in Theorem 2. Hence, the feasible set allows us to split
the set of density matrices and thus, split the security proof by
densities matrices in S�ν and density matrices outside of S�ν .

Now, we will start with the security proof by proving
secrecy for states outside the feasible set S�ν in Theorem 1.

Theorem 1 (Accept probability outside feasible set). Let
� = �test ∪ {sift,⊥} be the alphabet of observations from
test and generation rounds and {�k}k∈� the corresponding
POVM elements. Furthermore, let the acceptance set Q and
the feasible set S�ν of Protocol 1 be defined as

Q := Q1 ∩Q2, (11)

Q1 := {F obs ∈ P (�) |∣∣F obs
k − F̄k

∣∣ � tk ∀k ∈ �test
}
, (12)

Q2 :=
{

F obs ∈ P (�) |
∣∣∣∣F obs

sift −
nsift

N

∣∣∣∣ � tsift

}
, (13)

S�ν := {ρ ∈ S◦(AB)|∃F obs ∈ Q, s.t. ∀k ∈ �

F obs
k − νL

k � Tr[�kρ] � F obs
k + νU

k , (14)

ρA = TrA′[|ψ〉〈ψ |]}.
Furthermore, define nsift in Q2 as the total expected click
count in the generation rounds surviving sifting. Then, the
variational bounds ν

L/U
k can be chosen as

ν
U/L
k = min

ν ′

{
ν ′ ∈ [0, 1]

∣∣ CU/L
k (ν ′) = εAT

}
, (15)

such that for all ρ �A �B �E =
⊗N

i=1 σABE and σ /∈ S�ν ,

Pr[�acc] � εAT. (16)

Furthermore, each CL
k and CU

k is defined by

CL
k (ν) := 1− I1−(F L

k −ν)

(
N + 1− ⌈NF L

k

⌉
,
⌈

NF L
k

⌉)
, (17)

CU
k (ν) := I1−(FU

k +ν)

(
N − ⌊NFU

k

⌋
,
⌊

NFU
k

⌋+ 1
)
, (18)

where F L/U
k = F̄k ∓ tk and Ix[a, b] is the regularized incom-

plete beta function, defined by

Ix(a, b) := Bx(a, b)

B1(a, b)
, where (19)

Bx(a, b) :=
∫ x

0
t a−1(1− t )b−1 dt, (20)

see, e.g., [[23], §8.17(i)].
Proof. See the proof of the restated Theorem 1 in Ap-

pendix B. �
Although it is not completely obvious, at this point our

acceptance set Q uses observations from both test and gen-
eration rounds. The subset Q1 intuitively serves the purpose
of constraining Eve’s attack by observing the outcomes of the
test rounds. Even simpler, this could be viewed as if one had
observed the error rate only and had made an accept decision
based on that. On the other hand, the set Q2 serves the main
purpose of reducing the finite-size corrections. This can be
understood as follows: If in key generation rounds Alice and
Bob announce which signals survived the sifting stage, one
can use this additional information as well to achieve tighter
finite-size bounds. Therefore, we added the events {sift,⊥} to
the alphabet of test rounds �test to indicate that a signal in a
key generation survived sifting or not, respectively. Later, in
Lemma 1 we will utilize this additional information contained
in the set Q2 for a better bound on the smooth min-entropy by
reducing the finite-size corrections.

Finally, the appearance of the incomplete beta function
might seem surprising, but under a collective IID attack, we
know that each individual observation is binomial distributed
and the incomplete beta function is the cumulative distribution
function of the binomial distribution.

As stated previously, our acceptance set Q uses some
information of the generation rounds. Now, we will utilize
these additional constraints originating from Q2 to find a
better lower bound on the smooth min-entropy, which will
ultimately reduce the finite-size corrections.
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In preparation for the next Lemma 1, let us split off
the event �sift = {F obs ∈ Q2} ⊆ �AT corresponding to having
sufficient sifted signals during generation rounds. Further-
more, let us introduce a register �D storing the information of
a detection of a sifted signal. Here, we assign Di = 1 if the
signal i was part of a generation round, detected and sifted,
otherwise we assign Di = 0.

Lemma 1 (Bounds on the smooth min-entropy for states in
the feasible set). Let �Z, �Y , �C, �E , �D be the registers correspond-
ing to Alice’s and Bob’s raw keys, public announcements,
Eve’s quantum side information, and the locations of the sifted
detections, respectively. We label Di = 1 if a signal in a gen-
eration round passed sifting in round i and Di = 0 otherwise.
Thus, Di is a deterministic function of Ci. For ρ �Z �Y �C �E �D such
that

ρ �Z �Y �C �E �D =
N⊗

i=1

σZYCED, (21)

and σ ∈ S�ν , with S�ν and Q defined as in Theorem 1, it holds

H ε̄
min( �Z| �C �E �D)ρ|�sift

� H ε̄
min( �Zsift| �Csift �Esift )τ sift

| �D=�1
, (22)

where

τ sift
�Zsift �Ysift �Csift �Esift| �D=�1 :=

�nsift−Ntsift�⊗
i=1

σZYCE |D=1. (23)

Proof. See the proof of the restated Lemma 1 in Ap-
pendix B. �

To gain some insight into the usefulness of this lemma,
consider the following situation. In most QKD protocols, one
sifts certain events (and discards the remaining outcomes).
Without applying Lemma 1, one would be required to map
these outcomes to, e.g., 0 to keep the input to the privacy
amplification procedure of constant length.

Now, one could apply the asymptotic equipartition prop-
erty (AEP) directly [[24], Corollary 4.10], achieving a scaling
of the following form:

H ε̄
min( �Z| �C �E )ρ⊗N

ZCE
� NH (Z|EC)ρ −

√
Ng(ε̄), (24)

where g is a correction term depending on ε̄ and the dimension
of Z only. However, the von Neumann entropy still scales with
the number of sifted signals, whereas the correction term is
constant in the total number of signals sent. Hence, at some
point the correction term will dominate, leading to zero key
rate.

Our Lemma 1 improves on this situation by having a cor-
rection factor that also depends on the sifted signals. Thus,
key rates to much higher losses are possible.

C. Security proof against IID attacks
for generic P&M protocols

Next, continuing with our security proof, in Theorem 2
we tie all of our previous theorems and lemmas together
and prove the security of the prepare-and-measure Protocol 1
against IID attacks. In particular, we will make use the defini-
tion of the acceptance set from Theorem 1. Furthermore, we
will apply Lemma 1 to reduce the influence of second-order
corrections, which achieves, e.g., better scaling with loss.

Most of our improvements in terms of key rate stem from this
refined security analysis for IID attacks, which will later be
lifted to coherent attacks (see Sec. IX).

Theorem 2 (Secure key rate of a prepare-and-measure
QKD protocol). Fix the parameters of Protocol 1 and define
Q and S�ν as in Theorem 1. Assuming a collective IID attack,
the QKD protocol is εsec = εEV +max{εAT, εPA + 2ε̄} secure,
if the key length l , in the case of not aborting, is chosen to be

l � �nsift − Ntsift�min
ρ∈S�ν

H (Z|EC)ρ
Pr(sift)

− λEC − log2(2/εEV)

−
√
�nsift − Ntsift��(ε̄)− 2 log2

(
1

2εPA

)
, (25)

where

�(ε̄) = 2 log2(1+ 2 dim(Z ))

√
log2

(
2

ε̄2

)
. (26)

Proof. See the proof of the restated Theorem 2 in Ap-
pendix B. �

We note a few points about this theorem. The label “sift”
refers to signals passing the sifting step in key generation
rounds.

Additionally, in theoretical analysis the leakage term λEC

is typically bounded as [18]

λEC =N Pr(sift) fECH (X |Y ; sift), (27)

which we will also do for our examples later on to estimate
the error-correction cost. However, in practice, it should be
chosen to correspond to the exact number of bits that may
be exchanged under the specific error-correction protocol em-
ployed [25]. It is important to note that the security proof still
holds if the leakage term is changed.

Finally, the fraction in Theorem 2 in the optimization prob-
lem makes the optimization problem nonconvex. However,
one can utilize the constraints implied by the acceptance
set Q2 [see Eq. (13)] to achieve a simple lower bound
given by

min
ρ∈S�ν

H (Z|EC)ρ
Pr(sift)

� minρ∈S�ν H (Z|EC)ρ
F̄sift + tsift + νU

sift

, (28)

which we will later use as well in Secs. IV and VII.
After seeing the proof of Theorem 2, one might wonder

how to determine appropriate values for F̄ to define the ac-
ceptance set. One option would be a channel model, which
determines the observations for the honest behavior of the
channel. Additionally, one requires a characterization of both
Alice’s transmitter and Bob’s receiver.

In the process of this channel characterization, it is im-
portant not to use the fluctuation parameters �t to compensate
for poorly chosen acceptance sets that result from inadequate
device characterization. Doing so would result in significantly
reduced key rates.

We remedy this problem in Sec. VIII where we adapt our
work to variable-length protocols that do not require a channel
model anymore; however, one still requires Alice’s and Bob’s
devices to operate as specified by their POVMs.
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IV. DECOY-STATE METHODS IN FINITE-SIZE REGIME

Decoy-state protocols still fall into the generic framework
of a P&M protocol stated in Protocol 1 but have slightly
different steps that we highlight below.

Protocol 2 (Decoy-state prepare-and-measure Protocol).
All parameters are chosen as in Sec. II. The intensity μs stands
for the signal intensity and is used primarily for key generation
and {μ2, μ3, . . . } are the decoy intensities. For a decoy-state
version of Protocol 1, only step (1) is replaced with step (1′)
from below. Furthermore, Alice additionally announces the
particular intensity choice used for each signal sent, which is
still contained in register CA.

(1′) State preparation and transmission: In each round
Alice decides with probability p(gen) whether she sends a
test or generation round. In the case of a generation round
Alice prepares one of dA states {|si〉}i=1···dA with intensity μs.
For test rounds Alice selects the intensity μi with probability
p(μi|test). She stores a label for her signal state in register Xi.
Depending on her choices Alice computes her announcement
and stores it in register CA. Finally, Alice sends the signal state
to Bob via a quantum channel.

Remark 1. Results from Refs. [6,7,11] require all intensi-
ties to be sent in key generation rounds, potentially resulting
in suboptimal rates. In contrast, our proof techniques allow
us to consider protocols in which only the signal intensity is
used in key generation rounds. The examples presented later
utilize this structure. In particular, we can use an arbitrary
distribution over the basis choices, signal/decoy intensities as
shown in Sec. IX B.

A. Source-replacement scheme

Before we start with the finite-size analysis of decoy-state
protocols, we recapitulate the relevant notation. First, to purify
Alice’s signal states, we introduce a shield system [26] As

that remains inaccessible to Alice and Bob during the pro-
tocol. Furthermore, we apply the source-replacement scheme
[21,22], as in Eq. (7). Then, in each round, Alice prepares the
following state,

|ξ 〉AASA′ =
∞∑

n=0

dA∑
a=1

√
Pr(a, n)|a〉A|n〉AS

∣∣sa
n

〉
A′ , (29)

where Pr(a, n) is the joint probability distribution of Alice
sending signal a and n photons. This distribution can be found
as the marginal distribution of Pr(a, μ, n), the joint probability
distribution of Alice sending signal a, n photons, and using
intensity μ, i.e.,

Pr(a, n) =
∑

μ

Pr(a, n, μ). (30)

Additionally, we note that for fully phase-randomized weak
coherent pulses, the signal states |sa

n〉 only depend on a, thus
no explicit μ dependence is stated in Eq. (29).

Due to Ref. [27], Eve can always perform a quantum
nondemolition (QND) measurement of the photon number
before applying her attack, conditioning her strategy on the
measurement outcome. Conversely, if Eve chooses not to

perform such a measurement and instead applies an attack
independent of the photon number, Ref. [27] shows that this
scenario is equivalent to one where she first carries out a QND
measurement and then applies the same attack to each photon-
number subspace. In both cases, the resulting joint state ρASAB

is block-diagonal with respect to the photon number n emitted
by Alice. Hence, without loss of generality, we may assume
that ρASAB is block diagonal in n.

Furthermore, under a collective IID attack, Eve’s attack can
be represented as the same channel EA′→B acting on system A′
of |ψ〉AASA′ each round. Furthermore, we still assume that Eve
has no access to Alice’s laboratory, which is represented as
constraints of Alice’s marginal state, see Eq. (34) below.

Hence, the shared state between Alice and Bob is

ρAASB =
∞∑

n=0

Pr(n)|n〉〈n|AS ⊗ ρ
(n)
AB , (31)

where

Pr(n) =
∑
a,μ

Pr(a, μ, n) =
∑
a,μ

Pr(a) Pr(μ|a) Pr(n|μ, a)

(32)
and

ρ
(n)
AB =
∑
a,a′

√
Pr(a|n) Pr(a′|n)|a〉〈a′|A ⊗ En

(∣∣sa
n

〉〈
sa′

n

∣∣
A′
)
. (33)

As shown in Ref. [27] or [28], this holds for intensities that are
different for each signal state, i.e., Alice sends out a different
intensity for horizontal polarized than for vertical polarized
light. Again, due to the source-replacement scheme, we only
have to consider states that satisfy

TrA′ [|ξ 〉〈ξ |] =
∑

n

Pr(n)|n〉〈n|AS ⊗ ρ
(n)
A . (34)

Furthermore, Bob receives the following state conditioned on
Alice choosing signal a and sending n photons:

σ
(a,n)
B = EA′→B

(∣∣sa
n

〉〈
sa

n

∣∣
A′
)
. (35)

Since |sa
n〉A′ is independent of the choice of the intensity μ,

σ
(a,n)
B is also independent of μ.

B. Asymptotic scenario for decoy-state methods

In this section, we will quickly summarize asymptotic
decoy-state methods and introduce a common notation be-
fore turning our attention to the finite-size case. In the
asymptotic regime (see, e.g., Ref. [29]), the yields are de-
fined as the probability that Bob detects the outcome b
given that Alice sent the state a with n photons and are
denoted by Y a,b

n . Importantly, for fully phase-randomized co-
herent states, the n-photon yields Y a,b

n are independent of
the intensity μ. Therefore, formally, we define the yields as
Y a,b

n := Pr(b|a, n), and due to the independence on μ they
satisfy

Y a,b
n := Pr(b|a, n) = Pr(b|a, n, μ) = Tr

[
MB

b σ
(a,n,μ)
B

]
. (36)
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Therefore, using simple chain rules for probabilities,

Pr(b|a, μ) =
∞∑

n=0

Pr(n|a, μ) Pr(b|a, n, μ)

=
∞∑

n=0

Pr(n|a, μ)Y a,b
n , (37)

which holds for all intensities μ.
As described in Protocol 2, Alice decides the choice

between a test and a generation round. Additionally, let
�a,b = |a〉〈a|A ⊗MB

b be the POVM element, under the source-
replacement scheme, corresponding to Alice sending state a
and Bob measuring b. Then, by Born’s rule, if we knew the
n-photon yields Y a,b

n , we would find the following constraints
in the test rounds:

Pr(test|a, n)Tr
[
�a,bρ

(n)
AB

] = Pr(test, a|n)Y a,b
n . (38)

Under an IID attack, Eve’s attack (for each photon number)
can still be described by probabilities, the yields, and the
observations will give bounds on the probabilities.

Hence, the question is to find, or rather bound, the yields
Y a,b

n in the finite-size regime, and in the next section we will
lay out how the methods from Refs. [28,29] need to be altered
in order to be valid in the finite-size regime.

C. Finite-size scenario for decoy-state methods

So far we assumed perfect knowledge of the observations
Pr(b|a, μ) and found a relation to the yields Y a,b

n . However, in
the finite-size regime, we do not have access to the probabili-
ties (yields) Y a,b

n = Pr(b|a, n, μ) directly.
Thus, we turn our attention to estimating the n-photon

yields Y a,b
n based on the finite information generated in

the test rounds. After we found a relation of the yields to
the frequencies observed in test rounds, we will formulate the
key-length expression. Again, since we assume an IID attack,
the yields will play the same role as in the asymptotic case,
representing the probabilities of Bob observing an event given
that Alice sent n photons, thus encompassing Eve’s attack.
However, the estimation of the yields is now much looser due
to finite-size effects.

For the scope of this discussion, let �k be the POVM ele-
ment corresponding to the outcome k = (a, b, μ, test) ∈ �test,
which due to the probabilistic assignment of test rounds can
be written as �k = Pr(μ, test|a, b)�a,b. Next, let us start by re-
lating the probability Pr(k) = Tr[�kρ] of observing outcome
k = (a, b, μ, test) ∈ �test to the constraints imposed by the
acceptance test. For any observed frequency F obs ∈ Q passing
the acceptance test it holds for all k = (a, b, μ, test) ∈ �test,∣∣F obs

k − F̄k

∣∣ � tk, (39)

or equivalently

F̄k − tk � F obs
k � F̄k + tk. (40)

Furthermore, for ρAB ∈ S�ν (see Theorem 1) the observed fre-
quency F obs ∈ Q satisfies,

F obs
k − νL

k � Tr[�kρ] � F obs
k + νU

k , (41)

for all k = (a, b, μ, test) ∈ �test. Therefore, inserting Eq. (40)
gives

F̄k − tk − νL
k � Tr[�kρ] � F̄k + tk + νU

k , (42)

for all k = (a, b, μ, test) ∈ �test. Finally, we can identify
Tr[�kρ] with

Tr[�kρ] = Pr(μ, test|a, b)Tr[�a,bρ]

= Pr(μ, test|a, b) Pr(a, b) = Pr(a, b, μ, test) (43)

and inserting this into Eq. (42) results in

F̄k − tk − νL
k � F obs

k − νL
k

� Pr(a, b, μ, test) � F obs
k + νU

k � F̄k + tk + νU
k , (44)

which again holds for all k = (a, b, μ, test) ∈ �test.
Now, note that during the acceptance test, we accept

on the frequencies generated by the joint probability distri-
bution Pr(k) = Pr(a, b, μ, test). However, in the asymptotic
regime we formulated the decoy analysis Eq. (37) in terms of
conditional probabilities. Therefore, applying the same condi-
tioning on (a, μ, test), we can write asymptotically

Pr(a, b, μ, test)

Pr(a, μ, test)
= Pr(b|a, μ, test) =

∞∑
n=0

Pr(n|a, μ, test)Y a,b
n ,

(45)

where we remark that in the finite-size regime, we have the
additional conditioning on the “test” event. Most importantly,
the yields Y a,b

n include the additional conditioning on “test,”
i.e., Y a,b

n = Pr(b|a, n, μ).
Hence, inserting Eq. (44), we find the following relation

between the yields and our acceptance set characterized by F̄
and �t :

F̄k + tk + νU
k

Pr(a, μ, test)
�

∞∑
n=0

Pr(n|a, μ, test)Y a,b
n ,

F̄k − tk − νL
k

Pr(a, μ, test)
�

∞∑
n=0

Pr(n|a, μ, test)Y a,b
n , (46)

which holds for all k = (a, b, μ, test) ∈ �test. Again, as in the
asymptotic case, the yields Y a,b

n satisfy

Pr(test|a, n)Tr
[
�a,bρ

(n)
AB

] = Pr(test, a|n)Y a,b
n , (47)

which allows us to constraint the n-photon states.
The expressions in Eqs. (46) and (47) would already

be enough to formulate the upcoming security statement.
However, Eq. (46) contains an infinite number of unknown
variables, the yields Y a,b

n , if one were to calculate them.
Therefore, let us introduce the photon number cutoff Nph that
introduces a small tolerance accounted by

ptot(μ|a) :=
∑

n�Nph

Pr(n|a, μ, test), (48)

but allows us to reduce the infinite sum to a finite sum and
formulate the finite linear program in Eq. (54) later.

Furthermore, to simplify the notation, we note the follow-
ing. Typically, the constraints on the n-photon states will be of
the form of Eq. (47) and are most naturally expressed in terms
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of the right-hand-side of Eq. (47), which we will call the joint
yields. Therefore, let us define the joint yields as

γ a,b
n := Pr(test, a|n)Y a,b

n . (49)

Whenever it will simplify the presentation, we will switch
between the picture of the joint γ a,b

n and conditional yields
Y a,b

n but one could equally well express the decoy analysis in
terms of either yield definitions.

Finally, before we state Corollary 1, a remark is in order.
Again, the entrywise bounding of Pr(k) = Pr(a, b, μ, test)
is in contrast to previous numerical finite-size methods pre-
sented in [14], where 1-norm constraints were used. With
those constraints, one could still claim |F obs

k − Pr(k)| � ν.
However, this would be a “worst-case” upper bound because
ν satisfies

‖ �F obs − �p‖1 � ν, (50)

for pk := Pr(k). Hence, we would allow each element to
vary in the worst possible way. On the other hand, entrywise
constraints are much more in line with previous numerical
decoy-state methods [29].

After this discussion, we can state the following Corol-
lary 1, which lets us evaluate the secure key length for
decoy-state protocols.

Corollary 1 (Security for decoy-state protocols (optimized
yields)). Fix the parameters of Protocol 2, and define Q and S�ν
as in Theorem 1. Assuming a collective IID attack, the QKD
protocol is εsec = εEV +max{εAT, εPA + 2ε̄} secure, if the key
length l , in the case of not aborting, is chosen to be

l � �nsift − Ntsift�
F̄sift + tsift + νU

sift

∞∑
n=0

Pr(n) min
ρ (n)∈Sn (γn )
{γn}n∈G

H (Z|EC)ρ (n)

−
√
�nsift − Ntsift��(ε̄)− λEC − log2(2/εEV)

− 2 log2

(
1

2εPA

)
, (51)

where the sets Sn(γn) correspond to the feasible n-photon
subspaces and are defined by

Sn(γn) :={ρ (n) ∈ S◦(AB)|∃{γn} ∈ G s.t.

∀(a, b, μ, test) ∈ �test,

Pr(test|a, b, n)Tr[�a,bρ
(n)] = γ a,b

n ,

ρ
(n)
A = TrAsA′[|n〉〈n|As |ξ 〉〈ξ |], (52)

where

G :=
{
{γm}|γ a,b

m = Pr(test, a|m)Y a,b
m ,

F̄k − tk − νL
k

Pr(a, μ, test)
�
∑

m�Nph

Pr(m|a, μ, test)Y a,b
m

+ (1− ptot(μ|a)),

F̄k + tk + νU
k

Pr(a, μ, test)
�
∑

m�Nph

Pr(m|a, μ, test)Y a,b
m ,

0 � Y a,b
m � 1, ∀m ∈ N0,

∀k = (a, b, μ, test) ∈ �test

}
. (53)

Proof. See the proof of the restated Corollary 1 in Ap-
pendix C. �

The double optimization of Corollary 1 can be numerically
unstable and does not fit the framework for decoy-state pro-
tocols presented in Ref. [29] nor the general framework for
QKD protocols shown in Ref. [30]. In Ref. [29], the decoy
analysis was formulated as a linear program, which outputs
upper and lower bounds on the yields (or, e.g., error rates) and
then calculates the key rates based on these bounds.

Therefore, we will reformulate Corollary 1. However, the
previous version will be tighter. As in the asymptotic case, we
will formulate the key rate evaluation in a two-step process.
First, find upper and lower bounds on the yields Y a,b

n based on
the observations and, second, calculate the key rate with those
bounds.

We can solve for upper and lower bounds of the n-photon
yields Yn with a linear program given as

Y a,b
n,L := min

{Ym}m
Y a,b

n

s.t.
F̄k − tk − νL

k

Pr(a, μ, test)
�
∑

m�Nph

Pr(m|a, μ, test) Y a,b
m

+ (1− ptot(μ|a)),

F̄k + tk + νU
k

Pr(a, μ, test)
�
∑

m�Nph

Pr(m|a, μ, test) Y a,b
m ,

∀k = (a, b, μ, test) ∈ �test,

0 � Y a,b
m � 1 ∀m ∈ N0, (54)

where the yields Y a,b
m were rearranged into a vec-

tor Ym for each m ∈ N0, and as before ptot(μ|a) =∑
m�Nph

Pr(m|a, μ, test). Therefore, each Ym is a vector con-

taining the probabilities Y a,b
m as entries. The same optimization

problem stated with a maximization gives rise to the upper
bounds.

As before, we define upper and lower bounds on the joint
yields γ a,b

n,L and γ a,b
n,U by

γ a,b
n,L = Pr(a, test|n)Y a,b

n,L , γ a,b
n,U = Pr(a, test|n)Y a,b

n,U . (55)

Thus, it follows

γ a,b
n,L � Pr(test|a, b, n)Tr

[
�a,bρ

(n)
AB

]
� γ a,b

n,U , (56)

for all n ∈ N0 and (a, b) ∈ �test, and we can state the follow-
ing Corollary 2.

Corollary 2 (Security for decoy-state protocols (upper and
lower bounds on yields)). Fix the parameters of Protocol 2, and
define Q and S�ν as in Theorem 1. Assuming a collective IID
attack, the QKD protocol is εsec = εEV +max{εAT, εPA + 2ε̄}
secure, if the key length l , in the case of not aborting, is chosen
to be

l � �nsift − Ntsift�
F̄sift + tsift + νU

sift

∞∑
n=0

Pr(n) min
ρ (n)∈S̃n

H (Z|EC)ρ (n)

−
√
�nsift − Ntsift��(ε̄)− λEC − log2(2/εEV)

− 2 log2(1/2εPA), (57)
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where the sets S̃n correspond to the feasible n-photon sub-
spaces and are defined by

S̃n := {ρ (n) ∈ S◦(AB)|∀(a, b, μ, test) ∈ �test

γ a,b
n,L � Pr(test|a, b, n)Tr[�a,bρ

(n)] � γ a,b
n,U ,

ρ
(n)
A = TrAsA′[|n〉〈n|As |ξ 〉〈ξ |]

}
. (58)

Proof. See the proof of the restated Corollary 2 in Ap-
pendix C. �

Instead of Eq. (54) one could also use improved decoy
methods [28] to achieve similar improvements in the finite-
size regime, such as only requiring two total intensities. The
appropriate optimization problem is stated in Appendix D,
which also allows the intensities to be different for each signal
state.

This part concludes the fixed-length security proofs and
now we turn our attention to examples and optimizing finite-
size key rates.

V. OPTIMIZING SECURITY PARAMETERS

So far, in all security statements, Theorem 2, Corollary 1,
and Corollary 2, one can arbitrarily choose the distribution
of the individual ε parameters to combine to the same final
security parameter εsec. However, some contributions to εsec

result in a higher key rate reduction than others. Therefore,
in this section, we aim to heuristically optimize the total key
length in terms of the security parameters.

The security parameter εsec in Theorem 2, Corollary 1, and
Corollary 2 is given by

εsec = max{εAT, εPA + 2ε̄}. (59)

Heuristically, εAT has the greatest influence, as a smaller
εAT results in a larger variational bound ν and thus more states
must be considered in minimization. To distribute εAT ideally
under our assumptions, one should choose εAT = εPA + 2ε̄.
Furthermore, if we made εAT bigger than εPA + 2ε̄, then one
could increase the latter two parameters for free without any
penalty in the security statement. Hence, εAT = εPA + 2ε̄ is
the optimal choice.

Therefore, as a starting point, let us assume that the maxi-
mum in the security parameter is achieved by

max{εAT, εPA + 2ε̄} = εPA + 2ε̄. (60)

Thus, the total security parameter needs to satisfy

εsec = εEV + εPA + 2ε̄. (61)

Furthermore, the reduction of the key rate from the error-
verification parameter εEV is smaller than from privacy
amplification. Hence, we make another choice, by assuming
that their correction terms should be equal, i.e.,

log2(2/εEV) = 2 log2(1/2εPA). (62)

This choice results in

εEV = 8ε2
PA. (63)

Then, for a fixed εsec, the smoothing parameter is given by

2ε̄ = εsec − εPA(8εPA + 1). (64)

Under these assumptions, the optimal choice for all ε parame-
ters is found by optimizing the key length l in terms of εPA.
Fix nsift, N , and the security parameter εsec and define the
remaining ε parameters by Eqs. (63) and (64). Thus, inserting
the assumptions from above into the key length l of Eq. (25)
and differentiating it with respect to εPA, yields

dl

dεPA
= 1

ln(2)εPA
−
√
�nsift − Ntsift�

× log2(1+ dim(Z ))(8εPA + 1)

ln(2)ε̄
√

log2

(
2
ε̄2

) . (65)

The optimal value ε∗PA is the solution to dl
dεPA

= 0, which can
be done numerically. Since both ε̄ and εPA need to be positive
and smaller than εsec, the optimal value ε∗PA needs to be in

[0,− 1
16 + 1√

8

√
1

32 + εsec].
In summary, the optimal εAT is given by εAT = ε∗PA + 2ε̄.

Thus, it makes up the majority of the available εsec, since
εEV = 8(ε∗PA)2 � ε∗PA.

VI. OPTIMIZING EXPECTED KEY RATES
FOR FIXED-LENGTH PROTOCOLS

The acceptance set Q implicitly depends on the expected
frequencies F̄ and the tolerated fluctuations characterized in
terms of �t and tsift. So far, the tolerance parameters �t and tsift

in the acceptance set Q are free and can be chosen arbitrarily.
In terms of pure key rates, they should be chosen to be zero;
however, then the protocol would almost always abort since
observing a single point has vanishing probability.

Hence, one would want to choose them such that under the
honest behavior we accept the observed frequencies with high
probability while maintaining high secret key rates. However,
both goals cannot be achieved simultaneously. A wider accep-
tance set will always decrease the key rate whereas a smaller
acceptance set ultimately decreases the accept probability.
Therefore, we introduce the expected key rate as a figure of
merit because it captures the trade-off between both effects.
In Refs. [15,16] expected key rates have been calculated by
simulating the channel numerically. Here, we will instead
proceed by finding tight bounds on the accept probability.

At first, let us define the expected key rate as

R̄Q(�t ) = Pr[F obs ∈ Q(�t )] · Racc + Pr[F obs /∈ Q(�t )] · Rabort,

(66)

where Racc is the usual finite-size key rate after passing the
acceptance test. In the case of aborting, Rabort = 0 because
then no key is generated.

In order to estimate the accept probability Pr[�acc] for an
acceptance set Q characterized by �t and F̄ , we assume a given
channel model, which correctly describes the observations.
This assumption means that the parameter F̄ in the security
proof is equal to the honest behavior based on that channel
model.

Additionally, we make certain assumptions about the ac-
cept probability, because it only influences the expected key
rate, not the secret key rate upon acceptance. Specifically,
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Theorem 2 proves security for any width of the acceptance
set, although the resulting key length might be zero.

Hence, we assume that the accept probability is mostly
governed by Pr[F obs ∈ Q], which is a reasonable assumption
since under honest behavior, a well-designed error-correction
procedure will succeed with high probability. Thus, let us
assume

Pr[�acc] ≈ Pr[�AT] = Pr[F obs ∈ Q], (67)

= Pr
[∣∣F obs

k − F̄k

∣∣ � t, ∀k ∈ �
]
. (68)

In order to bound this last equation, let us first define the
events

Ak := {F obs ∈ P (�) s.t.
∣∣F obs

k − F̄k

∣∣ � t
}

(69)

for all k ∈ �test ∪ {sift}. Then, we can write

Pr[F obs ∈ Q] = Pr

⎡⎣|�test|+1⋂
k=1

Ak

⎤⎦, (70)

which allows us to apply the Frechet inequalities [31]. They
state for events A1, . . . , An (which can be dependent on each
other), the probability of all events occurring simultaneously
is bounded by

Pr

[
n⋂

k=1

Ak

]
� min

1�k�n
Pr[Ak], (71)

Pr

[
n⋂

k=1

Ak

]
� max

{
0,

n∑
k=1

Pr[Ak]− (n− 1)

}
. (72)

Thus, we can find upper and lower bounds on the accept
probability given a channel model. Here, it is important to note
that we could not in general calculate the accept probability
directly for a given channel model because the events Ak

can arbitrarily depend on each other due to the underlying
quantum state ρAB, justifying the estimation via the Frechet
inequalities.

Hence, we can evaluate the performance of our accep-
tance set choice in terms of both the maximal and minimal
achievable expected key rate. Furthermore, we can estimate
the optimal choice for allowed fluctuations �t and tsift for a
given channel model.

In Fig. 2, one can see the expected key rate of the qubit
BB84 protocol plotted against the tolerated fluctuations t in
the acceptance set for a loss-only channel model with 10 dB
loss and a total number of signals of N = 109. For each data
point, we optimized the testing probability. In order to present
the allowed fluctuations on a one-dimensional line, we chose
tk ≡ t for all k ∈ �test ∪ {sift}. The upper (blue circles) and
lower (red circles) bounds use the Frechet inequalities of Eq.
(71) and the independent bound assumes all Ak to be indepen-
dent, i.e.,

Pr

[
n⋂

k=1

Ak

]
≈

|�test|+1∏
k=1

Pr(Ak ). (73)

One can clearly see that there is an optimal choice of t . The
first increase in expected key rate originates from the accept
probability increasing as we increase t . Later, while increasing
t further we allow more fluctuations and thus more states in

FIG. 2. Plot of upper, lower, and independent bounds on the
expected key rate of the fixed-length qubit BB84 protocol for IID
attacks with a channel loss of 10 dB loss and a total number of
signals of N = 109 over the tolerated fluctuation parameter with
tk = tsift ≡ t .

S�ν . This reduces the achievable key rate and therefore also
reduces the expected key rate.

VII. EXAMPLES FOR COLLECTIVE ATTACKS

In this section, we only consider IID collective attacks
and present key rates for fixed-length protocols with unique
acceptance, i.e., �t = 0. In general, the leakage depends on the
actual error-correction procedure. However, for all examples
presented here we use the upper bound

λEC = NF̄sift fECH (X |Y ; sift), (74)

which corresponds to the leaked number of bits during error-
correction step for the expected observations. This expression
for the leakage is not to be confused with a result from an
optimization over the feasible set, it is just an upper bound on
the error-correction cost.

In each example, we will optimize some free parameters
such as the testing probability or the decoy intensities. Since
this is different for each specific example we will discuss this
in detail in the corresponding subsections.

Note that for the plots in this work, we increase the value of
νU

k , νL
k (computed from Theorem 1) such that these two values

are equal. This is done without loss of generality, since it only
enlarges the feasible set (see Theorem 1). In particular, we first
define the worst case variational bound νk := max{νU

k , νL
k }.

We then set νU
k = νk and νL

k = νk . Therefore, we essentially
reset both νL

k and νU
k equal to be the maximum of both. This

has only a minuscule influence on the secret key rate, since for
typical values of N both νL

k and νU
k are essentially equal.

Moreover, setting the νL
k and νU

k equal becomes exact in
the limit of infinite signals sent as the binomial distribution
converges to a Gaussian distribution. Even for the number of
signals we are considering here, the difference between νU

k
and νL

k is negligible.

013332-10



IMPROVED FINITE-SIZE EFFECTS IN QUANTUM KEY … PHYSICAL REVIEW RESEARCH 8, 013332 (2026)

FIG. 3. Secret key rate for IID attacks of the fixed-length qubit
BB84 protocol against channel loss for varying number of total
signals sent N = 104, . . . , 109.

A. Qubit BB84 protocol with loss

As a simple example, we present the BB84 protocol [32]
with a perfect qubit source including loss in the channel.
In this protocol, we assume that both the X and Z basis
are used for key generation and with some probability each
round is revealed as a test round. Thus, one acquires data
from both bases to constraint the feasible set. We made the
following parameter choices: Z-basis probability pz = 1/2 for
both Alice and Bob, misalignment parameter θmisalign = 0.01,
error-correction parameter fEC = 1.16 (see Ref. [33] or [[34],
Fig. 6]), and a security parameter εsec = 10−8. We optimize
the testing probability and all contributions to the final secu-
rity parameter εsec for each data point.

To evaluate the secret key rate, we used the methods from
Ref. [30]. The corresponding Kraus operators for this protocol
can be found in Appendix E 1. The resulting key rates can
be seen in Fig. 3 for different numbers of total signals sent,
N = 104, . . . , 109, over the total channel loss η in dB. One can
clearly see the convergence to the asymptotic key rate (black
solid line) as the number of signals increases.

Additionally, in Fig. 4 we compare our results for the
qubit BB84 protocol with the ones from Ref. [14]. The main
difference in the techniques are the different constraint types.
We use entrywise constraints, while in Ref. [14] 1-norm con-
straints were used.

Our entrywise constraints give a clear improvement. This
is due to the much tighter bounds derived in Theorem 1 and
the improvements on applying the AEP due to Lemma 1.

With the results presented in this work, we essentially
achieve asymptotic rates with N = 1010 signals whereas 1-
norm constraints only achieve positive key rates until up
approximately 25 dB.

As an aside, in Ref. [14] the authors derived an im-
provement on the variational bound ν. This improvement
uses multiple coarse grainings to reduce the parameter ν. By

FIG. 4. Comparison of the fixed-length qubit BB84 secret key
rates for IID attacks between 1-norm constraints of Ref. [14] and our
entrywise constraints of Theorem 1. The key rate is plotted against
channel loss with a varying number of total signals sent N .

incorporating all possible coarse grainings, they would ef-
fectively recover a vector �ν just as we presented. However,
their bounds originating from a 1-norm, are inherently worse
than the ones in Theorem 1. Therefore, even after including
multiple coarse grainings, their results will remain worse than
ours and our methods remain much simpler and easier to
implement.

B. Decoy BB84 protocol

Next, we present a decoy-state version of the BB84 proto-
col. We assume a fully phase-randomized WCP source and a
symmetric passive detection setup for Bob, i.e., Bob chooses
the Z and X basis with probability pz = 1/2. This allows us to
use the squashing map from Refs. [35,36]. We again use both
bases for key generation, such that this protocol is equivalent
to the qubit version apart from the additional overhead due to
the decoy states.

In each round Alice decides with probability p(gen) if it
is a test or generation round and always selects the signal
intensity if it was a key generation round. In a test round Alice
selects all intensities with equal probability, i.e., p(μ|test) =
1/3. We use the same parameters as in Sec. VII A with the
addition of two decoy intensities, which we set to be μ2 =
0.02, μ3 = 0.001, and a signal intensity μs as a free parame-
ter. Now, in addition to the testing fraction, we optimize the
signal intensity μs for each data point as well.

Since Eve could always perform a QND measurement to
measure the photon number and since vacuum signals only
contribute on the order of dark counts, we restrict the sum
in Corollary 2 to single photons sent by Alice. Then, we can
again use the methods from Ref. [30] to evaluate the key rate.
The required Kraus operators can be found in Appendix E 2.

In Fig. 5, we show the resulting key rates over the total
channel loss in dB for a number of total signals ranging from
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FIG. 5. Secret key rate for IID attacks of the fixed-length decoy-
state BB84 protocol using two decoy intensities against channel loss
with a varying number of total signals sent N = 106, . . . , 1011.

N = 106 to N = 1011. With N = 1011, we approximately re-
cover the asymptotic limit up until 40 dB.

VIII. VARIABLE-LENGTH DECOY-STATE PROTOCOLS

So far in this work we have studied fixed-length QKD
protocols, which either produce a key of fixed length upon
accepting or abort. Such protocols are in contrast with
variable-length protocols [16,37–39] that allow Alice and
Bob to determine the length of the key to be produced, and
the number of bits to be used for error correction, based upon
their observed statistics F obs. Such protocols have the advan-
tage that they do not suffer from the trade-off between the
size of the acceptance test and the key rate upon acceptance.
Furthermore, they do not require prior characterization of the
honest behavior of the channel connecting the two users in
order to determine a suitable acceptance test. Instead they can
adapt to any value of F obs that is observed.

A generic security proof for variable-length protocols
against IID collective attacks was recently obtained in Ref.
[16]. In this section, we will describe a variable-length secu-
rity proof of decoy-state BB84. Similar to our earlier results,
this can be lifted to coherent attacks using recent improve-
ments [[12], Corollary 4.1] of the postselection technique
[13].

We will only present the final results here, and explain how
to use them to implement a valid variable-length decoy-state
BB84 protocol. The security proof combines techniques from
Ref. [16] and this work, and is provided in Appendixes F
and G.

A. Variable-length protocol steps

Protocol 3 (Variable-length Protocol). In implementing a
variable-length protocol, the following steps from Protocol 1
and Protocol 2 are modified.

(4′) Variable-length decision: Alice and Bob compute the
observed statistics F obs. They use this value to determine
λEC(F obs), the number of bits to be used for error correction
and l (F obs), the length of the final key to be produced. λEC(·)
and l (·) are fixed functions that are determined before the start
of the QKD protocol.

(6′) Error correction: Alice and Bob use λEC(F obs) bits
for error correction. The error-verification step is the same as
before.

(7′) Privacy amplification: Alice and Bob apply a com-
mon two-universal hash function to produce a key of length
l (F obs).

Note that in a QKD protocol, one starts with a fixed but
unknown state ρAB representing Eve’s attack. This then gives
rise to a random variable F obs. Our variable-length protocol
will use F obs to determine the parameters of the protocol. In
order to prove the security of a variable-length protocol, we
will first need to construct a set V (F obs) such that

Pr
F obs

(ρAB ∈ V (F obs)) � 1− εAT. (75)

This set V (F obs) is roughly analogous to the set S�ν we con-
structed for fixed-length protocols.

B. Constructing V (Fobs )

A construction of V (F obs) satisfying Eq. (75) was pro-
vided in Ref. [16] for the qubit BB84 protocol, using the
concentration inequalities utilized in Ref. [14]. We will now
provide a construction of V (F obs) for Protocol 3. The fol-
lowing lemma constructs V (F obs) by using the widely used
“Clopper-Pearson” confidence interval [40,41] on binomial
random variables [42].

Lemma 2. For any state ρ satisfying ρA = TrA′[|ψ〉〈ψ |]},
let F obs ∈ P (�) where � = �test ∪ {si f t,⊥} be the fre-
quency vector obtained from measuring the state N times.
Define parameters

κ̃L
k := F obs

k − B

(
εAT

2|�| ; NF obs
k , N − NF obs

k + 1

)
,

κ̃U
k := B

(
1− εAT

2|�| ; NF obs + 1, N − NF obs
k

)
− F obs

k ,

(76)

and the set

V (F obs) := {ρ ∈ S◦(AB) | ρA = TrA′[|ψ〉〈ψ |],
F obs

k − κ̃L
k � Tr(�kρ) � F obs

k + κ̃U
k ,∀k ∈ �

}
,

(77)

where B(p; x, y) is the pth quantile of the beta distribution
with shape parameters x, y [40,41], and �k is the POVM ele-
ment corresponding to the kth measurement outcome. Then, ρ
is contained in V (F obs) with probability greater than 1− εAT.
That is,

Pr
F obs

(ρ ∈ V (F obs)) � 1− εAT. (78)

Proof. See the proof of the restated Lemma 2 in Ap-
pendix G. �
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C. Variable-length key rates

Using the above construction of V (F obs), we obtain the
following statement concerning the variable-length security of
QKD protocols. The theorem is proved in Appendix G.

Theorem 3. Consider a variable-length protocol that, on
obtaining F obs during the variable-length decision (acceptance
test) and passing error verification, produces a key of length
l (F obs) using λEC(F obs) bits for error correction. Let λ(F obs)
be any deterministic function of F obs. Let Nobs

sift denote the
observed number of sifted rounds, and let l (F obs) be given
by

l (F obs) := max

(
0, Nobs

sift min
ρ∈V (F obs )

H (Z|CE )ρ
Pr(sift)

− λEC(F obs)

− Nobs
sift (α − 1) log2

2(dim(Z )+ 1)− log2(2/εEV)

− α

α − 1

(
log2

(
1

4εPA

)
+ 2

α

))
, (79)

where 1 < α � 1+ 1/ log2(2 dim(Z )+ 1). Then the
variable-length protocol is (εEV + εAT + εPA) secure.

Proof. See Appendix G. �
Comparing with the fixed-length formula from Theorem 2,

we notice two main differences. First, we optimize over a
different set V (F obs) in Theorem 3 as compared to S�ν in
Theorem 2. (However, the optimization problem can be solved
with the same methods.) Second, the correction terms are
different due to the use of Rényi entropies in the proof
of Theorem 3. The above statement is valid for any value
of α satisfying the requirements. However, if one expects
to observe nsift sifted rounds (i.e., Nobs

sift ≈ nsift), then it is

optimal to choose α = 1+
√

log2(1/εPA )

log2(dim(Z )+1)
√

nsift
. The main dif-

ference between the Theorem 3 and Ref. [[16], Theorem
2] is that the correction term in Theorem 3 depends on
Nobs

sift instead of N , and is therefore much smaller at high
loss, leading to higher key rates. In order to compute the
minimization using the numerical framework of Ref. [30],
we use

min
ρ∈V (F obs )

H (Z|CE )ρ
Pr(sift)

� minρ∈V (F obs ) H (Z|CE )ρ
maxρ∈V (F obs ) Pr(sift)

= minρ∈V (F obs ) H (Z|CE )ρ
F obs

sift + κ̃U
sift

. (80)

D. Variable-length key rates for decoy states

To obtain the statement for variable-length security of
decoy-state protocols, we simply have to repeat the steps from

Sec. IV. These steps adapt the optimization problem used
in key rate calculations to account for the specifics of the
decoy-state method. This allows us to go from Theorem 3 to
Corollary 3 for variable-length protocols in the same manner
as we did from Theorem 2 to Corollary 2 for fixed-length
protocols.

The main difference is that we minimize H (Z|CE ) over
the set V (F obs) [Eq. (79)] instead of the set S�ν [Eq.
(25)]. This boils down to replacing the νk + tk (−νk −
tk) with κ̃U

k (−κ̃L
k ). In doing so, instead of Eq. (46) we

obtain

F obs
k + κ̃U

k

Pr(a, μ, test)
�

∞∑
n=0

Pr(n|a, μ, test) Y a,b
n ,

F obs
k − κ̃L

k

Pr(a, μ, test)
�

∞∑
n=0

Pr(n|a, μ, test) Y a,b
n . (81)

Instead of Eq. (54), we obtain

Y a,b
n,L := min Y a,b

n

s.t.
F obs

k − κ̃L
k

Pr(a, μ, test)
�
∑

m�Nph

Pr(m|a, μ, test) Y a,b
m

+ (1− ptot(μ|a)),

F obs
k + κ̃U

k

Pr(a, μ, test)
�
∑

m�Nph

Pr(m|a, μ, test) Y a,b
m ,

∀k = (a, b, μ, test) ∈ �,

0 � Y a,b
m � 1 ∀m ∈ N0. (82)

Moreover, Eq. (55) is unchanged, and we repeat it here:

γ a,b
n,L = Pr(a, test|n)Y a,b

n,L ,

γ a,b
n,U = Pr(a, test|n)Y a,b

n,U . (83)

Thus, by repeating the analysis of the term H (Z|CE ) in the
main text (from Sec. IV), along with Theorem 3 we obtain the
following corollary for the variable-length BB84 decoy-state
protocol, similar to Corollary 2.

Corollary 3 (Variable-length security for decoy-state pro-
tocols). Consider the variable-length decoy-state protocol
that, on obtaining F obs during the variable-length decision
(acceptance test) and passing error verification, produces a
key of length l (F obs) using λEC(F obs) bits for error correction.
Let λEC(F obs) by any deterministic function of F obs. Let Nobs

sift
denote the observed number of sifted rounds, and let l (F obs)
be given by

l (F obs) := max

(
0,

Nobs
sift

F obs
sift + κ̃U

si f t

∞∑
n=0

Pr(n) min
ρ (n)∈Ṽn (F obs )

H (Z|CE ; n)ρ (n) − λEC(F obs)− Nobs
sift (α − 1) log2

2(dZ + 1)− log2(2/εEV)

− α

α − 1

(
log2

(
1

4εPA

)
+ 2

α

))
, (84)
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where 1 < α � 1+ 1/ log2(2 dim(Z )+ 1). Moreover, the set
Ṽn(F obs) corresponds to n-photon subspaces and are defined
by

Ṽn(F obs) := {ρ (n) ∈ S◦(AB)|∀(a, b, μ, test) ∈ �test,

γ a,b
n,L � Pr(test|a, b, n)Tr[�a,bρ

(n)] � γ a,b
n,U ,

ρ
(n)
A = TrAsA′[|n〉〈n|As |ξ 〉〈ξ |]

}
, (85)

where γ a,b
n,L , γ a,b

n,U are computed using Eqs. (81)–(83) and

ρ
(n)
A = TrAsA′[|n〉〈n|As |ξ 〉〈ξ |] is the same as in Corollary 2.

Then, the variable-length protocol is (εEV + εAT + εPA) se-
cure.

Thus, computing variable-length key rate only introduced
minor modifications to the calculations for fixed-length key
rates. In particular, the constraints in the optimization are
modified, and the second-order correction terms in the key rate
calculations are modified.

IX. COHERENT ATTACKS

So far in this work, we have considered IID collective at-
tacks. To lift our security statements (for both fixed-length and
variable-length protocols) to coherent attacks, we use the post-
selection technique [12,13]. In this section, we first explain
how this lift can be applied to our protocols, and then apply
it to a concrete example. We follow the recipe of applying the
postselection technique outlined in [[12], Sec. V A].

To use the postselection technique, one first needs to verify
that the protocol in question is permutation invariant. For pro-
tocols implementing IID measurements, this requirement can
be enforced by Alice and Bob performing a common random
permutation of their measurement results [[12], Appendix B].
Then, one must compute the correct effective “dimension”
(denoted by x) for the protocol in question, which appears as
a cost in using the postselection technique via the parameter

gn,x =
(

n+ x − 1

n

)
�
(

e(n+ x − 1)

x − 1

)x−1

. (86)

Note that for optical protocols, Alice sends infinite-
dimensional states and Bob measures using infinite-
dimensional POVMs, and therefore the computation of x is
nontrivial. In [[12], Sec. V A], a recipe for the computation of
x for optical protocols is outlined, which makes use of source
maps and squashing maps, in additional to block-diagonal
symmetry. For decoy-state protocols, x is computed via

x = n2
int(Nph + 2)d2

A

(
NB∑
i=0

(i + 1)2 + nmeas

)
, (87)

where nint is the number of total decoy intensities used in
the protocol, dA is the dimension of Alice’s subsystem A, and
Nph is the photon number cutoff used for the decoy analysis.
Here, NB denotes the photon number cutoff used in the weight-
preserving flag-state squasher on Bob’s detection setup, and
nmeas is the total number of flags in Bob’s detection setup.

Once this x is determined, the lift to coherent attacks is then
stated in the following corollary.

Corollary 4. ([[12], Corollary 4.1]). Let E be a permuta-
tion invariant QKD protocol such that the εsct-secret property

FIG. 6. Comparison between variable-length secret key rates for
coherent attacks (PS) using Corollary 4 and for IID attacks (IID) us-
ing Corollary 2 of the decoy-state BB84 protocol. Both protocols use
two decoy intensities and the key rates are plotted against the channel
loss with a varying number of total signals sent N = 109, . . . , 1012.

holds for all IID states ρABE satisfying TrBE (ρABE ) = σA. We
use l1 · · · lM to denote the possible output lengths of the proto-
col. Let E ′ be a protocol identical to E , except that it produces
a key of length l ′i in place of li. Then, E ′ is gn,x(

√
8εsct +

ε̃/2) secret against coherent attack (for input states
satisfying TrBnEn (ρAnBnEn ) = σ⊗n

A ) if l ′i = li − 2 log2(gn,x )
− 2 log2(1/ε̃).

In other words, we have to increase the security parameter
and decrease the key lengths as specified in the above corol-
lary to obtain secrecy for coherent attacks. The restriction to
states with a fixed marginal (σA) comes from the fact that we
implement a prepare-and-measure protocol. Note that we only
need the postselection lift for the εsct-secret property of QKD
protocols. The εcor-correct property directly holds for coherent
attacks as well.

Note that since the postselection technique utilizes source
maps, the decoy analysis must be carried out for modified
states in which pulses containing more than Nph photons are
replaced by a classical flag (see [[12], Sec. IV D]). This
necessitates a small modification to the decoy-state analysis
presented so far in this paper, which does not incorporate such
classical flags [43].

A. Example: variable-length decoy BB84 protocol

In Fig. 6, we plot variable-length key rates for the decoy-
state BB84 protocol, when the observed frequency F obs is
equal to the frequency due to the honest behavior of the
channel. We set the two decoy intensities to μ2 = 0.02 and
μ3 = 0.001. Alice always uses the Z basis and the signal
intensity in all the key generation rounds, and sends all in-
tensities with equal probability (1/3) using the X basis in the
test rounds. We assume active basis choice for Bob’s detection
setup, and map double-clicks to single-clicks randomly, and
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use the qubit squasher from Ref. [36]. As before, we set
fEC = 1.16. Generation rounds are chosen with probability pz

and test rounds with probability px = 1− pz, and we assume
that Bob chooses his basis with the same probabilities as
Alice. For Fig. 6, we optimize the testing probability, i.e., px

and the signal intensity for each data point.
We plot key rates against IID collective attacks, and also

against coherent attacks using the lift from the postselection
technique (Corollary 4). We set the given target secrecy and
correctness parameters εsct = 10−12 and εcor = 10−12, and set
ε̃/2 =

√
8εIID

sct = εsct/2gn,x. For the key rate calculation after
using the postselection lift, we set εAT = εPA = εIID

sct /2. We
chose a photon number cutoff of Nph = 2 (since we use the
qubit squasher), and for simplicity kept Alice’s system four
dimensional. Therefore, the computed value of x of our proto-
col is given by

x = 32(5)42(5+ 0) = 3600. (88)

The resulting key rates for both IID (stars) and coherent
attacks (circles) can be seen from Fig. 6. We see that while we
get positive key rates even from the postselection technique,
the key rates are significantly lower than the IID key rates.

B. Example: variable-length decoy 4-6 protocol against
coherent attacks

As the final example, we present the RFI 4-6 proto-
col [17] with one signal and one decoy intensity using the
variable-length framework and proving security against co-
herent attacks. We use polarization encoding in which Alice
sends horizontal/vertical and diagonal/antidiagonal light, and
Bob measures in the HV- (horizontal/vertical), DA- (diago-
nal/antidiagonal), and RL-basis (right/left-circular).

This protocol is different from the previous ones in many
ways to illustrate the flexibility of our framework. We make
the following choices: In key generation rounds, Alice biases
her signals toward the Z basis, and in test rounds she sends all
states with equal probability, i.e.,

pz|gen = 3
4 , px|gen = 1

4 , (89)

pz|test = 1
2 , px|test = 1

2 . (90)

The observed difference in the probability of selecting the
Z basis between the test and generation rounds may stem
from an artifact of a pseudorandom number generator. For
illustrative purposes, the magnitude of this effect has been
amplified in our example.

Furthermore, we assume that every signal state is sent with
a different but time-constant intensity. For example, if in a real
experimental setup, different laser diodes are used for each
polarization, one would see a similar case. This seems to be a
very common choice in experimental implementations. Thus,
to showcase the flexibility of our framework, we chose the
following intensity sets (ordered H, V, D, A):

μs = {0.9, 0.5, 0.6, 1.1}, (91)

μ2 = {0.1, 0.2, 0.01, 0.09} (92)
.

In key generation rounds, only the signal intensity set is used
and in test rounds all intensities are sent with equal probabil-
ity, i.e., p(μ|test) = 1/3 for all μ.

On Bob’s side, we selected a symmetric passive six-state
receiver, thus pB

z = pB
x = pB

y = 1/3. We utilize the weight
preserving flag-state squasher from Ref. [12] with the exten-
sions to arbitrary passive linear optical setups of Ref. [28].
This squashing map allows for deviations from the perfect
symmetric setup in contrast to the previous squashing maps.
It also requires a choice on the photon number cutoff for
Bob, which we set to NB = 1, as this proved to be suffi-
cient in the asymptotic regime. For this example, the same
held true in the finite-size regime by our numerical test-
ing. The Kraus operators for this protocol can be found in
Appendix E 3.

For a given target secrecy and correctness parameters
εsct = 10−12 and εcor = 10−12, using Corollary 4, we set
ε̃/2 =

√
8εIID

sct = εsct/2gn,x. For the key rate calculation after
using the postselection lift, we set εAT = εPA = εIID

sct /2. We
chose a photon number cutoff of Nph = 2 and for simplicity
kept Alice’s system four dimensional.

Therefore, the computed value of x of our protocol is given
by

x = 22(4)42(5+ 7) = 3072. (93)

Finally, for error-correction efficiency and security parameter
we choose as before fEC = 1.16, a target security parameter
εsec = 10−12 and also assumed a misalignment of θmisalign =
0.01. The only parameter we optimize in this example is the
testing probability. We do not optimize the intensities because
the optimum is always achieved for equal intensities and thus
would contradict the goal of showing key rates of unequal
intensities.

The resulting variable-length key rates for both IID (stars)
and coherent attacks (circles) can be seen in Fig. 7 for different
numbers of total signals sent N = 109, . . . , 1012. An equal
number of signals sent is represented with the same color of
the curve. We plot the secret key rate per signal when the
observed frequency F obs is equal to the frequency due to the
honest behavior.

As expected, the key rates using the postselection tech-
nique are much smaller, since we allow for more general
attacks. However, we are still able to achieve nonzero key
rates for N = 109 signals sent and can reach loss values of
25 dB with N = 1012 signals.

Finally, although not explicitly shown here, we also ob-
served that due to finite-size effects two intensities actually
perform better than three, which was as well previously seen
in Ref. [7].

X. CONCLUSION

First, we established a finite-size security proof against
IID collective attacks for general P&M protocols using
probabilistic testing. Our approach improves upon previous
methods by utilizing Lemma 1 and Theorem 1, leading to
a significant increase in the finite-size scaling. These im-
provements stem from reducing the finite-size correction
terms to scale with the detected signals and tightening the
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FIG. 7. Comparison between variable-length secret key rates for
coherent attacks (PS) using Corollary 4 and for IID attacks (IID)
using Corollary 2 of the decoy-state 4-6 protocol. Both protocols use
one decoy intensity and the key rates are plotted against the channel
loss with a varying number of total signals sent N = 109, . . . , 1012.

feasible set through the derivation of sharper concentration
inequalities.

Next, we applied the IID security proofs derived in The-
orem 2 and Corollary 2 to qubit-based and decoy-state
protocols. A key advantage of our approach over methods
based on the entropic uncertainty relation, such as those
in Refs. [6,10], is its inherent versatility. Specifically, our
framework naturally accommodates a broader range of setups,
most notably passive detection setups. While recent devel-
opments in the EUR framework in Ref. [44] and utilizing
entropy accumulation theorems (Refs. [45,46]) have begun
to address these scenarios, our approach remains a distinct
and versatile alternative. As a concrete example, we pre-
sented a decoy-state BB84 protocol with a symmetric passive
receiver.

Additionally, for collective attacks, we estimated the ex-
pected key rate, enabling a balance between achieving high
acceptance probabilities and optimizing key rates.

Moreover, we extended our findings to the variable-length
setting, as detailed in Theorem 3 for qubits and Corollary 3
for decoy-state protocols. These theorems build upon the re-
sults in Ref. [16] by incorporating a tighter statistical analysis
akin to the fixed-length approach, leading to improved perfor-
mance.

Finally, we extended our results to coherent attacks using
the postselection technique [12], which notably avoids relying
on specific assumptions about the detection setup. For co-
herent attacks, we presented the reference-frame-independent
4-6 protocol as an example. Especially, we showcased the
flexibility of our approach by incorporating intensity choices
differing with each signal sent. Additionally, we extended the
asymptotic results of requiring only one decoy intensity [28]
to the finite-size scenario.
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APPENDIX A: TECHNICAL DEFINITIONS AND LEMMAS

Definition A1. (Normalized and Subnormalized Condi-
tional States). Let ρ ∈ S•(DX ) be a classical-quantum state,
i.e., ρDX :=∑x∈X αxσx ⊗ |x〉〈x| with αx > 0 and σx ∈ S•(D)
for all x ∈ X . The subnormalized conditional state ρDX∧� for
an event � : X → {0, 1} is defined as

ρDX∧� :=
∑
x∈�

αxσx ⊗ |x〉〈x|. (A1)

The normalized conditional state ρDX|� is defined as

ρDX |� := Tr[ρDX ]

Tr[ρDX∧�]
ρDX∧�. (A2)

Definition A2. (Min-Entropy as in [[50], Definition 6.2]).
Let ρAB ∈ S•. The min-entropy of A conditioned on B of the
state ρAB is

Hmin(A|B)ρ := sup
σB∈S•(B)

sup{λ ∈ R : ρAB � 2−λ1A ⊗ σB}.

(A3)

Note that in Ref. [50] e−λ was used instead of 2−λ.
Definition A3. (Smoothing Ball as in [[50], Definition

6.4]). Let ρ ∈ S•(A) and 0 � ε <
√

Tr[ρ]. We define the ε

smoothing ball of states in S•(A) around ρ as

Bε(ρ) := {τ ∈ S•(A) : P(τ, ρ) � ε}, (A4)

where P(·, ·) is the purified distance (see [[50], Definition
3.8]).
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Definition A4. (Smooth Min-Entropy as in [[50], Defini-
tion 6.5]). Let ρ ∈ S•(A) and ε � 0. We define the ε-smooth
min-entropy of A conditioned on S•(A) around ρ as

H ε
min(A|B)ρ := sup

ρ̃∈Bε (ρAB )
Hmin(A|B)ρ̃ . (A5)

Theorem A1. (Leftover Hashing Lemma as in [[10],
Prop. 9]). Let σXD ∈ S•(XD) be classical on X and ε ∈
[0,
√

Tr[σXD]). Let H be a universal2 family of hash func-
tions from X = {0, 1}n to K = {0, 1}l . Moreover, let ρSH =

1
|H|
∑

h∈H |h〉〈h|SH . Then,

1
2‖ωKSH D − χK ⊗ ωSH D‖ � 1

2 2−
1
2 (H ε

min (X |D)σ−l) + 2ε, (A6)

where χK = 1
2l idK is the fully mixed state and ωKSH D =

TrX [E f (σXD ⊗ ρSH )] for the function f : (x, h) �→ h(x) that
acts on the registers X and SH . The channel E f : XSH →
XSH K is defined as

E f [ρ] :=
∑
x∈X ,
h∈H

|h(x)〉〈h(x)|K

⊗ |x, h〉〈x, h|XSH ρ|x, h〉〈x, h|XSH . (A7)

�
Proof. See [[10], Appendix B].
Lemma A1. (Lemma 10 as in Ref. [10]). Let ρABXY ∈

S•(ABXY ) be classical on X and Y let � : X × Y → {0, 1}
be an event with Pr[�]ρ > 0. Then, for ε ∈ [0,

√
Pr[�]ρ ) we

have

H ε
min(AX |BY )ρ∧� � H ε

min(AX |BY )ρ, (A8)

H ε
min(AX |B)ρ∧� � H ε

min(AX |B)ρ. (A9)

Proof. See the proof in [[10], Lemma 10]. �
For the security proof of Theorem 2 in the main text, we

require a version of the leftover hashing lemma as in [[10],
Prop. 9] but with partial conditioning. Typically, the leftover
hashing lemma is applied to a subnormalized conditional
state, which requires evaluating the smooth min-entropy of
the subnormalized conditional state. By using chain rules, this
subnormalized conditioning is often removed, allowing the
smooth min-entropy of an unconditional and normalized state
to be evaluated instead.

However, for composite events such as � := �1 ∧�2, it
may be beneficial to retain some partial conditioning, partic-
ularly in the context of detected events. To address this, we
present a version of the leftover hashing lemma that allows
partial conditioning to be preserved for composite events. The
proof simply applies Theorem A1 and is stated for conve-
nience of the reader.

Corollary A1. (Leftover Hashing with Partial Condi-
tioning). Let σXY D ∈ S◦(XY D) be classical on X and
Y ε ∈ [0,

√
Tr[σXY D]). Let H be a universal2 fam-

ily of hash functions from X = {0, 1}n to K = {0, 1}l .
Moreover, let ρSH = 1

|H|
∑

h∈H |h〉〈h|SH . Similar to Theo-
rem A1, let ωKSHY D|�

= TrX [E f (σXY D|� ⊗ ρSH )] and � :=
�1 ∧�2 : X × Y → {0, 1} be an event with Pr[�]σ > 0.

Then,

1
2 Pr[�] ‖ωKSHY D|�

− χK ⊗ ωSHY D|�
‖

� 1
2 2
− 1

2 (H ε
min (X |Y D)σ|�1

−l ) + 2ε, (A10)

where χK = 1
2l idK is the fully mixed state.

Proof. First, observe that the probability of the event � :=
�1 ∧�2 is bounded by

Pr[�] = Pr[�2|�1] Pr[�1] � Pr[�2|�1]. (A11)

Furthermore, we can write the state ωKSHY D|�
conditioned on

the event � as

ωKSHY D|�
=

(ωKSHY D|�1
)∧�2

Pr[�2|�1]
. (A12)

Hence, inserting both observations into the left-hand side of
Eq. (A10) gives

1
2 Pr[�]

∥∥ωKSHY D|�
− χK ⊗ ωSHY D|�

∥∥
� 1

2

∥∥(ωKSHY D|�1

)
∧�2

− χK ⊗
(
ωSHY D|�1

)
∧�2

∥∥
� 1

2 2
− 1

2

(
H ε

min (X |DY )(σ|�1
)∧�2

−l
)
+ 2ε

� 1
2 2
− 1

2

(
H ε

min (X |DY )σ|�1
−l
)
+ 2ε,

where in the second step we used Theorem A1 and in the third
step Lemma A1. �

Lemma A2. (Conditioning on Classical Register). Let ρABZ

∈ S◦(ABZ ) be classical on Z . Then,

H ε
min(A|BZ )ρ � min

z s.t. Pr(z)�=0
H ε

min(A|B)ρ (z) . (A13)

Proof. First, we will construct an explicit state in the ε-ball
of ρABZ and then show that it yields the claimed lower bound
on the smooth min-entropy.

By the definition of the smooth min-entropy, for each
z ∈ Z , there exists an optimizer σz ∈ Bε(ρ (z) ) such that
H ε

min(A|B)ρ (z) = Hmin(A|B)σz . Next, let us define the state

σ :=
∑
z∈Z

Pr(z)|z〉〈z| ⊗ σz ∈ S•(ABZ ), (A14)

which we will show to be contained in Bε(ρ). For this purpose,
consider the purified distance between ρ and σ

P(ρ, σ ) = P

⎛⎝∑
z∈Z

Pr(z)|z〉〈z| ⊗ ρ (z),
∑
z∈Z

Pr(z)|z〉〈z| ⊗ σz

⎞⎠,

(A15)

� sup
z∈Z

P(|z〉〈z| ⊗ ρ (z), |z〉〈z| ⊗ σz ), (A16)

= sup
z∈Z

P(ρ (z), σz ) � ε, (A17)

where for the first inequality [[50], Eq. (3.59)] was used and
for the third line we used the multiplicativity of the fidelity,
which still applies to the generalized fidelity. The last in-
equality results from σz ∈ Bε(ρ (z) ). Hence, we found a state
σ ∈ Bε(ρ).
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Next, we will use σ ∈ Bε(ρ) to bound the smooth min-
entropy of ρ by

H ε
min(A|BZ )ρ � Hmin(A|BZ )σ , (A18)

� min
z s.t. Pr(z)�=0

Hmin(A|B)σz , (A19)

= min
z s.t. Pr(z)�=0

H ε
min(A|B)ρ (z) , (A20)

where for the second inequality the property of the min-
entropy [[50], Eq. (6.25)] was applied and the last equal-
ity follows from each σz being the optimizer such that
H ε

min(A|B)ρ (z) = Hmin(A|B)σz . �

APPENDIX B: PROOFS OF SEC. III

Proof of Theorem 1. For simplicity, define pk := Tr[�kσ ]
and let X1, . . . , X|�| be the random variables corresponding to
the click statistics for each POVM element �k , i.e., Xk

N = F obs
k .

We need to show that for all σ /∈ S�ν , Pr[�acc] � εAT. Since
�acc = �AT ∧�EV, we find an upper bound as

Pr[�acc] � Pr[�AT] = Pr[F obs ∈ Q], (B1)

� Pr
[∣∣F obs

k − F̄k

∣∣ � tk
] ∀k ∈ �, (B2)

which holds due to the union bound. For each k, this can be
split in two cases as

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]

� max
{

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]∣∣

pk>F̄k+tk+νU
k
,

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]∣∣

pk<F̄k−tk−νL
k

}
. (B3)

As can be seen in Fig. 1, only these two cases are possible for
σ /∈ S�ν , as otherwise the true value pk could be generated from
states inside the feasible set. Furthermore, since σ /∈ S�ν , there
must exist at least one k such that either pk > F̄k + tk + νU

k or
pk < F̄k − tk − νL

k .
First, consider pk > F̄k + tk + ν, for some ν which we aim

to find and will be denoted by νU
k . For a single index k, we

find

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]∣∣

pk>F̄k+tk+ν
, (B4)

= Pr
[
F obs

k � F̄k + tk
]∣∣

pk>F̄k+tk+ν
, (B5)

− Pr
[
F obs

k < F̄k − tk
]∣∣

pk>F̄k+tk+ν
, (B6)

� Pr
[
F obs

k � F̄k + tk
]∣∣

pk>F̄k+tk+ν
. (B7)

Under a collective IID attack, we know that each Xk is bi-
nomially distributed with parameter pk and trials N , in short
Xk ∼ BinN (pk ). Then, identifying F obs

k = Xk
N , lets us write

F obs
k � F̄k + t ⇐⇒ Xk � �NF̄k + Ntk�. (B8)

We can use the fact that Xk ∼ BinN (pk ) because observ-
ing outcome k alone is a N-times repeated Bernoulli trial.
Then, note that the incomplete beta function Ix(a, b) is the

cumulative distribution function of the binomial distribution,
which allows us to write Pr[Xk � m] = I1−pk (N − m, m + 1).
Thus,

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]∣∣

pk>F̄k+t+ν
, (B9)

� I1−pk (N − �N (F̄k + tk )�, �N (F̄k + tk )� + 1),

(B10)

� I1−(FU
k +ν)

(
N − ⌊NFU

k

⌋
,
⌊

NFU
k

⌋+ 1
)
, (B11)

= CU
k (ν), (B12)

where for the second inequality, we used that pk > F̄k + tk +
ν = FU

k + ν and that Ix(a, b) is monotonically increasing in x.
A similar consideration can be done for pk < F̄k − tk − ν =
F L

k − ν and in summary one finds

CU
k (ν) � Pr

[∣∣F obs
k − F̄k

∣∣ � tk
]∣∣

pk>FU
k +ν

, (B13)

CL
k (ν) � Pr

[∣∣F obs
k − F̄k

∣∣ � tk
]∣∣

pk<F L
k −ν

. (B14)

For each k, one can pick the smallest νL
k and νU

k
such that CL

k (νL
k ) = εAT and CU

k (νU
k ) = εAT , and it holds

Pr[|F obs
k − F̄k| � tk] � εAT . Thus, we define each ν

U/L
k as

ν
U/L
k = min

ν ′

{
ν ′ ∈ [0, 1]|CU/L

k (ν ′) = εAT
}
, (B15)

as in the theorem statement. Therefore, we find for σ /∈ S�ν ,

Pr[�acc] � max
k

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]

� max
k

{
CL

k

(
νL

k

)
,CU

k

(
νU

k

)}
� εAT , (B16)

due to the definition of each ν
U/L
k . �

Proof of Lemma 1. The proof proceeds with the follow-
ing steps, first, we will show that conditioning on a specific
number of signals passing sifting maintains the IID structure.
Then, we will find a lower bound on the smooth min-entropy
by using the constraints from set Q2.

Let � �d ⊆ �sift = {F obs ∈ Q2} be the event of a single
string �d , i.e., a particular instance of sifted detection events.
By Lemma A2 in Appendix A, we can lower bound the
smooth min-entropy by

H ε̄
min( �Z| �C �E �D)ρ|�sift

� min
� �d∈�sift

s.t. Pr[� �d ]�=0

H ε̄
min( �Z| �C �E )ρ|� �d

. (B17)

Next, consider the collective IID assumption again, where we
have

ρ �Z �Y �C �E �D =
N⊗

i=1

σZYCED. (B18)

Then, for all �d and ρ �Z �Y �C �E �D|� �d
one can write

ρ �Z �Y �C �E |� �d
= σ

(1)
ZYCE |D=d1

⊗ · · · ⊗ σ
(N )
ZYCE |D=dN

. (B19)

For all �d with � �d ⊆ �sift, we know that at least �nsift − Ntsift�
signals are detected and sifted. The remaining number of
signals might contain sifted signals but we need to omit those
in order to achieve a fixed length of the raw key register.
(Note that this is only required in this proof due to subtleties
of handling variable-length registers. In practice, we do not
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need to omit extra rounds in the raw key register due to [[16],
Sec. VII].)

If one discards a signal, no key is produced from this
particular signal, and we assign Di = 0. Therefore, we split
�Z , �C, and �E in �Z = �Zsift �Zno, �C = �Csift �Cno, and �E = �Esift �Eno,
where all strings in �Zsift, �Esift have fixed length �nsift − Ntsift�.
Thus, we find up to reordering

ρ �Z �Y �C �E |� �d
=
⎛⎝�nsift−Ntsift�⊗

i=1

σZYCE |D=1

⎞⎠⊗ τ no
�Zno �Yno �Cno �Eno| �Dno=�dno

,

(B20)

where τ no contains all remaining rounds and �dno contains as
many ones as signals were sifted past �nsift − Ntsift�. We note
that all registers in this expression have a fixed length. For
simplicity, let us also define the state

τ sift
�Zsift �Ysift �Csift �Esift| �D=�1 :=

�nsift−Ntsift�⊗
i=1

σZYCE |D=1. (B21)

Then, we can rewrite ρ �Z �Y �C �E |� �d
as

ρ �Z �Y �C �E |� �d
= ρ �Zsift �Zno �Y �C �Esift �Eno|� �d

, (B22)

= τ sift
�Zsift �Ysift �Csift �Esift| �D=�1 ⊗ τ no

�Zno �Yno �Cno �Eno| �Dno=�dno
.

(B23)

Since both �Zsift and �Zno are classical, we can bound the
smooth min-entropy regarding �Zno by zero [[50], Lemma 6.7]
and thus,

H ε̄
min( �Z| �C �E )ρ|� �d

� H ε̄
min( �Zsift| �C �E )ρ|� �d

. (B24)

Furthermore, since �Cno �Eno are uncorrelated with �Zsift one can
apply the data processing inequality [[50], Theorem 6.2] and
remove them from the conditioning register. Hence, we find
in summary,

H ε̄
min( �Z| �C �E )ρ|� �d

� H ε̄
min( �Zsift| �Csift �Esift )τ sift

| �D=�1
, (B25)

for all � �d ⊆ �sift. Since this holds for all � �d , it especially
holds for the minimum in Eq. (B17) and we reach the theorem
statement

H ε̄
min( �Z| �C �E �D)ρ|�sift

, (B26)

� min
� �d∈�sift

s.t. Pr[� �d ]�=0

H ε̄
min( �Z| �C �E )ρ|� �d

, (B27)

� H ε̄
min( �Zsift| �Csift �Esift )τ sift

| �D=�1
. (B28)

�
Proof of Theorem 2. As stated in Sec. II, secrecy and

correctness imply security. Therefore, we prove each part
separately.

For correctness, let us consider Bob’s guess �ZB of Al-
ice’s raw key �Z . Then, correctness follows immediately as
a property of hashing used in the error-verification step

since

Pr[KA �= KB ∧�acc]

� Pr[KA �= KB ∧�EV]

� Pr[( �Z �= �ZB) ∧�EV]

� Pr[�EV|( �Z �= �ZB)]

� εEV. (B29)

Turning our attention to secrecy two different cases have
to be considered. First note, that under the collective IID
assumption ρ �Z �Y �E �C �D can be written as

ρ �Z �Y �E �C �D =
N⊗

i=1

σZY ECD. (B30)

Thus, we split the proof in two cases σ ∈ S�ν and σ /∈ S�ν .
In the case of σ /∈ S�ν , we can apply Theorem 1 and it holds

1
2 Pr[�acc]

∥∥ωKASH E|�acc
− χKA ⊗ ωSH E|�acc

∥∥, (B31)

� Pr[�AT] � εAT, (B32)

where we applied the triangle inequality on the 1-norm in the
first inequality.

Next, consider σ ∈ S�ν , where we will make use of Corol-
lary A1. We split �AT into two parts �AT = �sift ∧�′

AT,
where �sift = {F obs

sift ∈ Q2}, i.e., the number of detected sig-
nals in the generation rounds used for key generation varies
at most Ntsift from nsift. The event �′

AT corresponds to the
remaining conditions in �AT.

Furthermore, let �E ′ = �E �CCEC �D be Eve’s side informa-
tion which contains Eve’s quantum side information, public
announcements, leakage during error correction, and �D corre-
sponding to the information of a sifted and detected signal in
the key generation rounds. As in Lemma 1, we assign Di = 1
if a signal was detected and survived sifting in round i which
was also a generation round, otherwise Di = 0. Recall that
�sift is a necessary condition for the protocol to accept (�acc).
Then, by Corollary A1

1
2 Pr[�acc]

∥∥ωKSH �E ′|�acc

− χK ⊗ ωSH �E ′|�acc

∥∥
� 1

2 2
− 1

2

(
H ε̄

min ( �Z| �E ′ )ρ|�sift
−l
)
+ 2ε̄. (B33)

Thus, choose a value of l satisfying

l � H ε̄
min( �Z| �E �CCEC �D)ρ|�sift

− 2 log2

(
1

2εPA

)
(B34)

is enough to guarantee (εPA + 2ε̄) secrecy. As usual, we split
off the leakage CEC during the error correction and verification
steps by using [[50], Lemma 6.8]:

H ε̄
min( �Z| �E �CCEC �D)ρ|�sift

� H ε̄
min( �Z| �E �C �D)ρ|�sift

− λEC − log2(2/εEV). (B35)

As the next step, we employ Lemma 1 and we find

H ε̄
min( �Z| �E �C �D)ρ|�sift

� H ε̄
min( �Zsift| �Esift �Csift )τ sift

| �D=�1
. (B36)
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Now, we invoke the AEP [[24], Corollary 4.10], which yields

H ε̄
min( �Zsift| �Esift �Csift )τ sift

| �D=�1

� �nsift − Ntsift�H (Zsift|EsiftCsift )σ|D=1

− 2
√

nsift − Ntsift log2(1+ 2 dim(Z ))

√
log2

(
2

ε̄2

)
.

(B37)

Let us simplify the expression of the entropy even further. For
the single-round expression, one can drop the subscript sift of
the registers Z and E , if we condition on D = 1. Furthermore,
we only generate key if D = 1, otherwise H (Z|EC; D = 0) =
0. Hence, we find

H (Z|EC; D = 1) = 1

Pr(D = 1)
H (Z|EC). (B38)

The event D = 1 is equivalent to the state surviving sifting,
thus, Pr(D = 1) = Pr(sift).

Finally, Eve could have picked any of the states in S�ν , thus
we need to minimize over S�ν . Then, combining all previous
equations together the theorem statement follows. �

APPENDIX C: PROOFS OF SEC. IV

Proof of Corollary 1. The correctness and secrecy for ρ /∈
S�ν follow from Theorem 2. For ρ ∈ S�ν , we continue from the
key-length expression in Theorem 2 and only focus on the
term containing the optimization over ρ ∈ S�ν .

First, we bound the fraction by the same lower bound on
the denominator Pr(sift) as in Eq. (28) to find

min
ρ∈S�ν

H (Z|EC)ρ
Pr(sift)

� minρ∈S�ν H (Z|EC)ρ
F̄sift + tsift + νU

sift

. (C1)

Next, we will reformulate the entropy term in terms of
contributions from different photon numbers. To do so, note
that since we assume fully phase-randomized coherent states
and as described in [[27], Appendix B], Eve can perform a
QND measurement on the photon number. Hence, Eve knows
the photon number of the states sent and we split Eve’s register
into E = E ′M, where M is classical and labels the photon
number of Alice’s sent states. Thus,

min
ρ∈S�ν

H (Z|EC)ρ � min
ρ∈S�ν

∞∑
n=0

Pr(M = n)H (Z|E ′C)ρ|M=n. (C2)

All states ρAB ∈ S�ν must be of the form of Eq. (31) and
furthermore all ρAB|M=n = ρ

(n)
AB satisfy Eq. (33). Addition-

ally, Eq. (38) establishes relations between the state ρ
(n)
AB and

the yields. With the definition of the joint yields γn in Eq.
(49) and by applying the results of the acceptance test, we
know that the yields need to satisfy the constraints sum-
marized in G, as laid out in the preceding section. Hence,

we find

min
ρ∈S�ν

H (Z|EC)ρ, (C3)

�
∞∑

n=0

Pr(M = n) min
ρ∈S�ν

H (Z|E ′C; M = n)ρ|M=n
, (C4)

�
∞∑

n=0

Pr(M = n) min
ρ (n)∈Sn(γn )
{γn}n∈G

H (Z|E ′C; n)ρ (n) , (C5)

where for the first inequality we swapped the minimization
with the sum and for the second inequality we inserted the
definitions of Sn(γn) and G. Furthermore, we used that for ρ ∈
S�ν it holds ρ (n) ∈ Sn(γn) and {γn} ∈ G.

Combining this with Eq. (C1) the corollary follows. �
Proof of Corollary 2. The correctness and secrecy for ρ /∈

S�ν again follow directly from Theorem 2. For ρ ∈ S�ν we con-
tinue from the key-length expression in Corollary 1 and only
focus on the entropy term. For each {Yn} ∈ G [see Eq. (53)],
it holds Sn(Yn) ⊆ S̃n, thus we can replace the lower bound on
the conditional entropy from Corollary 1 with the weaker one,

min
ρ∈S�ν

H (Z|EC)ρ, (C6)

�
∞∑

n=0

Pr(M = n) min
ρ (n)∈S̃n

H (Z|E ′C; M = n)ρ (n) , (C7)

which already concludes the proof. �

APPENDIX D: IMPROVED DECOY METHODS

The improved decoy methods of Ref. [28] can also be
adapted to the finite-size regime. The equivalent semidefinite
program results in

Y a,b
n,L := min

Ym,Jm

Y a,b
n

s.t.
F̄k − tk − νL

k

Pr(a, μ, test)
�
∑

m�Nph

Pr(m|a, μ, test) Y a,b
m

+ (1− ptot(μ|a)),

F̄k + tk + νU
k

Pr(a, μ, test)
�
∑

m�Nph

Pr(m|a, μ, test) Y a,b
m ,

Y a,b
m = Tr

[
Jm
(
MB

b ⊗
(
ρ (m)

a

)T )]
,

0 � Y a,b
m � 1,

Jm  0, TrB[Jm] = 1A′ ,

∀μ ∈ {μ1, μ2, . . . }, ∀a, b, ∀m ∈ N0,

∀k = (a, b, μ, test) ∈ �test. (D1)

APPENDIX E: KRAUS OPERATORS FOR EXAMPLE
PROTOCOLS

Again, we are using the framework of Ref. [30] together
with the simplifications of [[51], Appendix A].

013332-20



IMPROVED FINITE-SIZE EFFECTS IN QUANTUM KEY … PHYSICAL REVIEW RESEARCH 8, 013332 (2026)

1. Qubit BB84

In the main text, we set pB
z = pB

x = 1/2, but for generality, we provide the Kraus operators for arbitrary basis choices. Given
a perfect qubit protocol, Bob’s qubit POVM elements are

MB
(Z,0) = pB

z

⎛⎝0 0 0
0 1 0
0 0 0

⎞⎠, MB
(Z,1) = pB

z

⎛⎝0 0 0
0 0 0
0 0 1

⎞⎠, MB
(X,0) =

pB
x

2

⎛⎝0 0 0
0 1 1
0 1 1

⎞⎠,

MB
(X,1) =

pB
x

2

⎛⎝0 0 0
0 1 −1
0 −1 1

⎞⎠, MB
⊥ =
⎛⎝1 0 0

0 0 0
0 0 0

⎞⎠. (E1)

For Alice’s side, the POVM elements are determined by the source-replacement scheme [21,22] and given by

MA
(Z,0) = |0〉〈0|, MA

(Z,1) = |1〉〈1|, MA
(X,0) = |2〉〈2|, MA

(X,1) = |3〉〈3|. (E2)

We only generate secret key from the key generation rounds. This can be viewed as a postprocessing where a generation round
happens for each of Alice’s choices with probability p(gen|a). However, the generation round decision is independent of Alice’s
choices in this particular protocol (see Sec. VII A for details), hence p(gen|a) = p(gen). The resulting Kraus operators are

KZ =

⎡⎢⎢⎣(1
0

)
R

⊗

⎛⎜⎜⎝
1

0
0

0

⎞⎟⎟⎠
A

+
(

0
1

)
R

⊗

⎛⎜⎜⎝
0

1
0

0

⎞⎟⎟⎠
A

⎤⎥⎥⎦⊗√pB
z

⎛⎝0
1

1

⎞⎠
B

⊗
(

1
0

)
C

√
p(gen),

KX =

⎡⎢⎢⎣(1
0

)
R

⊗

⎛⎜⎜⎝
0

0
1

0

⎞⎟⎟⎠
A

+
(

0
1

)
R

⊗

⎛⎜⎜⎝
0

0
0

1

⎞⎟⎟⎠
A

⎤⎥⎥⎦⊗√pB
x

⎛⎝0
1

1

⎞⎠
B

⊗
(

0
1

)
C

√
p(gen), (E3)

and

Z1 =
(

1
0

)
⊗ 1dimA × dimB ×2, Z2 =

(
0

1

)
⊗ 1dimA × dimB ×2. (E4)

2. Decoy BB84

After applying the squashing map from [35,36], Bob’s measurements act on a qubit again. In the main text, we set pB
z = pB

x =
1/2, but for generality, we provide the Kraus operators for arbitrary basis choices. The resulting POVM elements coincide with
the ones for a perfect qubit protocol, which again are

MB
(Z,0) = pB

z

⎛⎝0 0 0
0 1 0
0 0 0

⎞⎠, MB
(Z,1) = pB

z

⎛⎝0 0 0
0 0 0
0 0 1

⎞⎠, MB
(X,0) =

pB
x

2

⎛⎝0 0 0
0 1 1
0 1 1

⎞⎠,

MB
(X,1) =

pB
x

2

⎛⎝0 0 0
0 1 −1
0 −1 1

⎞⎠, MB
⊥ =
⎛⎝1 0 0

0 0 0
0 0 0

⎞⎠. (E5)

For Alice’s side, the POVM elements are determined by the source-replacement scheme [21,22] and given by

MA
(Z,0) = |0〉〈0|, MA

(Z,1) = |1〉〈1|, MA
(X,0) = |2〉〈2|, MA

(X,1) = |3〉〈3|. (E6)

Still, as in the qubit case we only generate secret key from the key generation rounds. This can again be viewed as a
postprocessing, but now we additionally need to condition on single photons. Thus, a generation round happens for each of
Alice’s choices with probability p(gen|a, 1). The generation round decision remains independent of Alice’s choices in this
particular protocol (see Sec. VII B for details), hence p(gen|a, 1) = p(gen|1). The resulting Kraus operators are

KZ =

⎡⎢⎢⎣(1
0

)
R

⊗

⎛⎜⎜⎝
1

0
0

0

⎞⎟⎟⎠
A

+
(

0
1

)
R

⊗

⎛⎜⎜⎝
0

1
0

0

⎞⎟⎟⎠
A

⎤⎥⎥⎦ ⊗
√

pB
z

⎛⎝0
1

1

⎞⎠
B

⊗
(

1
0

)
C

·
√

p(gen|1),

KX =

⎡⎢⎢⎣(1
0

)
R

⊗

⎛⎜⎜⎝
0

0
1

0

⎞⎟⎟⎠
A

+
(

0
1

)
R

⊗

⎛⎜⎜⎝
0

0
0

1

⎞⎟⎟⎠
A

⎤⎥⎥⎦ ⊗
√

pB
x

⎛⎝0
1

1

⎞⎠
B

⊗
(

0
1

)
C

·
√

p(gen|1), (E7)
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and

Z1 =
(

1
0

)
⊗ 1dimA × dimB ×2, Z2 =

(
0

1

)
⊗ 1dimA × dimB ×2. (E8)

3. 4-6 Protocol

As described in the main text, see Sec. IX B, we chose a photon number cutoff for Bob as NB = 1. After applying the flag-state
squasher of [52] with this choice, the POVM elements on Bob’s � 1-photon subspace are

M̃B
(Z,0) = pB

z

⎛⎝0 0 0
0 1 0
0 0 0

⎞⎠, M̃B
(Z,1) = pB

z

⎛⎝0 0 0
0 0 0
0 0 1

⎞⎠, M̃B
(X,0) =

pB
x

2

⎛⎝0 0 0
0 1 1
0 1 1

⎞⎠, M̃B
(X,1) =

pB
x

2

⎛⎝0 0 0
0 1 −1
0 −1 1

⎞⎠,

M̃B
(Y,0) =

pB
y

2

⎛⎝0 0 0
0 1 −i
0 i 1

⎞⎠, M̃B
(Y,1) =

pB
y

2

⎛⎝0 0 0
0 1 i
0 −i 1

⎞⎠, M̃B
⊥ =
⎛⎝1 0 0

0 0 0
0 0 0

⎞⎠. (E9)

These need to be padded with flags. Therefore, let Ei := diag(0, . . . , 0, 1, 0, . . . , 0) ∈ R7×7, be a diagonal matrix with 1 at the
ith entry. Furthermore, one needs to include multiclicks (mult). For NB = 1, these are only part of the flags. Hence, Bob’s full
squashed POVM elements are

MB
(Z,0) = M̃B

(Z,0) ⊕ E1, MB
(Z,1) = M̃B

(Z,1) ⊕ E2, MB
(X,0) = M̃B

(X,0) ⊕ E3, MB
(X,1) = M̃B

(X,1) ⊕ E4,

MB
(Y,0) = M̃B

(Y,0) ⊕ E5, MB
(Y,1) = M̃B

(Y,1) ⊕ E6, MB
mult = 0̄3 ⊕ E7, MB

⊥ = M̃B
⊥ ⊕ 0̄7, (E10)

where 0̄m indicates a matrix with only zeros of dimension m.
Regarding Alice’s POVM elements, we apply the source-replacement scheme without reductions because we consider

different intensities for each signal state. Hence, Alice’s POVM elements are as in the qubit case simply given by

MA
(Z,0) = |0〉〈0|, MA

(Z,1) = |1〉〈1|, MA
(X,0) = |2〉〈2|, MA

(X,1) = |3〉〈3|. (E11)

Since we only consider the single photon contribution but incorporate different intensities for each signal state, we need to
condition Alice’s probabilities appropriately on single photons. To maintain a notation close to the one of Bob, let us define the
probabilities

pA
z,i|1∧gen := Pr (Alice sends bit “i” in Z basis| 1 photon and gen round),

pA
x,i|1∧gen := Pr (Alice sends bit “i” in X basis| 1 photon and gen round).

(E12)

Finally, we apply one isometry to reduce the dimensions of the Kraus operators and arrive at

KZ =
√

p(gen|1)

[√
pA

z,0|1∧gen

(
1 0 0 0
0 0 0 0

)
+
√

pA
z,1|1∧gen

(
0 0 0 0
0 1 0 0

)]
⊗ [0⊕√pB

z 12 ⊕ (E1 + E2)
]

B
⊗
(

1
0

)
C

,

(E13)

KX =
√

p(gen|1)

[√
pA

x,0|1∧gen

(
0 0 1 0
0 0 0 0

)
+
√

pA
x,1|1∧gen

(
0 0 0 0
0 0 0 1

)]
⊗ [0⊕√pB

x12 ⊕ (E3 + E4)
]

B ⊗
(

0
1

)
C

,

(E14)

and key projectors

Z1 =
(

1
0

)
⊗ 1dimA × dimB × dimC , Z2 =

(
0

1

)
⊗ 1dimA × dimB × dimC . (E15)

APPENDIX F: TECHNICAL DEFINITIONS AND LEMMAS
FOR RÉNYI ENTROPY

In this Appendix, we include technical statements required
for proving variable-length security of decoy-state BB84 from
Sec. VIII. These technical statements are obtained from Refs.
[24,50,53].

Definition F1. (Rényi Entropy). For ρ ∈ S◦(AB), and α ∈
(0, 1) ∪ (1,∞), the sandwiched Renyi Entropy of A given B

for a state ρAB is given by

Hα (A|B)ρ := max
σB∈S◦(B)

Hα (A|B)ρ|σ , (F1)

where

Hα (A|B)ρ|σ

:=
{

1
1−α

log2 Tr
[(

σ
1−α
2α

B ρABσ
1−α
2α

B

)α]
if ρ ∈ A⊗ supp(σ )

−∞ otherwise
(F2)

013332-22



IMPROVED FINITE-SIZE EFFECTS IN QUANTUM KEY … PHYSICAL REVIEW RESEARCH 8, 013332 (2026)

Lemma F1. (Conditioning on Events [[24], Lemma B.5]).
Let ρAB ∈ S◦(AB) be a state of the form ρAB =

∑
x pxρAB|x,

where px is a probability distribution. Then, for α > 1,

Hα (A|B)ρ|x � Hα (A|B)ρ − α

α − 1
log2

(
1

px

)
. (F3)

Theorem F1. (Leftover hashing lemma using Rényi en-
tropy [[53], Theorem 9]). Let σXD ∈ S◦(XD) be classical
on X and α ∈ (1, 2]. Let H be a two-universal family of
hash functions from X = {0, 1}n to K = {0, 1}l . Moreover, let
ρSH = 1

|H|
∑

h∈H |h〉〈h|SH . Then,

1
2‖ωKSH D − χK ⊗ ωSH D‖ � 1

2 2−
(α−1)

α (Hα (X |D)ρ−l)+ 2
α
−1, (F4)

where χK = 1
2l idK is the fully mixed state and ωKSH D =

TrX [E f (σXD ⊗ ρSH )] for the function f : (x, h) �→ h(x) that
acts on the registers X and SH .

Lemma F2. (Conditioning on Classical Register using
Renyi Entropy). Let ρABZ ∈ S◦(ABZ ) be classical on A and
Z , and α > 1. Then,

Hα (A|BZ )ρ � inf
z s.t. Pr(z)�=0

Hα (A|B; Z = z)ρ. (F5)

Proof. Follows trivially from [[50], Proposition 5.1],
which states∑

z

Pr(z)2−
(α−1)

α
Hα (A|B;Z=z)ρ = 2−

(α−1)
α

Hα (A|BZ )ρ (F6)

�
Lemma F3. (Splitting off a Classical Register, [[50],

Eq. 5.94]). Let ρABC ∈ S•(ABC) be classical on C. Then,

Hα (A|BC) � Hα (AC|B)− log2(dim(C))

� Hα (A|B)− log2(dim(C)). (F7)

Lemma F4. ([[24], Lemma B.9]). For any ρAB ∈ S◦(AB),
and 1 < α < 1+ 1/ log2(1+ 2 dim(A)),

Hα (A|B)ρ > H (A|B)ρ − (α − 1) log2
2 (1+ 2 dim(A)). (F8)

Lemma F5. (Additivity of Renyi Entropy, [[50], Corollary
5.2]). For any two states ρAB ∈ S◦(AB), σCD ∈ S◦(CD), and
α � 1

2 , we have

Hα (AC|BD)ρ⊗σ = Hα (A|B)ρ + Hα (C|D)σ . (F9)

Lemma F6. (Bounds on the Renyi Entropy for States).
Let �Z, �Y , �C, �E , �D be the registers corresponding to Alice’s
and Bob’s raw keys, classical announcements, Eve’s quantum
side information and the locations of the sifted detections,
respectively, and �Nobs

sift
denote the event that F obs such that

NF obs
sift = Nobs

sift is observed. We label Di = 1 if a signal and
passed sifting in round i and Di = 0 otherwise. For ρ �Z �Y �C �E �D
such that

ρ �Z �Y �C �E �D =
N⊗

i=1

σZYCED, (F10)

it holds

Hα ( �Z| �C �E �D)ρ|�Nobs
sift

� Hα ( �Zsift| �Csift �Esift )
τ

Nobs
sift

| �D=1

, (F11)

where

τ
Nobs

sift

�Zsift �Ysift �Csift �Esift| �D=�1 :=
Nobs

sift⊗
i=1

σZYCE |D=1. (F12)

Proof. The proof follows from same steps as the proof of
Lemma 1 after switching from smooth min-entropy to Rényi
entropy. Instead of Lemma A2 we use Lemma F2, and instead
of [[50], Lemma 6.7], we use Lemma F5 and the fact that
Rényi Entropy on classical registers is always non-negative.�

The following lemma is the main reason for the use of
Rényi entropy instead of smooth min-entropy in the variable-
length framework of Ref. [16].

Lemma F7. ([[16], Lemma 10]). Let ρABCY =∑
y∈� p(y)ρABC|y ⊗ |y〉〈y| ∈ S◦(ABCY ) be classical in Y,C,

where p(y) is a probability distribution over �, and Y can
be generated from C (more precisely: Y ↔ C ↔ AB forms a
Markov chain). Let �′ ⊆ �. Then,∑

y∈�′
p(y)2−

(α−1)
α

Hα (A|BC)ρ|y � 2−
(α−1)

α
Hα (A|BC)ρ . (F13)

APPENDIX G: VARIABLE-LENGTH FINITE-SIZE
KEY RATES

In this Appendix, we will prove Theorem 3 by combining
the tools developed in this work and in Ref. [16]. Combining
the improvements of both requires a few crucial (but mainly
cumbersome) modifications to the arguments in these works
at critical places. Where applicable, we will comment on the
modifications and their necessity.

Recall that the protocol steps of our variable-length proto-
cols will be similar to Protocol 1 and Protocol 2. However, in
the variable-length protocol, we will use F obs to determine the
length l (F obs) of the key to be produced, and number of bits
λEC(F obs) to be used for error correction. This is in stark con-
trast to fixed-length protocols, where F obs is used to determine
only whether the protocol accepts (in which case it produces
a key of fixed length l using λEC bits for error correction) or
aborts. Thus, we refer to this as the “variable-length decision,”
instead of “acceptance test.”

The variable-length framework in Ref. [16] critically relies
upon the construction of the set V (F obs) with the following
property:

Pr
F obs

(ρ ∈ V (F obs)) � 1− εAT. (G1)

Such a set was constructed in Lemma 2 and we restate and
prove it below.

Proof of Lemma 2. Consider the frequency of the kth
event, which happens in each round with probability
Tr(�kρ) = pk . This is a binomial random variable, since
in each round it either happens or does not happen. Given
that one observed F obs

k N events after sampling N times,
we obtain the “Clopper-Pearson confidence interval” [40,41]
for pk , as

Pr
F obs

(
pk ∈
[
F obs

k − κ̃L
k , F obs

k + κ̃U
k

])
� 1− εAT

|�| , (G2)
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where κ̃L
k , κ̃U

k are defined in Eq. (76). Combining the confi-
dence intervals for each k ∈ �, we obtain

Pr
F obs

(
pk /∈ [F obs

k − κ̃L
k , F obs

k + κ̃U
k

])
� εAT

|�| ,

Pr
F obs

(⋃
k∈�

pk /∈ [F obs
k − κ̃L

k , F obs
k + κ̃U

k

])
�
∑
k∈�

εAT

|�| = εAT,

Pr
F obs

(⋂
k∈�

pk ∈
[
F obs

k − κ̃L
k , F obs

k + κ̃U
k

])
� 1− εAT,

Pr
F obs

(ρ ∈ V (F obs)) � 1− εAT, (G3)

where we used the union bound for probabilities to obtain the
second inequality. �

Using V (F obs), we can construct a statistical estimator
bstat(F obs) of the Rényi entropy of the underlying state in the
protocol with the help of the following lemma.

Lemma G1. Let �Z, �Y , �C, �E , �D be the registers correspond-
ing to Alice’s and Bob’s raw keys, classical announcements,
Eve’s quantum side information, and the locations of the
sifted detections, respectively, and �Nobs

sift
denote the event that

F obs such that NF obs
sift = Nobs

sift is observed. We label Di = 1
if a signal was detected and sifted in round i and Di = 0
otherwise. Let �ρ �Z �Y �C �E �D be the state in the QKD protocol,
such that

�ρ �Z �Y �C �E �D =
N⊗

i=1

ρZYCED, (G4)

where ρ satisfies ρA = TrA′ [|ψ〉〈ψ |]. Define

bstat(F
obs) :=Nobs

sift min
σ∈V (F obs )

H (Z|CE )σ
Pr(sift)

− Nobs
sift (α − 1) log2

2(dZ + 1), (G5)

where dZ = dim(Z ) and 1 < α < 1+ 1/ log2(2dZ + 1).
Then,

Pr
F obs

(
bstat(F

obs) � Hα ( �Z| �C �E )�ρ|�Nobs
sift

)
� 1− εAT. (G6)

Proof. We have

Hα ( �Z| �C �E �D)�ρ|�Nobs
sift

� Hα ( �Zsift| �C �Esift )
τ

Nobs
sift
�D=1

� Nobs
sift H (Z|CE ; D = 1)ρ

− Nobs
sift (α − 1) log2

2(dZ + 1)

= Nobs
sift

Pr(sift) ρ

H (Z|CE )ρ

− Nobs
sift (α − 1) log2

2(dZ + 1), (G7)

where we used Lemma F6 for the first inequality (where we

also define τ
Nobs

sift

�D=1
), and Lemmas F4 and F5 for the second.

Since V (F obs) contains ρ with high probability (� 1− εAT),
the required claim follows by minimizing the right-hand side
of Eq. (G7) over V (F obs). �

This bstat(F obs) is used the variable-length decision of the
QKD protocol as follows.

Let F be the (possibly infinite) set of all possible observa-
tions F obs in the variable-length decision step of the protocol.
Then,

(1) From public announcements �C, Alice and Bob com-
pute F obs and bstat(F obs).

(2) They compute λEC(F obs), the number of bits to be
used for error-correction information, where λEC(·) : F →
{0, 1, . . . , λmax} is some predetermined function.

(3) They compute l (F obs), the length of the final key to
be produced, where l (·) : F → {0, 1, . . . , lmax} is a function
defined as

l (F obs) := max(0, �bstat(F
obs)− λEC(F obs)

− θ (εPA, εEV)�),

θ (εPA, εEV) := α

α − 1

(
log2

(
1

4εPA

)
+ 2

α

)
+ log2

(
2

εEV

)
.

(G8)

We setup a partition of F based on the observed number
of sifted events, and the length of the final key and error-
correction amount as follows. We let

Q̃m,i=
{
F obs ∈ F |Nobs

sift = m, l (F obs) = li, λEC(F obs) = λi
}
.

(G9)

Furthermore, we order these sets such that li + λi forms a
nonincreasing sequence in i. We emphasize that this is purely
for convenient notation, and such an ordering can always be
enforced without any loss of generality. We let �m,i denote the
event that F obs ∈ Q̃m,i. Note that number of possible events
�m,i is always finite, and we denote it by M. This ordering
allows us to state the following lemma.

Lemma G2. Let Tp = {i|li > 0} be the set of values of i
that lead to nontrivial length of the key. Then,

j∑
i=1
i∈Tp

Pr(�m,i )

� Pr
(
bstat(F

obs) � l j + λ j + θ (εPA, εEV) ∧ Nobs
sift = m

)
,

(G10)

for any j ∈ {1, 2, . . . , M}.
Proof. For any i ∈ Tp, using Eq. (G8) we have

�m,i ⇒ bstat(F
obs) � li + λi + θ (εPA, εEV) ∧ Nobs

sift = m.

(G11)
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Therefore,

j∑
i=1
i∈Tp

Pr(�m,i ) = Pr

⎛⎜⎜⎝ j⋃
i=1
i∈Tp

�m,i

⎞⎟⎟⎠

� Pr

⎛⎜⎜⎝ j⋃
i=1
i∈Tp

bstat(F
obs) � li + λi + θ (εPA, εEV) ∧ Nobs

sift = m

⎞⎟⎟⎠
� Pr
(
bstat(F

obs) � l j + λ j + θ (εPA, εEV) ∧ Nobs
sift = m

)
, (G12)

where we used the fact that �m,i are disjoint events in the first
equality, Eq. (G11) for the second inequality, and the ordering
on li + λi in the final inequality. �

We now have all the tools necessary to prove the variable-
length security of the QKD protocol, analogous to [[16],
Theorem 2].

Notice that with the definition of bstat in Lemma G1,
l (F obs) above corresponds to

l (F obs) := max(0, bstat(F
obs)− λEC(F obs)

− θ (εPA, εEV)),

θ (εPA, εEV) := α

α − 1

(
log2

(
1

4εPA

)
+ 2

α

)
+ log2

(
2

εEV

)
.

(G13)

We will use the above formulation of l (F obs) in our proof.
Moreover, in this work, we have provided one construction of
bstat satisfying Eq. (G6).

Proof of Theorem 3. The fact that the variable-length pro-
tocol is εEV correct follows from the properties of error-
verification process. We do not repeat the proof here, and
it can be found in Ref. [16] for variable-length protocols.
Thus, we focus on only proving the (εAT + εPA) secrecy
of the protocol. The protocol is then (εAT + εPA + εEV) se-
cure (again, we refer the reader to Ref. [16] for a proof).
From the proof of [[16], Theorem 2], proving (εPA + εAT)
secrecy of the protocol is equivalent to proving the following

statement [54]:∑
i,m

Pr(�m,i ∧�EV)

2

∥∥ρ (li,λi )
KAC̃ �E |�m,i∧�EV

− ρ
(li,λi,ideal)
KAC̃ �E |�m,i∧�EV

∥∥
1

� εPA + εEV, (G14)

where C̃ = �CCE,VCP denotes all the classical communication
during the protocol, for public announcements ( �C), error cor-
rection and verification (CE,V), and the choice of hash function
(CP). Thus, ρ

(li,λi )
KAC̃ �E |�m,i∧�EV

denotes the output of the QKD

protocol (with Bob’s registers omitted), conditioned on the
event �m,i ∧�EV [Eq. (G9)], which leads to a key length of li
bits and error correction using λi bits. We use ρ

(li,λi,ideal)
KAC̃ �E |�m,i∧�EV

to

denote the output of the ideal QKD protocol, where the final
key register is replaced with the perfect keys.

We use �m to denote the event that Nobs
sift = m. Recall that

the values li + λi are ordered such that they form a nonin-
creasing sequence. Thus, for any ρAB that the protocol can
start with, the Rényi entropy Hα ( �Z| �C �E )ρ|�m has to fall under
at least one of the following three cases:

(1) Hα ( �Z| �C �E )ρ|�m � l1 + λ1 + θ (εPA, εEV).
(2) l j + λ j + θ (εPA, εEV) � Hα ( �Z| �C �E )ρ|�m � l j+1 +

λ j+1 + θ (εPA, εEV) for some j ∈ {1, ..., M − 1}.
(3) lM + λM + θ (εPA, εEV) � Hα ( �Z| �C �E )ρ|�m .

We will prove the secrecy claim separately for each case.
Suppose that for every value of m, ρ is such that it satisfies
case 2, for some value j∗m. In this case, the secrecy bound can
be obtained by splitting up the sum into two convenient parts.
The first part groups the set of events that happen with low
probability and is given by

∑
m

j∗m∑
i=1

Pr(�m,i ∧�EV)

2

∥∥ρ (li,λi )
KAC̃ �E |�m,i∧�EV

− ρ
(li,λi,ideal)
KAC̃ �E |�m,i∧�EV

∥∥
1

=
∑

m

j∗m∑
i=1
i∈Tp

Pr(�m,i ∧�EV)

2

∥∥ρ (li,λi )
KAC̃ �E |�m,i∧�EV

− ρ
(li,λi,ideal)
KAC̃ �E |�m,i∧�EV

∥∥
1

�
∑

m

j∗m∑
i=1
i∈Tp

Pr(�m,i ∧�EV) �
∑

m

j∗m∑
i=1
i∈Tp

Pr(�m,i )
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�
∑

m

Pr
(
bstat(F

obs) � l j∗m + λ j∗m + θ (εPA, εEV) ∧ Nobs
sift = m

)
�
∑

m

Pr
(
bstat(F

obs) � Hα ( �Z| �C �E )ρ|�m ∧ Nobs
sift = m

)
= Pr
(
bstat(F

obs) � Hα ( �Z| �C �E )ρ|�Nobs
sift

)
� εPA, (G15)

where the first inequality follows from the fact that when the key length is zero, the real and the ideal outputs of the protocol
are identical. The second inequality follows from the properties of the trace norm, and the third inequality follows from basic
properties of probabilities. We used Lemma G2 for the fourth inequality, and the definition of j∗m for the fifth inequality. The
sixth equality follows from the definition of these events, and the final inequality follows from the Lemma G1. For the second
part, we obtain the following chain of inequalities (explained below):∑

m

M∑
i= j∗m+1

Pr(�m,i ∧�EV)

2

∥∥ρ (li,λi )
KAC̃ �E |�m,i∧�EV

− ρ
(li,λi,ideal)
KAC̃ �E |�m,i∧�EV

∥∥
1

=
∑

m

M∑
i= j∗m+1,i∈Tp

Pr(�m,i ∧�EV)

2

∥∥ρ (li,λi )
KAC̃ �E |�m,i∧�EV

− ρ
(li,λi,ideal)
KAC̃ �E |�m,i∧�EV

∥∥
1

�
∑

m

M∑
i= j∗m+1,i∈Tp

Pr(�m,i ∧�EV)

2
2−

α−1
α

(Hα ( �Z| �CCECV �E )ρ|�m,i∧�EV−li )+ 2
α
−1

�
∑

m

M∑
i= j∗m+1,i∈Tp

Pr(�m,i ∧�EV)

2
2−

α−1
α

(Hα ( �Z| �CCV �E )ρ|�m,i∧�EV−li−λi )+ 2
α
−1

�
∑

m

M∑
i= j∗m+1,i∈Tp

Pr(�m,i ∧�EV)

2
2−

α−1
α

(Hα ( �Z| �CC �E )ρ|�m,i∧�EV−l( j∗m+1)−λ( j∗m+1) )+ 2
α
−1

�
∑

m

Pr(�m)

2
2−

α−1
α

(Hα ( �Z| �CCV �E )ρ|�m−l( j∗m+1)−λ( j∗m+1) )+ 2
α
−1

�
∑

m

Pr(�m)

2
2−

α−1
α

(Hα ( �Z| �C �E )ρ|�m−l( j∗m+1)−λ( j∗m+1)−log2(2/εEV ))+ 2
α
−1

�
∑

m

Pr(�m)

2
2−

α−1
α

(θ (εPA,εEV )−log2(2/εEV ))+ 2
α
−1 � εPA, (G16)

where the first equality follows from the fact that real and ideal
output are the same when key length is zero. We used leftover
hashing lemma for Rényi entropy for the second inequality,
and Lemma F3 to split off the error-correction information
in the third inequality. We used the ordering on li + λi for
the fourth inequality, Lemma F7 for the fifth inequality, and
Lemma F3 to split off the error-verification information in
the sixth inequality. We used the fact that Hα ( �Z| �C �E )ρ|�m �
l j∗m+1 + λ j∗m+1 + θ (εPA, εEV) for the seventh inequality, and the
definition of θ (εPA, εEV) for the final inequality.

The required claim follows from combining Eqs. (G15)
and (G16). Furthermore, it is easy to see that the same bound
holds even if case (1) or case (3) is satisfied for some values
of m, instead of case (2). In this case, only one term out of
Eqs. (G15) and (G16) appears, and it can be bounded in the
same way as above.

Note that we had to split off the CE ,CV registers separately
in the above proof, because we need the register CV to be
known to Eve in order to use Lemma F7. Furthermore, the
above proof is quite similar to the proof of [[16], Theorem 2].

However, we deal with different events �m that correspond
to various numbers of observed sifted rounds, in a manner
that leads to the finite-size correction costs only depending on
Nobs

sift instead of N . Another minor point of difference, is that
Ref. [16] uses a random subset of the rounds of fixed length
for testing, whereas in this work each round has some IID
probability of being tested or used for key generation.

APPENDIX H: CONFIDENCE INTERVALS
AND VARIATIONAL BOUNDS FOR SMALL ε

In order to apply the postselection technique to reduce
the security analysis to the IID case, one requires very small
security parameters for the IID calculations.

However, this will run into numerical issues as security
parameters as small as ε ≈ 10−3000 are needed. The usual
methods for Clopper-Pearson intervals only estimate the inter-
val numerically and hence are bounded by machine precision
of≈10−16. Therefore, we use symbolic methods, which allow
for much higher precision.
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In essence, we will derive confidence intervals by apply-
ing bounds on the binomial distribution based on the normal
distribution as shown in Ref. [55]. This will require the calcu-
lation of the inverse of the cumulative distribution function of
the normal distribution �. However, we note that the MATLAB
function erfcinv supports symbolic expressions that can be
used to recast the required inverse of � as

�−1(x) = −
√

2erfc−1(2x). (H1)

Hence, one can use erfcinv together with symbolic expres-
sions to achieve valid confidence intervals even for very small
security parameters.

For fixed-length protocols the problem is the same, here,
the incomplete beta function only provides precision of
≈10−16. We take a similar path and find bounds on the
variational bounds �νU/L by similarly bounding the binomial
distribution by the normal distribution as in Ref. [55]. We
summarize the results in the following theorems.

Lemma H1. (Gaussian Bounds on Confidence Intervals for
the Binomial Distribution). Let the conditions of Lemma 2
apply. One can bound κ̃L

k and κ̃U
k by

κ̃L
k � F obs

k −min
p

{
1−CN,p

(⌊
NF obs

k

⌋− 1
)

� εAT

2|�|
}
, (H2)

κ̃U
k � max

p

{
CN,p
(⌈

NF obs
k

⌉+ 1
)

� εAT

2|�|
}
− F obs

k . (H3)

Here, the functions CN,p are defined as in Ref. [55] by

CN,p(k) = �

⎛⎝sign

(
k

N
− p

)√
2NH

(
k

N
, p

)⎞⎠, (H4)

where �(x) is the cumulative-distribution function of the stan-
dard normal distribution and H (x, p) is given by

H (x, p) = x log2

(
x

p

)
+ (1− x) log2

(
1− x

1− p

)
. (H5)

Proof. For simplicity, we only consider the single event k
in �. Let X ∼ BinN (p) be binomially distributed, with pa-
rameter p that we aim to bound, N the number of trials and m
the number of observed events. First, note that the bounds of
the confidence interval with confidence level 1− εAT

|�| can be
written as [56]

pmax = max
p

{
Pr[X � m] � εAT

2|�|
}
, (H6)

pmin = min
p

{
Pr[X � m] � εAT

2|�|
}
. (H7)

Next, we can apply the bounds from Ref. [55] to find

Pr[X � m] � CN,p(m+ 1), (H8)

Pr[X � m] � 1−CN,p(m− 1). (H9)

If we observe the frequency F obs
k , then we can bound the

number of observed m as⌊
NF obs

k

⌋
� m �

⌈
NF obs

k

⌉
. (H10)

The above step is unnecessary for implementations, where
NF obs

k is guaranteed to be an integer. However, it may be
necessary for theoretical simulations, if F obs

k is obtained from

some model of the channel. Applying the previous step, we
can bound pmin and pmax by

pmax � max
p

{
CN,p
(⌈

NF obs
k

⌉+ 1
)

� εAT

2|�|
}
, (H11)

pmin � min
p

{
CN,p
(⌊

NF obs
k

⌋− 1
)

� 1− εAT

2|�|
}
. (H12)

Thus, κ̃L
k and κ̃U

k are given as in the theorem statement, by
noting that

κ̃L
k � F obs

k − pmin, (H13)

κ̃U
k � pmax − F obs

k . (H14)

Lemma H2. (Gaussian Bounds on Variational Bounds).
Let the acceptance set Q and the feasible set S�ν be defined
as in Theorem 1. Furthermore, choose the variational bounds
ν

L/U
k as the solutions

νL
k = arg min

ν ′

{
ν ′ ∈ [0, 1] |1−CN,F L

k −ν ′
(⌈

NF L
k

⌉− 1
) = εAT

}
,

(H15)

νU
k = arg min

ν ′

{
ν ′ ∈ [0, 1] |CN,FU

k +ν ′
(⌊

NFU
k

⌋+ 1
) = εAT

}
,

(H16)

where CN,p(k) are defined as in Lemma H1 and F L/U
k = F̄k ∓

tk as before. Then, it holds for all ρ �A �B �E =
⊗N

i=1 σABE and σ /∈
S�ν that,

Pr[�acc] � εAT. (H17)

Proof. Following the same steps as in Theorem 1 and again
defining pk := Tr[�kσ ], one can show that for pk > F̄k + tk +
ν

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]∣∣

pk>FU
k +ν

� Pr
[
Xk �
⌊

NFU
k

⌋]∣∣
pk>FU

k +ν
, (H18)

where we again note that Xk is binomial distributed. Now, one
can apply the bounds from Ref. [55] and note that they are
monotonically decreasing in p to find

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]∣∣

pk>FU
k +ν

� CN,FU
k +ν ′
(⌊

NFU
k

⌋+ 1
)
.

(H19)

Similarly, one finds

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]∣∣

pk<F L
k −ν

� 1−CN,F L
k −ν ′
(⌈

NF L
k

⌉− 1
)
.

(H20)
Thus, if ν

U/L
k are chosen as in the theorem statement we find

Pr
[∣∣F obs

k − F̄k

∣∣ � tk
]

(H21)

� max
{

Pr
[|F obs

k − F̄k| � tk
]∣∣

pk>FU
k +νU

k
,

Pr
[∣∣F obs

k − F̄k

∣∣ � tk]
∣∣

pk<F L
k +νL

k

}
(H22)

� εAT, (H23)

for all σ /∈ Sν . �
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