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Classical autoencoder distillation of quantum adversarial manipulations
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Quantum neural networks have been proven robust against classical adversarial attacks, but their vulnerability
against quantum adversarial attacks is still a challenging problem. Here, we report a technique for the distillation
of quantum-manipulated image datasets by using classical autoencoders. Our technique recovers quantum
classifier accuracies when tested under standard machine learning benchmarks utilizing Modified National
Institute of Standards and Technology (MNIST) and Fashion-MNIST (FMNIST) image datasets, and projected
gradient descent and fast gradient sign method adversarial attack settings. Our work highlights a promising
pathway to achieve fully robust quantum machine learning in both classical and quantum adversarial scenarios.
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Machine learning (ML) is rapidly becoming ubiquitous
and its integration in real-world applications is already ad-
dressing highly complex challenges such as early disease
detection using medical imaging [1,2], anomaly detection [3],
natural language processing for chatbots [4], image recog-
nition for autonomous vehicles [5], and climate modeling
for environmental conservation [6]. Despite efficiency and
high throughput of ML systems, there is a serious concern
about their vulnerability to data spoofing or manipulations
[7-12], in particular for security-sensitive applications such
as self-driving vehicles [13] and military systems [14,15].
Meanwhile, the developments in the field of quantum ML
have instigated a line of research in which the vulnerability
of quantum ML models is being tested and benchmarked in
the recent literature [16-24]. It has been shown that while
quantum ML models are robust against classical adversarial
attacks, they have been found vulnerable against quantum ad-
versarial attacks—data manipulations generated via quantum
models [23,24]. Therefore, techniques that can restore trust
and reliability in quantum ML models will have important
implications for future practical applications of these models.

This work proposes and implements a quantum-classical
framework, which integrates a quantum variational classifier
with a classical encoder-decoder (QVC-CED) model paving
the way for an end-to-end architecture with robustness against
both classical and quantum attacks. In classical ML literature,
autoencoders have been widely used for denoising of images
for classical neural networks [25,26]; however, our work is
the first to integrate it with a quantum neural network and
demonstrate its effectiveness for the distillation of quantum
adversarial noise. We note that denoising and adversarial
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purification are conceptually very different problems. In de-
noising, the objective is to remove random or unstructured
noise, such as Gaussian or masking corruption, where the
corruption process is typically independent of the models
decision boundaries. In contrast, adversarial purification aims
to suppress structured perturbations that are deliberately op-
timized to exploit model vulnerabilities. These perturbations
are often imperceptible in magnitude but highly effective in
shifting inputs across decision boundaries, making them sub-
stantially more challenging to mitigate than standard noise.
Therefore, our work is the first to implement and benchmark
autoencoder technique for quantum machine learning (QML)
systems. In the context of quantum ML and adversarial per-
turbations, previous studies have explored various methods
to protect quantum ML models against adversarial attacks,
which include quantum adversarial training [16,17,27,28] and
randomized encoding [29]. Here, we note that adversarial
training method has only shown limited performance im-
provement against quantum attacks. For example, at attack
strength of 0.3, the accuracy after adversarial training was
only recovered to about 50% of the original accuracy at zero
attack [24]. In contrast, the autoencoder technique presented
in this work is remarkably efficient and it recovers almost full
accuracy. Furthermore, one major limitation of the adversarial
training is its very high computational cost, whereas autoen-
coder technique once trained is very efficient and fast. On the
other hand, randomized encoding have not been implemented
in practical QML applications and therefore its performance
against standard adversarial attacks is yet unknown. Never-
theless, our work has presented a highly efficient and reliable
technique, which will be a valuable resource in future QML
defense against adversarial attacks. While Ref. [30] provides
a theoretical analysis that quantum depolarization noise inher-
ently protects quantum classifiers, and Ref. [21] demonstrates
that such noise does not enhance adversarial robustness and
may even degrade the performance of QML models. Other
studies [24,31-33] have investigated that quantum classifiers
exhibit a degree of resilience against classical adversarial at-
tacks, due to learning different set of features than classical
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FIG. 1. Overview and architecture of the proposed QVC-CED approach. In this figure, panel (a) represents the first step in our workflow
where clean images are input to a quantum variational circuit to generate adversarial samples using gradient-based perturbations (PGD or
FGSM). Panels (b), (c) depict that the perturbed images are passed to quantum classifiers under white-box and black-box attack scenarios,
respectively, to test the vulnerability of the classifiers against quantum adversarial attacks. Panel (d) represents that the perturbed images are
first fed into a classical encoder-decoder model to purify and reconstruct the original images from the noisy images. After the reconstruction,
classification is performed again in both white-box and black-box settings to test the performance of the autoencoder in counteracting
adversarial effects. Panel (e) represents the QVC, which follows a three-step process: First, classical data are encoded into quantum states
using amplitude encoding; next, the encoded data are processed through parameterized quantum layers consisting of single-qubit rotation
gates and controlled-Z (CZ) gates; finally, a measurement layer extracts the classification result. The blue blocks represent the layers that
are repeated. Here, the QVC is implemented with quantum circuit depths of 100 layers. Panel (f) shows the architecture of the classical
encoder-decoder network. The encoder compresses the input into a compact, low-dimensional latent representation using convolutional
layers and fully connected layers. The decoder reconstructs the original input from this latent vector through fully connected and transposed
convolutional layers, producing an output image of size 28 x 28 x 1.

ML models and quantum properties. However, quantum clas-
sifiers remain vulnerable to quantum-generated adversarial
attacks. A detailed description and discussion of the recent
relevant literature is provided in the Sec. S1 in the Sup-
plemental Material [34]. Another limitation of the previous
work on defensive approaches offers limited scope due to
proof-of-concept study [30], implementation on either down-
scaled MNIST data [16] or simple binary classification task
[17,28], train and test with very small subset of data [17,28],

or hybrid classical-quantum frameworks [27]. Our work is
the first to demonstrate that robust implementation is possible
for full-scale MNIST and fashion-MNIST (FMNIST) datasets
under complex projected gradient descent (PGD) [35] and fast
gradient sign method (FGSM) [9] attacks, which are standard
benchmarks for ML literature.

Figures 1(a)-1(d) schematically illustrate our quantum-
classical approach in which quantum adversarial attacks are
generated via a quantum variational circuit, which are then
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passed to a pretrained quantum classifier. The adversarial im-
ages are able to trick quantum classifier to mislabel datasets.
A classical encoder/decoder architecture purifies quantum ad-
versarial images and restores the classification accuracy of the
quantum classifier. In Figs. 1(e) and 1(f), we provide detailed
circuit diagrams for quantum classifier and the architecture of
classical encoder/decoder framework.

The validation of our technique is performed by im-
plementing the proposed QVC-CED framework using the
Pennylane and PyTorch software frameworks. The QVC
model was initialized with 10 qubits and a depth of 100/200
parameterized layers, offering sufficient expressive power for
complex feature extraction. The model was trained using the
Adam optimizer with a learning rate of 0.005 and a batch
size of 256 for 20 epochs. Cross-entropy loss was employed
as the loss function to train the QVC classifier. To simulate
quantum adversarial attacks, we generated gradient-based per-
turbations using the FGSM and PGD. The details of FGM
and PGD implementations are provided in Sec. S2 in the
Supplemental Material [34]. While FGSM and PGD are stan-
dard attack strategies in the classical adversarial literature,
in our work, we adapt these to a quantum context by em-
ploying a QVC model where clean images are encoded into
quantum states and passed through repeated parameterized
layers. The gradients are calculated based on the structure
of the quantum circuit, and the adversarial perturbation is
generated by adjusting the input data using these gradients.
This is consistent with the published literature [16,24]. The
classical autoencoder, comprising a convolutional neural net-
work (CNN)-based encoder and a decoder with transposed
convolution layers, was trained using adversarially perturbed
images as input and their clean counterparts as targets. The
autoencoder was trained with mean squared error loss and the
Adam optimizer with a learning rate of 0.001 for 20 epochs
on the same datasets. All experimental simulations were con-
ducted using a high-performance computing system equipped
with a single NVIDIA GPU, enabling efficient simulation
of hybrid quantum-classical workflows. For PGD attack, we
employed 40 iterations for generating adversarial examples,
using a step size of 0.1. The total training time for our experi-
mental simulations was approximately 12.5 h (including both
the autoencoder and quantum variational classifier training)
on a single NVIDIA GPU system for MNIST dataset under
the FGSM attack setting. The overall training time may vary
depending on dataset size, attack type, quantum circuit depth,
and available GPU memory.

In this work, we considered MNIST [36] and FMNIST [37]
datasets without any preprocessing or downscaling; therefore,
our benchmarks are at par with standard approaches adapted
by classical literature [9,10,24]. MNIST consists of 70000
grayscale images of handwritten digits ranging from O to 9,
each represented as a 28 x 28 pixel array. The dataset is split
into 60 000 training images and 10 000 test images, with each
image labeled according to its corresponding digit. FMNIST
is a more challenging dataset, providing a robust benchmark
for ML and computer vision algorithms. It consists of 70 000
grayscale images of fashion items across ten categories, such
as T-shirts, trousers, dresses, and shoes, with each image
labeled according to its respective class. Similar to MNIST,
the images are 28 x 28 pixels in size. The dataset is divided

into 60 000 training images and 10000 test images. For both
datasets, we evaluate the performance across all ten classes
for the classification task.

To test the adversarial vulnerability of the QVC model
against quantum attacks, we conduct both white-box and
black-box attacks. In white-box scenario, the same QVC
model is used for both adversarial example generation and
evaluation, assuming that the attacker has access to the net-
work. Specifically, adversarial perturbations are crafted using
the QVCI100 model and tested on the same model. This
white-box testing framework allows to understand the model’s
resilience against attacks that are specifically designed for
it. We generate adversarial examples using PGD and FGSM
attacks. Figure 2 illustrates the examples of the original,
adversarially perturbed, and reconstructed images for both
datasets. The first, second, and third rows show the original
images, adversarial examples, and the reconstructed images
obtained from the classical autoencoder. In this figure, we
highlight the results for an attack strength of 0.3, which gen-
erates strong adversarial perturbations. Figures 2(a) and 2(b)
demonstrate the performance under FGSM attack for MNIST
and FMNIST datasets, respectively, while Figs. 2(c) and 2(d)
represent the results with PGD attack for both datasets. For
both PGD and FGSM attacks, the adversarial examples are
generated by our QVC100 model, which are often impercep-
tible to the human eye but significantly degrade the classifier’s
accuracy. These perturbations are strategically crafted to mis-
lead the classifier while maintaining the visual appearance of
the input. At higher attack strengths, these distortions become
more prominent, leading to visible artifacts in the adversarial
examples.

The classical autoencoder is designed to denoise adver-
sarially perturbed images and restore them to their original
appearance. The details about autoencoder are presented in
the Sec. S2 in the Supplemental Material [34]. Adversarial
perturbations shift inputs away from the distribution of clean
images, introducing subtle yet targeted changes that can mis-
lead classifiers. Autoencoder focuses on reconstructing only
the most salient and representative features of the images and
tends to ignore these off-manifold adversarial components
during reconstruction. This effect aligns with the manifold
hypothesis, where the original clean images lie on a low-
dimensional surface embedded within the high-dimensional
input space [38]. Adversarial examples move inputs off this
surface. By projecting inputs back onto the data manifold,
autoencoder effectively removes adversarial noise and re-
stores semantic fidelity [26]. As illustrated in Fig. 2, the
autoencoder significantly reduces the impact of adversarial
noise, allowing the reconstructed images to closely resemble
their clean counterparts, even under strong attack conditions
(e = 0.3). For instance, from the reported results under FGSM
and PGD attacks, the quantum classifier is prone to misclas-
sification. However, after passing through the autoencoder,
the reconstructed images retain essential features, mitigating
adversarial distortions and preserving classification integrity.

To test the resilience of the quantum classifier, we perform
the classification task on clean (when the classifier is not under
attack), under adversarial attacks, and after defense across all
ten classes of MNIST and FMNIST datasets. Figure 3 shows
the classification accuracies of QVC model under PGD attack
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FIG. 2. Examples of the original images, adversarially perturbed images, and the corresponding reconstructed images, presented in the first,
second, and third rows, respectively. For all the cases, the results are demonstrated using an attack strength of 0.3, generating strong adversarial
perturbations to evaluate the performance of autoencoder under challenging conditions. Panels (a), (b) illustrate the adversarial images using
FGSM attack on the QVC100 model for both MNIST and FMNIST datasets. Panels (c), (d) depict the adversarial images generated using PGD
attack on the same model. The reconstructed images in the third row, generated by the autoencoder, effectively mitigate the adversarial noise,
showcasing its robustness in reconstructing original representations.
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FIG. 3. Plot of classification accuracy of quantum classifier under varying attack strengths, ranging from 0 to 0.3. For all the cases, the
attacks are generated by QVC100 model. Panels (a), (c) show the performance of quantum classifier under PGD attacks for the MNIST and
FMNIST datasets in white-box setting, respectively. Panels (b), (d) represent the impact of PGD attacks on the quantum classifier for the same
datasets in black-box scenario. We also report the reconstruction accuracy when there is no attack (¢ = 0). Across all cases, the classification
accuracy decreases as the attack strength increases, highlighting the susceptibility of the models to quantum adversarial attacks. However, the
results demonstrate a significant recovery in classification accuracy when the adversarial examples are passed through the classical autoencoder.
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in white-box and black-box scenarios. PGD is a more iterative
and powerful attack method than FGSM. The attack strength
(e) is varied from 0 to 0.3 to test the severity of adversarial
impact. In the white-box scenario, where the attacker has
full access to the QVC100 model, accuracy plummets as €
increases. For MNIST [Fig. 3(a)], the QVC model achieves
an initial accuracy of 85%. For FMNIST [Fig. 3(c)], which is
more complex as FMNIST images exhibit higher intraclass
variability and interclass similarity, making them harder to
distinguish, the initial accuracy is slightly lower, which is
70%. We also report the reconstruction accuracy when there
is no attack; i.e., the value of € is 0. Under PGD attacks, as
€ increases, the accuracy of the QVC model drops sharply.
For MNIST, accuracy falls from 85% to nearly 0% at e = 0.3.
A similar trend is observed for FMNIST, where the accuracy
decreases more rapidly, indicating higher vulnerability due
to the increased complexity of fashion items compared to
handwritten digits. The black-box scenario [Figs. 3(b) and
3(d)] tests the resilience of quantum classifier when adver-
sarial examples generated by QVC100 model are evaluated
on QVC200 model, simulating a realistic attack with limited
knowledge of the model. For MNIST, the accuracy decreases
from 89% to 15% at attack strength of 0.3, a slightly lower
drop than in the white-box case, suggesting that black-box
attacks are less tailored but still effective. FMNIST dataset
also shows a comparable trend in black-box setting. These
results highlight that adversarial perturbations exhibit strong
transferability across quantum models, even without having
any prior knowledge of the target model.

We also report the classification accuracy for both datasets
under FGSM attack in the Supplemental Material (see
Fig. S1 [34]). Under FGSM attacks, the model’s robustness
deteriorates like PGD attacks, highlighting its susceptibility
to adversarial perturbations. The reconstruction accuracy,
measured as the classifier’s performance on autoencoder-
reconstructed images, remains significantly higher than on
adversarial examples. At strength ¢ = 0.3, where adversarial
noise is at its peak, the classifier’s accuracy on adversarial
images drops to 0% for both MNIST and FMNIST datasets
in white-box settings. However, after passing through the
autoencoder, the classification accuracy is substantially
recovered to 80% for MNIST and 65% for FMNIST. By im-
plementing a quantum-classical defense framework on widely
used full-scale benchmarks (MNIST and Fashion-MNIST)
under two attack types, single-step and iterative, our work
provides demonstration that scalable defenses are possible in

QML research. The attacks used in this work are not arbitrary,
but widely adopted as standard, strong first-order adversarial
benchmarks in both classical and quantum adversarial ML re-
search. Demonstrating robustness under both attacks already
suggests generalization capability of the model beyond a
single attack formulation. However, we leave this systematic
evaluation of the generalization capability as future research
direction.

The proposed QVC-CED approach of mitigating adversar-
ial noise plays a significant role in enhancing the performance
and reliability of quantum classifier. While quantum attacks
expose the vulnerabilities of quantum classifiers, the classi-
cal autoencoder effectively mitigates these threats even under
strong attack scenarios, reinforcing model reliability. We note
that our work has not considered the impact of hardware
noise, which is present in the current generation of quan-
tum processors and therefore is aimed for the fault-tolerant
quantum computing regime. The adversarial attacks investi-
gated in our work are based on standard classical PGD and
FGSM strategies implemented through quantum variational
circuits. In future, it would be interesting to develop attack
strategies that are based on quantum principles, which is still
an open research question. Finally, another interesting line
of research will be to integrate our encoder/decoder frame-
work with quantum machine learning architectures beyond
variational approaches such as quantum convolutional neural
networks [39] and nonunitary approaches [40]. Nevertheless,
the successful integration of classical denoising techniques
with quantum classifiers reported in this work demonstrates
the potential for hybrid quantum-classical architecture that
leverage the strengths of both paradigms. Such methods open
up possibilities for developing more robust QML models for
real-world deployment where adversarial security is a critical
concern.
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