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Optimization of quantum-repeater networks using stochastic automatic differentiation
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Quantum repeaters are envisioned to enable long-distance entanglement distribution. Analysis of quantum-
repeater networks could hasten their realization by informing design decisions and research priorities.
Determining derivatives of network properties is crucial toward that end, facilitating optimizations and revealing
parameter sensitivity. Doing so, however, is difficult because the networks are discretely random. Here we use
a recently developed technique, stochastic automatic differentiation, to automatically extract derivatives from
discrete Monte Carlo simulations of repeater networks. With these derivatives, we optimize rate-fidelity tradeoffs
in a repeater chain, determine the chain’s sensitivity with respect to the coherence times of different nodes, and
finally choose the locations of quantum repeaters in a two-dimensional plane to optimize the guaranteed quality
of service between four end nodes. In particular, the technique enabled us to discover how the best achievable

quality of service, the minimal number of repeaters required to improve a network, and the number of repeaters
required to saturate the network scale with the physical size of the network.
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I. INTRODUCTION

Future quantum networks promise to distribute quantum
entanglement between their end nodes. This entanglement
can be used for a myriad of applications, such as secure
communication through quantum-key distribution [1-3], se-
cure delegated quantum computing [4—6], distributed sensing
[7,8], clock synchronization [9], and distributed quantum
computing [10-12]. Large-scale quantum networks, and even-
tually a quantum internet [13], are envisioned to use auxiliary
nodes called quantum repeaters to create entanglement be-
tween distant end nodes [14-18]. Recent breakthroughs
include the operation of the first three-node quantum net-
work [19], heralded entanglement generation over deployed
fiber at metropolitan distances [20,21], and proof-of-principle
quantum-repeater experiments [22,23]. However, realizing
practical quantum networks is still a major challenge, re-
quiring developments in physics, engineering, and computer
science.

Theoretical analysis of quantum networks is crucial to
their speedy development. Important questions include how
to design network protocols that alleviate hardware require-
ments [24-33], what hardware improvements are the most
crucial [34-38], and how best to allocate resources in a net-
work [28,33,35,39-51]. When addressing such questions it
is useful to calculate derivatives of network properties. For
instance, knowing the derivative of a performance benchmark
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with respect to the parameters of a network protocol can
enable the optimal configuration of that protocol using a
gradient-descent algorithm. Moreover, how “crucial” a hard-
ware improvement is can be quantified using the derivative
of performance benchmarks with respect to hardware pa-
rameters. When analytical expressions are available, standard
differentiation techniques such as symbolic differentiation can
be used. However, due to the probabilistic nature of quantum
processes, quantum networks display complicated discrete
random behavior that is difficult to capture in analytical mod-
els except in specific or idealized scenarios [47,52-58]. For
this reason, many studies of quantum networks have turned to
numerical Monte Carlo simulations. Particularly popular are
discrete-event simulators [59-63].

A popular method for obtaining nonsymbolic derivatives is
numerical differentiation, particularly finite differences [64].
This method, which we discuss in more detail in Sec. IV A,
provides an unbiased estimator of the derivative only in a limit
when the variance diverges. Roughly speaking, one obtains
either inaccurate results with small error bars (precise), or ac-
curate results with large error bars (imprecise). A slew of more
modern methods has been developed [65-75]. However, when
the Monte Carlo simulation involves discrete randomness,
they all either introduce biases or have large variances. This
is problematic as quantum networks are discretely random.
Recently, however, a new method has been developed that
we will refer to here as stochastic automatic differentiation
(stochastic AD) [76]. If a computer program samples the (dis-
crete) random variable X (p), then stochastic AD can be used
to construct another computer program that samples X'(p)
such that

dE[X (p)]

ElX'(p)] = dp

) ey
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where the variance of X’(p) is bounded. Roughly speaking,
stochastic AD achieves this feat by not estimating the value
of E[X(p+ ¢)] and E[X(p)] independently, as one would
do in finite differences, but instead uses shared randomness
between the two evaluations. Moreover, the programs created
by stochastic AD are composable, meaning that when a ran-
dom variable X (p) is a function of random variables X;(p)
and X,(p), a program that samples X’(p) can be constructed
from programs that sample X{(p) and X;(p). This enables the
technique to be used as a form of AD. While AD is a well
established technique, traditional versions of AD either do not
work or are inefficient in the context of discrete randomness,
which is crucial for simulations of quantum networks. We will
further explain AD and stochastic AD in Sec. II.

Being able to calculate derivatives for discrete random
variables is particularly important in quantum mechanics,
as any measurement in a finite-dimensional Hilbert space is
discretely random. Using AD to differentiate through dis-
cretely random quantum evolution has been done before in
the context of model-aware reinforcement learning, using the
REINFORCE gradient estimator [74]. Examples include re-
inforcement learning for optimal control of quantum systems
[77] and for quantum metrology [78,79]. While REINFORCE
is general purpose and unbiased, it is known for having a
large variance, which often necessitates using tricks for vari-
ance reduction. In contrast, stochastic AD, which we use in
this paper, does not require such tricks and provides a much
smaller variance. A comparison between REINFORCE and
stochastic AD for a discrete random walk is included in Ref.
[76], demonstrating that stochastic AD provides a signifi-
cantly smaller variance even when variance-reduction tricks
are used for REINFORCE. To the best of our knowledge,
AD has never been used in any form to differentiate through
the dynamics of quantum-repeater networks. In this paper, we
apply stochastic AD to obtain derivatives from Monte Carlo
simulations of quantum-repeater networks and demonstrate
how this enables their optimization and analysis.

This paper is structured as follows. First, in Sec. II, we
further explain what (stochastic) AD is and how it works.
We remark though that understanding stochastic AD is not
needed to understand the results obtained using stochastic
AD. In Sec. III, we explain the quantum-network model
that is employed throughout the rest of the paper. Then, in
Sec. IV, we give four different demonstrations of the useful-
ness of stochastic AD for quantum networks. In Sec. IV A,
we explicitly compare stochastic AD to finite differences. In
Sec. IV B, we use gradient descent enabled by stochastic AD
to optimize rate-fidelity tradeoffs on the elementary links of a
quantum-repeater chain. In Sec. IV C, we perform a sensitivity
analysis with respect to the coherence times at the different
nodes in the same repeater chain. Finally, we present our most
extensive result in Sec. IV D, where we investigate the optimal
placement of quantum repeaters in a 2D plane.

II. (STOCHASTIC) AUTOMATIC DIFFERENTIATION

AD is a technique that goes back to the 1950s [80] and the
1960s [81] that is nowadays particularly popular in the context
of machine learning [82]. Computer programs usually evalu-
ate functions by composing simpler programs that evaluate

simpler functions, e.g., f(x) = g(h(x), k(x)). For determinis-
tic functions, the derivative of the larger function can itself
be written as a composition of the derivatives of the smaller
functions using the chain rule, e.g.,

df d0gdh dgdk

dx  dhdx = dkdx
In practice, every program is eventually composed of only
a relatively small number of programs that evaluate simple
functions (e.g., addition and multiplication), and hence by
only writing programs that evaluate the derivatives of those
simple functions and teaching a computer about composabil-
ity, every program can be “automatically” differentiated. The
two main types of AD are forward accumulation and back-
ward accumulation. These differ in the order in which the
different functions in the composition are evaluated; forward
accumulation starts at the top function and works its way
down, while backward accumulation starts at the lowest-level
functions and works its way to the top. If f is a func-
tion R" — R™, then forward accumulation is more efficient
for n < m while backward accumulation is more efficient
forn > m.

Perhaps the simplest form of forward accumulation is
based on dual numbers of the type x + de, where x and §
are real numbers and € can be thought of as an infinitesimal
perturbation that has the special property €2 = 0 [82]. When
feeding such a number into a function f(x), it follows from
the Taylor expansion of f that

fx+38€e) = f(x) + f'(x)de. 3

Forward accumulation can be implemented by creating a
special data structure that represents a dual number and spec-
ifying how simple functions should act on dual numbers so
that they adhere to the above relation correctly. Then, the
derivative f’(x) is found for any function f(x) that is com-
posed of those simple functions by evaluating f(x 4 €) and
extracting the coefficient in front of €.

Stochastic AD [76] works by generalizing dual numbers to
stochastic triples of the form

(@)

X + 8¢ 4+ (A with probability we). “4)

Instead of having just a smooth, infinitesimal perturbation
Je, it also contains a discrete perturbation of finite size that
only occurs with infinitesimal probability. Now, let Cx(p)
be a computer program that samples the random variable
X (p). Then, the program can be implemented such that
Cx(p+ €) randomly returns a stochastic triple x + de +
(A with probability we), where x, §, A and w are random
variables that may be strongly correlated and have the proper-
ties X (p) = x and

X'(p) =8+ wA, &)

such that X’(p) satisfies Eq. (1) and has bounded variance.
Hence, the derivative of E[X(p)] can be estimated without
bias and without diverging error bar by executing Cx(p + €)
several times, calculating § + wA for each obtained sample,
and then taking the average of that quantity. If it has been
correctly implemented how to sample C,,(p 4 €) for some
simple random variables x; (e.g., geometric and binomial) and
how simple deterministic functions should act on stochastic
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triples, then Cx (p + €) can be sampled automatically for any
X that is composed of those simple random variables and
deterministic functions. Stochastic AD has been implemented
as a library in the Julia programming language under the
name StochasticAD.jl [83], which is what we use to obtain
derivatives from quantum-network simulations.

III. MODEL FOR QUANTUM REPEATERS

In this paper, we study quantum networks in which
end nodes perform an entanglement-based quantum-key-
distribution protocol known as BBM92 [1], facilitated by
quantum repeaters. If the quantum network is a repeater chain,
then the repeaters execute a swap-ASAP protocol (defined be-
low) to create entanglement between the end nodes. After end-
to-end entanglement has been achieved, both end nodes mea-
sure their qubits in either the Pauli X or Z basis according to
BBMO2 to produce a secret key. If the quantum network is not
a repeater chain, then we will assume that a pair of end nodes
that wants to produce a secret key reserves a path through
the network to effectively create a repeater chain again (see
Sec. IVD). Entanglement generation between neighboring
nodes in a repeater chain is a discrete random process; the
number of attempts required to obtain a single success is
geometrically distributed. Therefore, it would be very difficult
to obtain derivatives (e.g., of the rate at which a secret key
can be created as a function of the repeater positions) from
a typical Monte Carlo simulation of such a repeater chain.
Using stochastic AD, however, we can obtain derivatives and
perform gradient-based optimizations with ease, as demon-
strated in Sec. IV. In the rest of this section, we describe our
model for quantum-repeater chains in more detail.

Each pair of neighboring nodes in the chain is connected by
an elementary link that can be used to generate elementary-
link entanglement. In a chain of N nodes (of which N — 2
are repeaters), there are N — 1 elementary links. Generating
elementary-link entanglement is a sequence of probabilistic
attempts. Each attempt at elementary link i succeeds only with
probability p; and takes an amount of time Az;. We assume
that the attempt duration is limited by the transmission of
optical pulses through fiber, giving

L;
At = —, (6)
¢

where L; is the length of elementary link i and c¢ is the
speed of light in fiber, which we assume to equal 200000
km/s (approximately two thirds the speed of light in vacuum).
When an attempt is successful, at the end of the correspond-
ing time slot, the two-qubit state p; is created between the
two nodes. Ideally this is the Bell state, p; = |¢T) (¢™| with
lpT) = \/%(|OO) + |11)), but more realistically there will be
noise and p; will be some mixed state instead. We here assume
all elementary-link states are Werner states [17,84] of the form

1
pi=wi|¢T) (¢TI + (1 - wi) 7 (N

where w; is the Werner parameter of elementary link i. The
fidelity of elementary link 7 is given by

1+3w,~

Fi=(¢"lpil¢") = 7

®)

We note that a Werner state can be thought of as the result
of depolarizing noise on a perfect Bell state. This model has
been chosen for its conceptual simplicity, as the contribution
of this paper lies in the application of stochastic AD and not
in the specific repeater model.

When a repeater has successfully generated entanglement
with one neighbor but not the other, it will store its entan-
gled qubit in quantum memory while continuing attempts at
entanglement generation with the other neighbor. We assume
each repeater has only a single qubit per elementary link,
so the elementary link on which entanglement has already
been generated falls idle. If qubit k is stored at node n with
coherence time 7,, for an amount of time ¢, then we assume it
undergoes depolarizing noise according to

1 t ]l
p'—>e_f7p+(1—e_ﬁ)§ ® Trip, 9

where Try is the partial trace over qubit k. We note that in
the Werner-state model, this effectively evolves the Werner
parameter of the two-qubit state that qubit k is a part of as

w; > e T w;. (10)

Then, as soon as the second elementary link succeeds, the
swap-ASAP protocol prescribes that the repeater immediately
performs entanglement swapping [29,34,43,52,53,59,85]. En-
tanglement swapping is a measurement in the Bell basis
followed by single-qubit corrections that combines two entan-
gled states into a longer-distance entangled state [86]. If the
repeater shares Werner states with nodes A and B with param-
eters wy and wp, respectively, then entanglement swapping
results in a Werner state with parameter w = w wp shared
between nodes A and B, and an empty register at the repeater.
When every repeater has performed entanglement swapping,
the end nodes of the repeater chain will hold an entangled
state. To keep the model simple it does not include classical
communication between nodes, for example, to inform end
nodes that entanglement swapping has taken place.

Here, we discern two different variations of the swap-
ASAP protocol. First, there is the single-shot protocol. In
this protocol, each repeater remains idle after entanglement
swapping until end-to-end entanglement has been success-
fully created. Only then are the elementary links restarted, and
the next round of entanglement commences with a clean slate.
Second, there is the multishot or concurrent protocol. In this
protocol, elementary links are restarted as soon as possible
and repeaters keep swapping as soon as possible. It can then
happen that one repeater has already performed entanglement
swapping twice before even the first end-to-end state has been
created, as perhaps the elementary links that connect that
repeater are very fast while there is another elementary link
elsewhere in the chain that is very slow. While the multishot
protocol may seem to make more efficient use of resources, it
may be susceptible to congestion and lead to increased qubit
storage times and hence noise. One could potentially use cut-
off mechanisms [31,47,87] to protect against this noise, but we
do not consider such mechanisms here (see Sec. V for further
discussion). We point out that while the single-shot protocol
has been extensively studied and even analytical results have
been obtained for the behavior of such chains [52,53], we
are not aware of any such results for the multishot protocol.
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Throughout the rest of the paper, unless stated otherwise, we
consider the multishot protocol as it allows us to demonstrate
stochastic AD in a regime that is currently not analytically
tractable. For both the single-shot and multishot protocol, it
is difficult to obtain derivatives from a typical Monte Carlo
simulation without stochastic AD.

Finally, an end-to-end entangled state is created a time Tqy,
after the previous state and with Werner parameter w. Using
the BBM92 protocol for quantum-key distribution [1], the
states can be used to distribute a secret key between the end
nodes. Asymptotically the secret-key rate (SKR), which is the
average number of secret bits shared per time unit, is given
by [88]

SKR =

max(1 — 2h(QBER), 0), an
ent

where h(x) = —xlog,(x) — (1 —x)log,(1 — x) is the binary
entropy function. The quantum-bit error rate (QBER) is the
probability that two Pauli measurements that ideally would be
correlated give different results, and is given by

QBER = % 12)
for Werner states. The secret-key rate then allows us to com-
bine the rate of entanglement distribution and the quality of
entangled states into a single assessment of the utility of the
repeater chain.

To estimate the secret-key rate, we have developed the
open-source Julia package QuantumNetworkRecipes.jl [89].
We use this package to run simple Monte Carlo simulations
in which the number of attempts required for each elementary
link to succeed is determined by sampling geometric distri-
butions. T¢y is then sampled by calculating the time when
all required elementary-link states are in place and the last
entanglement swap can be performed. The final Werner pa-
rameter w, however, is sampled by calculating qubit storage
times from the differences between the times when adjacent
elementary links are successful. The simulations have been
set up to be compatible with stochastic AD as implemented
in StochasticAD.jl [83] and hence can be used to not only
estimate E[7:,] and E[w] but also their derivatives. These es-
timates can then in turn be used to estimate the secret-key rate
and its derivative. This allows us not only to perform gradient-
based optimization techniques (see Secs. IVA, IV B, and
IV D), but also to perform sensitivity analysis (see Sec. IV C).
In Appendix A we evaluate the computational cost of applying
stochastic AD to the simulations.

IV. RESULTS

In this section, we demonstrate the usefulness of stochas-
tic AD to study and optimize quantum networks. First, in
Sec. IV A, we compare stochastic AD to finite differences.
Then, in Sec. IVB, we optimize the secret-key rate of a
repeater chain by tuning the rate-fidelity tradeoffs of the ele-
mentary links. In Sec. IV C, we perform a sensitivity analysis
to identify the most crucial coherence times in that same re-
peater chain. Finally, in Sec. IV D, we optimize the placement
of quantum repeaters in a 2D plane to get the best guaranteed
quality of service between four end nodes.

A. Comparison to finite differences

To demonstrate the advantages of using stochastic AD to
extract derivatives from Monte Carlo simulations of quantum
networks, we here compare it to finite differences. Finite dif-
ferences defines three basic types of derivative estimators: the
forward difference, the backward difference, and the central
difference. The central difference of a function f(x) approxi-
mates its derivative as

fe+3€) = flx = 5¢)

€

floo~ (13)
for some value of €. The forward difference and backward
difference are defined similarly, but with the function argu-
ments shifted by %e forwards and backwards, respectively.
The standard error in the central difference is given by

1
m\/Af(er L)’ 4 As(x— Le)?, (14)

where Af(x) is the standard error in the evaluation of f at
value x. This, then, poses a problem: the estimator will only
be unbiased (i.e., converge to the true value of the derivative)
in the limit ¢ — 0. But in that same limit, the standard error
diverges. The same problem holds for the forward difference
and the backward difference. Therefore, when using finite
differences, one has to compromise between accuracy and
precision by choosing a suitable finite value for €. In contrast,
when using stochastic AD, the estimator is always unbiased
and has a bounded standard error.

To illustrate this point, we compare the derivative of the
secret-key rate [defined in Eq. (11)] with respect to the po-
sition of a quantum repeater that is placed between two end
nodes separated by 100 km using both stochastic AD and fi-
nite differences. Specifically, we compare stochastic AD to the
central difference, as we found it is more accurate here than
the forward and backward differences. We assume both ele-
mentary links create perfectly entangled states (F} = F, = 1)
and each node has a coherence time of 7 = 1>, = T3 = 0.13s.
Moreover, the success probability for elementary link i with
length L; is

pi = 107104, (15)

Here, y;, = 0.2km™!, corresponding to 0.2 dB/km attenua-
tion losses for the first elementary link, and y, = 0.6 km™!,
corresponding to 0.6 dB/km for the second. Of particular
interest is finding the repeater location that optimizes the
secret-key rate. Because the two different elementary links
have different attenuation coefficients, the optimal position
will not be in the center, providing a simple but nontrivial
(if somewhat contrived) optimization problem. The optimal
position can be found by identifying where the derivative is
Zero.

The comparison is shown in Fig. 1. For finite differences,
it can be seen that choosing a small value for € makes it very
hard to pinpoint the exact zero of the function due to the large
error bars. However, a large value of € results in a sharply
defined line, but it is zero over a range of more than 2 km
leaving the exact optimum again ambiguous. In general, finite
differences becomes unreliable when a function has important
features at a scale that is similar to or smaller than €. A good
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FIG. 1. Comparison between stochastic AD and finite differ-
ences. Shown are the secret-key rate [SKR, defined in Eq. (11)] and
its derivative over 100 km using a quantum repeater with a coherence
time of 0.13 s that suffers 0.2 dB/km attenuation losses on one side
and 0.6 dB/km on the other, as a function of the repeater’s position.
Each data point for the secret-key rate and its derivative is based on
107 and 10* samples, respectively. Shaded regions indicate standard
errors.

compromise requires choosing a suitable value for €, which
may be different not only per function but also per region of
the same function, and also depends on the number of samples
taken for each data point. While choosing a good € heuristi-
cally could perhaps be feasible in this pedagogical example,
that is not typically true for complicated high-dimensional
functions. In contrast, stochastic AD provides an unbiased
value of the derivative with a relatively small standard error
without the need for finetuning a tradeoff, making it easy to
identify the optimum for any function.

B. Optimizing a repeater chain

Quantum networks typically have tunable parameters that
control tradeoffs between the rate at which entangled states
are produced, and their fidelity. Examples of such parameters
are the bright-state parameter in single-click entanglement
generation [19,21,90-92] (discussed below), the time window
for photon detection [21,93-95], the coincidence time win-
dow for double-click entanglement generation [34,93,94], the
mean photon number of pulses used to drive SPDC sources
[20,96] and cutoff times that determine how much decoher-
ence entangled states are allowed to suffer before they are
discarded [19,23,30,31,47,87]. To get the best performance
out of a network, or to reduce the hardware requirements
for making the network feasible in the first place, it is im-
portant to determine the best values of these parameters for
particular quantum-network applications. This can be phrased
as the problem of optimizing a network utility function. In
this section, we use stochastic AD to solve such optimization
problems.

For concreteness, in this section, we optimize the bright-
state parameter of single-click entanglement generation.
When entanglement is generated using the single-click pro-

tocol, emitters at both nodes sharing the elementary link are
prepared in the state

V1=« |dark) + +/a |bright) , (16)

where « is the bright-state parameter. After that the emitter
is excited, resulting in photon emission only if the emitter is
in the bright state, thereby creating entanglement between the
emitter and the absence/presence of a photon. Photons emitted
by both nodes are then directed to a midpoint station where an
entangling measurement is performed that effectively counts
the total number of photons that arrive. If only a single pho-
ton is measured, in the absence of photon loss, then this
projects the emitters on one of the states \%ﬂbright, dark) +

|dark, bright)). However, when two photons are emitted but
one is lost, this will also result in only a single photon being
measured, and hence the entanglement will be noisy. The
noise can be suppressed by making o« small, but this comes
at the cost of a reduced success rate. Hence, it tunes a tradeoff
between rate and fidelity.

Using the repeater-chain model introduced in Sec. III, we
here address the problem of choosing the bright-state pa-
rameters for each of the N — 1 elementary links such that
the secret-key rate, defined in Eq. (11), is optimized. A
simplified version of this optimization was phrased as a math-
ematical program by Vardoyan et al. [25] that allows for
convex optimization for a specific class of utility functions,
a class that was extended further in Ref. [97]. Optimization
of bright-state parameters under more complicated conditions
was performed using genetic algorithms in Refs. [34,38]. Here
we follow Vardoyan et al. by making the typical simplify-
ing assumption that each elementary link produces Werner
states. In particular, when «; is the bright-state parameter of
elementary link i, states on that link are created with Werner
parameter

w; = 1-— %oe,- (17)

and with success probability
pi = 20;107 10k, (18)

where we assume y = 0.2km ™! (corresponding to 0.2 dB/km
attenuation losses) and L; is the length. Unlike Vardoyan et al.
though, we consider a dynamical model of the repeater chain
where each node only has a single qubit per elementary link
and qubits undergo decoherence while waiting for entangle-
ment swapping, which greatly complicates determining the
end-to-end rate and state.

Here, we optimize the bright-state parameters of the asym-
metric repeater chain displayed in Fig. 2(d), where the
coherence time of every node is 7, = 10s. We use the Monte
Carlo simulation described in Sec. III to estimate the secret-
key rate as a function of the bright-state parameters, and we
use stochastic AD to estimate its derivatives. First, we set
all five bright-state parameters to be equal and estimate their
optimal value using a linear fit of the derivative, as shown
in Fig. 2(a). Then we use a gradient-descent algorithm with
momentum called Adam [98] to optimize over the full five-
dimensional space, using the optimal value when they are all
the same as the initial guess. As shown in Fig. 2(b), optimiz-
ing the five bright-state parameters individually leads to very
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FIG. 2. Optimization and sensitivity analysis of a repeater chain. (a) The optimal value of the bright-state parameter () in case the same
value is used for every elementary link is determined using a linear fit. The secret-key rate [SKR, defined in Eq. (11)] is estimated using 10°
samples per data point for illustration and the derivative is estimated using 10* samples for each of the 30 data points to determine the fit.
(b) Gradient descent is used to optimize the bright-state parameters of the five elementary links individually, using 100 total iterations of 10*
samples each. The solution found at (a) is used as the initial guess. The secret-key rate is estimated after the optimization finishes, with the
shaded region indicating the standard error. (c) The sensitivity of the secret-key rate with respect to the coherence times of the six different
nodes in the chain when using the optimal values of the bright-state parameters, for both the multishot and single-shot entanglement-generation
protocols. The derivatives are estimated using 103 samples each. Standard errors are all smaller than 10~* Hz/s and are not shown. (d) The
repeater-chain setup, with optimal bright-state parameters and coherence-time sensitivities inscribed.

different values for each of them, allowing the secret-key rate
to be doubled from ~1Hz to ~2Hz compared to using the
same value for all. The full two-step optimization took less
than a minute using a single core of an Intel 7 13th-generation
processor. Further optimization results and an investigation of
how the results would change if the single-shot protocol was
used instead, can be found in Appendix B.

C. Sensitivity analysis

The derivatives obtainable through stochastic AD are use-
ful beyond just optimization. In particular, they can be used
to perform sensitivity analysis. If a parameter is changed a
little bit, then how will that affect the network as a whole?
Sensitivity analysis can be used to identify the most crucial
hardware parameters in which to invest during research and
development. Moreover, when deploying a quantum network,
sensitivity analysis can help decide how much to spend on
each individual component. For instance, if there are only
enough funds for one top-of-the-line quantum repeater while
all other repeaters must be older models, then at which net-
work node should it be placed? Finally, sensitivity analysis
can also be used to identify how often different network com-
ponents should be scheduled for maintenance. Components
associated with parameters that the network is insensitive to
can be allowed to deteriorate a bit, while other components
may need to be kept in mint condition.

Here, we revisit the repeater chain studied in Sec. IV B and
determine the derivatives of the secret-key rate with respect
to the coherence times of the different nodes in the network.
The results can be seen in Fig. 2(c) for both the multishot
protocol that is used throughout the rest of the paper and the
single-shot protocol (see Sec. III for details). In both cases, the

bright-state parameters are set to the values that were found
to be optimal for that particular protocol. For the optimized
parameters of the single-shot protocol, see Appendix B. For
the multishot case, we see that the sensitivity is almost the
same for all nodes except the rightmost end node (node 6),
which has a smaller sensitivity. However, for the single-shot
case, there are much larger differences in the sensitivities.
This demonstrates that the relative importance of the different
hardware parameters can be highly dependent on the exact
network protocol that is executed. In the single-shot case, we
see that if some of the quantum memories could be upgraded,
then node 1 would be first in line while node 4 would be
last. Moreover, if maintenance is required to counteract drift
or degradation of the coherence time [99—102], then node 1
would probably require service more often than node 4. This is
yet another example of an important result for the engineering
of quantum-repeater networks that would have been difficult
to obtain reliably without stochastic AD.

D. Repeater placement

As our final and most complex example of stochastic AD,
we apply it to the design of quantum-repeater networks. In
particular, we consider the following question: Given a set
of end nodes that wish to perform quantum communication,
how should quantum repeaters and connections between them
be allocated? In case there are two end nodes, the problem
reduces to choosing how many repeaters should be placed
and how they should be spaced [28,33,35,43-50]. Repeater
allocation with more than two end nodes was first studied
in Ref. [39], where the problem was formulated as choosing
repeater locations and optical fibers from some preexisting
infrastructure such that minimal performance requirements
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are satisfied and the total network cost (i.e., the number
of repeaters) is minimized. Heuristics for solving a slightly
modified version of this formulation were proposed in Refs.
[40,42]. In Ref. [41] a similar problem was considered, where
instead a network utility function is maximized while the total
number of repeaters is constrained.

Here, we consider a different formulation of the repeater-
allocation problem that we refer to as the greenfield scenario.
Instead of being limited to preexisting infrastructure, repeaters
can be placed anywhere in a two-dimensional Euclidean
space, and elementary links between any two nodes can be
established with a length that is equal to the distance between
the two nodes. Just as in the first formulation, one can ei-
ther minimize the cost subject to a performance constraint
as in Ref. [39] or maximize the performance subject to a
cost constraint as in Ref. [41]. Here we take the second ap-
proach, as it will allow us to study explicitly the effect of the
number of repeaters on the network performance. We observe
interesting behavior where the minimum number of repeaters
required to improve network performance and the number of
repeaters at which the network becomes saturated both scale
approximately linearly with the physical size of the network.
This result was only made possible by stochastic AD, allowing
us to apply gradient-based optimization techniques to Monte
Carlo simulations of quantum networks.

While many future quantum networks may be built on
top of existing infrastructure to limit costs, the greenfield
scenario is the more relevant formulation when no such pre-
existing infrastructure is available, as might, for example, be
the case when constructing sensor networks in remote places
[7,8,103—110]. Moreover, the greenfield scenario is also appli-
cable to mobile repeater nodes that communicate through line-
of-sight free-space links and that can be freely (re)configured,
e.g., networks of drones [111-113], balloons [114], ships
[115,116], submarines [117], or satellites [111,118-120]. Fi-
nally, solving repeater allocation in the greenfield scenario
can also be useful when building networks using existing
infrastructure. The greenfield scenario reveals the ultimate
performance limit for a given number of repeaters, providing
a benchmark against which to judge how limiting a set of
restrictions is. Moreover, the optimization problem is NP-hard
on existing infrastructure [39,42]; solutions from the green-
field scenario could potentially serve to construct heuristics
for optimizing repeater allocation on preexisting infrastruc-
ture.

As the network utility function that we optimize the re-
peater placement for, we choose the guaranteed minimal
quality of service the network can offer to its users in terms
of the secret-key rate [see Eq. (11)]. Writing SKR; ; for the
secret-key rate corresponding to the single best path between
end nodes i and j, the network utility SKR;, is given by

SKRpyi, = min{SKR; }. (19)
LJ

Note that this choice for the network utility does not account
for the possibility of conflicting paths in the network; it is the
minimal guaranteed secret-key rate in case only one pair of
end nodes utilizes the network at the same time. We focus
specifically on the placement of N quantum repeaters that
need to connect four end nodes that are positioned on the

vertices of a square with edges of length D. Below, we will
investigate the effects of N and D on the solutions. For our
model (described in Sec. III), we assume the success proba-
bility for elementary link i of length L; is

pi = 1071k (20)

with y again 0.2km™', corresponding to 0.2 dB/km atten-
uation losses. Furthermore, we assume F; = 0.99 for the
elementary-link fidelity of each link and 7, = 10s for the
coherence time of each node.

To perform the optimization, we apply a gradient-descent
algorithm that incorporates elements of simulated anneal-
ing [121]. In each iteration, a pathfinding algorithm is used
to identify the best path for each pair of end nodes (see
Appendix C for more details). Stochastic AD is then applied
to the worst of all the best paths to determine the derivative of
SKR,i, with respect to the x and y coordinates of all repeater
nodes in the network. For the next iteration, the nodes are
displaced in accordance with the Adam gradient-descent algo-
rithm [98]. However, the learning rate of the algorithm, as well
as the accuracy with which the derivative is determined, are
controlled by a temperature parameter (see Appendix D for
more details). The temperature starts at a high value, result-
ing in repeater nodes that undergo large and mostly random
displacements. Then, according to an exponential schedule,
the temperature is reduced epoch-by-epoch, until only small
steps precisely in the direction of the nearest local optimum
are taken. The goal of this method is to allow exploration
of the parameter space and avoid directly getting stuck in
the nearest local optimum, while still enabling good exploita-
tion of the final solution that is found. This is a random
method with no guarantee of finding the global optimum; for
each value of N and D, we perform the optimization many
times (at least 25, on average approximately 47) and only
report the best solution. We have developed the open-source
Julia package RepeaterPlacement.jl [122] to perform these
optimizations.

For examples of optimization solutions, see Fig. 3. One
notable feature of these solutions is that they spontaneously
break the symmetry of the underlying problem. That is, the
repeaters do not always inherit the symmetry of the end nodes,
which is the symmetry of the square. In particular, it appears
that while the reflection symmetries remain intact, rotations
by multiples of 90° are sometimes broken. This implies a solu-
tion that is degenerate, as the utility function is invariant under
these transformations. This is indeed reflected in the output of
the optimizer, which randomly returns one of the degenerate
solutions. More examples can be found in Appendix E.

In Fig. 4, we show the optimal value of SKR;;, that was
found for N =0, 1, 2, ..., 40 for fixed D = 300 km. Similar
figures for different values of D can be found in Appendix E.
There are three numbers of interest that we extract from such
figures. Firstly, it can be seen that for small values of N,
the secret-key rate is close to zero and is not improved by
adding more repeaters. The reason for this is that when the
elementary links of the potential network paths are too long,
it is better to perform direct entanglement generation between
end nodes than to use repeaters. When using repeaters, the
memory decoherence will be so large that the noise in the final
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FIG. 3. Examples of solutions for the optimization of repeater
locations. End nodes (blue squares) form a square with edges of
length D = 300 km. The total numbers of repeaters (orange circles)
are N =4,5,6,7.

states exceeds what is tolerated by the BBM92 protocol. In
contrast, when using direct transmission there is no memory
decoherence, and a nonzero though very small key rate is
possible (e.g., SKRyin & 7 x 10~7 for D = 300km and N =
0, 1, 2, 3). Only at some point does adding repeaters improve
network performance. We define this point as the minimal
number of repeaters:

Niin(D) = min{N [SKRpin(D, N) > SKRuin(D, 0)}.  (21)

— N

ceee Suff, &

min

R best

L 1

0 10 20 30 40
number of repeaters (V)

FIG. 4. Dependence of the optimized network utility [SKRp,
defined in Eq. (19)] on the number of repeaters (V). End nodes form a
square with edges of length D = 300 km. Shown are the optimization
results, a fit function as described by Eq. (22), the minimal number
of repeaters [Ny, defined in Eq. (21)], the sufficient number of
repeaters [N, 5, defined in Eq. (23), with § = 0.05], and the best
secret-key rate [SKRye, defined in Eq. (24)]. The error bars in the
data are smaller than the marker size and have been suppressed.

In practice, we determine N, (D) by finding the smallest N
for which SKR,in(D, N) > 1.03 x SKR,in(D, 0), to account
for statistical errors in the estimate of SKR,;,. For example,
Nnin (300 km) = 4, as shown by the orange dashed vertical
line in Fig. 4.

Secondly, we see that for large values of N the secret-key
rate is not improved much by adding more repeaters. The
reason for this is that adding repeaters to a path may improve
the rate of entanglement generation, but because links are only
generated with a fidelity of 0.99 it will come at the cost of
increased error rates. To quantify this, we fit a logistic function
of the type

1 + e*Cz*(N*L@)

F(N) = max ( ° Y 05) (22)

to the data, where the free parameters c¢; are determined
through a least-squares procedure. We then define the suffi-
cient number of repeaters as the smallest value of N that is §
close to the supremum of the fit:

limy—o0 f(M) — f(N)
limy— oo f(M)

Nafr,5(D) = min {N

<5}. (23)

For example, Ny 0.05(300 km) ~ 20.7, as indicated by the
green dotted line in Fig. 4.

Finally, we define the best secret-key rate as the best net-
work utility found for a given value of D (which may not
necessarily be for the largest N due to the random nature of
the optimizations):

SKRpest(D) = max{SKRpin(D, N)}. (24)

For example, SKRyps (300 km) ~ 59 Hz, as shown by the hor-
izontal line in Fig. 4.

To understand how the problem depends on the scale of
the network, we have investigated the dependence of the min-
imum number of repeaters, the sufficient number of repeaters,
and the best secret-key rate on the parameter D. The results
are shown in Fig. 5. It can be seen that the best secret-key
rate falls approximately, but not exactly, exponentially with D.
Approximately one order of magnitude is lost each time D is
increased by 250 km. While thousands of Hz of secret-key rate
are achievable for D = 50 km, not even 10 Hz is achievable
for D = 500 km. For the minimum number of repeaters, we
see that a single repeater is enough to enhance key rates up
to and including D = 200km. From 250 km onwards the
minimum increases approximately linearly with D, on average
by 3 repeaters per 100 km up to 10 repeaters at D = 500 km.
Looking at the sufficient number of repeaters though, we see
that to get close to the best possible secret-key rate more
than 15 repeaters are already required at D = 50km. This
increases approximately linearly by 3.5 repeaters per 100 km
with more than 31 repeaters required at D = 500 km. We note
that while these findings can inform heuristics for determining
how many repeaters to put in a network and where to place
them, our optimization technique can be applied to different
hardware configurations to guide the deployment of specific
quantum networks.
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FIG. 5. Dependence of the best secret-key rate [SKRyey, defined
in Eq. (24)], the minimum number of repeaters [Ny, defined in
Eq. (21)], and the sufficient number of repeaters [Ny, 5, defined in
Eq. (23), with 6 = 0.05 for the middle line, § = 0.02 for the upper
line and 6 = 0.1 for the lower line] on length (D) of the edges of the
square that the end nodes form.

V. CONCLUSION

In this paper, we have demonstrated that stochastic AD
can be used to obtain derivatives in the study of quantum
networks and that these derivatives can consequently be put
to good use. To show that the technique can be utilized toward
the optimal deployment of quantum networks, we have first
tuned rate-fidelity tradeoffs in a repeater chain, demonstrating
an increase of a factor of two in the secret-key rate compared
to what would be obtained in a more naive, one-dimensional
optimization. Second, we have introduced the problem of
choosing repeater locations in a two-dimensional plane.
We have provided explicit solutions, showing where best to
deploy a constrained number of quantum repeaters. Moreover,
we have determined how the best obtainable network utility,
the minimal number of repeaters required to obtain a benefit,
and the number of repeaters at which the network is saturated
scale with the physical dimensions of the network. Addition-
ally, we have performed a sensitivity analysis, demonstrating
how stochastic AD can be used to find the most crucial param-
eters in a network and informing investment decisions on the
levels of research and development, network deployment, and

network operation. All the code used to perform these studies
has been made open source [89,122] and can be reused easily
to study and optimize specific network instances.

The simulations we have used were specifically created to
model the swap-ASAP protocol (see Sec. III) in a way that
is compatible with StochasticAD.jl [83], the Julia implemen-
tation of stochastic AD created by the authors of [76]. An
interesting direction for future research is using stochastic
AD to study more complicated network protocols. To that
end, it would be particularly useful if stochastic AD was
integrated with a general-purpose quantum-network simula-
tor, e.g., Refs. [59-63]. Doing so may prove challenging
though, as stochastic AD is still a somewhat experimental
technique. For instance, we have written our simulation code
[89] such that it can also be used to model certain cutoff pro-
tocols known to alleviate the effects of memory decoherence
[31,47,87] in a way that is compatible with StochasticADjl.
However, we have observed that actually applying stochas-
tic AD to these protocols gives rise to performance issues
and very large variances. These problems are currently not
well understood, and similar problems could very well arise
when integrating stochastic AD with a simulator. Hopefully,
future research will resolve these problems; the authors of
StochasticAD.jl have been made aware, and a minimal work-
ing example based on the cutoff protocol will be used as a
benchmark in future development.

Another direction of future research would be to continue
the study of repeater placement in the greenfield scenario,
i.e., in case repeaters can be freely placed. A straightforward
extension would be to investigate the influence of parameters
other than the scale parameter D and the number of repeaters
N, e.g., one could reproduce Fig. 5 but with the elementary-
link fidelity or coherence time on the x-axis. Other interesting
questions include the following: What is the influence of how
the end nodes are distributed on the optimal repeater locations
and the resulting network performance? Do solutions look
different when another network-utility function is optimized,
for example, based on a multiparty network application such
as conference-key agreement [123,124]? What if a different
repeater protocol or model is used? How can the repeater
locations and network parameters be optimized concurrently,
e.g., the bright-state parameters of single-click entanglement
generation? This last problem may be most natural to formu-
late as a bilevel optimization [125]. Furthermore, we did not
consider the concurrency of network traffic. When taking this
into account, the network’s control-plane protocol that directs
that traffic needs to be considered, potentially also resulting in
a bilevel optimization.
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FIG. 6. Duration of Monte Carlo simulation as a function of the
number of elementary links in a repeater chain. Each elementary link
is 65 km long. Includes both the time required to estimate the secret-
key rate (“primal”) and its derivative (“derivative”), for both the
single-shot and multishot protocols. For each of 1000 different values
of the bright-state parameter (chosen uniformly at random between
0.001 and 0.101), a repeater chain using that bright-state parameter
uniformly for all elementary links is evaluated using 1000 samples.
The derivative is taken with respect to the bright-state parameter. The
total duration is timed and divided by 10007 to determine the time per
sample. Error bars are smaller than the marker size and have been
suppressed.

were developed to make the investigations reported on in
this paper possible, QuantumNetworkRecipes.jl [8§9] and Re-
peaterPlacement.jl [122]. All the code used for this work has
been bundled in a GitHub repository [127], which has been
archived at [128].

APPENDIX A: BENCHMARKING

In this Appendix, we discuss the performance of apply-
ing stochastic AD to our quantum-repeater-chain simulations.
In Fig. 6 the relative performance of evaluating the secret-
key rate and its derivative are shown, both for the multishot
and single-shot cases. We have used the model described in
Sec. III in the case of the single-click protocol described
in Sec. IV B. The performance gap between the primal and
derivative evaluation can be seen to grow with the size of
the repeater chain. For the single-shot case, the gap starts at
a factor of 2.7 for two links and builds up to 3.9 for 25 links.
In the multishot case, the performance gap varies from a factor
of 1.6 to 2.7.

APPENDIX B: REPEATER CHAIN: SINGLE SHOT
AND MULTISHOT

The optimization of the bright-state parameters, as reported
in Sec. IV B, was executed not only for the multishot proto-
col but also for the single-shot protocol (both described in
Sec. III). The single-shot optimization was used to compare
the coherence-time sensitivities between the two protocols
in Fig. 2(c). Here, we further compare the results of these
two optimizations. First of all, we note that the optimized
secret-key rate for the multishot protocol is 2.002 &= 0.001 Hz,

[ multishot
[ single shot

0.03 r

0.01

0.00

entangling rate i [HZz]

1 2 3 4 5
elementary link (7)

FIG. 7. Optimized bright-state parameters («) and corresponding
entangling rates for the repeater chain shown in Fig. 2(d), for both the
single-shot and multishot protocols.

while it is 1.966 % 0.001 for the single-shot case. Hence, the
multishot protocol outperforms the single-shot protocol, but
only by a very small margin. Furthermore, we compare the
optimal bright-state parameters for the two different protocols
in Fig. 7. In this figure, we also compare the corresponding
entangling rates, defined as the success probability divided by
the attempt duration, p;/At;. It can be seen that the optimized
bright-state parameters do not differ much between the two
protocols, suggesting that choosing bright-state parameters by
studying the simpler single-shot protocol could sometimes be
a good approximation to optimize the multishot protocol. It is
remarkable that despite the similarity between the two proto-
cols in secret-key rate and optimal bright-state parameters, the
sensitivity of the secret-key rate with respect to the different
coherence times is quite different between the two protocols,
as shown in Fig. 2(c).

We note that in the chain that we study, links 4 and 5 have
the same length (80 km). A qualitative difference between the
single-shot and multishot protocols is that for the multishot
protocol elementary links 4 and 5 are assigned almost the
same bright-state parameter, while in the single-shot proto-
col link 4 is assigned a larger bright-state parameter than
elementary link 5. To determine whether this points to a
more general difference between the two protocols, we have
also optimized the bright-state parameters for a homogeneous
repeater chain of five elementary links that are each 65 km
long. The results can be found in Fig. 8. It appears that both
protocols divide the elementary links into two groups with
all in the same group being assigned approximately the same
bright-state parameter. Interestingly though, how they are
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FIG. 8. Optimized bright-state parameters («) for a repeater
chain of five links that are each 65 km long.

divided differs between the two protocols. For the single-shot
protocol, the extremal elementary links (1 and 5) are assigned
a smaller value than the links in the interior. This can perhaps
be understood from the fact that the extremal links are less
important to hasten entanglement swapping (and hence reduce
qubit storage times), as they are connected to only a single
repeater as opposed to two. For the multishot protocol, how-
ever, the elementary links are divided in an alternating fashion,
with elementary links 1, 3, and 5 assigned a smaller value
than elementary links 2 and 4. Understanding why this is the
case, or how these patterns depend on the number of repeaters,
is beyond the scope of this paper. We note that the differ-
ence between the bright-state parameters is smaller for the
multishot protocol than for the single-shot protocol. However,
in both the single-shot protocol and the multishot protocol,
using the same bright-state parameter everywhere appears to
be a good approximation of the optimal bright-state parame-
ters. For the single-shot protocol, we found a secret-key rate
of 3.039 £ 0.002 Hz when optimizing bright-state parameters
separately and 3.047 £ 0.002 Hz when optimizing them all in
unison. For the multishot protocol, we found a secret-key rate
of 3.147 £ 0.002 Hz vs 3.143 4 0.002 Hz.

APPENDIX C: PATHFINDING

The runtime of optimizations of the repeater placement,
as discussed in Sec. IV D, is typically dominated by our al-
gorithm for finding the optimal path between each pair of
end nodes as required to evaluate the utility function SKRy;,
defined in Eq. (19). Traditional pathfinding algorithms like
Dijkstra’s cannot be applied to this problem, as the per-path
utility function SKR as defined in Eq. (11) is not isotonic
[129,130]. This means that when there are paths p; and p»,
and paths p} and p) that are obtained by adding some edge ¢
to paths p; and p,, respectively, it is possible that SKR(p;) >
SKR(p,) but SKR(p}) < SKR(p}). A naive solution to find-
ing the best path between nodes s and ¢ is to simply calculate
SKR for all paths between those nodes. However, this is
inefficient as the number of paths scales superexponentially
with the number of repeaters. Instead, we use an algorithm
that gradually builds a list of paths by adding edges step-by-

step to paths originating from s until they reach 7. At each
step, the utility function is evaluated for the partial path. If
the result is worse than the best solution for a path between
s and ¢ found so far, then the partial path is removed from
the list and not further expanded (this can be safely done
because the SKR is monotonic, i.e., adding an extra edge to
a path can never increase the SKR). Moreover, when the opti-
mization algorithm perturbs the node locations and restarts the
pathfinding algorithm, it immediately adds the best path found
at the previous iteration to the list of solutions, bypassing the
gradual construction. While this path may no longer be the
best path as the edge lengths are now different, it will often
still be a good solution, allowing some of the partial paths
to be pruned early on. A second technique we have applied
to some of the optimizations is to only allow for elementary
links of length L < D. In this case, direct connections between
end nodes are not allowed, and the graph that the pathfinding
has to search through is sparser than the complete graph that
corresponds to the unconstrained case. We have found that
combining these two strategies allows us to find solutions in a
reasonable amount of time even when placing 40 repeaters.

APPENDIX D: SIMULATED ANNEALING

To optimize repeater placement as discussed in Sec. IV D,
we have used simulated annealing. There is a temperature
parameter that starts at a high value and is decreased every
epoch. Each of the optimizations reported here consists of
25 epochs, with 15 iterations per epoch. For each iteration
inepochi = 1,2, ..., 25, the used temperature is t = fy * 0.8'.
The value of ¢ty at D = 300km is either 5, 10, or 15, and for
other values of D, these values are changed in a way that
is directly proportional to D. As reported in Sec. IV D, the
temperature is used as the learning rate of the gradient-descent
algorithm; this is the reason why we set #; proportional to
D, as the step size with which the repeaters are displaced
should scale with the distances between the end nodes, as
otherwise the algorithm will place repeater nodes far outside
of the convex hull of the end nodes for small values of D while
they will not be varied significantly enough for large values of
D. Apart from being used as the learning rate, the temperature
affects the optimization in the following ways:

(i) The number of samples taken to estimate the secret-key
rate of each path is set to [30/(1 4 ¢)]. For high temper-
atures the number of samples is then smaller, resulting in
cheaper evaluations and, more importantly, more randomness
and hence more exploration.

(i) The per-path utility function that the network utility
function (SKR,i,) is actually based on is not the secret-key
rate (SKR), but SKR + 0.1 x ¢/E[T.y ], where Tep is the dis-
tribution time as in Eq. (11). Hence, for low temperatures, the
utility function is approximately equal to the secret-key rate.
For higher temperatures this gives an incentive to increase
entangling rates even when the error rates are too high to
generate any key at all, often allowing the optimization to
escape an otherwise barren plateau.

APPENDIX E: MORE REPEATER-PLACEMENT RESULTS

In this Appendix, we show some additional solutions for
the repeater-placement optimization discussed in Sec. IV D.
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FIG. 9. Examples of solutions for the optimization of repeater
locations. End nodes (blue squares) form a square with edges of
length D = 300 km. The total numbers of repeaters (orange circles)
are N = 10, 20, 30, 40. For N = 30, three repeaters have been placed
so far outside of the square that they are not visible in the figure. For
N = 40, this is the case for one repeater.

In Fig. 3, we have shown the best repeater placements we have
found for N = 4,5, 6,7 and D = 300 km. Here, in Fig. 9, we
give some examples of how solutions look for larger values of
N.We observe that as the number of repeaters grows, the solu-
tions become more irregular and less symmetric. This is likely
the case because the optimization problem is more difficult
than for a smaller number of repeaters and hence the opti-
mization has not had the chance to converge as well within the
25 epochs of 15 iterations each. Better results would require
more computational resources or more efficient optimizations
(as discussed in Appendix C, pathfinding is currently the main
bottleneck in the optimizations, especially when the number
of repeaters is large). Moreover, we observe that as N in-
creases, an increasing number of repeaters is not part of any
of the optimal paths between the end nodes. Therefore, the
network utility [SKR,, as defined in Eq. (19)] would not
decrease in case those repeaters were removed. This is in line
with our observation that the utility stops growing with the
number of repeaters for large values of N: at some point,
adding more repeaters does not allow one to increase the
network utility, as introducing them to the paths would reduce
the end-to-end fidelity for only a small gain in entangling rate.

D =50 km

N I ‘ |
0 10 20 30 40

D = 500 km

SKR,,, [HZ]

0 te of ‘ B ‘
0 10 20 30 40
number of repeaters (V)

FIG. 10. Dependence of the guaranteed minimal quality of ser-
vice, SKRy;;, as defined in Eq. (19), on N for D = 50km and
D = 500km. Shown are the optimization results, a fit function as
described by Eq. (22), the minimal number of repeaters [Ny, de-
fined in Eq. (21)], the sufficient number of repeaters (Nyy, 5, defined
in Eq. (23), with § = 0.05), and the best secret-key rate [SKRpe,
defined in Eq. (24)]. The error bars in the data are smaller than the
marker size and have been suppressed.

In Fig. 4 we have shown the dependence of the opti-
mized network utility function SKR;, on the number of
repeaters N for D = 300km. Here, in Fig. 10, we show
what this dependence looks like for a few different values
of D. For D = 500km, while it is clearly visible that the
rate at which SKR i, increases with N slows down for larger
values of N, it still appears to be growing at the largest
value, N = 40. For this reason, the estimates of Ny s and
SKRy.y are perhaps a bit less reliable than those for smaller
values of D, as a significant part of the function may still
be hidden beyond N = 40. Obtaining significant data for
D > 500 km would probably require solving the optimization
for larger values of N, which may become computationally
expensive.
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