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We show that encrypted cloning of unknown quantum states is possible. Any number of encrypted
clones of a qubit can be created through a unitary transformation, and each of the encrypted clones can be
decrypted through a unitary transformation. The decryption of an encrypted clone consumes the decryption
key; i.e., only one decryption is possible, in agreement with the no-cloning theorem. Encrypted cloning
represents a new paradigm that provides a form of redundancy, parallelism, or scalability where direct
duplication is forbidden by the no-cloning theorem. For example, a possible application of encrypted
cloning is to enable encrypted quantum multicloud storage.
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The no-cloning theorem [1,2] shows that it is impossible
to create an identical clone of an unknown quantum state, a
fact that fundamentally limits the processing of quantum
information. The theorem arises from the unitarity of
quantum mechanics and shares a close relationship with
the no-signaling principle [3-6]. The no-cloning theorem
has spurred further related research, such as broadcasting of
mixed states [7], imperfect cloning [8—12], and probabi-
listic cloning [13,14] (see, e.g., Refs. [15,16] for review).
The implications of the no-cloning theorem are far reach-
ing, spanning a wide array of research areas in both
quantum information science and fundamental physics,
including quantum communication [17-21], quantum error
correction [22], quantum cryptography [23-27], quantum
estimation [28,29], and black hole physics [30,31].

In this context, we here show that encrypted cloning of
an unknown quantum state is possible. Crucially, this
protocol generates multiple redundant, indirectly accessible
encrypted copies, rather than multiple simultaneously
accessible identical quantum states, thus strictly adhering
to the no-cloning theorem.
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To this end, we explicitly show that any number n > 1 of
encrypted clones of a qubit A can be produced through a
unitary transformation and that each of the encrypted
clones can be decrypted through a unitary transformation.
The decryption of an encrypted clone consumes the
decryption key; i.e., only one decryption is possible, in
agreement with the no-cloning theorem. The number of
gate operations needed for the encryption and decryption
scales linearly with the number of clones.

The new method of encrypted cloning (see Fig. 1) begins
with the preparation of n pairs of maximally entangled
qubits, (S;,N;), i = 1,...,n, where we will refer to the S;
and N; as signal qubits and noise qubits, respectively. The
method of encrypted cloning then has A interact with all
signal qubits S;,i =1, ...,n, through a unitary operator

Uéﬁi that acts nontrivially only on qubit A and the signal
qubits. Through this encoding operation, complete infor-
mation about qubit A gets imprinted into each of the signal
qubits S;. At the same time, each of these imprints is
encrypted due to the quantum noise in the §; from their
initial maximal entanglement with the N;. We will call the
imprinted signal qubits §; the encrypted clones of the
original state of A.

The noise qubits N;,i = 1, ..., n, do not take part in the

process of encrypted cloning; i.e., Uéﬁi acts as the identity

on the Hilbert space of the N;. Therefore, the N; acquire
neither classical nor quantum information about A. Instead,
the role of the noise qubits is to keep a record of the
quantum noise in the signal qubits so that, together, the set
of all noise qubits N;,i = 1,...,n, forms the encryption
key. By using and thereby consuming this key, any one and
only one of the encrypted clones S; can then be decrypted
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The protocol for n = 2. Qubits whose reduced state is maximally mixed are represented by spheres displaying fluctuations.

The initial maximal mixedness of S; and S5, which stems from their being prepared in Bell states with Ny and N,, respectively, provides
the quantum noise for the encryption. N; and N, keep a record of this quantum noise and can, therefore, later be used to denoise or
decrypt either S; or S,. Crucially, the decryption machine consumes N; and N,, so that only one decryption can be performed.
Therefore, only one unencrypted version of the original state of A can exist at a time, which enables consistency with the no-cloning

theorem.

to reproduce the original state of qubit A. The decryption or
“denoising” of an encrypted clone S is accomplished by a

unitary U, ((12 that acts nontrivially only on S; and the noise

qubits N;,i =1, ..., n, and it reproduces the original state
of qubit A in qubit S.

Example application: Quantum encrypted multicloud
storage—Let us consider a scenario in which the owner
of quantum data requires for security reasons that these data
are stored (a) off site, (b) redundantly in multiple quantum
clouds to protect, e.g., from hardware failures, and
(c) encrypted, with the key kept by the owner on site.

The new method of encrypted cloning can be used for this
purpose. To this end, the owner of a qubit A creates n
encrypted clones and distributes them to n quantum clouds
for storage. The owner can then discard the original qubit A.
The owner retains the n noise qubits, which together serve as
the key. Condition (a) is fulfilled because on site are only the
noise qubits and they do not carry information about qubit A.
Condition (b) is fulfilled since the owner can decrypt (i.e.,
denoise) any one of the redundantly stored encrypted clones
to recover qubit A, by using the noise qubits. Condition (c) is
fulfilled since each of the encrypted clones that are hosted off
site in one of the quantum clouds is maximally mixed and
independent of the initial state of A.

The method of encrypted cloning—We consider n qubits
S;,i=1,...,n, called signal qubits, and n qubits N;,i =
1, ..., n, called noise qubits with each pair (S;, N;) prepared
in this maximally entangled state:

|#)s.w, = %(I())sj())m +Ds,[Dw,)- (1)

We denote the identity operator and the Pauli operators for
the ith signal and noise qubits by {o,(,s")}ﬂ:o,l,m and

{a,(,N[)},,=0-1,2-3’ respectively, in their {|0), |1)} basis.

The owner of quantum data, say, Alice, possesses a qubit
A and aims to create n encrypted clones of the state of qubit
A. To this end, Alice lets her qubit A interact with the n
signal qubits {S;}? , through the following unitary
encrypted cloning operation:

Uéﬁz i= o=/ (@], o) e‘<”i/4)"gA)®(®§’:1 o) .

(2)

Here, the superscript of each Pauli operator denotes the

subsystem that this Pauli operator acts on. The unitary U éﬁi

acts as the identity operator on the noise qubits’ tensor
factor of the Hilbert space. Therefore, when Uéﬁg is
compiled into a succession of native gates of a quantum
processor, no gates act on the noise qubits; i.e., the noise
qubits are noninteracting ancillas that may as well be kept
physically apart. Hence, the noise qubits carry neither
classical nor quantum information about Alice’s qubit.

Decryption: Proof of full recovery—After the process of
encrypted cloning, Bob (which can also be Alice) attempts
to recover the initial state of qubit A from a subset of the
signal qubits and noise qubits. Correspondingly, we con-
sider this quantum channel from Alice to Bob:

N s(pa) = Trg{Uéﬁl [pA ® <,él %,MH Uéﬁl*}. (3)

Here, we defined ¢y, y, := [¢) (4|5 v - Also, we let B denote
the qubit(s) that Bob chooses to use to try to reproduce the
original state p, of qubit A. We let B denote the comple-
mentary system to B. For example, if B = §,, then B =
AS,...S,N{...N,. Our aim is to show that if Bob uses any
one signal qubit, S;, and all noise qubits, Ny, ..., N,, then
Bob can retrieve Alice’s qubit perfectly, in the sense that the
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channel from Alice to Bob is of full quantum capacity Cy:

CQ(NI(AnlS[NlNZ__.N”) =1. (4)

We will see that the capacity drops to zero if Bob omits
even only one noise qubit.

We prove Eq. (4) by explicitly constructing a decrypting
operation (we provide an alternative proof using coherent
information in Supplemental Material [32]). To this end, we
show that Alice’s initial state p, is fully recovered from

SiN|N,...N, by the decrypting operation Dggv,zvz...zv,,—»sl
defined for n > 1 by
(Udec( )Udec )’

(n) .
Dsr,lzlez...N,,—ml () =Try,n,..N

3 n ,
U= a8l 8§,
u=0 -

(5)

Here, |¢,)s y, = a,, ) @I ‘¢>S,-N,’ T denotes the trans-
pose operation with respect to the computational basis
{]0),|1)}, and the coefficients are defined by ag =1,
a = a3 =1, and a, = —i"t!,

First, it is stralghtforward to check that U
using the fact that {|¢M>S,'N;}ﬂ=

basis of a two-qubit system and |a,|> = 1. Therefore,
(n)
SN N Ny,
Eq. (2), we find

dez is unitary by

forms an orthonormal

is a quantum channel. Second, from

Ui = [cos(n/4)]1 —isin(z/4)0\" ® (é a(lsﬂﬂ
i=1

X |:COS(7[/4)]I - isin(n/4)G§A> Q (é O_gs,.))}

i=1

1 3 1 (A n S;
=3 E aﬂlo;(,)®<®laf,’) , (6)
=0 =
where we have used o2""V@U Y — (Lj)mt1 @0,

Therefore, we get
vl [l//>A ® (g’l |¢>S,N,»)]
IS~ )
= Ezaﬁlaﬂ W)a ®
n=0

implying that

<U§2& ® HA%A..S") Udhe {lnm ® <,»®1 |¢>S,N,.>]

1/C :
S (Tdved e1)ui® & (0. ®

u=0

(&1sn ) @

where we have used 6,4
Since 57 Oaﬂ '® o is

tween A and S, and since /\/E‘"_),SININZWNH(-..):

® 5;4 \¢>SN |¢>s,.Ni-
a SWAP operation be-

Tras,s,..s,[U G- ® Ps,n, YU, we conclude that

S s, N s, (W) 1) = W) (s, (9)
holds for any initial pure state |w), of Alice’s qubit.
Therefore, Alice’s initial state can be retrieved perfectly
from S{N{N,...N,. As one can also decrypt the same
information from S;N|N,...N,, due to the symmetry under
exchanging the roles of S;N; and S;N; in the decoding
operation, Eq. (4) is proven for any i. Therefore, Bob can
recover the original state of qubit A using one arbitrary
signal qubit and all noise qubits. One signal qubit alone
would not be sufficient to recover the original state of A,
since otherwise it could also be recovered from the
remaining signal qubits due to symmetry, thereby violating
the no-cloning theorem. Indeed,

CQ(NX’_),Si) =0 (no cloning), (10)

since N\
A-S;

symmetry among signal qubits, and the quantum capacity
vanishes for any antidegradable channel [17-21]. We
remark that the present results were inspired by our prior
work [42,43] on classical and quantum denoising.

In conclusion, each signal qubit contains an encrypted
but perfect clone of Alice’s original qubit A. As we show in
Supplemental Material [32], each clone is perfectly
encrypted in the sense that it is noisy to the extent that
each individually is in a maximally mixed state. Yet, each
encrypted clone is also a perfect copy of the original state of
A in the sense that the original state of A can be perfectly
recovered from the encrypted clone by denoising or
“decoding” or “decrypting”—we will here use these three
terms interchangeably—using only the noise qubits which
never interacted with A and, therefore, contain no classical
or quantum information about A.

Let us clarify that consistency with the no-cloning
theorem demands that, after decrypting one signal qubit,
it is impossible to reuse the noise qubits to decrypt another
signal qubit. Indeed, after decoding, as Eq. (8) shows, the
state of the (n — 1) unused signal qubits and n noise qubits
is independent of Alice’s information. Of course, it would
not violate no cloning if, after denoising one signal qubit,
Bob runs the unitary decoding operation Eq. (5) in reverse
and then chooses to denoise another signal qubit.

We remark that, trivially, the pair of encoding and
decoding unitary operations, as in Egs. (2) and (5),
can be replaced by rotated versions. For example,

is antidegradable due to the permutation

UgA) ® <é1 6(35[)> can be replaced with UgA) ®

010801-3



PHYSICAL REVIEW LETTERS 136, 010801 (2026)

<(§) ags" )> while, in the encoding operation in Eq. (2), the
i=1

coefficients a, in Eq. (7) change into ap = 1, @) = a, =1,
and a3 = —(—i)"*!. Then, Alice’s quantum information
can be retrieved using the decoding operation (5) with these
coefficients. More generally, the encoding and decoding
unitaries of Eqgs. (2) and (5) can be replaced by any of the
infinitely many unitaries that act the same way on the initial
states and on the encoded states, respectively. The choice of
encoding and decoding unitaries can be important in
practical applications, where the encoding and decoding
unitaries need to be decomposed, i.e., compiled into the
universal native one- and two-qubit gates of a given
quantum processor [44-46]. As we also show in
Supplemental Material [32], the number of two-qubit gates
that is required to implement the copying and retrieval
operations scales well, namely, by growing only linearly
with n.

We here remark that, in recent experimental work in
progress with Tutschku, Rullkotter, Wagner, and Shehzad,
we successfully implemented encrypted cloning and the
subsequent decryption for up to n = 10 on a quantum
processor [47]. For variants of the protocol, see the
Appendix in End Matter.

Relationship to other phenomena—

From classical one-time pads to quantum multitime
pads: The encryption aspect of the new encrypted cloning
method can also be understood in analogy to classical one-
time pad (OTP) cryptography. This is because the quantum
information that is imprinted on the signal qubits is
perfectly masked by noise, as if from an OTP, the noise
being here the quantum noise from the initial maximal
entanglement between the signal and noise qubits. The
noise qubits, therefore, represent an analog of a one-time
pad, except that in the quantum case, the pad can actually
be reused without compromising security. This is because
the encrypted cloning method encrypts and decrypts with-
out measurements, unitarily, in such a way that, after
decryption, the n maximally entangled pairs are restored
and are, therefore, available again for encryption.

Consistency with the no quantum summoning
theorem: Quantum summoning [48-51] is an adversarial
game played in spacetime. At an event X, player 1 gives
player 2 a qubit A. Then, at some event Y, from a preagreed
upon set of events in the causal future of X, player 1 asks
player 2 to produce qubit A. Player 2 is able to win this
challenge if all events Y; are timelike to another, because
then player 2 can transport or teleport qubit A from one Y;
to the next until it is summoned by player 1. The no
quantum summoning theorem states that player 2 cannot
possess an always-winning strategy if some of the Y; are
spacelike to another, as this would contradict no cloning.

While encrypted cloning is clearly consistent with the no
quantum summoning theorem, the application of encrypted
cloning to quantum encrypted multicloud storage also

shows that a variant of quantum summoning is possible
also for spacelike separated Y;: Player 2 deposits encrypted
clones at each of the Y;. Then, player 1 can summon qubit
A at any Y; of her choosing—even if some or all of the Y;
are spacelike separated from another—provided that player
1 brings the decryption key, i.e., the noise qubits. Recall
that the noise qubits do not carry any classical or quantum
information about A.

Consistency with quantum secret sharing: The new
encrypted cloning method is consistent not only with the
no-cloning theorem, but also with quantum secret sharing
[52,53]. To see this, we need to consider what in quantum
secret sharing is called the access structure, namely, the list
of so-called authorized or unauthorized sets of parties
(subsystems) from which a secret qubit can or cannot be
recovered, respectively. In encrypted cloning, any subsys-
tem containing one pair of signal and noise qubits and one
half of each of the remaining (n — 1) pairs is authorized,
while any subsystem of (n — 1) pairs or n noise qubits is
unauthorized. As is easy to check, the two necessary and
sufficient conditions required for quantum secret sharing
[53], namely, (a) that the complement of any authorized set
is unauthorized and (b) monotonicity, i.e., that any superset
of an authorized set is authorized, are readily verified.

Since any quantum secret sharing scheme can correct
erasure errors on the complementary system to an author-
ized set [52], encrypted cloning can, therefore, also be
viewed as an error-correcting code. For example, after
encrypted cloning, the original state of qubit A can be
retrieved even if (n — 1) signal qubits are lost.

Consistency with entanglement monogamy: Let us
assume that qubit A is initially maximally entangled with
an ancilla qubit A. After the encrypted cloning, A is, therefore,
simultaneously maximally entangled with each set of qubits
from which the original state of A can be recovered.

This fact does not violate entanglement monogamy [54],
since the monogamy argument applies to only disjoint sets
of subsystems, while in encrypted cloning every set of
qubits from which the original state of A can be recon-
structed overlaps with any other such set.

Relation to the Hayden-Preskill model: Similar to
encrypted cloning, which assumes that initially we have
a number of maximally entangled pairs of signal and noise
qubits, in the case of black holes, the degrees of freedom of
the black hole and the degrees of freedom of the Hawking
radiation that it has emitted by the Page time can be
assumed to be maximally entangled. Then, similar to the
imprinting of a qubit A into the signal qubits in encrypted
cloning, when sending a qubit A into a black hole, it may
become imprinted into the degrees of freedom in the black
hole through fast scrambling. In encrypted cloning, A can
be recovered from even just a single one of the encrypted
clones §;. Similarly in spirit, in the Hayden-Preskill model
[30], as soon as some more of the degrees of freedom
(perhaps analogous to the imprinted signal qubits)
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evaporate from the black hole, qubit A can be recovered
with the help of all of the prior degrees of freedom of the
Hawking radiation (analogous to the noise qubits).

Outlook—While technical tools used in encrypted clon-
ing, such as the manipulation of multipartite entanglement,
are also foundational in quantum error correction [55-58]
and quantum secret sharing [52,53], the operational goals
and applications differ. Encrypted cloning is not designed
to protect against computational errors (as in quantum error
correction) or to restrict information access among agents
(as in quantum secret sharing). Instead, it enables the
creation of encrypted yet decryptable clones of an unknown
quantum state—a new functionality, relevant in contexts
where classical copying is essential, but forbidden quantum
mechanically by the no-cloning theorem. (And the
encrypted cloning protocol achieves this entirely unitarily,
without syndrome measurements or classical communica-
tion, and permits arbitrary selection of the decrypted clone.)

For example, as we discussed, the new encrypted cloning
paradigm naturally enables quantum multicloud storage,
and it will be very interesting to explore its extension to
quantum multicloud parallel homomorphic, or “blind,”
computation.

More generally, the paradigm of encrypted cloning can
also be seen as a method to evade a constraint imposed by
unitarity, namely, in this case the no-cloning constraint. To
this end, encrypted cloning enlarges the system with
ancillas, thereby leaving the original system an open
system. Quantum noise is then introduced through maxi-
mum entanglement with ancillas—but in such a way that
later denoising is possible.

This is reminiscent of how unitarity also forces quantum
linear amplifiers to introduce quantum noise [59,60]. It will
be interesting, therefore, to explore whether an encrypted
cloning-type approach can be used to develop new quan-
tum amplifier architectures in which the necessary quantum
noise is introduced through maximally entangled pairs—in
such a way that halves of these pairs may later serve to at
least partially denoise a quantum amplified signal.
Similarly, also the no-programming theorem [61,62] arises
from unitarity and an encrypted cloning approach may,
therefore, provide a new perspective.

It should also be very interesting to explore an encrypted
cloning approach for quantum sensing. Useful for sensing
could also be the fact that, for large n, the ability to recover
qubit A can be extremely sensitive to any interactions that a
to-be-probed system may have with the n noise qubits.

Vice versa, in encrypted cloning we have enhanced
robustness in the transmission of the signal qubits, in the
sense that if  signal qubits are sent, it suffices that even just
one arrives to achieve full recovery. For example, one may
envision a quantum radar-type setup (see Ref. [63]), in
which 7 noise qubits in photons are kept as idlers while n
signal photons are emitted, of which only one signal photon
needs to be received.

Finally, it will also be interesting to generalize encrypted
cloning from qubits to qudits and to explore the corre-
sponding scaling of the minimal resources needed.
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End Matter

Appendix: Variants of the protocol—Let us consider
the scenario where the owner of the quantum data,
Alice, loses access to some of the n noise qubits but
retains access to at least one noise qubit. In this case,
the owner can still recover the original state of A from
any subsystem composed of one pair of signal and noise
qubits plus at least one half of each of the remaining
(n—1) pairs of signal and noise qubits. For example,
the original state of A can be recovered using S5, and
N{N3N4...N, by replacing a,(lNZ)T with 6,(482) in Eq. (5).
While, therefore, the loss of some noise or signal qubits
can be compensated, the loss of even just one pair of
signal and noise qubits makes it impossible to retrieve
qubit A, and the channel capacity drops to zero. This is
because the reduced state of (n — 1) pairs of signal and
noise qubits is given by ;>0 |¢,) (¢, |21 after the
encoding, independently of |w),, as seen in Eq. (7).

However, in the case where Alice, the owner of the
quantum data, is also the owner of the quantum clouds
or is trusting the quantum cloud provider(s), the owner
can enable an additional security feature that allows her
to recover the original qubit A even in the case of a loss
of all noise qubits. To enable this security feature, the
owner sends not only the n copies to quantum clouds,
but also the postencoding qubit A (which is maximally
mixed) to a quantum cloud. Now even if Alice were to
lose all of her noise qubits, she could still recover the
original qubit A, namely, by running the encoding
unitary in reverse on the collection of all signal qubits
and the postencoding qubit A. In addition, if Alice
maintains access to all n noise qubits, she can recover
the original qubit A by using any one of the signal
qubits or also by using the postencoding qubit A, at
least if n is even, as we show in Supplemental Material
[32]. In effect, at least if n is even, the postencoding
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qubit A can serve as an encrypted clone as well. Finally,
among possible variants, let us mention the possibility to
create a large number of encrypted clones of A by
repeatedly creating, say, two additional clones of A, by
using the n = 2 encrypted cloning method. In this case,
while the last created pair of encrypted clones requires
all noise qubits for decryption, the first pair of encrypted
clones requires only the first two noise qubits for
decryption. Alternatively, a favorable scaling of the
number of noise qubits required for decryption can be
obtained, for example, by creating three encrypted
clones (counting also A as an encrypted clone) using the

n =2 method and then creating three encrypted clones
of each of these encrypted clones and so on, say, k
times. This yields 3% encrypted clones along with 2(1 +
34 .-+ 31 =3k _1 noise qubits. This means that,
to create m + 1 := 3 encrypted clones, m noise qubits
are required, as in the original method for n=m
(counting also A as an encrypted clone). However, when
using this iterated encrypted cloning method, each of the
3 encrypted clone requires for its decryption merely 2k
specific noise qubits.

010801-7



	Encrypted Qubits Can Be Cloned
	Example application: Quantum encrypted multicloud storage
	The method of encrypted cloning
	Decryption: Proof of full recovery
	Relationship to other phenomena
	From classical one-time pads to quantum multitime pads: 
	Consistency with the no quantum summoning theorem:&emsp;
	Consistency with quantum secret sharing:&emsp;
	Consistency with entanglement monogamy:&emsp;
	Relation to the Hayden-Preskill model:&emsp;

	Outlook
	Acknowledgments
	Data availability
	References
	Appendix: Variants of the protocol


