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We present a novel approach to cryptographically secure verification and benchmarking of quantum
computing, demonstrating our approach on an ion-trap quantum computer. Unlike previous cryptographi-
cally secure verification protocols, which typically require quantum communication between client and
server, our approach is implemented entirely on chip. This eliminates the need for a quantum capable client,
and significantly enhances practicality. We perform tomography to justify the additionally required
assumption that the noise is independent of the secret used to prepare the server’s single-qubit states. We
quantify the soundness error that may be caused by residual secret dependencies. We demonstrate our
protocol on the 20-qubit Quantinuum H1-1 ion-trap quantum processing unit, using qubit measurements
and resets to construct measurement patterns with up to 52 vertices. To our knowledge, these are the largest
verified measurement-based quantum computations performed to date.

DOI: 10.1103/jpms-v3kw

Introduction—As quantum technology matures it brings
with it a diverse array of exciting but difficult to classically
simulate applications. While quantum processing units
(QPUs) remain susceptible to noise, scalable and rigorous
methods for verification will be essential to ensure con-
fidence in the output of these computations.

A selection of benchmarking techniques exist to measure
the accuracy of a QPU [1]. These may either be indicative
of component [2] or holistic performance [3—5] from which
the performance of a particular computation can be
inferred. However, this inference requires either that some
specific noise model is present, that the noise is separable
between qubits, or that the noise depends only on some
general characteristics of the circuit (such as two-qubit gate
count). When these assumptions are not met such schemes
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give no clear guarantees of the correct performance of
arbitrary quantum algorithms.

Verifiable universal blind quantum computation
(VUBQC) circumvents these shortcomings by utilizing
cryptographic techniques; treating deviations and noise
as potential security threats [6-9]. This gives the client
the power to recognize corrupted results returned by a noisy
or malicious quantum server. The efficiency of these
schemes has drastically improved with time [6,8—13],
leading to their first experimental implementations [14,15].

VUBQC relies on physically separating the verifier’s
trusted small quantum device (e.g., random single-qubit
generator) from the large QPU to be tested. This allows the
full computation to be obfuscated, ensuring that any
malicious behavior of the server (any general noise of
the QPU) is independent of the description of the compu-
tation. This in turn guarantees that the behavior is the same
on tests, which are interleaved in the computation, and the
desired computation itself.

However, such schemes require the transfer of quantum
information between the verifier and QPU, adding significant
noise and technological overhead. We propose and demon-
strate an alternative means to enforce the requirements of
VUBQC, called “on-chip verification.” We replace a fully
malicious server with an honest but potentially noisy device.
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By doing so, we remove the need for a physically separated
verifier to achieve blindness, but maintain the independence
of the server’s actions from the type of round, compute, or test
that it is implementing.

“Honest but noisy” describes current QPU providers. As
such, and because our protocol requires no quantum
communication, we implement it with existing technology.
Since quantum communication will not be widely available
for many years, we facilitate the early use of VUBQC. This
enables verification of near term application-oriented com-
putational advantage demonstrations, improving confi-
dence in such demonstrations.

Rather than relying on computational assumptions or
introducing new hardware overheads, we trade off quantum
communication for assumptions on the behavior of the
server’s quantum device. In particular we make the minimal
assumption that the noise is a completely positive trace-
preserving map independent of the secret parameters used
to prepare the input single-qubit states. We provide a
methodology for measuring this secret dependency that,
due to the robustness property of the protocol, will
introduce a bound on the confidence of the accepted
computation. This is a notable conceptual shift away from
making idealized noise assumptions, and we expect appli-
cations of this approach elsewhere to be fruitful.

While other proof of principle classical client verification
schemes have been demonstrated [16], a significant qubit
overhead would be required to meet the computational
assumptions of these schemes [17,18]. Protocols employ-
ing an information-theoretically secure cryptographic
approach have also been demonstrated using photons to
transfer data [14]. In that work, noise levels were identified
as too high to scale the computation beyond a few qubits.
Accreditation [19] is another gate-based approach to
verification that attempts to replace cryptographic tech-
niques with assumptions on the QPU’s noise. However, the
noise assumptions required to apply accreditation are
strong compared to our minimal requirements.

We demonstrate that our desired noise conditions are
closely met by the Quantinuum H1-1 quantum charge-
coupled device trapped ion device. We then exemplify our
on-chip verification protocol with two classes of compu-
tations. In doing so we demonstrate the largest successful
verified measurement-based quantum computation pattern,
successfully constructing and utilizing a 52-vertex graph
state for computation.

On-chip verification and benchmarking protocols—Our
on-chip verification protocol, described in Protocol 1 and
outlined in Fig. 1, adapts the noise-robust verification
protocol from [ [8], Protocol 1]. The bounded-error quan-
tum polynomial time (BQP) verification protocol proposed
by [8] works by interleaving computation rounds, imple-
menting randomly compiled versions of the target compu-
tation, with test rounds, which (probabilistically) detect any
error that has the potential to harm the computation results.

Test Failure Rate

/P
[ |
> 1 > 1
e o o
[ J
T
Computation Output
FIG. 1. Outline of on-chip verified quantum computing, as

described in Protocol 1. The client sends a description of an
MBQC computation to the server. The server randomly alternates
between performing computation rounds and test rounds. Com-
putation rounds, seen in gray, are randomized versions of the
client’s computation, with the same ideal output. By randomly
compiling the computation rounds the actions of the server are
indistinguishable between rounds. The output from the compu-
tation rounds is then ideally the original computation output.
During test rounds a random color from a coloring of the graph is
selected. Colored vertices are assigned as test vertices, seen in
blue, and are disentangled using dummy vertices, seen in red. The
measurement outcomes of test vertices are deterministic and
known in the ideal case. Test rounds where any measurement is
found to be incorrect, indicated with unfilled vertices, are said to
have failed. The output of the test rounds is the test failure rate,
which, as the operations performed by the server are indistin-
guishable between rounds, gives a measure of the confidence in
the computation output.

The protocol is robust to a constant level of global noise
and has an efficient number of repetitions as the only
overhead.

Like [ [8], Protocol 1], Protocol 1 relies on measurement-
based quantum computation (MBQC) [20], which performs
computation by adaptively measuring a “graph state” of
entangles qubits. While [ [8], Protocol 1] has the client
prepare the qubits before sending them to the server to be
entangled, Protocol 1 moves the preparation of the ran-
domized single-qubit states from the client’s to the server’s
device.

In this Letter, we prepare and measure qubits in the YZ
plane, with the prepared states defined as

10)yz = 16) :cos§|0>—isin§\1>. (1)

Measurement with angle @ corresponds to projectors
{16)(6|, |60 + x){0 + =|}. In the YZ plane, an edge corre-
sponds to applying XX;; = H;H;CZ;;HH ;.

The prepared single-qubit states at the beginning of the
protocol are chosen from the set {|0)|0€®} U {|+),]-)}.
where © = {(jz/4)|j=0,...,7} and |0) = Rx(0)|0).
While previously proposed verification protocols use states
in the XY plane, Protocol 1 is formulated using rotated
states in the YZ plane, as this is the appropriate choice for
the H1-1 machine, where Rz(0) is implemented virtually.
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Theorem 1 captures the security of Protocol 1 and
formalizes the assumptions necessary for on-chip verifi-
ability. Note that, unlike in other VUBQC protocols, the
notion of blindness is not applicable here, and so not
referenced in Theorem 1, as the server has full access to all
previously secret information and parameters of the
protocol.

Theorem 1 (Security of on-chip verification protocol)—
For n = d + t such that d/n and t/n are fixed in (0,1) and
w such that w/r is fixed in {0, (1/k)-[2p—1)/
(2p —2)]}, where p is the inherent error probability of
the BQP computation with a k colorable MBQC graph
implementing it, Protocol 1 with d computation rounds, ¢
test rounds, and a maximum number of tolerated failed test
rounds of w achieves e verifiability with & exponentially
small in n under the following assumptions: (1) All
classical computations and controls on the server’s side
are operated honestly. (2) The noise during the initial
single-qubit preparation is secret-independent, i.e., the
preparation of the states can be simulated by applying a
noise channel to perfectly prepared states that are inde-
pendent of their classical description.

Protocol 1 differs from [ [8], Protocol 1] only in the initial
preparation of the single-qubit states, which is performed on
the server’s quantum device rather than on the client’s. In the
following, we show that the assumed secret independence of
the initial preparation noise in Protocol 1 means that this
noise could just as well have been simulated by the server in
[ [8], Protocol 1]. This reduces the security of Protocol 1 to
the security of [ [8], Protocol 1].

Proof sketch—Assumption (2) in Theorem 1 guarantees
that the noise during these preparations can be simulated by
the server using a secret-independent noise channel after
perfect preparations. In this way, errors due to the noise
during the preparation phase are accounted for in the
traditional security analysis of the verification protocol
that does not restrict the server’s deviations from the
protocol instructions as long as they are independent of
the client’s secrets d,, 6, r,. In this way, Protocol 1 is
equivalent to a protocol in which the single-qubit prepa-
ration is performed on a trusted and perfect device that is
separated from the server and directly instructed by the
client.

Assumption (1) in Theorem 1| guarantees that no other
operations on the server’s device depend on the client’s
secrets. Consequently, the server in this hybrid protocol
becomes entirely secret-independent, which maps any
potential attack on Protocol 1 satisfying the above assump-
tions back to the original verification protocol from [8] in a
setting with physical separation between the trusted client
and the untrusted server.

The application of [[8], Theorem 1] then implies the
claim. (]

In the case of deterministic computations with inherent
error probability p = 0 and k = 2 different types of test

rounds, the acceptable threshold for the choice of w/¢
equals 25%. Hence, also the maximum test failure rate due
to noise that the protocol can be made robust to is 25%. In
our experiments k = 2 is the relevant parameter, and so we
will use the 25% test failure rate as a benchmark.

VUBQC protocols that achieve composable security
must have the property of “independent verifiability”
[21], which is to say the client’s decision to accept or
reject at the end of the protocol is effectively independent of
the delegated computation [22]. After the successful
execution of such a protocol, the client will have not only
learned the correct result of the target computation evalu-
ated on their input, but also that the protocol would have
accepted with the same probability for any other target
computation consuming the same resources. This obser-
vation led to the design of verification-inspired bench-
marking schemes [23], which reinterpret verification
routines as cryptographic quantum benchmarks. Following
the benchmarking paradigm of [23], Protocol 1 can straight-
forwardly be reinterpreted as a benchmarking scheme, as we
will do in our experiments.

Assessment of protocol requirements—Two key security
requirements of Protocol 1 are (1) that any noise during the
initial single-qubit state preparation is independent of the
secrets and (2) that high-quality random numbers must be
available. Fresh random numbers are required for each
measurement shot, with circuit branching determined by
these values. We generate these random numbers on the fly
by measuring Hadamard basis states in the computational
bases. This configuration is detailed and justified in
Supplemental Material (SM) [24].

The secret independence of noise during the initial state
preparations naturally holds in the traditional client-server
setups. This is due to their spatial separation, and the
explicit assumption that the client is operating an honest
and perfect device. However, since our approach eliminates
this separation, we must directly evaluate such noise secret
dependency. If the noise during the state preparation is
close in trace distance to a secret-independent noise
channel, it can degrade the security guarantees of the
protocol only by an amount proportional to this distance.
This follows due to the limited distinguishability of the
realistically prepared states from a family of states suffering
at most from harmless, secret-independent noise.

The secret dependency is quantified by

mintgr SI€(06)(6) = polh = mina(®). ()

[As]C]

where 0 is the secret, |@) is the noiseless state preparation,
Pg 1s the prepared state in the quantum computer, and ||. ||
is the trace norm. Thus, the noise is independent of the
secret if there exists a completely positive trace-preserving
map & such that A(E) =0. A(E) then quantifies distin-
guishability between resources in the ideal and the
real world.
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FIG. 2. HI-1 and HI-1E test failure rate experiments. Error bars are generated by resampling 800 shots, from a total of 1000 per
circuit, per device, 10 times, and taking the standard deviation of the resampled test failure rate. The bars and scatter points indicate the
mean of those resampled values. (a) Two qubit Grover. (b) CNOT grid circuits.

Despite the high fidelity of state preparation (x0.997),
our analysis reveals that the noise in the state preparation is
not completely secret-independent. Using the optimization
under Frobenius norm, we obtain a map & with objective
value e = 0.015, where

1 0 0 0

- 0 0.99 0.011 0.003

EP - (3)
0 -0.011 0.991 0.005
0 -0.003 0.001 0.999

in the Pauli transfer matrix representation. The block-
diagonal structure indicates the presence of rotation errors.
Indeed, the states resulting from the tomography in SM
[24] show the presence of low dissipative errors, as
indicated by high purity average, i.e., tr[p?] = 0.995. We
elaborate on the details of our optimization and tomogra-
phy results in SM [24].

Using the same map &, we obtain a trace norm value of
&; = 0.013. This shows that the security guarantees of our
protocol are not degraded more by the secret dependency of
the initial single-qubit state preparation than ¢; multiplied
by the number of qubit preparations [43]. This remains a
potentially loose bound; we leave the question of tighter
bounds for future research.

On-chip verification experiments—We perform our
experiments on the Quantinuum HI1-1 quantum charge-
coupled device ion-trap device [44], and its noisy classical
emulator “H1-1E” [45-47]. We describe the results of two
on-chip verification experiments: a two-qubit Grover’s
search algorithm; and a larger measurement pattern imple-
menting a grid of CNOTs.

We will study two quantities, as outlined in Fig. 1.
(1) Test failure rate, The fraction of the test rounds where at
least one trap fails; (2) Incorrect output rate, The fraction of
the computation rounds where the incorrect output is
produced. We present results for these experiments in SM.

It is possible to calculate the incorrect outcome rate in
these cases as the ideal correct outcome is known and
deterministic [48]. The two-qubit Grover’s search pattern is
small enough that the solution is known but uses compo-
nents that when scaled would not be efficiently classically
simulatable. The cNOT grid implements a classical circuit
that can be used as a scalable benchmark of verified quantum
computation. However, the CNOT grid experiment measure-
ment pattern uses a number of qubits far larger than any other
verified MBQC computation implemented to date.

We give details on how on-chip verified computation can
be compiled to the HI-1 device in SM [24]. In order to
automate the generation of circuits implementing our on-
chip verification scheme from an initial description of an
MBQC computation, we present OCVQC-PY [49], which we
use in all of our experiments.

Verifiable two-qubit Grover’s algorithm: We imple-
ment a verifiable two-qubit Grover search algorithm, as
depicted in Fig. 3, for all four possible queries. Note that we
execute the measurement pattern in a lazy fashion [50],
initializing qubits only when required, which utilizes only
three physical qubits.

The results of this experiment can be seen in Fig. 2(a). In
all cases the failure rate is comfortably less than 25%,
which is to say within the tolerance of our verification
scheme. As seen in SM [24] the experiments also con-
sistently yield the correct answer with high probability.

As a side effect, we have also benchmarked a 4 x 2
rectangular graph state resource, as depicted in Fig. 3(a).
This implies that one will be able to successfully perform
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computations other than the Grover search on the resource
of Fig. 3(a) on H1-1 device, with the same confidence.

CNOT grid:  Here, we implement CNOT grid circuits, as
seen in Fig. 4, in MBQC, and verify the resulting
computation. These circuits consist of m layers of cNOT
gates acting between n neighboring qubits in a line
architecture. If the input is a tensor product of computa-
tional basis states then the ideal output can be calculated
efficiently classically. As discussed, one can interpret the
results from the test rounds of this experiment as a
benchmark of a larger class of circuits. As such the larger
CNOT grid computations presented here give insights into
the performance of computations that could not be calcu-
lated efficiently classically.

Four qubit cNOT circuits with one to five layers, each
with a random input state, were generated and run on H1-1,
with the results presented in Fig. 2(b). In all cases the
average test failure rate is below 25%. The largest meas-
urement pattern run in Fig. 2(b) consists of 52 vertices,
which is the largest verified MBQC computation to be run
on a QPU to date. Results from extensive classical
simulation of such circuits can be found in SM [24] and
indicate that graphs with as many as 78 vertices could be
expected to run successfully.

Conclusion—In this Letter, we have presented an on-chip
verification and benchmarking protocol for quantum com-
putations on near-term QPUs. Our protocol requires no
quantum communication between client and server, but
gives guarantees on the accuracy of the computation assum-
ing a nonadversarial server with a very general noise model.
Our protocol requires only a simple tomographic experiment
to ensure the assumptions of the scheme are met.

We exemplify our protocol through experimentation on
the Quantinuum H1-1 device. We see strong performance
on MBQC patterns with up to 52 qubits, which is the largest
verified MBQC computation implemented to date. While
larger graph states have been created [51,52], to our
knowledge no larger graph has been used for computation.
Results from emulations of the H1-1 device predict strong
performance with graphs containing up to 78 vertices.

Experiments were conducted via Quantinuum Nexus
[53] on the Quantinuum HI1-1 QPU [54].
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End Matter

On-chip verification and benchmarking protocol—Our
on-chip verification protocol is presented in Protocol 1,
and utilizes measurement-based quantum computing. An
MBQC algorithm is defined as a set {(G,I,0),¢,f},
where (G,I,0) represents an “open graph”—a
connected graph G = (V,E) with vertices V, edges E,
input set /, and output set O. The vertices V represent
qubits and edges E correspond to entangling operations
between the connected qubits. The variable ¢ denotes

Protocol 1. On-chip verification of BQP computations.

the set of measurement angles assigned to each
measured vertex. The function f: O° — [¢, known as
the “flow” [56], is an injective mapping from the
nonoutput set O° to the noninput set /¢. This flow
defines the measurement corrections required to achieve
deterministic computation.

circuit—The two-qubit Grover search
in MBQC, is shown in

Experiment
algorithm, implemented

Parameters: Number of computation rounds d, number of test rounds 7, total number of rounds n = d + ¢, flow f on graph G = (V, E),

and a k-coloring K of G.

Client’s inputs: Angles {¢,}, <y, classical input to the computation x € {0, 1}/ (where |/] is the size of the set I of input vertices).

Protocol:

1. The client chooses uniformly at random a partition (C, T) of [1n] (C N T = 0) with |C| = d, the sets of indices of the computation

and test rounds respectively.

2. For j € [n], the client and the server perform the following subprotocol (the client may send message Redo; to the server before
step 2.c while the server may send it to the client at any time, both parties then restart round j with fresh randomness):
a. If jET (test), the client chooses uniformly at random a color V; « ${V,}, (k] (this is the set of traps for this test round).
b. The client instructs the server to prepare |V| qubits. If j €T and the destination qubit v ¢ V; is a nontrap qubit (therefore a
dummy), then the client chooses uniformly at random d,, < ${0, 1} and instructs the preparation of the state Z%|+). Otherwise, the
client chooses at random 6, < $0 and instructs the preparation of the state |0,,).
c. The server performs an XX gate between all its qubits corresponding to an edge in the set E.
d. For v € V, the client sends a measurement angle J,, the server measures the appropriate corresponding qubit in the §, basis of the
YZ plane, returning outcome b, to the client. The angle &, is defined as follows:
i. If j € C (computation), it is the same as in UBQC, computed using the flow and the computation angles {¢,},cy. Forvel
(input qubit) the client uses 8, = @, + x,7 in the computation of &,.
ii. If jET (test): if v ¢ V; (dummy qubit), the client chooses it uniformly at random from @; if v € V; (trap qubit), it chooses

uniformly at random r, < ${0, 1} and sets 6, = 0, + r,z.

3. For all j€T (test round) and v €V, (traps), the client verifies that b, = r, @ d,, where d, = D.c NG(L,)d,- is the sum over the
values of neighboring dummies of qubit v. Let cg; be the number of failed test rounds (where at least one trap qubit does not satisfy
the relation above), if cg,; > w then the client aborts by sending message Abort to the server.

4. Otherwise, let y; for j € C be the classical output of computation round j (after corrections from measurement results). The client
checks whether there exists some output value y such that [{y;|j€C,y; = y}| > (d/2). If such a value y exists (this is then the
majority output), it sets it as its output and sends message OK to the server. Otherwise it sends message Abort to the server.
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param |angle r=0l[r=1
zl 8 G3|T ||| T
D-6-6)-) ¢§ 0 Ga|T||P4]0
14@@ b6 | 0 [T =2||T =3
bs | ¢3|0|¢s]0
b7 | Ga|||$4] 0
(a) (b)

FIG. 3. Measurement-based two-qubit Grover’s algorithm. (a) Verified 4 x 2 rectangular graph state resource. (b) MBQC
specification. Gray nodes represent oracle operation, where the measurement angles depend on the queried value z [57]. The
measurement flow is linear, proceeding from the left node to the next consecutive node.

|b1> 4 s 4 bim
|b2> ce bom0—0
|b3> ) s ) bsmo0—0

br) é é nwo—o—c’)—o— . 46—0—0—0
layer 1 layer m layer 1 layer m
(a) (b)

FIG. 4. cNor grid. Equivalent circuit and MBQC model implementations of cNOT grid. (a) Circuit. Qubits are initialised in
computational basis states b€ {0, 1}". m layers of CNOT gates act on neighbouring qubits in a line architecture. (b) Measurement
pattern. Input vertices are measured by b € {0, 1}". All other measurements are by 0. Measurement order is from left to right and flow is
along horizontal edges. The last layer of vertices are the output.

Fig. 3(b), for all four possible queries. These patterns are ~ Fig. 2(b). These circuits consist of m layers of cNOT
used for the experiments of Fig. 2(a). cNOT grid circuits  gates acting between n neighboring qubits in a line
are seen in Fig. 4, and used in the experiments of  architecture.
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