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Quantum key distribution (QKD) offers a theoretically secure method to share secret keys, yet practical
implementations face challenges due to noise and loss over long-distance channels. Traditional QKD
protocols require extensive noise compensation, hindering their industrial scalability and lowering the
achievable key rates. Alternative protocols encode logical qubits in noise-resilient states but at the cost
of using many physical qubits, increasing susceptibility to loss and limiting transmission distance. In this
work, we introduce a logical-qubit encoding that uses antisymmetric Bell states in the continuous photonic
degrees of freedom, frequency and time. By leveraging the continuous space, we overcome this noise-loss
robustness trade-off by minimizing the number of photons per logical qubit while optimizing the encoding
resilience over noise fluctuations. We analyze the security of our encoding and demonstrate its robustness
compared to existing state-of-the-art protocols. This approach provides a path toward scalable, efficient

QKD implementations under realistic noise conditions.
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L. INTRODUCTION

Quantum information theory reached key milestones
with the establishment of early protocols such as BB84
[1] and advancements such as Shor’s algorithm [2],
which showcased its transformative potential for real-
world applications. These developments solidified the
field’s focus on practical challenges, laying the founda-
tions for quantum technologies today [3]. Among these
technologies, quantum key distribution (QKD) stands out
as a leading candidate for near-term applications and com-
mercialization due to its potential for fundamentally secure
communication [4,5]; however, transitioning QKD from
theoretical models to scalable, industrial implementations
remains a significant challenge [6]. Achieving high key
rates across a large-scale QKD network requires extensive
stabilization and compensation techniques to overcome the
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noise experienced by qubits in transmission [7-9]. For
example, while twin-field QKD (TF-QKD) enables state-
of-the-art key rates, it also requires the stabilization of two
lasers’ frequencies, polarizations, and field phases across
long-distance noisy channels [10—12]. Impressive systems
have been demonstrated experimentally that actively stabi-
lize these elements [9,13—16]. Nonetheless, this raises the
question of whether an alternative approach to implement-
ing QKD could offer a path forward without the substantial
overheads required for compensated QKD.

Here, we investigate such an alternative solution: devis-
ing a QKD protocol that encodes information into inher-
ently noise-resilient states. Such protocols have previously
been proposed, e.g., for resilience against collective uni-
tary noise channels [17-21], and they typically encode
logical qubits in the subspace of a higher-dimensional
space formed from many photonic qubits; however, these
approaches inherently involve a trade-off between loss
robustness and noise robustness (see Table I). On the one
hand, increasing the number of qubits improves the noise
robustness of the logical subspace, and beyond a minimum
qubit threshold, the logical states can be made perfectly
noise robust. On the other hand, if even one photon is lost
in transmission, the whole logical state is compromised.
Thus, increasing the number of photons in the logical state

Published by the American Physical Society
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TABLE I. Comparison of commonly employed protocols and existing noise-robust protocols in terms of loss robustness and noise
robustness. The table illustrates the trade-off between loss robustness and noise robustness in QKD protocols, which we further analyze
in Appendix A, and it highlights how our protocol improves upon existing approaches. Protocols are listed with increasing suscepti-
bility to photon loss down the table, where 5 = 1071°55¢B)/10 js the channel transmissivity—larger powers of 7 correspond to greater
degradation with loss. Twin-field QKD (TF-QKD) [10] and BB84 [1] are not robust to noise fluctuations, and they require extensive
stabilization techniques for their effective operation. As we show in Sec. IV A, Ref. [17] demonstrates better robustness to collective
unitary noise than BB84; however, its key rate vanishes under time-varying noise parameters, thus necessitating noise-compensation
methods. As our protocol uses both frequency-bin and time-bin qubits, in Sec. III B, we outline the model used to assess the robustness
of our protocol on conjugate qubits, represented as a unitary on frequency-bin qubits.

No stabilization ~ Robust to collective ~ Robust to randomly varying

Protocol Loss scaling needed? unitary noise? unitary noise parameters?

TF-QKD [10] n'/?2 X X X

BBS84 [1] n X X X

Wang (2005) [17] n? X v X

This work n? v v v

Boileau et al. (2004) three photon [18] n v v v

Boileau et al. (2004) four photon [18] n* v v v

Li et al. (2008) [19] n* v v v

makes it exponentially more susceptible to photon loss,  in continuous DOFs can enhance the robustness of secure

severely limiting the distance over which the secret key =~ communication protocols.

can be shared. In the next section, we present our encoding. In Sec. III,
In this work, we introduce an encoding scheme that  we demonstrate the noise-robust properties of our encod-

reduces the number of photons in a logical qubit state,  ing. In Sec. IV, we analyze and discuss the security of

thereby minimizing the impact of loss while increasing the ~ our protocol and existing protocols in lossy and collec-
robustness of the logical state to noise. Inspired loosely  tive unitary noise channels. We conclude by discussing
by bosonic codes—a field of quantum error correction  our findings and their implications and suggesting possible
that uses the redundancy of infinite-dimensional Hilbert  directions for future work.

spaces to encode logical qubits and mitigate physical

errors [22]—.W€ exploit similar redundancies in. a cont@n— II. PROTOCOL

uous photonic degree of freedom (DOF) to achieve noise o
resilience. Specifically, our encoding represents logical Our protocol follows the BB84 scheme [1]7 Wlth single-
qubit states in superpositions across two-photon antisym-  photon states replaced by two-photon logical qubit states

metric Bell states defined over frequency bins and time encoded in a continuous DOF for noise resilience, as illus-
bins. The antisymmetric structure of the states ensures  trated in Fig. 1. In the protocol, a sender (Alice) prepares
intrinsic robustness to noise. At the same time, by using  states randomly in either the logical Z (which we label
superpositions of excitations across modes of a continuous ~ Zr) basis {|0.) ,|1,)}, or the logical X (X.) basis {|£,) =
photonic DOF, our encoding reduces the number of pho-  (102) & 11;)) /+/2}. Similarly, a receiver (Bob) measures
tons required for a logical qubit, thus offering a low-loss ~ randomly in either Z;, or X;. Bob’s projectors are given by
alternative to noise-robust QKD protocols. {10L)€0LL, (ML) (Aely (o) (ol [=o) (=2l 1L) (Lel}, where

We illustrate the robustness of our protocol under  |L.) corresponds to an inconclusive measurement due to
two continuous channel-noise models: one experimentally ~ loss or the measurement of a state outside the logical
motivated (chromatic dispersion) and the other motivated ~ subspace.

to enable a comparison with existing discrete-variable To describe our encoding, we simply need to estab-
(DV)-encoded protocols (a unitary applied to frequency-  lish the encoding of the Z; basis states {|0.), 1)}, as
bin qubits). Additionally, we demonstrate that the parame-  the X}, basis states and the measurement operators follow
ters of our encoding can be optimized over fluctuations in  trivially. We use antisymmetric Bell states to encode [0)
noise parameters. and |17) in such a way that they are naturally robust to

Finally, we perform a rigorous and unified key-rate  noise, as in the existing DV protocols [17-19] (reviewed
analysis of our protocol under the noise models and loss ~ in Sec. S.I of the Supplemental Material (SM) [23]).
channel, and we compare the key rates to those of existing ~ These states are invariant under local collective unitary
noise-robust protocols [17—19]. We show that our proto-  operations; i.e., (U® U) |¥™) = ¢'® |W™), where |[¥~) =
col surpasses the noise-resilience of two-photon protocols \/%(|0> [1) = 11)10)) and A is some U-dependent global
[17] and the loss robustness of perfectly noise-canceling  phase factor [24] (see Appendix A). To minimize the
protocols [18,19]. These results highlight how encoding  number of photons per logical state, we encode the Z;
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FIG. 1. Depiction of the BB84 protocol using logical noise-
robust qubit states. We propose a BB84 protocol using logical
noise-robust states to improve key rates in noisy channels. Alice
prepares a logical qubit in either the Z; or X} basis, randomly,
encoding the bit value 0 in [0;) or |[4+,) and the bit value 1 in
[1.) or |—;). She sends the state to Bob, who measures randomly
in either the Z; or X basis. After transmission, Alice and Bob
discard cases with mismatched bases and measurement outcomes
outside the logical subspace, and they check for errors due to an
eavesdropper on a subset of the remaining bits. If the error rate
is below a certain threshold, they proceed with error correction
and privacy amplification; otherwise, they abort the protocol. We
assume that the channel induces “collective noise,” applying the
same unknown transformation U/ to each photon in the logical
state.

basis states as two-photon antisymmetric Bell states in the
conjugate variables, frequency and time.

Our encoding is built in two layers. The first layer
is formed of single-photon physical qubits. In this layer,
we define single-photon physical qubit states in conjugate
variables: the single-photon frequency-bin qubit states that
we label by {|07),[|1/)}, and the single-photon time-bin
qubit states that we label as {|0;),|1;)}. The second layer
is the logical encoding layer (labeled by the subscript L).
In the logical layer, we construct two two-photon antisym-
metric Bell states, one from the frequency-bin qubits of the
first layer and the other from the time-bin qubits. These two
antisymmetric Bell states act as the building blocks of our
logical qubit space {|0.),|1.)}.

We start by defining the first layer of the encoding
using bosonic creation operators on the vacuum state | ).
We define the creation operator for a photon occupying a
frequency-bin mode as

%m=/M&Mw%wx I

where &L (w) is the creation operator for a photon in some
mode M (for example, a polarization mode or a spatial
mode) with frequency w, and fq, 5, (@) is the frequency-
bin mode amplitude function, which is a sharply peaked
function centered around £2; with width o,,.

Similarly, we define the creation operator for a photon
occupying a time-bin mode as

ﬂm=/wm@%m=/mﬂﬂw@w,@

where &L (#) 1s the creation operator for a photon in some
mode M at time ¢ and f;, ,,(f) is the time-bin mode ampli-
tude function, sharply peaked in time, centered around t;
with width o,. The second equality shows that this can
be expressed as a creation operator on frequency modes
by applying the Fourier transform between frequency and
time. In this context, F; . (w) is the Fourier transform
of 17,5, () and w is now defined relative to the central
frequency of the states.

Defining two frequency bins centered at frequencies €2
and ©; and two time bins centered at times 7y and 7y,
we can now define single-photon frequency-bin qubit and
time-bin qubit states as

i)y =, 4 19) 3)

where i € {0,1} and x € {f, ¢}, in which f indicates the
frequency-bin states and ¢ indicates the time-bin states,
and p; is ©; or 1;, respectively. This assumes that 2 and
@1, and 1y and 1| are sufficiently well separated such that
(0]14),, = 0. For brevity, we label the parameters of the
frequency-bin and time-bin qubits by Q= (20, 21,04)
and T = (19, 71, 07), respectively.

We now establish the logical encoding layer, formed
from biphoton antisymmetric Bell states in frequency bins
and time bins. We define these as

v 100) s 11w — i) ar 10x)

o) = M HxIn Pl
V2

where the labels M and N signify that the two photons

are distinguished by some extra mode (e.g., spatial mode
or polarization). The states |\IJf-_) in the frequency domain

“4)

and |¥,") in the time domain are depicted in Fig. 2, with
Gaussian amplitude functions used as an illustrative exam-
ple. Here, v, ) and |, ) define a two-dimensional logical
Hilbert space. The logical states in the Z; basis are given
by

02) = 19;) 1) = |[WL,), (5)
where |\Iflf) is a state orthogonal to |\Iff_ ), defined accord-
ing to

(V) —al¥,))
V1 —lal?

in which a is the overlap of the frequency-bin and time-bin
Bell states, (W |W;"). Typical experimental parameters

W) = ©)
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FIG. 2. Two-dimensional joint frequency and temporal spec-
tra of the frequency- and time-bin-encoded antisymmetric Bell
states used to form the logical states |0.) and |1.). (a) Nor-
malized biphoton wavefunction amplitude of the antisymmetric
frequency-bin-encoded Bell state |W) visualized in the fre-
quency domain and (b) the normalized biphoton wavefunction
amplitude of the antisymmetric time-bin-encoded Bell state [\, ")
visualized in the time domain, for amplitude functions modeled
as state-normalized Gaussians. Here, A and A, are the peak
amplitudes of the wavefunctions (set Py the normalization con-

ditions and the encoding parameters  and 7, respectively; see
Sec. S.II of the SM [23]). The insets highlight the widths, o, and
oy, of the one-dimensional frequency bins and time bins.

give a negligible value for a. In fact, we show that |W/")

and |W,”) can be made perfectly distinguishable (i.e., a =
0) for both Gaussian and Lorentzian amplitude functions
by tuning Q@ and 7 (see Sec. S.II of the SM [23]). In
Appendix B, we propose one possible method for prepar-
ing these states and measuring in the two bases, using
domain-engineered nonlinear crystals.

In the next section, we demonstrate the robustness of
this encoding to different noise channels and their parame-
ter fluctuations.

III. NOISE ROBUSTNESS OF ENCODING

We now showcase the resilience of our encoding against
two example channel-noise models, for state amplitudes
modeled as Gaussian functions. (As justified in Sec. S.III
of the SM [23], using more general peaked amplitude
functions should yield results analogous to those of Gaus-
sian states.) First, we briefly demonstrate the robustness of
our encoding under a common experimental noise model
(dispersion), illustrating the applicability of our encoding
to typical experimental scenarios. This initial analysis is
heuristic, with a detailed quantitative study and figures pro-
vided in Sec. S.IV of the SM [23]. The remainder of this
section is dedicated to in-depth analysis of our encoding’s
resilience to a theoretically motivated noise model (the
“frequency beamsplitter”; FBS). This model enables us to
compare the efficacy of our encoding’s noise robustness to
that of the existing protocols in Refs. [17-19], which we
subsequently present in Sec. V.

A. Dispersion noise

Chromatic dispersion is an optical property of transpar-
ent media in which the phase velocity and group velocity of
light traversing the medium are frequency dependent [25]
(typical in optical fibers, for example [26]). In this subsec-
tion, we present the analytical noise model of chromatic
dispersion and summarize the effect of this noise on our
encoding and its key rates.

By expanding the frequency-dependent wave vector of
light in a dispersive medium about some frequency wy,
the effect of nth-order dispersion on the photon’s spectral
amplitude can be written as

ioty (w—wp)"

glw) e g(w), (7

where «, is the corresponding dispersion coefficient (as
derived in Sec. S.IV of the SM [23]). Typical materi-
als only need consideration of the group delay dispersion
(GDD; the n = 1 term) and the group velocity dispersion
(GVD; the n = 2 term). When higher-order terms have to
be considered, it is often more convenient to use direct
numerical modeling [25].

The GDD (n = 1) physically corresponds to a simple
time delay of the pulses sent by Alice, as understood by
the time-shift property of the Fourier transform. Both our
protocol and current QKD experiments can cancel this
using common synchronization techniques based on the
arrival time of a reference signal from Alice at Bob [27—
30]. Synchronization ensures that Alice and Bob assign
the same sequence number to each event [31] and that
the time-bin basis-state labels of Alice’s encoding align
with those of Bob’s measurement for time-bin-encoded
QKD; however, our encoding relaxes the synchronization
requirements needed for typical time-bin-encoded QKD.
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Only synchronizing the events’ sequence numbers is nec-
essary, as an offset between Alice and Bob’s time-bin
labels results in an incurred loss rather than a quantum bit
error rate (QBER) for our protocol (see Sec. S.IV B of the
SM [23]).

The GVD (n = 2) instead changes the shape of the tem-
poral probability amplitude by broadening it. For single-
qubit time-bin-encoded QKD, this broadening effect com-
promises the security of the protocol over intermediate
distances (around 50 km of fiber), unless appropriate com-
pensation is employed [29]. This occurs due to the QBER
rapidly increasing as the pulses spread into the neighboring
time bins. In contrast, for our encoding, GVD increases the
effective loss. This is due to an increasing rate of inconclu-
sive outcomes as the photons’ probability density “leaks”
outside Bob’s logical measurement subspace; however,
this does not increase the QBER, allowing our protocol to
maintain security under this noise at long distances.

Overall, the effect of chromatic dispersion on our encod-
ing results in decaying oscillations of key rate as a function
of |a,|. The decay rate is due to the increased inconclu-
sive outcomes and depends on the encoding parameters Q
and 7. The oscillations arise from an «,-dependent deco-
herence phase imparted on the single-qubit frequency-bin
states, due to the difference in dispersive phase between the
two central frequencies. This corresponds to a decoherence
phase at the logical layer of our encoding, resulting in an
oscillating phase error rate with a period depending again
on  and 7. The encoding parameters can be optimized to
maintain significant key rates across the channel by ensur-
ing the key-rate oscillation period is large compared to
the variation of the dispersion parameters, «,, (e.g., due
to varying temperature [32]). This allows the key rate to
remain close to a maximum within the fluctuation range
of «,,. Figures, further mathematical analysis, and the con-
sideration of realistic noise and nonoptimal experimental
parameters are presented in Sec. S.IV of the SM [23].

B. Frequency beamsplitter noise

To compare the noise resilience of our protocol against
existing protocols that leverage antisymmetric Bell states
(Refs. [17—19]), we now consider an alternative noise
model based on frequency-bin qubits. While the physical
encoding of Refs. [17—19] can be expressed in a discrete
Hilbert space, our logical qubit encoding uses two dis-
tinct physical qubit types defined in conjugate variables,
requiring representation in a continuous space. To address
this, we define the FBS noise model, which applies a uni-
tary operation on frequency-bin qubits, enabling a direct
comparison of the noise robustness of these protocols and
ours (assuming that the former are encoded in frequency-
bin qubits). Although rooted in theoretical considerations,
this noise model has potential experimental relevance, for

—— Time-bin envelope Ugs
Freq.-bin envelope ]

N
N
N
/\ \\‘

|

Q Q+y o

v
\L>
w

FIG. 3. Schematic of the frequency beamsplitter (FBS) noise
model. The FBS model applies a beamsplitter unitary (Ugs)
across pairs of frequency modes separated by w over continuous
frequency intervals of width €, as shown in the top diagram. For
the example of a bit-flip (X') operation on single-photon time-bin
and frequency-bin states, this operation transforms the pink and
yellow states in the top diagram to the corresponding states in
the bottom diagram. The pink curve represents the broad spectral
amplitude envelope of time-bin states, while the orange curve
depicts a frequency-bin state.

example, in processes such as Bragg-scattering four-wave
mixing [33].

1. Frequency beamsplitter model

We first define a single-frequency beamsplitter (BS)
operation. A single-frequency BS acts on pairs of
single-frequency creation operators a'(w) to apply a
BS unitary operation, Ugs, on the frequency modes
in the form af(w;) — cosba’(w)) + € sinba’(w,) and
a'(wy) > —e ®sinfa’ (wy) + cosBa' (wy). This applies
a unitary operation between a pair of single-frequency
modes, with rotation noise parameter 6 and dephasing
noise parameter ¢.

We now generalize the single-frequency BS to define the
general FBS noise model, illustrated in Fig. 3. In the gen-
eral FBS model, the same (but unknown) single-frequency
BS operations act between pairs of frequencies, separated
by w, over continuous frequency intervals of width €. The
first interval is centered on frequency 2 and, correspond-
ingly, the second interval is centered on the frequency
Q + . For brevity, we label the FBS noise parameters by
€ = (Q, i, €). The action of this model in the frequency
domain is made mathematically explicit in Sec. S.III of the
SM and further extended in Sec. S.V of the SM [23].

Before analyzing the impact of the FBS noise model on
our encoding, it is helpful to summarize the key parame-
ters introduced so far. The frequency-bin qubit states are
parameterized by frequencies €2, and 2;, and Gaussian
width o,,. The time-bin qubit states are parameterized by

024072-5



HANNAH SEABROOK et al.

PHYS. REV. APPLIED 24, 024072 (2025)

times 1y and t;, and Gaussian width o;. We then parame-
terize the FBS noise model as a unitary operation across
frequency modes with rotation angle 6 and dephasing
angle ¢. This FBS noise acts on frequency bins centered
around 2 and 2 + u, with a top-hat filter shape of width €.

2. Effect of frequency beamsplitter noise

To analyze the effect of the FBS on our encoding,
we must first make assumptions about the relationship of
parameters € to . We assume that the FBS acts exactly
across the frequency-bin states of Alice’s encoding (i.e.,
Q =Qp and 2 + p = ;) and that the noise bands are
sufficiently wide to capture the frequency-bin amplitude
function, as in Fig. 3 (requiring € = 60, to contain all but
a negligible fraction of a Gaussian function). Under these
assumptions, the FBS applies a unitary operation on the
frequency-bin qubit states {|0;),[17)}. Thus, |0,) = |\I/;)
is unaffected by this noise.

In contrast, the |1;) state will be affected under the FBS.
Due to the broad nature of the time bins in the frequency
domain, both |0;) and |1;) span both of the FBS bins
(pink curve in Fig. 3). Therefore, the FBS does not apply
a logical unitary to the time-bin qubit states, but it does
change the shape of their distribution (with a dependence
oné, 0, d), as depicted in Fig. 3 and Fig. S2 of the SM [23].
As with the GVD, the changing time-bin state distribution
increases the rate of inconclusive measurement outcomes
at Bob due to the probability amplitude “leaking” outside
the logical subspace.

To quantitatively analyze the effect this has on the
key rate, we consider the states measured by Bob (|, )
and |W, 7)) and the time-bin state arriving at Bob after
traversing the FBS noise, which we call |¥,7). As a is
typically small, we set @ = 0 here to provide a clearer,
more intuitive picture of the scheme’s robustness; how-
ever, the security analysis in the following section fully
accounts for the true, nonzero (albeit small) value of
a determined by the chosen encoding parameters. We
calculate the fidelities F(¥,”, ¥, ) = | (¥, |¥, ) |* and
F(¥,, ) = [ (¥, |¥,) |, and any phase accumulated
by |¥,7), as a function of €, 6, ¢, and the encoding
parameters T and €. In the aforementioned simplified case
(a = 0), the sum of these fidelities is equal to the proba-
bility of Bob measuring a conclusive outcome given that
|W,”) arrived. Here, F (¥, ™, W) gives the bit error rate in
the logical encoding, and the phase accumulated by |W; ™)
relative to |, ) and v;) gives rise to a phase error rate.

The bit error is negligible here and thus has a negligible
effect on the key rate. For example, for the experimentally
reported parameters used in Fig. 4,7 (¥, \IJJ? ) 1S numeri-
cally found to be of the order of 10~* when varying 6 and
¢ (giving a reduction in key rate of less than 0.3%). Fur-
ther, for typical parameters (such as those used in Fig. 4),

£€=0.015
. c=0057
- =017
1.0
.
>
T0.5 T
2
0.0
1.0
0.0 0.5 \S:
0.5 09
Rot. angle, 1.0 0.0 Oe.o(;\“‘(ad\
(7 rad)

FIG. 4. Robustness of time-bin Bell states under the FBS
noise model for varying frequency-noise bin widths, showing the
fidelity between the arriving state |W,”) sent by Alice through the
FBS channel and the state | ¥, ) measured by Bob. The fidelity is
plotted as a function of the FBS channel parameters 6 and ¢. For
the simulation, we use a Gaussian time-bin state with parameters
790 = 0 ps, 71 = 220 ps, and o, = 17 ps (values experimentally
reported in Ref. [34]) and FBS noise parameters 2 = 195.860
THz and Q2 + p = 195.879 THz, with varying width € = 0.6,
3.0, and 6.6 GHz (close to experimentally reported values for a
frequency-bin Bell-state encoding in Ref. [35], with € = 60,,). In
the legend, we express € as a fraction of the time-bin state’s width
in the frequency domain (o<1 /0;). We take the central frequency
of the time-bin state to equal 2.

the accumulated relative phase is small and has minimal
effect on the key rate. Therefore, the effect of the FBS on
the key rate is dominated by F(¥,”, ¥,"). Further details
about the accumulated phase and bit error can be found in
Secs. S.IIIB 2 and S.III C of the SM [23], respectively.

Figure 4 shows the fidelity F(¥,”, ¥;") of a time-bin
Bell state under an FBS, using experimentally reported val-
ues, for various noise bin widths €, as a function of 6 and
¢. We observe that the state fidelity is approximately inde-
pendent of the FBS dephasing angle ¢, and it reduces with
FBS rotation angle 6. As € decreases, the fidelity is higher
for a given 6 and ¢. If the time-bin states are sufficiently
wide in the frequency domain (o1/0;) compared to €, the
effect of the noise on the time-bin states is small. Thus,
our encoding will show a high rate of conclusive outcomes
at Bob, giving high key rates, for any values of the noise
parameters 6 and ¢. The detailed analytical expression for
F(¥,”,¥,) using Gaussian amplitude functions and the
study of further parameter dependence is presented in Sec.
S.III B of the SM [23].

In this analysis, we demonstrated the robustness of our
encoding against variations in noise parameters using fixed
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settings. Alternatively, our protocol can be adapted by
optimizing the encoding parameters to enhance robustness
when noise fluctuations can be characterized, as detailed
in Appendix C. The fixed-parameter approach is ideal
when noise characterization is impractical, while the sec-
ond strategy enables fine-tuned performance in scenarios
where detailed noise characterization is possible.

Overall, the effect of the FBS noise channel can be
effectively understood as an amplitude damping and deco-
herence channel on our logical states, where the damping
probability and decoherence phase are dependent on the
channel noise parameters €, 6, and ¢.

In Appendix D, we highlight the advantages of our pro-
posed encoding compared to alternative continuous-DOF
encodings with only two photons. Specifically, we demon-
strate how our use of both time-bin and frequency-bin
qubits allows us to make fewer assumptions about the
channel-noise model.

IV. SECURITY ANALYSIS

In this section, we present a comparative security anal-
ysis of our protocol against existing ones that are robust
against collective unitary noise [17,18] and the standard
BB84 protocol [1] under the FBS model introduced above.
We extend this model to analyze the security under exper-
imentally realistic noise fluctuations by using a proba-
bilistic value for the noise parameter 6. Subsequently,
we compare these schemes under a lossy channel, addi-
tionally including TF-QKD in the analysis. Despite its
alternative setup—featuring two senders and a central
measuring device, unlike the prepare-and-measure BB84-
type scheme used by the others—the inclusion of TF-QKD
allows for a rigorous comparison of our protocol with
state-of-the-art approaches. We conclude by discussing
how the stabilization techniques required for TF-QKD and
BBg4 affect their key rates and implementation overheads.
We leave the analysis of Ref. [19] to Sec. S.VIB of the
SM [23], as it does not contribute further insights to the
main discussion.

It is worth noting that the protocols in Refs. [17—19]
were developed during the early years of QKD, when
robustness against specific individual attacks was the pri-
mary focus. Here, we harness more recent developments
in numerical techniques for QKD security analysis to pro-
vide asymptotic secure key rates that are valid against
any collective attack. More precisely, we use the frame-
work developed in Ref. [36] to compute an asymptotic
lower bound on the secure key rates for each of the proto-
cols listed above, as well as our proposed implementation.
We provide an explanation and full details of the analysis
methods used in Sec. S.VII of the SM [23].

A. Noise-robust protocols under the FBS channel

In this subsection, we consider Refs. [1,17—19]
implemented using frequency-bin qubits (with a width less

than the noise-bin widths, i.e., € 2 60,,). With this encod-
ing, their security can be analyzed by examining the effects
of a collective unitary operation (Appendix A) on the
physical qubit states, as described in the previous section.

By contrast, the FBS channel affects our logical encod-
ing differently, causing amplitude damping and decoher-
ence at the logical level (see Sec. III B2). To evaluate the
key rate while accounting for the two-photon nature of our
states, we reformulate the continuous-DOF single-photon
frequency-bin and time-bin qubit states of Eq. (3) into a
discrete orthonormal ququart basis (see Sec. S.VIIB2 of
the SM [23]). By inverting this mapping, we can express
our logical states in a two-ququart basis. Then, using
the overlaps between the single-photon states comprising
Bob’s measurement projectors and the noise-transformed
single-photon states arriving at him, we construct a channel
acting on this ququart basis (as detailed in Sec. S.VIIC1
of the SM [23]).

The resulting key rates are close to those of BB84 sub-
ject to an amplitude damping and decoherence channel,
where the fidelities of our encoding under the FBS (Fig. 4)
determine the amplitude damping, while the accumulated
phases correspond to the decoherence phase for each set
of noise parameters (€, 0, ¢) (see Sec. S.VII C 2 of the SM
[23]). This confirms that considering the channel’s action
on the states at the logical level in the previous section
(i.e., without explicitly introducing the full ququart basis)
provides a meaningful intuition, as it suffices to capture
the impact of the noise on the key rate. Indeed, although
a more detailed treatment is necessary for the complete-
ness of the security analysis, this yields results that are
effectively equivalent.

Figure 5 shows the secure key rates of the different pro-
tocols in a lossless FBS channel as a function of the unitary
rotation angle 6, with other parameters fixed. The FBS
noise and the encoding parameters match those of the sur-
faces in Fig. 4. The key rate is symmetric in 0 about 6 =
for all protocols due to the symmetry of the FBS opera-
tion under 6. In Secs. S.VI A and S.VIII of the SM [23],
we provide an additional analysis showing the key rate’s ¢
dependence (which is small for all protocols presented).

The three- and four-photon protocols in Ref. [18] per-
fectly cancel collective unitary noise; therefore, their key
rates are maximal for both unitary parameters (6,¢) in a
lossless channel. We illustrate this with the flat-line ref-
erence plot in Fig. 5, and we need not consider the noise
robustness further here.

We now analyze the one- and two-photon protocols. Our
protocol shows a substantial improvement in key rate com-
pared to Refs. [1,17] for 0 < 6 < 0.47. As the noise width
reduces relative to the time-bin width in the frequency
domain, the key-rate robustness to 6 increases (blue curves
in Fig. 5). With sufficiently narrow FBS noise bins or
optimized o; of our states, the key rate of our protocol
remains nonzero for all unitary parameters (6, ¢), unlike
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FIG. 5. Comparison of key rates as a function of FBS noise

parameter 6 (with ¢ = 0) for collective-unitary-noise-robust pro-
tocols. Key rate in an FBS channel with unitary parameter 6 of
BB84, Wang (2005) [17], Boileau et al. (2004) [18], and our
protocol for the states and noise outlined in Fig. 4 (Gaussian
states with 7o = 0 ps, t; = 220 ps, o, = 17 ps, and noise param-
eters 2 = 195.860 THz, 2 + u = Q; = 195.879 THz, and € =
60, = 0.6, 3, and 6.6 GHz). The action of the FBS on the
DV protocols is analyzed as a collective unitary operation on
frequency-bin qubits. BB84 and Ref. [17] show less robustness
to the FBS noise than our approach. Unlike our scheme, the key
rates of BB84 and Ref. [17] vanish when 6 varies with time due
to their key rate oscillating with 6 [see model in Eq. (8)]. Refer-
ence [18] exhibits the highest key rate and robustness under FBS
noise; however, it has the worst scaling with loss of the examined
protocols (see Sec. IV B).

Refs. [1,17]. This, combined with preventing the accumu-
lation of a bit error rate, is advantageous for our encoding
when experimental time variations of noise parameters are
accounted for.

We demonstrate this by updating the FBS channel model
to instead consider random mixtures of parameters. We
now model the channel as an FBS with fixed parameter
values 6; with probabilities p;, so that the channel map
becomes

~ AN
PN —> ZPiFngPNng@ ) ®
i

where we define £ as the action of the FBS with parameter
0 and all the other unspecified parameters € and ¢ kept
fixed. In our simulation, we consider points of ; uniformly
sampled between 0 and 2.

Under Eq. (8), we find that the key rates for both Ref.
[1] and Ref. [17] vanish. Indeed, while a positive key can
be obtained in both the regimes 6 < 7 /4 and 6 > 7 /4,
these two regimes correspond to Alice’s and Bob’s bit val-
ues being correlated and anticorrelated, respectively. As a

result, under a random mixture of 6, no correlation can
be established. In contrast, our protocol can maintain a
positive key rate since the bit values remain correlated
throughout the parameter range. The dotted, dashed, and
solid blue lines in Fig. 5 achieve rates of 0.124, 0.278,
and 0.457 bit/pulse, respectively. This also shows that a
significant key rate can be achieved even with nonoptimal
encoding parameters (e.g., due to only partial channel char-
acterization) provided that an upper-bound estimate on € is
available.

B. Noise-robust protocols in lossy channels

We now present the analysis of different DV-QKD pro-
tocols across a loss-only channel. Figure 6 shows the
key-rate dependence of our protocol, noise-robust proto-
cols with a varying number of photons per logical state
[17,18], BB84 [1], and TF-QKD [10]. These results high-
light quantitatively the loss-noise robustness trade-off dis-
cussed earlier and presented in Table I (and Appendix A).
From Fig. 6 we confirm that, for a given channel loss, the
key rate scales exponentially with the number of photons in
a protocol; however, as seen in Fig. 5, reducing the num-
ber of photons in a logical state decreases the protocol’s
robustness to noise, underscoring the trade-off.

Our scheme requires only two photons per logical state,
and it thus scales better with loss than other noise-robust
protocols. Meanwhile, by exploiting nontrivial encodings
in continuous DOFs, it leads to an increased parameter
robustness compared to the existing methods with two or
fewer qubits (Fig. 5). Therefore, by optimizing the encod-
ing parameters to expected noise fluctuations (Fig. 4 and
Appendix C), our approach can surpass the key rates of
previously proposed noise-robust schemes.

In Sec. S.VI of the SM [23], we present further dis-
cussion of the observed key rates for Refs. [17—19], and
we compare the rates to the security predicted in their
works. In Sec. S.IX of the SM [23], we also address
security considerations that are relevant for realistic imple-
mentations that use photon-pair sources with imperfect
photon-number purity. We justify that decoy-state meth-
ods can be applied within our scheme, ensuring security
against photon-number-splitting (PNS) attacks.

C. Compensation techniques for BB84 and TF-QKD

By construction, the BB84 [1] and TF-QKD [10]
schemes scale better with loss than the noise-robust pro-
tocols, achieving higher key rates over longer distances;
however, implementing these protocols in practice relies
on extensive compensation and stabilization techniques to
mitigate the effects of channel fluctuations (discussed fur-
ther in Appendix A) [9,11,13—15,38-40]. These methods
require allocating a portion of the pulses to estimating the
noise, reducing the fraction available for establishing a
shared secret key [38—40].
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FIG. 6. Key rate as a function of channel loss in dB for
collective-unitary-noise-robust protocols and commonly imple-
mented QKD protocols. Comparison of the key-rate scaling with
loss for various protocols in a lossy channel. Our scheme and the
existing collective-unitary-noise-robust approaches [17,18] show
a BB84 scaling (scaling as 1) with loss. For these, the key rate for
a given loss scales exponentially with the number of photons in
the logical qubit state. Our protocol and that of Ref. [17] use the
same number of photons per logical state, and they thus show the
same loss dependence (thick blue line); however, the protocol
of Ref. [17] shows worse performance than our scheme under
channel noise (Sec. IV A, cf. Fig. 5). For comparison, we also
show the key rate for BB84 [1] (simulated) and TF-QKD [10]
(analytically calculated in Ref. [37], with u = piop = 0.1146),
accounting for noise-compensation techniques that are neces-
sary for the operation these protocols, unlike the noise-robust
schemes.

To account for compensation, in Fig. 6, we present key
rates for BB84 and TF-QKD as experimentally reported
using these techniques. For BB84 with polarization com-
pensation, Ref. [38] presents a secret-key rate of 80 bit/s
with 40-dB loss and a transmission rate of 50 MHz. Con-
verting this to a key rate in bits per pulse, and accounting
for detection losses, this corresponds to an order 103
reduction in key rate. For TF-QKD, Ref. [14] reports a
secret-key rate of 9.22 x 10~!? bit/pulse at 106-dB loss.
Accounting for detection and component losses, this cor-
responds to an order 10? reduction in key rate. We note that
experiments employing different stabilization methods will
result in slight variations of the key-rate reduction factor.
An exhaustive analysis of the experimentally achieved key
rates would require a more open discussion of experimen-
tal downtimes, duty cycles, and other factors affecting the
total average key rate; however, detailed data in this area
are currently limited. In Appendix E, we include the the-
oretical key rates of BB84 and TF-QKD for a complete
comparison. Additionally, we present the key rate in bits

per second (another important figure of merit for assess-
ing real-world practicality), based on the estimated rate at
which our logical states can be generated experimentally.

V. DISCUSSION

In this work, we introduced an approach to encod-
ing logical qubits for QKD, where they are represented
within subspaces of continuous photonic DOFs. Specif-
ically, we define a nontrivial orthonormal basis in the
frequency domain from superpositions of antisymmetric
Bell states defined in frequency-bin and time-bin qubits.
Antisymmetry is employed for its noise-resilient proper-
ties, while the use of a continuous DOF enhances loss
robustness by reducing the number of photons per logi-
cal state. Our analysis demonstrates that this scheme offers
superior resilience to loss and noise compared to existing
methods under realistic noise fluctuations. Furthermore,
it eliminates the need for the extensive stabilization typ-
ically required in state-of-the-art protocols, which often
entails significant operational complexity and imposes lim-
ited duty cycles. This passive robustness may be especially
advantageous in environments where active compensation
is impractical or unstable, such as channels with rapidly
varying noise. We also outlined a viable experimental
implementation of our protocol, showcasing the near-term
applicability of these findings for scalable QKD networks.
More broadly, our work highlights the importance of con-
sidering industrial scalability—not just loss scaling or
one-off implementation overhead—when evaluating QKD
protocols. By avoiding active compensation and relying
on compact, replicable components, our approach is well
positioned for deployment at scale.

Recent works have explored architectures for quantum
repeaters based on concatenated bosonic error-correcting
codes, leveraging Gottesman-Kitaev-Preskill (GKP) qubits
for their inherent loss-resilient properties [41—44]. While
our protocol does not rely on error correction, it shares a
conceptual connection with these approaches by exploit-
ing redundancies in continuous photonic DOFs to achieve
resilience against noise. Practical realization of GKP
states, however, remains a significant experimental chal-
lenge, particularly in optical implementations, with only
recent progress reported [45]. Alternative strategies, such
as that proposed in Ref. [46] for optical quantum comput-
ing, address these challenges by encoding GKP qubits in a
fixed number of excitations superposed across frequency
and time modes, rather than the typical bosonic codes,
which encode qubits in superpositions of the number of
excitations within a single mode. This approach provides a
more experimentally feasible route to the implementation
of optical bosonic error-correcting codes.

Similar to the method presented in Ref. [46], our
approach employs a fixed number of excitations in a super-
position across modes of a continuous photonic DOF to
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improve the practical feasibility; however, the encoding
we propose is specifically tailored for QKD applications,
enabling the use of simpler states since only noise robust-
ness, rather than full error correction, is required. Our
approach opens promising directions for exploring alterna-
tive encodings in continuous photonic DOFs for quantum
information tasks, extending beyond the scope of QKD.

A natural extension of this research would be to adapt
our encoding strategy to develop a general methodology
for designing implementation-specific encodings. Such
a framework could be optimized for robustness against
experimentally characterized noise channels and their
expected noise fluctuations, while minimizing the impact
of loss. For example, by modeling and parameterizing
the noise channel, and characterizing the expected fluctu-
ations of its parameters, it could be possible to develop
tools that output optimal encoding spectral functions and
their parameters for a given implementation. Addition-
ally, while our encoding is not compatible with some
widely used protocols like TF-QKD, it could hold promise
for other QKD protocols, such as device-independent
QKD [47].

Beyond these immediate extensions, our work reveals
a counterintuitive result: antisymmetric Bell states in
frequency-bin and time-bin modes, despite their conju-
gate nature, can be made perfectly orthogonal. This prop-
erty may have deeper connections to foundational topics
in quantum mechanics, such as the nature of Einstein-
Podolsky-Rosen steering [48]. While our results clearly
establish the utility of this encoding for QKD, they also
suggest broader implications for leveraging foundational
principles in practical quantum technologies. We envision
that these ideas could inspire approaches across the field of
quantum information, bridging foundational insights with
real-world applications.
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APPENDIX A: FUNDAMENTAL TRADE-OFF
BETWEEN LOSS-ROBUST AND NOISE-ROBUST
QKD

In this appendix, we outline the collective unitary noise
channel and the loss channel models considered for the
analysis of Refs. [17—19]. We then discuss the overheads of
employing compensation techniques to mitigate noise fluc-
tuations and the limitations these present for the industrial
scalability of QKD implementations. Finally, we explain
the loss-noise robustness trade-off in more detail. We high-
light this with the specific example of protocols that exploit
antisymmetry for robustness to collective unitary noise,
such as those in Refs. [17—19].

1. Collective unitary noise channel

A collective unitary noise channel applies the same
unknown unitary U to all qubits in a given N-qubit state,
PN, transforming the state as

pn — USN oy UN. (A1)

2. Loss channel

A lossy channel absorbs or loses a photon in trans-
mission with probability p. All N photons in a logical
qubit state must arrive at the receiver for the state to be
successfully transmitted. Under a lossy channel, the state
transforms as

oy — pYov + (1 —pV)p.. (A2)

We define p, as a state in the subspace in which one or
more photons are lost to the channel, and this will result in
an inconclusive measurement outcome due to loss.
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3. Compensation techniques

Compensation techniques are required by protocols that
do not have inherent noise resilience, such as BB84
(including decoyed-BB84) and TF-QKD. Without stabi-
lization against channel fluctuations, noise leads to an
overwhelming error rate, rapidly rendering key sharing
insecure. Compensating noise results in a large resource
cost (such as long servo channels and active feedback
loops [13]), which limits the practical scalability of real-
world implementations of QKD. For example, TF-QKD
experiments require stabilizing the phase, frequency, and
polarization of two sources arriving at a central node
from separate locations. These stabilization tasks have
been addressed in various ways, although each intro-
duces its own level of complexity. Frequency locking can
be achieved using common laser sources [14,15], while
polarization stabilization was demonstrated using active
feedback from the central detectors [9,11—-15]. Phase sta-
bilization typically relies on techniques such as time and
wavelength multiplexing to track phase fluctuations via
reference signals [9,13], or postprocessing approaches that
estimate and correct phase drift using reference-frame time
blocks [12]; however, all these methods come at the cost
of increased system complexity, requiring multiple active
control loops and tightly coordinated reference frames.
While feasible in well-controlled, point-to-point links, as
noted in Ref. [7], such schemes pose serious challenges for
scalability, particularly in dynamic or multiuser network
settings, where the overhead of independent stabilizing
controllers quickly becomes prohibitive.

In addition to the physical resources required, stabiliza-
tion techniques require continuous monitoring of channel
fluctuations. Typical methods involve interleaving data
and reference pulses in time [12,13,15], or monitoring the
QBER using a significant fraction of the sifted shared
key [3840]. These methods inevitably reduce the pro-
tocol’s effective duty cycle, as a fraction of pulses must
be reserved for stabilization rather than key generation.
Specifically, once a channel’s stability degrades, reference
pulses must be sent (in place of signal pulses) to estimate
the current noise parameters of the channel and inform
adjustments to the stabilizing components (e.g., motorized
waveplates for polarization compensation). Consequently,
only a fraction of operational time contributes to secret-
key generation, with the remainder consumed by channel
monitoring and correction. As discussed in Sec. IV C of the
main text, this leads to orders-of-magnitude reductions in
the effective key rate in state-of-the-art decoy-state BB84
and TF-QKD implementations.

While a complete survey of the compensation burdens
across all QKD architectures is beyond the scope of this
manuscript, it is well supported in the literature that such
requirements—in terms of both hardware complexity and
active control overhead—are a persistent challenge for
large-scale and cost-effective deployment.

4. Loss-noise robustness trade-off

To circumvent the extensive overheads associated
with compensating noise fluctuations, encoding inher-
ently noise-resilient states can be considered. Designing
a secure QKD scheme requires at least two nonorthogo-
nal states and measurements in their respective bases [51].
Collective-unitary-noise-robust protocols proposed to date
[17-20] use the invariant property of the antisymmet-
ric Bell state (J¥~) = %(lO) [1) —[1)]0))) under local

unitary transformations, i.e., (U® U) |¥~) = &2 W),
where A is some unobservable U-dependent global phase
factor [24]; however, |V ™) is the only two-qubit state sat-
isfying invariance under the action of a collective unitary
[52]. Thus, two perfectly noise-canceling nonorthogonal
bases using only two qubits cannot be found. By introduc-
ing more qubits into a logical state, noise-robust subspaces
of at least dimension 2 can be found. A QKD protocol that
is perfectly noise-canceling against collective unitary noise
can be devised when the logical state contains three or four
qubits, as in Ref. [18].

Qubits in QKD are typically encoded in photonic
degrees of freedom, since photons are natural information
carriers [53,54]. QKD protocols devised with higher noise
robustness thus use more photons per logical state; how-
ever, the key rate scales exponentially with the channel
loss probability of a logical qubit, and the loss probability
itself scales exponentially with the number of photons (i.e.,
physical qubits) in the logical state [Eq. (A2)]. Therefore,
we arrive at a trade-off between loss robustness and noise
robustness: increasing the number of physical qubits (i.e.,
photons) per logical qubit state for the purpose of noise
cancelation leads to an exponential decrease in the key rate
for a given transmission distance. We qualitatively illus-
trate this trade-off in Table 1. To overcome this trade-off,
we encode a fixed number of photons in a continuous DOF,
rather than the tensor-product space of many qubit Hilbert
spaces, in a conceptually similar manner to bosonic codes
[41,46].

APPENDIX B: STATE GENERATION AND
MEASUREMENT

Implementing our protocol requires generating anti-
symmetric Bell states in frequency bins and time bins,
and superpositions of these. Antisymmetric Bell states
in frequency bins can be produced through spontaneous
parametric down-conversion (SPDC) [55] or spontaneous
four-wave mixing [35], i.e., processes that involve pump-
ing nonlinear crystals. Entangled time-bin qubit states can
be created using optical switches [56]; however, simi-
larly to frequency-bin states, time-bin Bell states can also
be generated by pumping a domain-engineered nonlin-
ear crystal [57,58] (or by performing quantum optical
synthesis in two-dimensional time-frequency space [59]).
By producing the antisymmetric time-bin Bell state in
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Illustration of the proposed measurement and generation schemes for the logical Z and X basis states. (a) Antisymmetric

frequency-bin and time-bin Bell states can be generated through domain engineering nonlinear crystals and pump engineering. Super-
positions of the frequency-bin and time-bin antisymmetric Bell states can be generated by precisely tuning the phase difference o of
the pump between the two domain-engineered crystals for the time-bin and frequency-bin state. (b) A logical Z-basis measurement
and logical X -basis measurement can be made with a 50% incurred loss by destructively interfering the incoming states with one of
the basis states. An optical switch is used to randomly measure for either the |0,) or the |1;) states in the Z; basis or randomly measure
for either the |+;) or the |—.) states in the X}, basis. If the incoming state is in the same state as the photon pair being generated, there
will be no click at the detector (this cannot be distinguished from channel loss). Conversely, if there is a click at the detector, Bob
infers that the state sent by Alice is opposite to the state generated by the detector’s associated setup. (In this figure, we have assumed

(W ;) ~0.)

this way, superpositions of the frequency-bin and time-bin
states can be made by coherently pumping crystals with
different domain engineering and implementing a set phase
relationship between these crystals [60,61] [see Fig. 7(a)].
It should be noted that this state-generation method uses
a probabilistic process that can produce multipair emis-
sions, introducing a vulnerability to PNS attacks, where
an eavesdropper could exploit extra photon pairs to gain
information; however, in Sec. S.IX of the SM [23], we clar-
ify how a decoy-state extension of our scheme can mitigate
this risk, ensuring security in such implementations.

To estimate the state-generation rates for our scheme,
we extrapolate from existing experimental work on

photon-pair generation using SPDC. Specifically, we
model a type-0 SPDC process in periodically poled lithium
niobate and normalize our photon rates to the values
reported for such a source in Ref. [62]. Using a 5-cm-long
crystal with a poling period of 19.1 wm, we find that anti-
symmetric frequency states with 1-nm bandwidth could
be generated at a rate of 10° pairs/s [50]. Our simulation
assumes lossless spectral filtering of both photons using
I-nm broad filters with a Gaussian shape, which in a real
source would be replaced by domain engineering in the
crystals, a technique that has been demonstrated in Ref.
[63]. This would simultaneously allow for the generation
of the time-bin states.
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Performing measurements in the logical Z; and X,
bases is a harder challenge to tackle. Here, we out-
line one possible method for performing the measure-
ments, based on reverse engineering the state-generation
process. For example, consider making a measurement
to distinguish [—) = 1/v/2(1¥;) — [¥1,)) from [+;) =

1/ \/5(|\Iff_ )+ W ). To do this, Bob generates the state
|[+1) by coherently pumping domain-engineered crystals
with the correct relative phase (as proposed above for state
preparation). This setup is aligned such that it has the oppo-
site phase to the incoming signal and thus destructively
interferes with the incoming state. If the state |+;) has
been sent by Alice, the two states will destructively inter-
fere [60] and a loss will be measured. If, instead, the state
|—_) is sent on the setup generating state |+.), then part
of the amplitude will constructively interfere and photons
will be measured at the detector. Therefore, if photons are
detected out of the setup generating the state |+.), Bob
concludes that the state sent was |—; ), whereas if a loss is
measured, the result is inconclusive. To make this a bal-
anced measurement, Bob should generate |+.) only 50%
of the time. The other 50% of the time, Bob generates |—; )
to infer whether the state |+;) was sent. Identically, this
process could be used to perform the Z; basis measure-
ment. This measurement process works with an incurred
50% loss; thus, the key rate is reduced by a factor of
0.5, but the scaling of the key rate with the channel loss
is identical (scaling as 1?). This measurement scheme is
illustrated in Fig. 7(b).

The proposed scheme requires a simple experimental
setup, though it is not perfectly faithful to our theoretical
model. Specifically, it allows Z;- and X, -basis measure-
ments to be made, but it does not distinguish inconclusive
outcomes (i.e., the projector |L;)(L,|), which instead
manifest as bit errors for this implementation.

This setup underscores the experimental feasibility of
our protocol. Its simplicity highlights the practical poten-
tial for near-term applications. Optimizing this measure-
ment scheme to account for inconclusive outcomes due to
noise is beyond the present scope and would merit a dedi-
cated study. This proposal provides a valuable foundation
for further progress toward this goal.

APPENDIX C: OPTIMIZATION OF ENCODING
PARAMETERS OF FBS NOISE FLUCTUATIONS

In Fig. 8, we present the fidelity F(¥,”, ¥,") of a time-
bin Bell state with varying widths, o;, under the FBS for
a range of noise-bin widths € and rotation angles 6. By
finding the fidelity over a range of FBS variables and
varying the Bell-state parameters, this highlights how the
encoding can be optimized for robustness to character-
ized fluctuations in the noise parameters. Here, we observe
increasing fidelity over the range of FBS variables given
as o, decreases. Therefore, for noise that fluctuates over

ot =10 ps
B 0:=20ps
I 0:=30ps
Hl 0;=40ps

1.0

0.5 ]

AC 2l 2l

0.0 ° 0.0
0.5 1.0
NOiSe- . 1.5 a“g\es
wi 20 1.0 ot.

FIG. 8. Robustness of time-bin Bell states with varying bin
width under the FBS noise model, as a function of noise-bin
width and rotation angle, showing the fidelity between the arriv-
ing state |W,”) sent by Alice through the FBS channel and
the state |, ) measured by Bob. The fidelity is plotted as a
function of the FBS channel parameters € and 6. For the sim-
ulation, we use Gaussian time bins with parameters 7o = 0 ps,
71 = 220ps, and values experimentally reported in Ref. [34],
with a central frequency assumed at 195.860 THz and varying
o, =10, 20, 30, and 40 ps. The fixed FBS noise parameters
are Q = 195.860 THz, 2 + p = 195.879 THz, and ¢ = 0, and
varying width € = 0.6, 3.0, and 6.6 GHz (close to experimen-
tally reported values for a frequency-bin Bell-state encoding in
Ref. [35], with € = 60,). The key rate can be optimized by
reducing o;.

the ranges given for € and 6 in Fig. 8, o; is optimized when
it is sufficiently small to ensure that the fidelity never falls
to zero, giving nonzero key rates without compensation.

APPENDIX D: COMPARISON OF OUR
ENCODING TO ALTERNATIVE
CONTINUOUS-DOF ENCODING SCHEMES

Given that the time-bin states are not perfectly robust
against the FBS noise model, it is worth comparing our
encoding scheme to alternative but similar encodings in
the continuous space. The advantage of our protocol is that
fewer assumption on the noise model are needed compared
to other continuous-DOF encodings while still achieving a
robust key rate. We highlight this with a couple of example
cases.

First, let us consider instead encoding purely in Bell
states of two pairs of frequency bins, such that |0;) =

|\IJf_>OI,MN and 1) = lqu_>23,MN’ where lqu_>ub,MN =

(lag )y 1br )y — 167 )4 lag)y)/~/2. Thus, [0;) is the anti-
symmetric frequency-bin Bell state on modes M and N
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FIG. 9. Key rate as a function of channel loss for collective-unitary-noise-robust and commonly implemented QKD protocols under
theoretical and experimental conditions. (a) Comparison of the key rate in a lossy but otherwise ideal channel. TF-QKD and BB84
perform efficiently due to using low numbers of photons per shared bit; however, under experimental noise conditions, BB84, TF-
QKD, and Ref. [17] require extensive stabilization techniques to mitigate the effects of noise. These lower the shared key rates and
come with substantial overheads, as shown in (b). In contrast, our protocol and those in Ref. [18] do not require noise compensation.
(b) Comparison of the key rate in a lossy channel when the effects of noise are accounted for. Noise scales the key rate of our
noise-optimized protocol by only an order of 1 (see Sec. IV A). Conversely, the compensation techniques required for BB84, TF-
QKD, and Ref. [17] lower the key rates by orders of magnitude. (c) Comparison of the key rates in bits per second in a lossy but
otherwise ideal channel. Rates for BB84 and TF-QKD are extracted from experimental literature, while those for our protocol and
Ref. [18] are estimated based on simulations informed by experimental data. Our protocol achieves significantly higher key rates than
existing approaches under realistic assumptions, maintaining competitive performance even when considering experimentally feasible
generation rates of our time- and frequency-entangled two-photon states.

over frequency-bin states |0y) = [€2) and |17) = [€21),
and |1;) is the antisymmetric frequency-bin Bell state on
modes M and N over new frequency-bin states |2/) =
|€2,) and [37) = |Q23). To have no logical bit error rate
on this basis, this encoding makes the assumption that the
FBS acts between states [07) and [1,) and between |2/ )
and |3r) only (or outside this subspace). If we instead
allow the noise to act across these the two frequency-bin
Bell states (e.g., between states |07 ) and |2,) and between
states |1,) and |3/ )), the protocol accrues a bit error rate
and an incurred loss at the measurement stage. In contrast,

if we allow this model of unitary noise on our proposed
encoding (i.e., the FBS noise acting between the encoded
frequency bins and frequency bins outside that space), neg-
ligible bit error rate and only an extra loss at measurement
is incurred. We quantify this in Sec. S.X A of the SM [23].

Our chosen encoding also allows us to alleviate another
assumption on the noise channel. We assumed in Sec. I[I1 B
that the noise acts between frequency bins. By encoding
one basis state in frequency bins and one basis state in time
bins, we allow the possibility that the noise instead acts
between time bins while maintaining the robustness of the
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encoding. In contrast, the fidelity of the above encoding
would degrade more than our proposed encoding. Thus,
our encoding is more robust under fewer noise constraints.

If the channel takes the states [0 ) to |0;) and [1/) to [1,),
our encoding is no longer robust. In this case, however, a
simple change in measurement choice at Bob allows for a
perfectly noise-robust single-qubit encoding to be appro-
priate. Designing an encoding that is robust against such a
model is beyond the scope considered in this paper.

APPENDIX E: KEY RATE UNDER LOSSY
CHANNELS—THEORETICAL AND
EXPERIMENTAL COMPARISONS

In this Appendix, we present the key rates of all proto-
cols in Fig. 6 under loss in both an ideal theoretical case
and under experimental considerations. We show these in
Figs. 9(a)-9(c).

Under ideal conditions (loss-only channel), Fig. 9(a)
reveals that TF-QKD and BB84 perform well because they
use fewer photons per bit shared by Alice and Bob; how-
ever, under experimental noise conditions, extensive noise-
compensation techniques are required. Not only do these
methods require complex feedback systems that reduce the
industrial scalability of the protocols, but they also require
a significant portion of the pulses to be used for estimat-
ing and stabilizing against the channel noise fluctuations.
This greatly lowers the overall rate of establishing a key
between Alice and Bob (by orders of magnitude), as shown
in Fig. 9(b). In contrast, our scheme does not require stabi-
lization mechanisms due to its inherent noise resilience. By
optimizing the encoding parameters for the expected noise
fluctuations, our protocol will see only an order of 1 reduc-
tion in key rate under channel noise without employing any
compensation methods [e.g., as seen for the channel model
in Eq. (8)].

In addition to Figs. 9(a) and 9(b), which present key
rates in units of bits per pulse, it is also important to
evaluate performance in terms of bits per second, which
is a critical figure of merit for practical implementations.
Accordingly, in Fig. 9(c), we compare the key rates of
the discussed protocols in bits per second as a function of
channel loss.

To facilitate a comparison, we first consider all protocols
at 0-dB loss and then apply the appropriate loss-dependent
scaling. For BB84 and TF-QKD, we extract key rates
from Ref. [38] and Ref. [14], respectively. Reference [38]
reports 80 bit/s at 40-dB loss for BB84, which corresponds
to approximately 9.5 x 10° bit/s at 0 dB after accounting
for detection and transmission losses. Similarly, Ref. [14]
reports a rate of 0.092 bit/s at 106-dB loss for TF-QKD,
which scales to roughly 2.2 x 10* bit/s at 0 dB.

By contrast, to our knowledge, the existing noise-
canceling schemes in Ref. [18] are yet to be realized exper-
imentally. Nonetheless, we can estimate their performance

by considering the generation of the four-photon entangled
states needed by the protocol. These states remain exper-
imentally challenging to produce, with recent demonstra-
tions reporting generation rates of approximately 150 Hz
for four-photon Greenberger-Horne-Zeilinger states [64],
corresponding to a key rate of around 75 bit/s at 0 dB.

To estimate the key rate in bits per second for our
protocol, we use the methods described in Appendix B,
drawing on experimental parameters from Ref. [62]. Under
optimized conditions, our protocol can achieve generation
rates of the order of 10° logical states per second at 0-dB
loss, enabled by domain-engineered nonlinear crystals. To
account for further experimental constraints (such as lim-
itations due to multiphoton emissions), in Fig. 9(c), we
consider a more conservative generation rate of 108 pairs/s.
Multiplying this rate by the bits per pulse obtained from
the previous figures also yields key rates of the order of
10® pairs/s.

This comparison highlights that our protocol is compet-
itive with state-of-the-art approaches both in terms of bits
per pulse and bits per second.
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