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Practical implementations of quantum key distribution (QKD) extending beyond urban areas com-
monly use satellite links; however, the transmission of quantum states through the Earth’s atmosphere
is highly susceptible to noise, restricting its application primarily to nighttime. High-dimensional (HD)
QKD offers a promising solution to this limitation by employing high-dimensionally entangled quantum
states. Although experimental platforms for HD QKD exist, previous security analyses have been limited
to the asymptotic regime and have either relied on impractical measurements or employed computationally
demanding convex optimization tasks, restricting the security analysis to low dimensions. In this work, we
bridge this gap by presenting a composable finite-size security proof against both collective and coherent
attacks for a general HD QKD protocol that uses only experimentally accessible measurements. In addition
to the conventional yet impractical “one-shot” key rates, we provide a practical variable-length security
argument that yields significantly higher expected key rates. This approach is particularly crucial under
rapidly changing and turbulent atmospheric conditions, as encountered in free-space and satellite-based

QKD platforms.

DOLI: 10.1103/v51y-vkfr

I. INTRODUCTION

Quantum key distribution (QKD) [1,2] enables two
remote parties, commonly called Alice and Bob, to estab-
lish cryptographically secure keys without relying on
assumptions on the hardness of mathematical problems.
Over recent decades, significant advancements in both
experimental techniques and security proofs have evolved
QKD from an interesting scientific concept toward one of
the most developed quantum technologies [3—5], and it
is now on the edge of practical use for both private and
governmental applications. Implementations range from
fiber links [6—10] for urban areas to free-space [11,12] and
satellite-based links [13—17] that span countries and even
continents. Although the transmission of quantum signals
through the atmosphere offers a more favorable loss pro-
file compared to fiber-based systems, it also suffers from
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high noise sensitivity, which essentially restricts operation
to nighttime hours.

High-dimensional quantum states [18—20] have proven
to enhance noise tolerance in entanglement distribution
tasks [21], making high-dimensional quantum key distri-
bution (HD QKD) a promising candidate for improving
noise robustness in cryptographic tasks. Nonetheless, the
security analysis of practically implementable HD QKD
protocols is so far rather uncharted. Previous works have
primarily focused on asymptotic security, employing either
analytical methods [22-26] that leverage symmetry argu-
ments or numerical approaches [27] involving convex
optimization [28-30]. Analytical arguments often require
2 or even d + 1 mutually unbiased bases measurements,
which is impractical, particularly for large dimensions.
Numerical methods avoid this but require solving very-
high-dimensional convex optimization problems, which
are computationally demanding and highly memory inten-
sive, rendering them infeasible even for low to medium
dimensions [27]. Our recent work in Ref. [31] has closed
the gap between experimentally available setups [32—36]
and asymptotic security by providing an efficient semi-
analytic method to evaluate key rates for practical HD
QKD setups, relying solely on practically implementable

Published by the American Physical Society


https://orcid.org/0000-0002-9638-5691
https://ror.org/014cpn338
https://ror.org/04d836q62
https://ror.org/04knbh022
https://ror.org/03anc3s24
https://crossmark.crossref.org/dialog/?doi=10.1103/v51y-vkfr&domain=pdf&date_stamp=2025-11-10
http://dx.doi.org/10.1103/v51y-vkfr
https://creativecommons.org/licenses/by/4.0/

FLORIAN KANITSCHAR and MARCUS HUBER

PHYS. REV. APPLIED 24, 054028 (2025)

measurements. Yet, the security of high-dimensional
QKD protocols in the finite-size regime remains an
open question.

In this study, we address this issue by presenting a
full, composable finite-size security proof for general high-
dimensional QKD protocols. We begin by outlining the
general HD QKD protocol in Sec. II. Section III details
our statistical testing procedure and establishes compos-
able finite-size security against independent and identically
distributed (IID) collective attacks. We then apply the
postselection technique [37,38] to extend security to coher-
ent attacks. These secure key rates refer to the so-called
fixed-length scenario, which is commonly reported in the
literature; however, in practical settings, in particular for
atmospheric channels, the quantum channel’s instability
complicates the predefinition of accepted statistics before
the execution of the protocol, as required by the security
argument. This leads to a high abort rate of the protocol and
low effective key rates. To address this, in Sec. IV, we give
a variable-length security argument for a variable-length
version of our protocol [39], again proving composable
finite-size variable-length security against both IID col-
lective and coherent attacks. Finally, in Sec. V, we apply
our recent method [31] and present both variable- and
fixed-length key rates in Sec. VI.

II. PROTOCOL

We analyze a general high-dimensional, entanglement-
based QKD protocol of dimension d, which consists of the
following steps:

(1) State generation. A photon source distributes entan-
gled quantum states p4p to Alice and Bob.

(2) Measurement. Alice and Bob randomly and inde-
pendently decide to measure either in their computational
bases, represented by positive operator-valued measures
(POVMSs) {41}Z) and {B)] };’;(1), or in one of the test
bases, represented by POVMs {A}‘]}j;é and {Bﬁ};’;}) for
be{2,..., npuses}, Where npases denotes the total number
of bases used in the protocol, and record their outcomes in
their respective private registers 4 and B. Practically, this
can be implemented either passively via beam splitters or
using active switching with random numbers. We denote
the probability that basis i is chosen by p; > 0, and d is the
dimension of the protocol.

Steps (1) and (2) are repeated N times. Once these mea-
surements are complete, Alice may announce a random
permutation, which both parties then apply to their data.

(3) Public announcements and sifting. Alice and Bob
use the classical authenticated channel to communicate
their measurement choice to each other and may discard
certain results. Therefore, Bob announces the time stamps
of his single clicks, and Alice checks which of those
singles lie in her predefined coincidence window. Then,
Alice announces her random measurement setting for those

rounds, where she recorded a single in the corresponding
window. Other rounds are discarded. Their announcements
are stored in their public registers 4 and B.

(4) Acceptance testing. The communicating parties dis-
close a randomly chosen subset consisting of &y of their
measurement results over the public channel and perform
a so-called acceptance test (see Theorem 1). This test helps
them to define a set SAT. They may also announce that they
will perform subspace postselection.

(5) Key map. Based on their announcements and their
measurement results, one party performs a key map g,
which formalizes the process of assigning a logical bit
value {0,...,d — 1} to each of the remaining N — kp
rounds as a function of the publicly known announce-
ments and the private measurement data. This step also
may allow discarding certain rounds (by assigning the
symbol L or, more efficiently, by directly shortening the
string [39]). If Alice performs the key map, this is called
direct reconciliation; if Bob performs it, it is called reverse
reconciliation.

(6) Error correction and error verification. On the
remaining N — kr rounds, Alice and Bob perform error
correction to reconcile their raw keys X and Y, which leaks
some information to an adversary, Eve. This is followed
by error verification, where Alice chooses a two-universal
hash function that hashes to |_10g2 1/ GEV)-| bits and sends
them to Bob, who applies the same hash function and
compares them.

(7) Privacy amplification. Finally, they perform pri-
vacy amplification, where they map their reconciled key
to a shorter one, aiming to decouple Eve from their shared
randomness.

ITII. SECURITY ARGUMENT

In this work, we aim to demonstrate the composable
security of a generic high-dimensional QKD protocol
against coherent attacks in the finite-size regime. This
task, however, presents several challenges compared to the
asymptotic analysis carried out in Ref. [31]. Although in
the asymptotic regime, the law of large numbers justifies
assuming that our measurement outcomes are known with
certainty, in the finite-size regime, we need to thoroughly
design and perform an acceptance test. The acceptance
test carefully compares the observations with the expected
channel behavior. If the test passes, the analysis proceeds
on the set of all states that are exr-likely to be compatible
with our observations. Instead of considering a plethora of
attack strategies that Eve could follow (a nearly impossible
task), this allows us to base the security argument solely on
the observations made by the communicating parties; how-
ever, the direct use of the measured statistics, as is common
in discrete-variable QKD, for HD QKD performed in prac-
tical measurement setups still requires numerical security
arguments. As identified in Ref. [27], these methods suffer
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from serious limitations due to complexity issues, which
motivated the development of a semianalytic security argu-
ment for practical HD-QKD setups in Ref. [31]. This
work avoids the use of full statistics, allowing for direct
solutions and bypassing highly demanding numerical con-
vex optimization routines; however, it also means that we
have to construct the acceptance set based on suitable
coarse-grained statistics. Additionally, we need to take into
account that all subroutines used for the QKD protocol
may fail with a certain probability, such as error verifica-
tion failing to align the keys between Alice and Bob or
privacy amplification failing to decouple Eve from the final
key. Each of these contributions has to be carefully taken
into account in a composable security argument. Proving
composable finite-size security against coherent attacks is
inherently challenging, as most available arguments rely
on an assumed IID structure of the underlying quantum
states. Consequently, a lift from collective IID to coherent
attacks is required.

We address these issues as follows. Initially, we con-
sider collective IID attacks, where Eve prepares a fresh
ancilla state that interacts identically with each protocol
round. She may then store this ancilla state in her quan-
tum memory and wait until Alice and Bob have finished
executing their QKD protocol, including their announce-
ments, before measuring her quantum memory. Mathemat-
ically, this implies that different rounds are uncorrelated
and that Alice’s and Bob’s shared state has the tensor-
product structure p = ,oj‘)év . We then adapt an argument
by Refs. [40,41] to our needs and formulate an acceptance
test with nonunique acceptance criteria. Based on this test,
we prove composable security within Renner’s e-security
framework [42]. Finally, we apply the postselection tech-
nique [37,38] to lift our collective IID key rates to secure
key rates against coherent attacks, thereby completing the
proof.

A. Security against IID collective attacks

The first goal of our security argument is to prove
the security of the considered protocol against coherent
attacks. We aim to tackle this task in two steps: we first
prove security against IID collective attacks, and we then
lift our proof to coherent attacks. For our collective-attacks
argument, we follow the e-security framework by Ren-
ner [42]. Thus, for now, let us assume IID collective
attacks; i.e., Alice’s and Bob’s shared quantum state after
N rounds of transmission has the tensor-product structure
P4B = rj%N .Let pypr = rﬁ;}g be a purification of this state,
held by Eve. Alice and Bob then randomly select k7 of
those rounds for statistical testing.

Formally, this means we need to construct a set of ea-
filtered states [40,42], which is a set (SAT)C of quantum
states o leading to an accepted statistics with probability
less than e, Pr[accept|o] < ear. In other words, our goal

is to define a set SAT such that all states in its complement
(SAT)® could have generated the accepted statistics only
with probability less than ea1. Intuitively, this allows us to
split the set of all quantum states into two subsets: the set of
states that are very unlikely to have produced the observed
statistics, and the set of states that have potentially caused
our observations. We formalize this notion in Theorem 1,
which is an adapted version of Theorem 3 in Ref. [41].

Theorem 1 (Acceptance test [41]). Let © be the set of
Alice’s and Bob’s observables. Letr € R!®/ and t € Rlz@ol’

where |®| denotes the cardinality of ® and choose exr >
0. Define the set of accepted statistics as

O:={veRO:vX O, vy —ryl <tr}, (1)
and the corresponding acceptance set as

SAT .= {oc e D(H4® Hp ® HE) :
VX € O,|Tr[oX] —rx| < px +tx}, (2

where ry is the X'th element of the vector r and likewise
for ty. Forevery X € O, let

2x2 ( 2 >
py = [—In| —),
my €AT

where x := || X || and my is the number of tests for the
observable X . If p & SAT, then the probability of accepting
the statistics generated by the IID measurements of p®” is
bounded above by exr. That is, the complement of SAT
consists of all epr-filtered states.

Let us denote the event of the acceptance test passing
by P. Note that we never actually know which state Alice
and Bob received but only use the measurement results and
the testing procedure to determine how to proceed with the
protocol. Thus, we face four different cases:

(a) (rAB € SAT) A Pat—the test passes for an input
state in SAT,

(b) (4 € SAT) A P§—the test fails for an input state
in SAT,

(¢) (t4p € SAT) A Par—the test passes for an input
state not in SAT,

(d) (‘L’A 3¢S AT) A Pg—the test fails for an input state
not in SAT.

While cases (a) and (d) correspond to the desired behavior
of the test, note that in case (b), although the protocol erro-
neously aborts, it is nevertheless secure. By design of the
acceptance-testing theorem, the probability that (c) occurs
is bounded by ear. Additionally, we denote the event that
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the error-verification routine passes by Pgy and abbreviate
the event of both passing by P.

Composable security builds upon the following
Gedankenexperiment [43]. The adversary is given the
output of both the real and an idealized version of the
QKD protocol and aims to distinguish between both pro-
tocols without having access to Alice’s and Bob’s private
data. The ideal output is uniformly distributed and com-
pletely decoupled from Eve, pigeal := 7k, k; ® pE, Where
g kg = 1/IK| Y rexc 1K) (k| ® |k)(k|. The output of the
real protocol shall be denoted by pk ke := P(o48E),
where @ denotes the map representing the action of the
protocol (which will be detailed on in Sec. V B). Then, we
aim to bound the distinguishing advantage of an adversary,

1
E H'OKAKBE — gk ® 'OEH1 <e€. 3)

Since the protocol aborts and is trivially secure when the
acceptance test fails [cases (b) and (d)], there is no dis-
tinguishing advantage for Eve in that case. Thus, we can
focus on the cases where the test passes,

1
2 ||10KAKBE — TK,Kp & '0E||1
= 04 3 ||oxakatnr — ks ® P,
1

< = ||,0](A[(BE/\7> - /OKAKAENPHI

1
+ E ||pKAKAEA7’ — gk ® ,OEM;HI

1
< e€pv + 5 HpKAKAE/\P — K,k @ PEA7>| s

where we used Pr[P]oyp =: o4.p. For the first inequal-
ity, we applied the triangle inequality, and for the second
inequality, we used that the first term is bounded by €gy.
To ease notation, we now drop Bob’s key register, as it
is equal to Alice’s. For the second term, we use the fact
that the remaining cases (a) and (c) are mutually exclusive,
which leads to the upper bound

1

2 ||IOKAKBE/\P — Tg,kg @ ,OEMJHI

< max {Pr |74 € SAT] % ||/OKAE/\73 — g, ® ,OENP\ 13

Pr[eis ¢ SN 5 ||ox,enr — 7k, ® pEAP]|}-

For a state 743 ¢ ST, the distinguishability given that the
test passes can be upper bounded by the probability of the
test passing on a state that is not in the acceptance set,

which in turn is upper bounded by €ar,

Prltis ¢ SA) 1 || ok,enr — Tk, ® pEAP||,

< Pr[Par|ts ¢ S*'] < ear.

While we have now successfully treated cases (b)—(d),
we are left with case (a), where Alice’s and Bob’s shared
key is not fully private with respect to Eve. To decou-
ple their key from Eve, the protocol requires Alice and
Bob to perform privacy amplification. The leftover hash-
ing lemma (Corollary 5.6.1 in Ref. [42]) relates the length
of the hashed key to the security parameter,

% ||pKAE/\P —7ng, ® /OEA'PHI

1 -
~ A= (HE (XIEC) ) —t
<2€+2 2( mn W oyBEINP ) = €gecs

where C denotes the transcript of the information-
reconciliation phase. Thus, provided that the length of the
hashed key satisfies

€ < Hyn (X IEC) oo ppynp + 21085 (€sec — 26),

the key is secret with secrecy parameter €g... Next, we use
Lemma 10 of Ref. [44], H, (X |EC)onp > HE,,(X|EC),,
as well as Lemma 6.4.1 of Ref. [42], to remove the
information reconciliation transcript from the smooth min-
entropy at the cost of introducing a leakage term leakjg and
arrive at

€ < Hi i (X|E) g5y — leakir + 210g, (€ec — 2€) .

Our argument applies to every state in the acceptance
set; however, as we are aiming for a reliable bound on
the secure key rate, we need to find the worst-case state
in this set, which is the state that minimizes the smooth
min-entropy. This leads to

L < migAT Hlf,,m(XlE)q)(n)(pABE) — leakr
PABE €

+ 2log, (€sec — 2€) .

Let n := N — k7 denote the number of rounds used for
key generation. Since the smooth min-entropy of a quan-
tum state is defined as the maximum of the min-entropy
over all quantum states in an e-ball around the considered
quantum state, we can lower bound Hé. (X |E)(ppp) >
HuinX |E)o(p 5 (€., set € =0). Next, we use the
fact that the min-entropy is additive for IID copies
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(see Table 4.1 of Ref. [45]) and obtain

¢ <n min HWX|E)eq,y) — leakir + 21og, (€sc) -

TABE eSAT

Thus, we choose €. = €pa and obtain a valid lower bound
on the secure key rate provided that we choose £ such that

1
L <n minA Hupin X |E) ¢ (z5r) — leakir — 2 log, <—>

TABEES €PA

4)

with total security parameter € := egpy + max {€ar, €pa}.
This concludes the security argument for IID collective
attacks. We summarize this in Theorem 2.

Theorem 2 (Security statement for collective attacks).
Let €gy, €pa, €ar > 0. Let N be the total number of quan-
tum signals exchanged, k7 the number of test rounds, and
n := N — kr. The general high-dimensional QKD protocol
described in Sec. Il is egy + max {ear, €pa }-secure against
IID collective attacks, if, in case the protocol does not
abort, the secure key length £ is chosen such that

. 1
C<n min _Huyin(X|E) ey — leakir —2log, (—) s
T BpeSA €PA

)

where leak;g denotes the leakage due to the information-
reconciliation phase and SAT is the acceptance set defined
by the acceptance test in Theorem 1.

Leaving aside the technical details, for pre-fixed sub-
routine security parameters €gy, €pa, and et this theorem
relates the achievable secure key length £ under collec-
tive attacks to an optimization problem over the set SAT,
which we defined earlier in the acceptance test, along
with correction terms due to error correction and privacy
amplification. It turns out that the remaining optimiza-
tion problem can now be solved using the method we
introduced in our companion paper [31].

B. Lift to coherent attacks

It remains to lift the proof to coherent attacks, based on
the postselection technique of Refs. [37,38]. We follow the
notation used in Ref. [38]. This requires some additional
notation. Recall that ® : ABE +— K, KgE, where Eve’s
register £ contains all information she gathered during the
protocol execution, and define ®© := Trg o Trg, 0 @, a
QKD protocol map that produces a key of length £ upon
acceptance. Additionally, let @fﬁéal be the corresponding
ideal QKD protocol map. Now, in contrast to the first part
of the proof, we assume a general p pr = pnpnpn Without
any known structure, so in particular pypp # tg’E. After

splitting off the correctness part, similar to the argument
above, the secrecy statement reads

(2 - @) @ idz) e

]1 <. (6)

Since we applied a random permutation to the classical
data acquired during the protocol execution, for measure-
ments that act only on single rounds, the considered proto-
col is permutation invariant such that the map ®© — &)
is also permutation invariant (for a formal definition of per-
mutation invariance of a map, we refer to Refs. [37,38]).
For such maps, the postselection theorem (Theorem 1 of
Ref. [37]) gives an upper bound on this expression in terms
of a purification of so-called de Finetti states.

This allows us to relate the e-secrecy of the QKD pro-
tocol for an arbitrary state p4pg to the g, e-secrecy of the
same protocol if the input is a purification of a probabilis-
tic mixture of IID states. The final step of the postselection
method then comprises relating this to the secrecy of an
IID state. The (corrected) postselection theorem (Corollary
3.1 in Ref. [38]) states the following: provided that one has
proven security of a QKD protocol for IID states, yielding
a key of length £

¢ .
3 H((cp“) - cDi(dgal) ® 1d2> (T%E)Hl = €sec

with security parameter €s, = max{ear, €ppa} (Which is
what we have just accomplished), the security of the same
protocol with a purification of a de Finetti state as input
that hashes to a length ¢’ = £ — 2 log, (gn,x), where g, =

m+x=1) s then
( n ’

(0 - o) @ ide) oo < e D

secure, with security parameter €., = epa + 2+/2€ar.
Note that the postselection theorem of Ref. [38] straight-
forwardly extends from prepare-and-measure protocols to
entanglement-based protocols.

Combining those findings yields the security statement
against coherent attacks, which is summarized in the
Theorem 3.

Theorem 3 (Security statement for coherent attacks).
Let €gv,€pa,€at,€ > 0. Let N be the total number of
quantum signals exchanged, k7 be the number of test
rounds, and »n:= N — ky. The objective general high-
dimensional QKD protocol is €gy + g (€pa + 2+/2€a1)-
secure against coherent attacks, if, in case the protocol does
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not abort, the key is hashed to a length of

¢ <n min Huin (X |E) & (z451)
‘[ABEESAT

1
— leakg — 2 10g2 <a) -2 logz (gn,x) 5 (8)

where g, = (""7") and SAT is the acceptance set defined

by the acceptance test in Theorem 1.

In this work, we use g,, < (e(n+x—1)/x — !
from Ref. [38] as an upper bound. In nontechnical terms,
Theorem 3 allows us to relate the security against general
attacks to the security against IID collective attacks, which
we established earlier in Theorem 2. While we still can
relate the achievable secure key length ¢’ to a similar opti-
mization problem as we found for collective attacks, the
stronger security claim comes at a price. To obtain secure
key, the additional correction term log, (g,,,x) tells us that
we need to hash our raw key a bit more, while additionally,
the total security parameter grows.

When we present our results, we plot secure key rates
instead of achievable secure key lengths; thus, we divide
both sides by NV and obtain

¢  n
— < — min Hpy(X|E)e
N N rABEeSAT mln( | ) (T4BE)

2 1 2
— Oleak — N log, an) TN log, (g1y), (9

where S 1= leakjgr /N.

IV. VARIABLE-LENGTH SECURITY

In the previous section, we have proven the security of
a high-dimensional QKD protocol that produces a key of
fixed length or aborts. The most crucial part of such a fixed-
length protocol in reality is to construct an acceptance
set, which practically boils down to defining the expected
channel behavior (ry, potentially along with some mar-
gin ty). This is because in many practical applications,
the expected channel behavior is not known or can change
rapidly, such as in free-space and satellite-based QKD
applications, which are two of the prototypical use cases in
which high-dimensional QKD can play out its strengths;
however, according to the security argument given in
Sec. III, the accepted statistics have to be fixed before the
run of the protocol, and the abort decision is made by com-
paring the actual measurement results with the acceptance
set. For unknown or rapidly changing values, this would
mean that even protocols with nonunique acceptance abort
very often (and unique acceptance protocols basically all
the time), leading to a low expected key rate [39,41]. The
only possible counteraction is increasing the parameters zy

to enlarge the acceptance set. This, however, diminishes
the secure key length, as the reported length has to be com-
patible with the worst-case state within the given set, while
not significantly increasing the acceptance probability for
varying channels.

We address this problem by introducing a variable-
length version of our protocol and proving security, apply-
ing the theory of Ref. [39]. We start by stating the required
protocol modifications and introducing some additional
notation.

The state-generation, measurement, and announcement
and sifting phases, as well as the key map of the protocol
stated in Sec. 11, representing steps (1)~3) and (5), remain
unchanged, while the main modifications pertain to steps
(4), (6), and (7). The modified protocol steps are as follows.

(4') Variable-length decision. The communicating par-
ties disclose a randomly chosen subset consisting of kr
of their measurement results over the public channel and,
depending on their observations, determine the required
EC and hash Iength.

(6') Error correction and error verification. On the
remaining N — kr rounds, Alice and Bob perform error
correction to reconcile their raw keys X and Y. The size
of the error-correction leakage is already fixed by step
(4), where they decided to produce a key of length ¢;
with EC leakage AEC. As for the fixed-length protocol,
they proceed with error verification, where Alice chooses a
two-universal hash function that hashes to [log, (1/€gv) |
bits and sends them to Bob, who performs the same hash
function and compares them. If they obtain the same hash
values, they proceed.

(7') Privacy amplification. Alice chooses a two-
universal random hash function from n to £; bits to
decouple Eve from their shared randomness.

For the fixed-length version of the protocol, the values
of ¢; and AFC had to be fixed before the execution of the
Erotocol; now this decision is made based on the data. Let
F° ¢ RI® denote the vector containing the experimen-
tal observations for all considered observables X € ®, and
denote ®x (p) := Tr[pX].

A. Security against collective attacks

In what follows, we summarize the idea of the variable-
length security proof from Ref. [39] and adapt it to the
objective high-dimensional QKD protocol. First, based on
their observations F' "bs,quice and Bob need to find a sta-
tistical estimator by (F°), which is a high-probability
lower bound to the Rényi entropy H, (Z"|C"E"), of the
underlying quantum state with, where C denotes the regis-
ter collecting the leaked classical information,

Pr [bstat (") < H, (Zn|C”E")p] >1—err.  (10)
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Compute statistical
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\EC ( ﬁobs)

Compute / (ﬁ Obs>
according to Eq. (22)

FIG. 1. Flowchart illustrating the variable-length decision.
Ihbe length of the key is now a function of the observed statistics
Fobs,

Intuitively, this estimator provides a high-probability
lower bound on Eve’s information about the key, based
on the observed statistics F°*. Finding such an esti-
mator requires the construction of a set V(F°") that
contains the (unknown) quantum state responsible for
Alice’s and Bob’s observations with high probability, i.e.,
Pr[typ € V(F°)] = 1 — ear. Based on this estimator
and the public announcements, Alice and Bob determine
the information leakage A"C (F°"), which is an integer
between 0 and AEC quantifying how many bits of the key
Eve learns by listening to Alice’s and Bob’s communi-
cation over the classical channel. An illustration of the
variable-length decision can be found in Fig. 1.

This allows calculating the secure key length as the
difference between the statistical estimator and the error
correction leakage, along with some additional lower-order
correction terms:

¢ (ﬁvobs)

:= max {0, | bya (17“"'”) — AFC (f?"bs) — O(a, epa, €rv) | } -
(11)

In the fixed-length scenario, the acceptance test was
built by defining expected statistics and finding the set of
density matrices that could have produced these statistics
only with some small probability; the complement of this
set was the set Sar. In the variable-length scenario, the
construction of the acceptance set follows a slightly differ-
ent logic. A fixed but otherwise unknown quantum state
gives rise to observed statistics £°%, which is a random
VariabLe. Based on this observation, we aim to construct a
set V(F°P) such that Pr [‘L’AB € V(F"bs)] > 1 — ear. Since
we are using observables, we adapt the argument from
Ref. [39]. Let ® denote the set of observables used in
the protocol, and let x := [|X[|oc = [IX[|oollpll1 = [IX pll1
for X € ®. For each X € ©®, Hoeffding’s inequality [46]
tells us

2my /1_/2\,

Pr{|FP —E[X]| = ux] <2+ =iex, (12)

where my is the number of rounds used for testing observ-
able X'. We apply Hoeffding’s inequality to every observ-
able X € ® and combine them, using Boole’s inequality,

Pr| | JEWX] ¢ [F& — . F&™ + MX]:|
€0
=< Z €x =! EAT- (13)
Xe®

In reverse, this means

Pr m E[X] e [F)?bs — wx, F9® +Mx]i| > 1 —ear,
€0
(14)
and thus

Prp e V(ﬁObs)] > 1 —ear, (15)

where F° is defined as the vector containing F{™ in its
X'th component. This leads to

V(F) == {0 € D(Hs® Hs ® Hp) :
VX € O,|Tr[oX] —rx| < ux}. (16)

Note that in the present case, despite the different argu-
ment, the main difference from the acceptance set for the
fixed-length scenario is the decomposition of exT as a sum
of the single-observable epsilons €y . This, however, arises
from using Hoeffding’s inequality and can differ more
significantly for other sampling arguments.

Theorem 4 (Variable-length security statement for col-
lective attacks). Let egy, epp, ear > 0. Let N be the total
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number of quantum signals exchanged, k7 be the number
of testrounds, and n := N — kr. Let © be the set of observ-
ables considered for the objective protocol and F°* € RI®!
be the vector containing the observations corresponding to
©. Based on F°_ define the statistical estimator

bgtat (1_5 "bs) ‘=n min

Hpin X|E
TABEV(FObS) mm( | )q)var(TABE)

—n(a — Dlogi (dim(X) + 1),  (17)

where 1 <o <1+ m and V(ﬁ"bs) is such

that it contains the state that produced F°5 at least with
probability 1 — ear.

Then, the variable-length protocol, conditioned on
obtaining Fobs during acceptance testing and on passing
the error-verification step, that hashes to length

¢ (i;'vobs)

‘= max {0, Dgtat (130"5) — AFC (ﬁObS) — O(a, epA,eEv)} )

(18)

where

0 (o, €pa, €py) =

o o 1 +2
a—1 082 4€pA o
1
e (25 |
€EV

using AFC (F°*) bits for error correction, is egy-correct
and eaT + epa-secure.

Intuitively, Theorem 4 states that we can obtain a qual-
itatively similar security claim as we obtained in the
fixed-length scenario (see Theorem 2) even if we construct
our statistical analysis around the observed rather than
the expected measurement outcomes; however, as out-
lined before the statement, this requires a different security
argument and leads to different correction terms.

B. Security of variable-length HD-QKD protocols
against coherent attacks

Similarly to the ﬁxed—length protocol, we can define
"""  that describes the action of
the variable-length protocol hashing to keys of lengths
£1,...,4y, where M is the number of possible different
key lengths Furthermore, let CIDW;"I'(;Q{ be its ideal counter-

part. According to Theorem 4, the variable-length protocol
was shown to be secure against collective attacks,

! et
2 H(cpiglf """ q’iaildéﬁ”) (PanBrnEn) }1 < €pa + €aT,

19)

and egy-correct. By a similar argument as in the previ-
ous section, exploiting the permutation invariance of the

objective high-dimensional QKD protocol (see Ref. [38]
for details), one can show that, provided the protocol is
secure against collective attacks with security parameter
epa + €art, the protocol that hashes keys to length ¢ :=
£; — 2log,(gux) — 21og, (1/€) instead of length ¢; upon
; has security parameter g, («/8 (epa + €aT) + 5/2),

..... ¢ ) ot
H( var M q)valr’ideall\/f ) (panprEn) ‘1 (20)
€
< Gux (\/ 8 (epa + €ar) + 5) , (21)

where d>var is identical to <I>f,a‘r """ tu ), except that it

hashes to a shorter key and is egy-secret. We summarize
these findings in Theorem 5.

Theorem 5 (Variable-length security statement for
coherent attacks). Let egy, €pp, €at,€ > 0. Let N be the
total number of quantum signals exchanged, k7 be the
number of test rounds, and n := N — k7. Provided that the
objective high-dimensional variable-length QKD protocol
is secure against collective attacks according to Theorem 4
with security parameter €pg + €t and correctness param-
eter egy, conditioned on obtaining F [obs during acceptance
testing and passing the error-verification, the protocol is
secure against coherent attacks with security parameter
2 (v/8(epE + €a1) + €/2), if the key is hashed to a length
of

¢ (Fobs)
= max {0, Dtat (ﬁObs) — \FC (ﬁObs)

1
—2log, (gnx) — 2log, <E>} ,

where
1 1
0
1 %82\ 260

0(c, €pa, €py) 1= ——
a J—
1
e ()
€EV

and g,, = ('?’Lfl_l) for x = d’d3, using A"C (F°%) bits for
error correction.

— 0(o, €pa, €EV)

(22)

w2)

Similar to the variable-length statement for collective
attacks, Theorem 5 presents a variable-length version for
the achievable secure key length against coherent attacks,
which builds the statistical analysis around the observed
rather than the expected behavior of the channel. The core
message is that we obtain a qualitatively similar secu-
rity statement to the fixed-length case, even if we build
our security argument upon the observed rather than the
expected statistics.
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V. SECURITY PROOF METHOD

Having discussed the security for two different attack
scenarios and both the fixed- and variable-length scenarios,
it remains to find a way to evaluate the given expressions;
however, as discussed earlier and in Ref. [27], widely
available convex optimization methods [29,30] cannot
handle high-dimensional QKD protocols. On the other
hand, less computationally demanding methods [22,24]
rely on hard-to-implement measurements, which are not
available in most practical setups. Instead, we employ a
recent technique developed in Ref. [31] that provides lower
bounds on the secure key rate without high computational
demands, solely relying on available measurements.

A. Key-rate evaluation

While this method computes asymptotic key rates, the
formulation of our composable finite-size key-rate-finding
problems derived in Secs. III and IV in terms of the min-
entropy already allows us to directly apply this framework.
The basic idea of this method is as follows [41]. It is well
known that the min-entropy can be expressed as the neg-
ative binary logarithm of Eve’s probability of guessing
Alice’s key string correctly, Hmin(X |E), = — 10g, (Pguess)-
This allows us to recast the minimization of the min-
entropy over SAT as a maximization over all possible
measurements Eve might carry out to guess Alice’s out-
comes. Applied to our finite-size optimization problem,
this turns into

Pguess = max ZTr [pABEAl] ®B/1c ®El]

1d1 Lk
{EY =

subject to

ZE’: 1,
/

Tr [IOABE] = 1’
X (23)
(Wo) — o < Tr [(Wo ® 15) ,OABE]
< (o) + 1o,
Tr[ W @ 15) ,OABE] < (Wﬂ + Wy,
E'>0,
page = 0,

for j € {1,...,Ny} and [ € {0, d — 1}. The observ-
ables VVJ are detailed in Sec. VI. The numerical values of
w; are calculated according to Theorem 1. Instead of solv-
ing this semidefinite program directly, the method derives

its dual

min  yo+z{ ((Wo) + Mo) —z ((VAV) - Mo)

LU N
Y0267 42 1 2

Nw
+sz ((%)‘i’ﬂ])
i=1
subject to '
yOZ)‘«max(Me) VZ=O,...,d—l,
22Uz, >0 Vj=1,...,Ny,
Yy € R,

24

which reduces the problem to a rather simple minimiza-
tion problem subject to a constraint that depends on the
maximal eigenvalue of a matrix, which is a function of the
chosen observables M, := [£)(€| ® 1, — (z{ — z§) Wy —
>0 2 W

Thus the crucial task was reduced to finding experi-
mentally accessible observables. This can be significantly
simplified by extending the set of accessible operators
using a matrix-completion technique [20,47]. For further
details, and a discussion about the complexity scaling, we
refer the reader to Ref. [31].

B. Formalization of the protocol

For illustration purposes, we apply our method to a high-
dimensional temporal-entanglement setup using a Fran-
son interferometer, analyzed in Protocol 1 of Ref. [27].
A source prepares polarized photon pairs of the form
|W,) = |DD) ® 1/+/d Z |kk ), which are distributed to
the communicating parties. With probability p,, each party
performs a time of-arrival (ToA) measurement, repre-
sented by {4] }f and {B) }d_o, respectively, and with prob-
ability 1 — py, each of them performs a temporal superpo-
sition (TSUP) measurement of not necessarily neighboring
time bins, represented by {A"}f é and {By }y —o» Tespec-
tively. We start by deriving the protocol map representing
the action of this protocol, specifying the map @ intro-
duced in Sec. III, following the formalism in Refs. [48,
49].

For each round, Alice and Bob may store a measure-
ment outcome «; and §; and make a public announcement
a; and b;, where the measurement outcomes are drawn
from the sets Xy and X and the announcements from
the set A, and Ap for Alice and Bob, respectively. In
our case, these announcements are the choice of mea-
surement, i.e., a number b related to the label of the
POVM measurement performed. For the analyzed proto-
col, b =1 corresponds to time-of-arrival measurements,
labeled ToA, while b = 2 refers to superposition measure-
ments of neighboring time bins, labeled TSUP. They store
their measurement outcomes in their private registers A
and B and their announcements in their public registers A
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and B. Since we perform direct reconciliation, the key map
g saves the outcome of the map g: X, x Ay x Ap —
{0,...,d — 1, 1} to the key register Z. In more detail, since
the protocol only generates a key when both Alice and Bob
measure ToA, the key map for our protocol is trivial and
simply copies Alice’s measurement outcome contained in
her private register 4 to the key register Z. This sets the
stage for introducing the formal protocol map. Let p4p be
Alice’s and Bob’s shared quantum state after the gener-
ation and distribution of the high-dimensional entangled
state, and let p4zr denote Eve’s purification. Furthermore,
since Alice’s and Bob’s announcements are public, Eve
has access to them. We use the short notation [E£] to label
Eve’s register, including all available public information.
Eve’s goal is to perform some (to us unknown) POVM
measurement, aiming to gain as much information as pos-

of arrival, we obtain the following map representing their
measurement and announcement steps:

Dyvga (04BE)

= ) IToA)(ToAl; ® |i)(il; ® [ToA)(ToAl; ® |j){/ |3

ij
® |:( A4, ®,/B ®*/E> PABE (\/Ail ® /B ®\/E> i|,
(25)
and the key-map isometry reads

V=" lk); ® |ToA)(ToA|; ® |ToA)(ToAl|5 ® [k} (klj .
k

sible about Alice’s measurement outcome. Since Alice (26)
and Bob only generate a key if both measure the time
Thus, the final state o) is obtained by
J
O'Z[E] = TrA;lBB [VCDM&A V’] . (27)

Nonetheless, since the announcements for this protocol are trivial, they do not give any additional information. Hence,
after inserting the expressions for Alice’s and Bob’s key measurement POVM and tracing out the announcement registers,

we obtain

aZE_Zn z|Z®TrAB[(F®\/7®\/>)pABE(ﬁ®ﬁ@f)] (28)

= Z i) (il TrAB

= q)(pABE)~

The last line defines the final protocol map . For this ®,
the objective function of the optimization in Eq. (23) we
use to calculate Hyin (X |E)a(p) = — 10g, (Pguess) becomes

Pguess
-1
= max Tr T E'
o ZE Z tag [(10(il4 ® 1) (/15 @ E') pase]
{ENG) ij=0
d—1
= max Tr 1 E' 31
max Z |l (4 ®1p® ),OABE] (31)
g

which then translates to the dual given in Eq. (24).

1Dl ® /) (/|5 @ E') pase] (29)

(30)

VI. RESULTS

In this section, we demonstrate our method by deriving
composable finite-size key rates for the high-dimensional
temporal entanglement protocol and setup analyzed in
Ref. [27]. While this is one illustrative example, our
method applies to general high-dimensional protocols in
a very similar fashion. The underlying data can be found
in Ref. [50].

In accordance with Ref. [31], we chose d— 1 observ-
ables Wy = qo 0 1iyi) (il + Y02 Y o e (1)
(i+zi+z|+i+zi+z) (i) and WO = Zu_op li,7)

(i,j|, where p = 1. We chose the ¢.; such that the kth
operator acts only on the kth off-diagonal, which allows us
to include the optimal choice of relative weights between
the witnesses in the optimization problem. More details
regarding this choice and the intuition behind it can be
found in Appendix D of Ref. [31].
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First, we cover the fixed-length scenario, which best
suits theoretical discussions of achievable “one-shot” key
rates, followed by a discussion of variable-length key rates
under specific noise models. In all examples given, we
use rs to refer to the splitting ratio of the beam splitters
in Alice’s and Bob’s labs that passively choose the mea-
surement setting (ToA or TSUP). For example, a splitting
ratio of rg = 1% means that 1% of the photons are directed
to the TSUP measurement apparatus, while the remain-
ing 99% are measured in the ToA setup. Thus, they obtain
r%N rounds of aligned TSUP measurements and (1 — rg)?
rounds of aligned ToA measurements. Given that 8(d — 1)
different click events are combined into W, we obtain
my, == r:N/8(d — 1). Additionally, we choose my, =
myy, such thatn := N(1 — rs)> — Nri = N(1 — 2rs), since
the click elements required for W, are obtained from ToA
measurements.

For demonstration purposes, if not mentioned otherwise,
we assume an isotropic noise model p = v |W)(V,]| +
(1;2") 1; however, we want to emphasize that our method
applies independently of the chosen noise model, and the
noise model is solely required to simulate the observations
for key rate plots. The security analysis is general and does
not require any assumptions about the state or the noise
model.

Also, note that the leakage in the information-
reconciliation phase leakjr appearing in the key rate for-
mulas given in Sec. III is the sum of the error-correction
leakage leakgc and the length of the hash used for error
verification, log, (2/egy). If not stated otherwise, we
assume ideal error correction.

A. Fixed-length key rates

We start with fixed-length keys, also called “one-shot”
key rates, corresponding to key rates usually reported in
the literature. Recall that for the definition of the accep-
tance set (see Theorem 1), one may choose to extend the set
of accepted statistics by choosing the parameters zy > 0
(for each observable X). Intuitively, this extends the set of
accepted statistics from a point to a (hyper-) rectangle with
sides ty for X € ©. To simplify notation and to describe
the choices for the acceptance test with a single parame-
ter, we measure the chosen ¢y for the different observables
in multiples of their respective py by introducing a fac-
tor tp, ty = tpix. In the whole subsection discussing the
results for the fixed-length scenario, we fix #z = 1. The
choice of #x influences the one-shot key rate (a larger ¢
extends the set of feasible states, thus lowering the key
rate) and the acceptance probability of the acceptance test
(the larger ¢, the higher the acceptance probability). We
discuss the influence of 7 in more detail in Sec. VI B, when
we compare fixed-length to variable-length key rates.

Since the choices for the epsilons can have an influence
on the secure key rates, we discuss our considerations in

more detail in Appendix B, where we express the security
epsilons as functions of two real, positive parameters 7, s >
0. While we did not optimize our choices to the full extent,
as this would go beyond the scope of this paper and is best
discussed for real experiments, we categorize the different
epsilons by their impact on the key rate and choose them
accordingly. For the whole section, we set » = ﬁ =s.
For the collective attack scenario, this leads to exr =
9.99 x 107, epa =9.99 x 107!, and epy =1 x 10713,
resulting in a total security parameter of € =1 x 10717,
In Fig. 2(a), we examine the key rates for varying N and
compare the obtained finite-size key rates with the asymp-
totic rates for N — oo. We fixed the protocol dimension to
d = 16 and the splitting ratio to 7 = 1%. This means that
for passive choice settings, ¢ of the rounds are available
for TSUP measurements on both sides, and (1 — r¢)? =

(@) 55
:E: . ——N=5x 10", rg = 1%, collective
3 30 ——N=1x 10", 1, = 1%, collective | |
@
e N N=1x 10", rg = 1%, collective
[0 ]
3 25 N N=1x 10", ro = 1%, collective
N T,
£ NI - = =N=1x 10", r_ = 1%, collective
© 20t S 17 o
5 S o N=1x10"", rg= 1%, collective
Uo‘, N 98% asymptotic key rate
3 150 ]
K T N
S ~ \ .......
> 1or RS |
o L,
~ ~ e,
o S
5 05k e ]
o =3
$ ~
0.0 L 1 L I I |
1.000 0.975 0.950 0.925 0.900 0.875 0.850
Isotropic noise parameter, v
(b)
3.5 l
——N=1x 10", r; = 1%, coherent
305, ——N=1x10"7, 1, = 1%, coherent |
N N=1x 10", r, = 1%, conerent
25 p N=1x10"°, rg = 1%, coherent| |
N,
S \ - ==N=1x 1020, rg= 1%, coherent
L N e, 4
2.0 NS N =1x 10%, 1, = 1%, coherent

Secure key rate (bits per coincidence event)

1.5

1.0
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FIG. 2. Composable secure key rates against (a) IID collective
attacks and (b) coherent attacks for different block sizes N and
constant splitting ratio of 1%. The system dimension was fixed
to d = 16 and we used the witness KH1.
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0.9801 of the rounds are measured in ToA by both par-
ties. Given our choice of my, = my,, (1 — 2rs) = 98% of
all rounds are available for key generation. Note that the
comparable asymptotic key rates refer to N — oo, where
the testing fraction can be chosen to be infinitesimally
small. Thus, to ensure a fair comparison, we need to adjust
the asymptotic rates by a factor of 0.98 to take the test-
ing into account. We plot secure key rates for N € {5 x
10,1 x 10'2,1 x 10,1 x 10,1 x 10'%,1 x 10'7} and
observe convergence to the adjusted asymptotic-key-rate
curve, as expected. We obtain nonzero finite-size key rates
for block sizes of N = 5 x 10'! and above. For N = 107,
our finite-size results effectively reassemble the asymp-
totic key rates. We note that the comparably high number
of rounds required to obtain a nonzero key is due to the
low testing ratio, which we chose to examine asymptotic
behavior (as asymptotic rates only require infinitesimal
testing). We will examine higher testing ratios for realistic
block sizes later.

For coherent attacks, the security parameters scale
according to Theorem 3. We discuss the detailed scaling
in terms of the security parameters in Appendix B. For
the presented results, we chose » = ﬁ =s. We aim to
maximize var at the expense of reducing the other security
parameters.

Therefore, we aim to keep var as large as possi-
ble at the cost of lowering the other security parame-
ters more. We choose vat = 9.98 x 107!, vpa = 9.99 x
107 and vgy = 1 x 10713 such that they add up to a
total adjusted security parameter of v = 107!°, The cor-
responding epsilon parameters can be obtained by scaling
according to the security statement in Theorem 3.

In Fig. 2(b), we plot the obtained secure key rates vs
visibility and examine the asymptotic behavior for large
N of the secure key rates against coherent attacks. We fix
the dimension again to d = 16 and the splitting ratio rg =
1% and plot the curves for N e {1 x 1061 x 10'7, 1 x
10'8,1 x 10',1 x 10%°,1 x 10?2}. We obtain nonzero key
rates for N = 10'7 and above and observe convergence to
the adjusted asymptotic rate N — oo for large N. Again,
we note that we chose the low splitting ratio to examine
the asymptotic behavior. Since the asymptotic rate does
not take testing into account, we again rescale by the cor-
responding factor of 0.98. We obtain nonzero key rates for
significantly lower NV for higher splitting ratios.

Next, we examine the behavior with respect to loss for
different block sizes N, splitting ratios rg, and different
noise levels. We use the noise model from Ref. [27] and
choose the production rate cpoq = 0.1 per time frame for a
time-frame length of 7= 5.4 x 10~°. The dark-count rate
was assumed to be 100 s~!, and the detection efficiency
np = 0.90. In Fig. 3, we plot the obtained secure key rates
(in bits per pair sent) versus loss. Curves in different shades
of blue correspond to N = 10'* with a splitting ratio of
rs = 20%, and curves in different shades of red correspond

10

N=10""n_ =102 r_=20% N=108 n_ =102 r_=40%
sol S sol S

- = =N=10""n_ =10% r_ =20% N=10% n_ =10% r_ =40%
sol S sol S
oL _ 10 _ 4 _ _ 8 _ 4 _ L
10 N=10"" n_ =10% r =20% N=10% n_, =10% r =40%

N=10""n_ =105 r_=20% N=108 n_ =105 r_=40%
sol S sol S

Secure key rate (bits per pair sent)

1078

1 0—80 I

60

Loss (dB)

FIG. 3. Composable secure key rates against IID collective
attacks versus loss for different block sizes N, splitting ratios rg,
and noise levels, parametrized by the number of solar photons
nso1. The system dimension was fixed to d = 16.

to N = 10® with a splitting ratio of rg = 40%. Different
line styles (solid, dashed, dotted, and dot-dashed) indicate
different solar photon rates ng; € {10%,10%,10%,10°}. We
observe that for N = 10'° and ny, = 102, corresponding
to almost absolute darkness, we achieve a nonzero key rate
up to about 51-dB channel attenuation, which is just shy
of the asymptotic rates. For N = 108, the tolerable loss
decreases to 38.5 dB. While the achievable loss decreases
with increasing solar photon rate, in both cases, we still
obtain a nonzero key for ny, = 10°, corresponding to sun-
rise [51]. Increasing the splitting ratio g can improve the
noise tolerance even further. This demonstrates that high-
dimensional QKD can play a crucial role in overcoming
noise in loss regimes present in satellite-based QKD.

As shown in Fig. 4, already for N = 10'°, the collec-
tive attack key rates (solid blue curve) are only slightly
below the asymptotic rates (solid black curve) in terms
of tolerable loss and less than half an order of magnitude
lower in terms of achievable secure key rate. Additionally,
we compare our results with the key rates from Ref. [27]
obtained for the same setup, using the same noise model,
but relying on a convex optimization Gauss-Radau method
[30]. While Ref. [27] only reports asymptotic rates, similar
finite-size corrections are expected, so the comparison of
asymptotic curves allows similar conclusions about finite-
size results. In Ref. [27], the maximum dimension feasible
on a standard computer was d = 8 (and d = 12 using
a cluster), with the d = 8 curve (dashed orange) requir-
ing several days of computation. By contrast, our method
produces the d = 16 curve (solid black) within minutes.
Already at d = 16, our method outperforms the numerical
d = 8 result in both key rate and tolerable loss, thereby
overcoming the apparent drawback of using Hy,;, instead
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d =16, asymptotic, [This Work]
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FIG. 4. Comparison of our results with asymptotic behav-
ior and numerical key-rate curves according to Ref. [27]. The
splitting ratio was fixed to rg =20% and the noise level,
parametrized by the number of solar photons, was chosen to
be ng; = 10%. The system dimension varies and is given in the
legend.

of the von Neumann entropy. This highlights the clear
advantage of our method, which unlocks the use of gen-
uine high dimensions without substantial compromises on
the secure key rate.

B. Variable-length key rates

Next, we come to the variable-length scenario. To illus-
trate the advantage of finite-size key rates, we need to
employ a noise model that translates certain physical
parameters of the devices used, such as the pair-production
rate of the source, the dark-count rate and efficiency of the
detector, and channel parameters like loss and the number
of environmental photons (for example, solar photons) into
coincidence click matrices. The latter can be used to derive
the observations for our witness operators (observables).
For illustration purposes, we use the noise model devel-
oped in Ref. [27], although, of course, the arguments apply
to any noise model. Additionally, one needs to simulate
natural channel fluctuations, as they appear under realis-
tic conditions. In Appendix C, we discuss and model two
different types of channels that may appear in real exper-
iments. We call the first one the “statistically fluctuating
channel,” which refers to a well-characterized, stable chan-
nel with channel parameters—the probability of photon
loss p; and a number of excess (solar) photons ng,—that
follow a normal distribution around certain characterized
means. This represents a stable atmospheric channel under
constant weather conditions. The second channel is called
the “rapidly fluctuating channel” and describes an atmo-
spheric channel under unstable weather conditions, such

as cloudy or foggy nights, or changing brightness, e.g.,
due to the rising sun. We apply a simplified model and
assume that randomly one out of nine statistically fluctuat-
ing channels with different means g, and 11oss manifests.
This is, of course, only for demonstration purposes; in real-
ity, a plethora of conditions may apply. While the second
scenario is more realistic, the first one already suffices to
demonstrate the clear advantage of variable-length pro-
tocols. Throughout this section, we fix the dimension to
d = 16. We direct the interested reader to Appendix B for
details about our choices for the security parameters. In
this section, we set r = = s, which turns out to be a
sufficiently good choice.

We start our discussion by reviewing the notion of
acceptance testing for fixed-length protocols. There, before
the protocol is executed, one has to determine and fix an
expected channel behavior by determining expected obser-
vations for the witness operators. This is usually a single
data point. In this case, of course, every tiny deviation
from the expected behavior leads to a deviation from the
observed statistics. During the acceptance test, one com-
pares these observed statistics with the expected statistics
and aborts if they do not match. Therefore, under this
“unique-acceptance” scenario, one would abort the proto-
col almost all the time, making it secure but essentially
useless. We can fix this problem by introducing some mar-
gin to extend the set of accepted statistics (see parameter
ty in Theorem 1). As elaborated on earlier, by doing so,
we build a multidimensional interval centered on our orig-
inal expected statistics, which increases the probability of
acceptance. This, however, comes at the cost of extending
the set of states that pass the acceptance set, hence the set
of states that potentially produced the observed statistics,
and thus lowers the key rate. To ease the illustration, we
parametrize ty for each observable X € ® by a positive
real number #7, ty = tpuy. In contrast, the variable-length
security argument is built around the observed statistics
and not around the expected statistics, and it adapts the
secure key length to the quality of the observations. There-
fore, for variable-length key rates, we can set tz = 0. As
derived in Sec. 1V, the acceptance-testing security param-
eter exr differs between the fixed- and variable-length
scenarios, where eat is the sum of the acceptance-testing
epsilons ey for each single observable X € ®. To simplify
application for the variable-length scenario, from now on,
we require that all the ex are equal, hence exr = |®|ey and
px = /(2 2my) In 2/ex).

Let us begin by developing an intuition for those two
different notions of key rates on fluctuating channels. In
Fig. 5(a), we simulate 100 runs of the statistically fluctu-
ating channel with the channel parameters jtgo; = 2 x 104,
Ogol = 1 X 10%, ft1oss = 0.99, and 01,5 = 0.005. The pair-
production rate was set to 0.1 per time frame, the detec-
tion efficiency was assumed to be np = 0.90, and the
dark-count rate was assumed to be 100 s~!. Furthermore,
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FIG. 5. Variable-length key rates for the statistically fluctu-

ating channel. The system dimension was fixed to d = 16.
(a) Comparing variable- and fixed-length key rates for 100
simulated runs. (b) Key rate vs #z.

we set tr = 0.5. We plot the secure key rate for each run,
for both the fixed- and variable-length protocols. While the
fixed-length protocol either produces a key of fixed length
or aborts, it can be readily seen how the key lengths for
the variable-length protocol adapt to the observed data,
while it only fails for two out of 100 data points, yield-
ing zero key. In the case of acceptance, the difference in
key rate between the fixed- and variable-length cases is (in
this example) about 20%; however, since more than half
of the runs are not accepted in the fixed-length scenario,
this results in the average variable-length key rates being
roughly 2.5 times higher than the fixed-length key rates.

In real scenarios, the channel parameters are usually
unknown; as such, for the present example, we chose ¢
heuristically. This leaves the question of whether, if the
behavior of the channel—including its statistical param-
eters—were known, one could find the optimal ¢ for the
fixed-length scenario and close the gap in performance. We
are going to explore this question in what follows.

In Fig. 5(b), we examine the key rates for the fixed-
length protocol and its acceptance ratio for different values
of tr. Again, we assumed a statistically fluctuating channel
with the channel parameters mentioned above and simu-
lated 1000 runs for each data point. The blue dashed line
represents the one-shot fixed-length key rates, which are
the fixed-length key rates upon acceptance, while the light-
red dotted curve shows the associated ratio of accepted
rounds. The dot-dashed red curve represents the average
fixed-length key rate for each data point (which is the
product of the one-shot value with the acceptance ratio).
For comparison, we also plot the (average) variable-length
key rate (black dotted line). Note that the variable-length
key rate does not require 7= > 0 and thus remains constant
with 7. One can see that in this example, the one-shot
fixed-length key rates are higher than the variable-length
key rates for ¢tz < 0.25; however, due to the low accep-
tance ratio, the expected fixed-length key rates always
remain significantly lower than the variable-length rates.
For higher values of ¢z, the acceptance rate slowly con-
verges toward 1 while at the same time, the one-shot key
rate drops, resulting overall in a decreasing average key
rate. The highest fixed-length key rate is observed for tp =
1; however, the exact location of the maximum depends
on the channel parameters. Thus, even if one manages to
determine the optimal #x a priori, the obtained average
fixed-length key rates would still be significantly below the
variable-length rates.

Already in the case of stable channels with parameters
fluctuating statistically around fixed mean values, variable-
length key rates outperform their fixed-length equivalents
in every aspect. If, in addition, the mean values fluctu-
ate rapidly, the fixed-length acceptance test will only pass
in a tiny fraction of all runs, leading to an expected key
rate of nearly zero, while the variable-length key adapts
to the observed statistics and will produce a nonzero
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FIG. 6. Comparing variable- and fixed-length key rates for the
rapidly fluctuating channel. The system dimension was fixed to
d=16.
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key in many of those cases. We illustrate this in Fig. 6,
where we present the results of simulations of the chaotic
channel with parameters (pjoss, #s01) € {0.97,0.98,0.99} x
{1 x 10%,2 x 10,1 x 10} (see Appendix C for details),
where each channel parameter is chosen randomly accord-
ing to a uniform distribution and 7= = 0.5. As expected,
the fixed-length protocol aborts in the majority of all cases,
yielding zero key. In contrast, the variable-length pro-
tocol produces a non-negative key for most runs. The
average variable-length rates are now about 6.7 times
higher than the average fixed-length key rate. This illus-
trates that, in real free-space channels, the advantage of
the variable-length security argument will be even more
striking.

VII. DISCUSSION

In recent years, the development of implementations for
high-dimensional QKD on the one side and security anal-
yses on the other side has proceeded at vastly different
paces. While highly entangled states have been produced
in various degrees of freedom [18-20,33—36,52—55], the-
oretical analyses have lagged behind, either relying on
practically infeasible measurements [22,24] or using com-
putationally intensive convex optimization methods [27]
that are limited to very low dimensions, despite taking
hours to days to compute. While this problem was solved
in the asymptotic regime by Ref. [31], the practically
relevant finite-size regime for HD QKD was still missing.

In this work, we close this gap by proving the first
composable finite-size security argument for a general
high-dimensional QKD protocol against both collective
and coherent attacks. The obtained rates converge to the
corresponding asymptotic rates [31] in the limit of large
N. We obtain non-negative key rates already for practically
achievable block sizes of N = 108 under viable conditions.
This shows that HD QKD is suitable for the loss and noise
regimes [56,57] present in free-space and low-Earth-orbit
satellite QKD links. Additionally, we demonstrate that our
method provides key rates comparable to those obtained by
state-of-the-art numerical convex optimization techniques.
While the latter are computationally intense and thus lim-
ited to low double-digit dimensions even on clusters [27],
our semianalytic method unlocks genuine high dimen-
sions, providing key rates that surpass existing results in
terms of both achievable key rate and maximum tolerable
loss.

In addition to common fixed-length key rates, we pro-
vide more practically useful variable-length key rates,
which build the composability argument around the
observed statistics rather than the expected statistics, sig-
nificantly improving both the practicality and key rates of
the protocol. We discuss and compare these two different
notions of security to illustrate the advantages of variable-
length key rates.

While we used a time-bin implementation for demon-
stration purposes, our work is general and can be applied to
a variety of platforms with little to no adaptation. In sum-
mary, this work provides the missing tool for the full secu-
rity analysis of general high-dimensional QKD protocols
and unlocks the practical use of high-dimensionally entan-
gled states in quantum key distribution. The obvious next
steps consist of the application to real implementations and
further improvements in the key rate.
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APPENDIX A: CONSTBUCTION OF THE SET
V(FobS)

In the fixed-length scenario, the acceptance test was
built upon defining expected statistics and finding the set of
density matrices that could have produced these statistics
only with some small probability; the complement of this
set was Sat. In the variable-length scenario, the construc-
tion of the acceptance set follows a slightly different logic.
A fixed but otherwise unknown quantum state gives rise to
observed statistics F°°, which is a random variable. Based
on this observation, we aim to construct a set V(I? obs) such
that Pr [‘L’AB € V(FObS)] > 1 — ear. We are using observ-
ables; thus, we have to slightly adapt the argument from
Ref. [39]. Let ® denote the set of observables used in
the protocol and let x := [|X[|oc = [IX[|oollpll1 = [IX pll1
for X € ©. For each X € ®, Hoeffding’s inequality [46]
tells us

2my 1%

Pr[|F§}bS - E[X]| > ,uX] <2e 42 =: ey,

(AT)

where my 1is the number of rounds used for testing
observable X. We apply Hoeffding’s inequality to every
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observable X € ® and combine them using Boole’s
inequality,

Pr| | JELX] ¢ [F9™ — px, F5™ + MX]}

€0
=< E €X = €AT-

Xe®

(A2)
In reverse, this means

Pr m E[X]e [Ff\}bs — o, F + MX]i| > 1 —ear,
€O

(A3)
and thus

Pr[p € V(F™)] > 1 — ear, (A4)
where F° is defined as the vector containing F* in its
X'th component.

To simplify application, from now on, we require
that all ey are equal; hence, ear = |®lexy and puy =

V&2 /2my) In (2/ex).

APPENDIX B: IMPLEMENTATION DETAILS

In this section, we give details about the implementa-
tion and parameter choices used to illustrate our security
argument, in particular our choices for the € scaling for
the lift to coherent attacks. After a general discussion, we
start with the fixed-length scenario, followed by the more
complex variable-length scenario.

Recall the different security statements in Sec. I1I, which
compose a total security parameter € from various sub-
epsilon parameters such as €gy, €pa, €ar, and €. The first
two, egy and epy, are security parameters related to clas-
sical subroutines of the QKD protocol. It is comparably
“cheap” to make them almost arbitrarily small, as they
scale roughly as O (2"’), where b is the hash length, which
is the cost in key rate. The third epsilon, e5r, refers to the
acceptance test. As can be seen in Theorem 1, the smaller
this parameter, the larger the u-balls defining the accep-
tance set. As optimizing over a larger set may significantly
lower the key rate, the cost of making et small is high.
Finally, € is a “virtual” parameter that does not correspond
to any subroutine of the QKD protocol; however, as can
be seen by inspecting their corresponding correction terms
in Egs. (5) and (22), its impact on the key rate scales
comparably to €pp and egy.

We denote the target total security parameter for col-
lective attacks by € and the target total security parameter
for coherent attacks by v to avoid confusion. Keeping the
discussed impacts of the different epsilons on the key rate

in mind, we aim to maximize the acceptance-testing secu-
rity parameter at the cost of making all the other epsilons
small. To allow for parametrized statements without hav-
ing to choose numerical values right away, we introduce
the parameters r,s € [0, 1].

1. Fixed-length collective attacks

Recall from Sec. III that the fixed-length e-security
statement against collective attacks provides a total secu-
rity parameter of € = €orr + €sec, Where €y = €gc and
€sec = Max{ear, €pa}. Let r describe how the total security
epsilon is split between correctness and secrecy, €conr =
re and consequently €. = (1 — r)e. Then, to exploit the
maximum in the secrecy statement, we choose ear =
€pa. Furthermore, for simplicity, we choose e€pp = € =
(1 — r) €. This leads to

1 1
~2log, (a) = —2log; ((1 - r)e) ‘

Finally, for the error-verification term, we simply obtain

1 1 2 1 1 2
——1lo R = ——1o0 J—
N £ €EV N £ re ’
2x21 2 2x2 I 2
= [—Ih|—])=./—In )
" kr EAT kr (1 —r)e

2. Fixed-length coherent attacks

and

We used a similar strategy for the coherent attack sce-
nario. To ensure comparability, we again aim for a total
(adjusted) security parameter of v = 10~'%; however, due
to the corrections listed in Theorem 3, veor = €py and
Vsee = nx (€pa + 2+/2¢€a7), We follow a slightly different
strategy. Let us discuss this in more detail and denote the
scaled security parameters of the subprotocols by v. While
Vpy .= €gy = rv remains untouched and we still have
Vsee = (1 — 7)v, let us define vpp := g, €pa and var :=
2gnx+/2€aT. Now we make use of the other parameter s
to describe the splitting between the different contribu-
tions in the secrecy epsilon. Let vpy = svgee = (1 — r)sv
and vat = (1 — $)vgee = (1 — 7)(1 — s)v. As already dis-
cussed, this was motivated by the following observation.
Despite the apparently massive correction factor of g, =

”+x71), since epa scales inverse exponentially with the
number of hash bits, this can be compensated at the very
moderate cost of shortening the key by only log, (gnyv),

2 1 2 &n
g, (—) > =21 x
N % (EPA) N ng(VPA)

_2 1 2 e (6]
AT Y A A
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however, while we can compensate the correction for exr as well, this increases wx, hence enlarging the feasible set,
which significantly affects the key rate,

2x2 2 2x2 16g2 2x2 16
= [ Inl = = [ ) = lo 21 ) |
1% kT n <EAT) = U \/ kT n( U/z\T ) \/ kT ( 02, ((1 _ 7")2(1 _ S)2U2> + 0g, (g > ))

Finally, for the error-verification term, we simply obtain

1 | 2 1 ) 2
—— 10, — | = ——10 .
N & €EV N &2 FVEV

3. Variable-length collective attacks

This leads us to the variable-length scenario. Again, we start with the collective-attacks security statement, where
€corr = €py = 1€ and €5 = €pp + €aT1 = (1 — r)e. Similar to before, we set epy = s€ec = (1 — r)se and consequently
ear = (1 — 8)€gec = (1 — r)(1 — s)e. Then, we obtain

V g2 ‘?PA . 10g2 re

logz(d—i- 1)«/_ logz(d—i- l)f

oo 2 12 | 2\ _ e 1 2 oo (2
= (1 (m+a>)+(°gz(aﬂ—a_l<°gz(—4<1_r>se+a))+(°gz(zﬂ’
. 2x1 2 . 2x1 2
"= E“(J)‘ E“(q_r)(l_s)e)'

4. Variable-length coherent attacks

and

Finally, we come to the variable-length coherent attack scenario. Here, according to Theorem 5, the scaled secu-
rity statement consists of Veorr = €py and Vsee = Znx («/ 8 (epa + €aT) + € /2). Again, we start with veo = v and vg. =
(1 — r)v, which we are going to use below.

Next, we set g, 5 = SVsec = (1 — r)sv, which yields

1 2(1 —
—2log, (:) — —2log, <ﬂ) — 2log, (g,,,x)
€ v

and leaves us back with g, Yxx/§«/ €pa + €ar = (1 — $)veee = (1 — r)(1 — s)v. Additionally, we set

€
2

on = s(l —5)%v2 Viee (1 — 9521 — 3?2
P - - ’
885+ 8y

and consequently
(1—s)%Z, _ - 21 —s)3v?
8g2, 8g2., ’

ear=(1—y)

This now allows us to discuss the first term of 6,

og=—2 |1 AT e 2
= 0 0 —
a—1 & 46 PA o & €EC
o 8g? 2 2
o = log, (—— 4 = log, [ =
I_) a—1 |:og2 <4s(1 $)2v2, +oz):|+’70g2 (rv>—‘
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2g5’x

_ e | 2 oo (2
IR A (T tall T [°g2 (Eﬂ

o« o 2 2
B R G T e I Y

)] = )

=

_ 21 1 2 2 )) |+ [1 2 ]
= w_1 02, (gn,x) YY) (1 — 1)2s(1 — 5)212 O‘gﬁ,x 08, (rv>

It remains to discuss the scaling of u,

2 2 2
_2 log, (gn,X) + log, <((1 —r)2s(1 — )22 * 5))} * {logz (EN '

2x 2 2x 16g2, 2 16
e \/k_r " (5) - \/k_T " <m) B \/k_r [ln <(1 — (- s)3v2> 2 (g”’x)]'

Note that we may choose « freely, in particular accord-
ing to the security parameters after the lift. Thus, we
have

log, (i)

log,(d+ /n

log, ()
log,(d + 1)y/n

APPENDIX C: SIMULATION OF THE
ATMOSPHERIC CHANNEL

To demonstrate the advantages of a variable-length
security argument, we simulate secure key rates for two
different channel behaviors. First, we consider a statisti-
cally fluctuating channel, followed by a rapidly fluctuat-
ing channel. Both simulations use the noise model from
Ref. [27] to relate the following experimental quantities
to click matrices: the pair-production rate cpo4, dark-count
rate dyak, detection efficiency 7y, channel loss probabil-
ity pr, and number of environmental (solar) photons 7).
For details regarding this noise model, we refer interested
readers to Ref. [27].

1. Statistically fluctuating channel

For this scenario, we assume that both the setup and the
channel behavior are relatively well known in advance.
The system is characterized by a fixed pair-production
rate Cprod, a fixed dark-count rate dyqn, and a fixed detec-
tion efficiency 1. The channel loss and the number of
environmental photons entering the detection device are
assumed to follow a normal distribution with means 410
and us, and standard deviations oy, and ogo. For our
simulation, we then sample ngjy,-times p; N (Liosss Oloss)s
and 74 NV (4sol, 0s01) While keeping all other parameters

(

fixed. In the fixed-length scenario, within the frame of the
acceptance test, the observables (I7V1 and I7V2) are compared
to the values wlU and wy,. If they lie within a #-box around
those values, the protocol accepts, and we obtain a key of
length /; otherwise, it aborts (and we do not obtain the key).
In the variable-length scenario, each run may potentially
yield a secure key, although the length differs and depends
on the observed values.

2. Rapidly fluctuating channel

For this scenario, we proceed assuming that the system
is well characterized. That is, the pair-production rate cprod,
the dark-count rate dg,k, and the detection efficiency ny
remain fixed and constant. At the same time, we do not
know much about the channel. Thus, neither the loss nor
the number of environmental photons is known in advance,
as they change rapidly. To ease simulation, we never-
theless assume that the conditions only change rapidly
between a discrete number of scenarios. In more detail,
we model three brightness levels (“pitch dark,” “dark,”
and “dawn”), as well as three loss levels (“no clouds,”
“slightly cloudy,” and “cloudy”), leading to a total of nine
combined scenarios, described by pairs of parameters. If
honest channel behavior is known in advance, secure keys
could be generated in each of those scenarios; in case of
rapid changes—e.g., if a cloud moves into the direct line
of sight between transmitter and receiver—the fixed-length
protocol aborts in eight out of those nine cases, failing to
produce a key. This is because the acceptance test aborts.
For simplicity, we assume each of those nine scenarios
occurs with the same probability.

In contrast, the variable-length protocol attempts to gen-
erate keys in any of those nine scenarios and adapts the
secure key length to the measured results.
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