PHYSICAL REVIEW APPLIED 24, 054053 (2025)
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Anonymity and privacy are two key properties of modern communication networks. In quantum net-
works, distributed quantum sensing has emerged as a powerful use case, with applications to clock
synchronization, detecting gravitational effects, and more. In this work, we develop a new protocol
that, for the first time, combines the different cryptographic properties of anonymity and privacy for the
task of distributed parameter estimation. That is, we present a protocol that allows a selected subset of
network participants to anonymously collaborate in estimating the average of their private parameters.
Crucially, this is achieved without disclosing either the individual parameter values or the identities of the
participants, neither to each other nor to the broader network.
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I. INTRODUCTION

The rapid advancement of quantum technologies
promises a new era of secure communication, comput-
ing, data processing, and sensing. In particular, quantum
sensing allows for exceedingly precise and exact measure-
ments, and has applications in civil engineering [1] as
well as for clock synchronization [2—4] and phase esti-
mation [5—7]. Another cornerstone in modern quantum
technologies is the development of quantum networks,
i.e., infrastructures that leverage the unique properties of
quantum mechanics to enable transmission of information
with higher security or efficiency than their classical coun-
terparts [8—10]. These quantum networks can be seen as
part of the effort to design a future quantum Internet that
promises unparalleled levels of robustness and security
[11].

An interesting combination of the above leads to a
network of spatially distributed agents, each holding a
quantum sensor that measures some local parameter. In
this setting, the agents aim to estimate a linear function
over their parameters, commonly referred to as distributed
parameter estimation. As in other networking tasks, mali-
cious adversaries form an unavoidable threat that needs
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to be counteracted. In many applications (particularly in
military, medical, or even agricultural settings [12]) the
network should be safeguarded against eavesdroppers who
wish to learn the outcome of the estimation or the indi-
vidual parameters themselves. This can be ensured by
combining quantum sensing with quantum cryptographic
methods [13-21].

In Ref. [13], the authors present a protocol for private
parameter estimation, which considers a quantum network
of n agents, each hosting an individual parameter (e.g., as
a property of a locally held sample). The protocol allows
the agents to compute the desired linear function (such
as the mean) of all parameters, without, importantly, any
agent having to reveal their individual parameter to anyone
else inside or outside the network. In other words, every
member of the network can obtain information only about
their own parameter and the global average. This notion of
privacy was further expanded and formalized in detail in
Ref. [18,19].

Anonymity is another crucial aspect of modern com-
munication. Here anonymity refers to the goal that the
identities of communicating parties need to remain hidden
rather than the information itself. Anonymity was first con-
sidered in the quantum setting in Ref. [22], where it was
shown how to anonymously send quantum and classical
messages, and has since been developed to more robust
protocols [23,24], and guaranteeing anonymity in other
scenarios such as conference key agreement [25,26]. Like
covert sensing [27,28], we obscure participation in the
scheme. However, instead of considering security against
external adversaries, we focus on security internal to a
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network, hiding information about other users’ behavior.
Our scheme is also device-agnostic as it is implemented
on the communication level, as opposed to depending on
the choice of physical infrastructure.

In this work, we combine the notions of privacy and
anonymity to present the first protocol for anonymous
private parameter estimation. Specifically, we study the
setting of a quantum network of # agents, who each receive
one qubit of a Greenberger-Horne-Zeilinger (GHZ) state
(from a potentially untrusted source). One special node,
referred to as Alice, chooses the set of participants, a sub-
set of m < n agents, from whose parameters she wishes
to estimate the average. Apart from Alice, every agent in
the network is aware of only their own role, but not which
other agents are contained in the subset, or which agent
is acting as coordinator (Alice). All nodes in the network
together coordinate a scheme that allows Alice to learn the
average, while maintaining the privacy requirement that
individual parameters are kept secret, by exploiting the
nonlocal correlations arising from the GHZ state.

This work builds on the idea of private parameter
estimation from Ref. [13], which we extend toward an
anonymous setting using insights from Refs. [25,26,29].
Care must be taken, however, when combining crypto-
graphic properties; any part of the protocol involving
parameter values or participant identities has the poten-
tial to compromise either privacy or anonymity, respec-
tively. Therefore, anonymous and private schemes cannot
be straightforwardly combined in sequence, and one must
ensure all desired properties are safeguarded at all times.
Our efforts culminate in the first ANONYMOUS PRIVATE
PARAMETER ESTIMATION protocol and mark the first
application of anonymity beyond the scope of secure com-
munication within quantum technologies. The significance
of our contribution lies in adding anonymity to private
parameter estimation while maintaining the same levels of
accuracy and privacy. Further, we highlight that our proto-
col can easily be modified according to the required level
of privacy or anonymity.

We structure our work as follows. We first give some
background information on the task at hand, presenting
the basic parameter estimation scheme in Sec. I A, and
then explain the setting considered here in more detail in
Sec. II B. We then present our protocol in Sec. I1I, detail-
ing every step and subprotocol. In Sec. IV, we prove that
our protocol has integrity (the parameter estimation can be
trusted), and is private and anonymous. Finally, in Sec. V,
we discuss adaptations to our security requirements as well
as our protocol and conclude our work.

II. BACKGROUND

In this section, we briefly describe the key mechanism
for private parameter estimation in a quantum network,
introduce the anonymous setting we will consider in this

work, and describe the notions of privacy and anonymity
that we will use.

A. Private parameter estimation

Studies in quantum metrology have long suggested the
use of large entangled states for the joint estimation of
a linear function of locally held parameters [2,30-35],
with early proof-of-concept experiments now being imple-
mented [36,37]. The quantum advantage in this scheme
comes from an asymptotically quadratic improvement in
the number of probe-sample interactions (that is, the num-
ber of interactions that the local qubit, e.g., a single photon,
must make with the material or field to be measured)
[7,38,39].

Recent work has considered this task in a cryptographic
setting, where these parameters should remain unknown
to any other node of the network [13,18,19]. In other
words, the different parties that form the network are able
to collectively estimate a function of the local parameters,
without the need to communicate this parameter to any
other party. This principle is the basis of private parameter
estimation.

Analogous to Ref. [13], in this work, we focus on
the estimation of a particular linear function of the local
parameters: the mean. Such a functionality is in line with
use cases such as clock synchronization [2], although it is
possible to calculate other linear functions using different
states as a resource [19,33]. In Ref. [13], the process for the
private estimation of the average value of the local param-
eters proceeds using a verified GHZ state across an n-user
network. Each agent implements a local rotation A (6;) =
[0)(0] + €%/™ |1)(1] to the received qubit, where 6 is their
private parameter, then measures it in the computational
basis and announces the outcome.

The key idea of the protocol is that these individ-
val announcements reveal no information about the pri-
vate parameters, but allow the nodes to estimate 6 =
(1/n) Y_;6; with high precision. More specifically, the
probability that the announcements have even parity in
each round is %(1 + cos(A)). Repeated rounds therefore

allow the network agents to gain a precise estimate of .

B. Anonymous setting

There are many reasons why anonymity may be
required. Even in networks where every member is associ-
ated with a public identity, it may be necessary to obscure
the relationships between users. For example, in medical
use cases, a subgroup may be chosen according to particu-
lar characteristics, which participants may wish to remain
private, or in political scenarios it may be preferred to keep
secret who is involved in certain operations.

The goal of this work is to allow one agent, Alice (A),
to act anonymously as an orchestrator of a scheme where
she can choose a set of m < n participants, P, and where
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TABLE I. Information available to the different agents of the
network. Identities: Alice (A), as the orchestrator, is the only one
with information about who the participants are. All agents learn
m (the size of P). Parameters: All agents have access to their
own parameter 6;, but none of them are able to get any informa-
tion about other agents’ parameters 6;;. Only Alice can estimate
the average of the participants’ parameters, Op.

Agenta; ai=A {aj€Pliu |Pl=m 0p 6 6y
a=A v v v v VvV X
ai £ A X X v x v X

she is able to estimate 6p = (1/m) Y icp bi, the average of
the local parameters of the agents in P, while preserving
both the anonymity of all agents involved and the privacy
of the individual parameters.

Alice has full information regarding the identities of the
network members, that is, she knows who is a participant
and who is not. Regarding the parameters, however, she
is as constrained as any participant by the privacy condi-
tions, meaning she will only have access to her own private
parameter while estimating 6.

On the other hand, the property of anonymity ensures
that any other agent in the network, be it a participant in
‘P or a nonparticipant in P, will know only their personal
role in the protocol (i.e., whether they are a participant or
not) and the number of participants. However, they will not
know who Alice is nor who the other (non)participants are.
Regarding the parameters, they will know only their own
private parameter.

We utilize the definition of full anonymity from
Ref. [26] and adapt it to our protocol and setting: we define
anonymity in terms of closeness to an ideal output state o,
which contains all of the quantum and classical infor-
mation of the different parties. Ultimately, the definition
ensures that the reduced state of o on any relevant subset

G of agents in the network is independent of the choice of
Alice and the participants.

Table I summarizes the information available to the
agents of the network in this protocol.

II1. PROTOCOL

We now describe our protocol with all its subpro-
tocols in detail. The protocol starts by running the
NOTIFICATION subprotocol, anonymously informing
each participant whether or not they are included in P.
Crucially, each agent learns only their own status and
gains no information regarding the inclusion of others.
This notification step can be implemented using classical
protocols, such as those described in Refs. [25,40]; see also
Appendix E.

If only a single agent a; is included in P, a mali-
cious Alice can retrieve the private parameter of said
agent. Specifically, when P = {A, a;}, the average value
becomes 6p = %(9 4+ 6)). Since Alice knows 64 and 6p
(see Table I), she can compute the private parameter 9;. The
participants therefore need a guarantee that P is a large
enough set. To this end, the network runs a self-tallying
majority voting protocol, VOTE, e.g., from Ref. [40]. In the
VOTE protocol, agents in P input 1 as their vote, and non-
participants input 0. The protocol counts the number of 1
votes and reveals the number of agents in P, m, to the net-
work, allowing participants to abort if m is not sufficiently
large. Without loss of generality, we assume that nonpar-
ticipants act honestly in VOTE, because the only scenario
where cheating would be of advantage is if they collaborate
with Alice, in which case it would be equally advantageous
to simply include the dishonest agents in P (otherwise,
Alice would notice that the total number of participants is
incorrect, which constitutes a denial-of-service attack).

In order to be able to run the parameter estima-
tion, the participants need to guarantee that the network

Round 1

Round 2

Round 3

Round 4

Round L

r — Q000 - O

k= 1 0 0

FIG. 1.

0

Ilustrative example of the selection and use of target states p from each round. In this example, five of the total L rounds

are shown. In each round, a certain number of states are measured and tested to be GHZ states. Of the remaining states, one is chosen
to be the target state p highlighted in grey in the figure. The target state is then used for PE or PV, according to the key « generated

during ACKA.
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shares a GHZ state. The agents therefore run STATE
VERIFICATION (SV), a protocol that queries a source to
distribute a GHZ which the network verifies. Suitable SV
protocols are presented in Refs. [41,42].

This is repeated L times, and each of these shared
GHZ states is then (sequentially) used either for esti-
mating 6p (a “PARITY ESTIMATION (PE) round”),
or to detect dishonest behavior of nonparticipants (a
“PARITY VERIFICATION (PV)round”’). To coordinate
these choices between the participants, they make use of a
secret key «: a bit string of length L with £ “1”’s at ran-
dom positions indicating the PV rounds, and v =L — k
“0”s indicating the PE rounds, as illustrated in Fig. 1. It
is vital that the nonparticipants do not learn what rounds
are PV rounds, so in order to establish « the partici-
pants make use of a suitable ANONYMOUS CONFERENCE
KEY AGREEMENT (ACKA) protocol (see Sec. V for more
details).

Protocol 1 - PARITY ESTIMATION (PE)

Input: Parameters {6;}ic(1,....n}-
Goal: Alice obtains parity estimation bit .

1: Each agent a; applies the unitary
L 0;
A;i(6;) = 10X0| + e*m |1)(1] to their qubit.
2: Each agent a; measures their qubit of the GHZ
state in the X -basis and gets outcome o;.

3: Each agent except for Alice announces o;. Alice
announces a random bit.

4: Alice computes and stores x = @, o0s.

In PE (Protocol 1), every agent a; applies the unitary
A;(6;) = 10)(0] 4 /™ |1)(1] to their qubit, with §; = 0 if
a; ¢ P. All agents measure their qubit in the X basis and
announce their outcome, except for Alice, who announces
a random bit. Over many runs, Alice can then use the
parity of all measurement outcomes (including hers) to
estimate 6p, as the probability that the parity is even is
1(1 + cos(@p)) (see Sec. ITA).

Protocol 2 - PARITY VERIFICATION (PV)

Goal: Alice obtains parity verification bit .

1: Each agent a; measures their qubit of the GHZ
state in the X -basis and gets outcome o;.

2: Each agent except for Alice announces o;. Alice
announces a random bit.

3: Alice computes and stores v = @, o0s.

With PV (Protocol 2), Alice implicitly verifies that non-
participants act honestly. All agents measure their qubit in
the X basis and share their outcomes, except for Alice,
who again announces a random bit. Here, the total parity
of all outcomes must always be 0. Unintended behav-
ior of any nonparticipant, such as applying a unitary that
would influence the estimation process, would disrupt this
condition, allowing Alice to detect dishonest behavior.
Alice computes 3, the relative number of incorrect PV
rounds, which she can use to obtain a bound on the
accuracy of the parameter estimation.

Finally, Alice estimates 6 using the measurement out-
comes of the PE rounds and the fact that Pr(xj = 0) =
(1 4 cos(fp))/2 for every j. She bounds its accuracy in
terms of 4, using Eq. (1).

The full protocol, which we denote by ANONYMOUS
PRIVATE PARAMETER ESTIMATION (APPE),is given
in Protocol 3, and a small example with six agents is illus-
trated in Fig. 2. As well as the aforementioned GHZ states,
the protocol takes the secret identity of Alice and her selec-
tion P consisting of m participants (potentially including
herself) as an input.

Protocol 3 - ANONYMOUS PRIVATE
PARAMETER ESTIMATION (APPE)

Input: GHZ state source, parameters {6;},
designated co-ordinator Alice and her
choice of participants. Parameters v and
k.

: Alice obtains accurate estimate of 6p.
Privacy and anonymity are maintained.

1: Run NOTIFICATION with A as coordinator.
2: Run VOTE.

3: Each agent a; ¢ P sets 6; = 0.

4

: Establish a biased secret key « of length L between
P,withk ‘I’sand L — v “0’s.

Forround 1 < j < L:
5: Distribute N |GHZ,,) states.

6: Establish a verified GHZ state through an
SV protocol.

7-a: If k; = O: run PE; Alice obtains and records
outcome as ;.

7-b: If k; = 1: run PV; Alice obtains and records
outcome as ;.

8: Alice computes the relative number of incorrect PV
rounds 9 using {~; }.

9: Alice estimates Op using {;}, using the fact that
Pr (x; = 0) = (1+cos(9p))/2 for every j.

To ensure the integrity, privacy, and anonymity of the
protocol, there are certain expectations imposed on the end
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NOTIFICATION VOTE STATE VERIFICATION PARITY VERIFICATION '  PARITY ESTIMATION
FIG. 2. [Illustration of ANONYMOUS PRIVATE PARAMETER ESTIMATION on an example of a network of n = 6 agents, where

as is the coordinator Alice, A, and starts the protocol. In the first step, the nodes run NOTIFICATION to allow Alice to anonymously
notify the set of m = 4 participants {a,, a3, as, a¢}. In the second step, the agents run VOTE for the participants to verify m. During this
round, participants vote anonymously v, = v3 = v4 = vg = 1, and, in an honest scenario, nonparticipants vote v; = vs = 0. Next the
network runs STATE VERIFICATION to ensure that all agents share a state sufficiently close to a GHZ state. Using a secret key, Alice
can then communicate to the participants whether the state is used for PARITY VERIFICATION (PV)or PARITY ESTIMATION
(PE). In PV, everyone measures their qubit in the X basis, and it is used as a trap round to verify that nonparticipants do not tamper
with the desired estimation. In PE, the participants first apply a rotation on their qubit using their private parameter and then measure
in the X basis, while nonparticipants are expected to just measure. By repeating PE enough times, Alice can estimate 0.

users, phrased as (resource) requirements, which is com-
mon in cryptography. Some of these requirements arise
from the APPE protocol itself, and some are inherited from
the subprotocols. For both the main protocol and the sub-
protocols, we assume that all classic channels are authenti-
cated, a standard assumption. Furthermore, we assume that
the network has access to an n-partite, high-fidelity GHZ
state source.

The subprotocols NOTIFICATION and VOTE rely on
pairwise private channels, and VOTE in particular relies
on a simultaneous broadcasting channel. We note that
no simultaneous broadcasting is necessary to announce
the measurement outcomes in the main protocol, because
Alice encrypts her outcome. Different implementations of
SV can rely on a public source of randomness, and the
ACKA protocol (step 4 of Protocol 3) will rely on assump-
tions as well (in particular, those discussed in Sec. V are
either private pairwise classical communication, or shar-
ing additional n-partite, high-fidelity GHZ states in the
bounded storage model).

IV. PROPERTIES

In this section, we define and discuss integrity, privacy,
and anonymity. We provide proof outlines demonstrating
how our APPE protocol satisfies these properties, and refer
the reader to Appendices B to D for complete and detailed
proofs.

These security properties do not prevent denial-of-
service attacks, which are possible at many stages. They
also cannot prevent participants from inputting an incorrect

value for their parameter (as this is still a legitimate use of
the protocol). However, these security guarantees are not
compromised (in the sense defined) under dishonest behav-
ior, or honest-but-curious behavior, by any member of the
network, eavesdropper, the source, or any collaboration of
these.

A. Integrity

The integrity of the protocol represents Alice’s confi-
dence that the output of the protocol (i.e., her estimate
of 6p, represented by the * symbol) is both accurate and
precise, even in the presence of malicious adversaries (rep-
resented by the - ' symbol). These adversaries could include
nonparticipants who should not be participating in param-
eter estimation, and yet wish to influence Alice’s outcome.
Accuracy is represented through constraining the bias, i.e.,
the difference between the expected and actual estimations

produced by the protocol: |1E(9_7’3) — 0p|. The uncertainty
is represented through any effective change to the variance,
|A20;, — A%0p).

Central to this guarantee is the use of PV, which is
enabled by the secret key shared by the participants, and
hence the security of ACKA is also a vital consideration. We
use these verification rounds to ensure that the only indi-
viduals able to influence PE rounds are the participants,
i.e., an adversary cannot impact a round of PE without this
being recorded by a wrong outcome in PV. In particular,
note that the outcome of PE is a bit string, which is then
used to estimate 6. We show that there is an exponentially
small probability of adversaries remaining undetected in
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PV rounds, relative to the number of PE bits that they are
able to flip.

Given that we can limit any perturbation that an adver-
sary can enact on the bit-string output by PE, we then show
that we can similarly constrain the bias of the estimation of
0p. More specifically, when v rounds are used for PE and
k rounds are used for PV, we limit the bias by

Pr(|E()) — fp| = 1)

vk? >, )

— - e
5exp< 2(f (n,0) —6) k+v)(k+1)

where f(n,6) is a polynomial in n and 6, and § is the
proportion of PV rounds that give the outcome 1. This
shows that there is an exponentially low probability of an
attack causing a bias without causing a similarly signifi-
cant response in the PV rounds. Furthermore, we show that
this attack in fact has no effect on the expected variance of
the estimation of 0, that is,

|20, — A20p| = 0. @)
Further details are given in Appendix B.

B. Privacy

Privacy is understood as the ability of any agent to con-
tribute to the estimation of a global linear function of local
parameters {6;}, such that any subset of dishonest agents
D in the network obtains no more information about any
parameter 6; than the information they already have from
knowing the global parameter, the local parameters of the
agents in the dishonest set D, and any function of these
values. The notion of privacy in this work is relevant only
during PE, as this is the only stage in which the param-
eters are used to estimate the average of the participants’
parameters.

The proof for this property follows from Refs. [13,18,
19]. The core idea is that a set of agents can privately esti-
mate a global function of local parameters if the quantum
Fisher information matrix that depends on the state, after
parameter encoding, is a rank-one matrix. This means that
the target linear function can be estimated with arbitrary
precision, while no information about any other function
of the local parameters can be extracted from the system.

In particular, this work is concerned with the mean of
the local parameters. This function can be represented by
w=(1/m,...,1/m)7, a vector of weights [43], so that

_p:WT§:<l""’l> I 3)

which means that ww’ is a constant matrix. This, together
with the continuity relation of the Fisher information,

implies that any state pj, the state after the local encoding
of the parameters, that satisfies

ailoé = jpéa v iaj (4)
can be used for the private estimation of linear functions of
the local parameters.

Furthermore, for the case of the mean of the local param-
eters Op, it is shown that, for an n-partite GHZ state and
encoding unitaries A(6) = @7, (10){0] + &%/ [1)(1]),
0p is the only information that can be retrieved from the
resulting state:

IGHZ, @) = —= (100" + ™ 1)®") . ()

V2

More generally, for an ideal state o, a state verifica-
tion scheme produces an output p with the guarantee that
Pr(lc — plle = €sv) < «, for some security parameter gy
and some confidence bound o (here || - || denotes the
trace norm). In Ref. [18], “e-privacy” is used to quantify
privacy, introducing &y (defined in terms of the coeffi-
cients of the quantum Fisher information matrix), which is
associated with the maximum amount of information that
can be extracted about each local parameter 6. From this
definition, and using the outcome of state verification, we
can bound the leakage of information as

Epriv = 2 Esv (6)

with probability 1 — «.
The proof'that is outlined in this subsection can be found
in detail in Appendix C.

C. Anonymity

We prove the anonymity of our protocol under an
adapted version of full anonymity as defined in Ref. [26],
which requires that an ideal output state of the APPE pro-
tocol over all relevant registers (containing both classical
and quantum information) needs to be fully ideally anony-
mous—a definition that captures the notion that the state
is independent of the choice of sender and participants, for
every subset of network agents G C {a;}"_, that does not
include the sender. Anonymity is then quantified by the ¢,-
closeness of the actual output state to such an ideal output
state, which we call p°®* and o°", respectively.

Our protocol consists of several subprotocols that all
contribute differently to the final output state of the APPE
protocol and play different roles for anonymity. We can
implicitly model the relevant steps of our protocol as a
completely positive and trace-preserving (CPTP) map T,
so that p° = I"(p™") for some input state p™, and o°% =
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I'(0™), where o™ is the ideal input state defined as
o™ = |GHZ,(0p))(GHZ,(0p)|Z" @ oc ® 05, (7)

with R the register that contains the quantum states shared
in the network after step 4 of the APPE protocol, C
a classical register containing a transcript of all public
communication, and £ the quantum register of Eve.

To prove the anonymity of our protocol, we first show
that this ideal output state o°* satisfies our definition of a
fully ideally anonymous state (Definition D1 in Appendix
D). Subsequently, the ¢,-anonymity defined in Definition
D2 in Appendix D then follows from the fact that the states
after step 4 of the APPE protocol are verified GHZ states.

Indeed, any state verification scheme ensures that
Pr([|lp™ — o™y > esv) < a, for some security parame-
ter eqy and some confidence bound « that decreases with
growing N.

By the data processing inequality, we also have
IT(p™) = T(@™lle < o™ — o ™|ly, which immediately
implies that

l0°" = o™l < eq (8)
holds for &, = gy with probability 1 — «. Our protocol is
therefore ¢,-anonymous by Definition D2.

We refer to Appendix D for more details, but note that
we have omitted the confidence window there, essentially
taking o = 0.

Remark. While privacy and anonymity are two crypto-
graphic properties of a protocol, neither is a functionality
in itself. There are thus no protocols that simply achieve
anonymity or privacy, but rather we design protocols for
a certain task—in our case parameter estimation—that
safeguard these properties. In this work, these properties
coexist independently of one another, while both directly
depend on the accuracy of the GHZ state verification
protocol.

V. DISCUSSION

In this work we contribute to the growing number of
cryptographic protocols for quantum sensing applications.
We specifically manage to improve the private parame-
ter estimation protocol presented in Ref. [15] in order to
also provide anonymity, while at the same time maintain-
ing integrity and privacy. Indeed, we have presented the
first protocol that allows an agent in a network to esti-
mate the average of the parameters of some chosen subset
of agents, while their identities, as well as the parameter
values, remain hidden.

Nevertheless, several challenges remain. Most notably,
the protocol heavily relies on verified GHZ states obtained
through state verification, which implies the utilization

of a quantum memory to prevent loss of anonymity, or
leaking private information. Moreover, many methods for
creating and distributing GHZ states suffer both in suc-
cess rate and robustness to noise [44,45] when the number
of agents increases. Our anonymous setting requires GHZ
states shared between the entire network rather than shar-
ing them only between the participants as in Ref. [13].
The possible anonymity and privacy guarantees that can be
achieved directly depend on the quality of GHZ states that
can be assumed through state verification. These consid-
erations pose practical limitations that must be addressed
with improvements in the actual protocol and in future
implementations.

Toward such improvements, consider the fact that the
protocol and its proofs (as presented in Appendices B to
D) rely on the fact that the GHZ state is verified; the guar-
antees on both privacy and anonymity are derived from
this. However, improved proof techniques could allevi-
ate this strong requirement, instead ensuring the privacy
and anonymity from (the announcements during) PARITY
VERIFICATION instead [46]. Note that such proof tech-
niques could drastically improve the efficiency of our
protocol in terms of both the number of necessary GHZ
states that need to be distributed, and the size of the nec-
essary quantum memory. Additionally, VOTE relying on
simultaneous broadcasting is another challenge, because
this may not always be feasible in realistic network set-
tings. Future work should explore alternative approaches
to mitigate these constraints, ensuring that the protocol
remains both scalable and practical.

There are also various methods for the participants
to establish the secret key « during step 4 of Proto-
col 3. Essentially, to establish «, the participants need
to run a fully anonymous ANONYMOUS CONFERENCE
KEY AGREEMENT (ACKA) scheme, e.g., in Refs. [25,26].
Note that the participants do not need to run ACKA to create
a shared secret key of length L: because « contains only a
fraction k/L of “1”’s, it can be compressed to a bit string of
length A, (k/L)L [where h,(-) denotes the binary entropy].
The participants only need to establish a secret key of that
length, after which they can individually “decompress” it
to the desired length L.

As presented, the protocol allows A to estimate the
average of the parameters {6;};cp. By having all agents
change their local rotation A(6;) to A(6;,a;) = |0)(0] +
e%/m |1)(1| (with @; € R), A can estimate any linear func-
tion ), a;0; instead. However, this approach only works
when the agents are aware of their weights a;, and when the
agents are able to change their local rotation. In contrast, a
fixed interaction might prove more relevant in a quantum
sensing setting, so that the local rotation cannot be adapted.
This was addressed in Ref. [19], which departed from uti-
lizing GHZ states to other multipartite entangled states: the
state that is distributed is carefully adapted by the source
to reflect the weights a;, while maintaining the privacy of
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all the agents. Future research has to determine whether
these states can also be used in our scheme, additionally
safeguarding the anonymity of the involved parties.

Beyond adaptations for generic linear functions, adjust-
ments to the protocol can be made in terms of the
anonymity. Our definition of anonymity, as adapted from
Ref. [26], is called full, and can be understood as the
most stringent form of anonymity where (except for .A) no
agent is aware of anyone else’s role; NOTIFICATION and
VOTE are necessary in our protocol because of this require-
ment. If the identity of 4 is known within the network and
she is trusted, VOTE can be omitted because the partici-
pants do not need an extra guarantee for the privacy of their
parameters. Moreover, in such a setting, NOTIFICATION
can be replaced by simple private pairwise communication
between .4 and all other agents. Alleviating the anonymity
even further, one arrives at partial anonymity, where the
set of participants is completely aware of each other. Note
that in this setting it is considerably easier to obtain the
shared secret key because partially anonymous protocols
are easier to implement [26,29]; it is even customary to
assume that a preshared key is already in place.

Given the commercial and societal promise of quan-
tum sensors, as well as the growing interest in utilizing
large-scale quantum networks, function estimation is par-
ticularly appealing for combining the cryptographic and
metrological advantages of quantum correlations, with
recent proof-of-concept experimental demonstrations of
some of the protocols considered in this work [37,44,45]
or their adaptations [47]. Despite the remaining challenges
in its implementation, the protocol described in this paper
extends the functionality of the scheme, thereby increas-
ing its practicality and security and bringing us closer to
profiting from quantum networks at scale.
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APPENDIX A: NOTATION

Alice/coordinator

Set of participants

Set of nonparticipants B

Size of network, n = |P U P|

Size of set of participants, |P|

ith agent (node) in the network

Parameter of a; .

Vector of all parameters, 6 = (6, ...,0,)
Vector of participants’ parameters

Average of participants’ parameters, 0p =

(1/m) Z{i:aiep} 0;

0p Estimation of 6p; for readability we also use

3 |§Dl%1§>§ N ﬁlﬁk

notation @ := Op

05 Estimation of 0p, after it has been perturbed by
aAdversarial behavior; we also use notation 0 =
Op

L The total number of states used in APPE (corre-
sponding to the number of states to be produced
by SV)

v The number of rounds of PE that are carried out
(expected to be L — k, unless some states are
discarded)

k The number of rounds of L used for PV

) The proportion of incorrect PV rounds

APPENDIX B: INTEGRITY

Integrity refers to the ability to accurately calculate the
objective function—that is, to retain the desired function-
ality of the protocol—even in the presence of malicious
adversaries. This is closely related to the soundness of the
protocol, i.e., the ability to detect any malicious activity.
In general, we follow the notation and definitions from
Ref. [15].

More precisely, the actual mean to be calculated is 6,
and the correct functioning of the protocol produces an

estimate to this, 05 (for readability, for the remainder of
this section, we will instead use the notation 6 to repre-
sent the estimate to the mean). The protocol is unbiased
if the expected estimation of the mean matches the true
mean, ]E(é) =0p. In general, a realistic implementation

of the protocol with some adversaries will produce a new
Al

estimate 6., (similarly, we will use the notation 6’ for the
remainder of this section). We are hence interested in the
bias:

IE@) — 0p]. (BI)
We are also concerned with a measure of the uncertainty
introduced by malicious parties [15]:

|A%0" — A%9). (B2)
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By the expected behavior of the protocol, members of
‘P have complete freedom to input any angle from 0 to 27
at each parameter estimation round (although the desired
behavior is to enter a value in the range 0 to 27 /m, this is
not technically enforced), and hence in this analysis we do
not consider the dishonest behavior of participants, who
could freely produce any bias or uncertainty. Instead, we
consider dishonest behavior from any subset of the nonpar-
ticipants, or another adversary, given that any of these may
have control over the source, or quantum channels between
the source and members of the network.

1. Constraining the affected rounds of PARITY
ESTIMATION

The estimate 6 is produced within the final stage of
APPE. During this step, a bit string is created of length
L, of which we expect that k£ are used for PV, which pro-
duces error rate §. The remaining v = L — £ bits are used
for PE. The subset of rounds, V, which are used for PV are
decided by a preshared key between the participants. We
use an ACKA protocol that has an exponentially low prob-
ability of failure, and therefore we will at first assume that
the adversary has no knowledge of which bits of this block
are used for PE and which are used for PV. Therefore, any
attack is permutation invariant with regards to the L bits
of APPE—it has equal chance of landing on a PE or PV
round.

We also assume that we start the APPE protocol with
a GHZ state distributed across the whole network. This is
based on the correct functioning of SV, with the assump-
tion that the source of randomness to decide which rounds
are used for verification is called after the state distribution.

The outcome of all rounds of PV can be expressed as a
test function, {0, 1}¥ — {v', @}, where the outcome is &
if Zf;l v; > 8k and v otherwise, where v; is the parity of
an individual verification round (computed by Alice) and &
represents some accepted level of error (that is, the propor-
tion of verification rounds that fail, where the overall test
still passes). If more than the proportion § of these rounds
give parity 1 (v; = 1), the protocol is abandoned. Alterna-
tively, Alice can place no requirements on &, but take this
as an outcome of the PV rounds and use it in calculating
the expected bias of her estimate.

Consider the situation where, unknown to the adver-
saries, all of the participants input 6; = 0, but otherwise
behave honestly (that is, they simply make X measure-
ments and announce the outcome). We can use the follow-
ing result from Ref. [48] (proof omitted).

Lemma Bl. Consider a set of binary random variables
Z=(Z\,2,,...,7Z1), where L = v + k. Let V be an inde-
pendent, uniformly distributed random subset of size k.

Then

Pr sz §k8/\ZZ,~ > (L — k) + w)

ieV eV

< exp (—2w2w> .

Lk+1) ®3)

This is applied such that the random variables Z are
the outcomes of each round of APPE, where the subset
V is used for verification and ¥ is used for parameter
estimation. The correct outcome for each round in both
verification and estimation is 0, but any bit may be flipped
to a 1 by the action of adversaries. However, as the adver-
saries do not know which rounds are in V, then each Z; has
the same distribution.

The term ) ,_,, Z; < k§ then specifies the case where the
protocol passes. It is to be expected that up to §v of the
parameter estimation rounds come out as 1 (this is the
accepted error). However, we are interested in a further
bias that affects a further av of the remaining outcomes.
The probability of this occurring when the protocol passes
is exponentially small (as shown in Lemma B1).

This result is still useful in the case that 6; # 0. Note
that, using Lemma B1, we can limit (by «) the propor-
tion of rounds in which an adversary behaves in such a
way that, should the compromised quantum state or clas-
sical information be used for verification, the output bit
would be 1. Thus, we need to confirm that any state which
would pass a verification round can be used effectively for
parameter estimation (that is, giving 0 or 1 with the correct
probability).

Now we consider the sorts of attacks that can be carried
out by dishonest participants. Regarding classical commu-
nication, the honest participants publicly announce their
measurement result, and Alice keeps her measurement
result private and obscures it by announcing a random bit.
Hence the only attack that can be carried out using only the
classical communication is to flip the outcome bit. Alter-
natively, simultaneous broadcast could be used, in which
case the adversaries again have no knowledge of the parity
of the rest of the bit string before announcing their own bit.

Now we consider any attacks on the quantum state, start-
ing with the assumption of a distributed GHZ state. As the
local operations performed by the parties commute, we can
assume that Alice and the participants, as well as honest
nonparticipants, have all made their X measurements and
now have the appropriate outcome. The state across the /
remaining members of the network is therefore

1
W

where £ is the parity of all of the X measurement outcomes
of honest members of the network, H—which is unknown

(1008 + (= 1e™ 1)), (B4)
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to the dishonest users, as H contains Alice, who obscures
her outcome. We must assume that the dishonest users
have knowledge of 65, as many rounds may have already
occurred, or the protocol may have been run previously.

Given that 2 =0 or 1 with equal probability, we can
see that the density matrix of this state is independent of
0p (indeed it is %]l, the maximally mixed state, in the
basis spanned by |0)®’, |1)®/). Therefore, any rotations or
measurements made locally among the adversaries has the
same impact on the classical information (and in particu-
lar the only relevant information, the parity of their shared
[-bit string) for any value of 6p—that is, any behavior
that causes a bit flip of the parity in a round of parameter
estimation does the same for parameter verification.

This situation is different if Alice does not encode her
outcome. In this case, the dishonest nonparticipants could
potentially force a particular outcome (e.g., parity 0 for
a round), which would not be detected by the verifica-
tion scheme, which would damage integrity (or at least
present a denial-of-service attack). Hence, in this case,
simultaneous broadcast should be enforced.

2. Bias

We would like to use Lemma B1 to bound the potential
bias of 6’ (see, for example, Fig. 7.5 of Ref. [49]). The
perturbation of the outcome by an adversary is given by
a = § + w, the proportion of the v rounds that have bits
flipped. Let B8 be the correct proportion of the L — k bits
used for parameter estimation which have the value 0:

B = 1(1 +cos(d)) (B5)
(recall that we are using the shorthand 6 := 6). The order

of the bits (i.e., which are 0 and which are 1) is random,
and hence the new expected proportion is

B=pl—-a)+(1-Pa=p+a—2ap

= 2(1 + cos(9"). (B6)
We set n := 6’ — 0, and then we can find
la| = [sin(@ + n/2) sin(n/2) /cos(D)|. (B7)

We now aim to show that, if |«| is sufficiently small, then
|n] is also small.

We can lower-bound the size of « according to n and 6
(using truncated Taylor expansions):

|| = [sin(n/2)[tan(8) cos(n/2) + sin(/2)]|
> litan(9) sin(n)|

1]~ 6> 265
— 19
2

Z
3 15

g‘ (B8)

That is, « is at least polynomial in 5. Hence, it is not pos-
sible to achieve arbitrarily large bias without incurring a
polynomial cost in the number of parameter estimation
rounds affected (which we can bound).

3. Uncertainty

We now consider the uncertainty potentially introduced
by adversaries. The variance of the estimation typically
scales as 1/v [50] (or 1/vn? if the proportion is instead
expressed as 8 = %(1 + cos(n)), using slightly different
notation).

Recall that we have defined « to be some proportion
of the bit string produced by PE that are flipped by mali-
cious behavior. For the binomial distribution, we can use
the result that the variance for a single trial is (1 — ) in
the original case, and

A’B = (B+a—2a8)(1— B —a+2ap)

= sin®(0) /4 — a(1 — &) cos*(6) (B9)
in the corrupted case.
Hence, we can use the error propagation:
A = o Ap = 2 AR
T dpTT T sin@)
sin’(0) cos?(6)
= [—2 —da(l —a)———. (B10)
sin®(9") sin®(9’)
Using
sin?(@) =1 — (1 —28)°
=1—cos’()(1 — 2a)?, (B11)
we arrive at
AG = 1. (B12)

Note that this is for a single round; but over the v
rounds, we reintroduce the 1/v factor. Therefore, we have
rederived the unperturbed variance, and we can see that

IA%0" — A%0| = 0. (B13)

The fact that the proportion of perturbed rounds, «, does
not influence the variance may be understood by consider-
ing that, for a fixed «, the impact of the malicious behavior
on the parameter estimation is well behaved. There is no
prior assignment of which rounds are 0 and which are
1, and therefore being able to reverse the output of ran-
dom rounds has a fixed effect on the expectation value
without necessarily introducing any additional noise, and
simply adding a bias. Alternatively, this can be understood
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through an attack strategy: if an adversarial nonparticipant
was able to add a & /4 rotation, and remain undetected by
PV, this would disturb a high proportion of the PE bits, but
could be reformulated as the estimation of a new parameter
with the same variance.

4. Summary of integrity

The condition on the integrity of parameter estimation is
the bias:

_ 2
Pr(|E@) ~67| 2 1) fexp(—ch (n,6) — a)zw)

L(k+1)
(B14)
where
~ 1|~ 6> 20%|n
)==104+—+—||= B15
f(n,0) 2’+-3+15‘2‘ (B15)

This rests on several assumptions, in particular that non-
participants have no information about which rounds are
used for PV, and that a true GHZ state is distributed to the
network. The first assumption depends on the ACKA proto-
cols used. If the ACKA protocol allows a bits of key to be
leaked, this corresponds directly to oL bits which can be
flipped without detection [as in Eq. (B3)].

The quality of the GHZ state is assured through the ver-
ification protocol. Much like the analysis in Appendix B 1,
we note that a state which is able to pass the SV rounds
would also produce the correct outcome at PE. Hence, if
there is a failure rate of a rounds, this can once again be
interpreted as oL affected bits of PE. However, we note
that this may have an outsized change to B, as adversaries
can in this case force an outcome, e.g., make sure that the
outcome bit is I—hence, we can follow the same argument
but instead with 8’ = B + «.

It is important to highlight the role of § here: this can be
seen as a known bias introduced in the parameter estima-
tion. On the one hand, as § increases in size, Alice’s confi-
dence in the bias bound expressed in Eq. (B14) decreases.
This can alternatively be expressed that there is already a
bias 1’ given by

18| = |sin(n’/2)[tan(d) cos(n'/2) +sin(n'/2)]]  (B16)

and the total bias can now be expressed as

)"y —b. ~ o (L — kK
Pr(|E©)—0p|=n+ 1) < eXP(_Zf(n,Q)zﬁ)
(B17)

On the other hand, assuming & is sufficiently small,
using the measured PV proportion ', and 8, Alice can

951(1) egd)
60 2 65"
,,,,,,,,,,, ! D

FIG. 3. An illustration of privacy in a network of 10 nodes,
where purple nodes represent the dishonest nodes deviating from
the prescribed protocol. Privacy means that the dishonest agents
d; € D cannot learn any function of local parameters of agents in
the target set 7 such as f (91(’> )orfr (9([) , Of), 05(’)).

correct the error by calculating

p -3
1-28

The bias is then simply Eq. (B14), with § = 0. This cor-
rection procedure assumes that the noise that creates the
error § in PV is equally likely to cause a bit flip in both PV
and PE rounds. As shown previously, this is the case for
attacks by potential adversaries, but may be true for other
sources of noise (such as in Alice’s experimental appara-
tus). Therefore, this relies on the experimental noise being
sufficiently low, or well characterized, as to only consider
noise from adversaries or dishonest nonparticipants.

p= (B18)

APPENDIX C: PRIVACY

In this work, we define the notion of privacy as the
property of a given scheme to be executed while ensuring
that sensitive information that belongs to individual agents
remains inaccessible to unauthorized parties.

1. Definition of privacy

Formally, privacy in the context of networked sensing
can be defined as follows (see Fig. 3 for an example).

Definition CI. Let D ={d,,...,d,,;} be a subset of
my dishonest agents selected from {ay,...,a,}, the com-
plete set of agents in the network; and let 7 = D° =
{t1,...,ti—m,} be the target subset of size n — my, given
by the complement of set D. Let {Qi(d)} be the local param-
eter of agent d; € D, and {Gj(t)} the parameter of a target
agentt; € 7.
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A protocol is private if the quantum Fisher informa-

tion Q that any subset of agents D can extract about any
function f = f (91(’), 00 throughout the protocol is

n—mg

Q(f | pp) = Qf | 6p,07,657,...,0\D).

Here p represents the global classical-quantum state pro-
duced by the protocol, encompassing the final distributed
quantum state and any exchanged classical information,
and pp is the partial state that is shared by the dishonest
agents. In other words, agents in D do not get more infor-
mation about f (910),...,9,5[_),” ) than they already have
from sharing the state p and from knowing the local param-
eters {Qi(d)} of agents in D, the public value 65, and any

function g(@p, 0", 67, ...,0@).

> Vmg

(CDH

2. Proof overview

A quantifier of privacy in this scenario needs to capture
the idea that, once the information of each local parameter
0; is locally encoded in the state

|0>®n + |1>®n |O>®n + eiép |1>®n
p=—pg—" — pj= ;
V2 ’ V2
(€2)
only information about 6p = (1/m) Y iaep O can be

extracted from the system, but each secret parameter 6;
remains hidden. In our protocol, this guarantee essen-
tially follows from the work of Refs. [13,18,19], as any
step that involves parameter input uses the same states
and operations as described in previous iterations of the
protocol.

With this definition of privacy in mind, we can intro-
duce L;, the symmetric logarithmic derivative (SLD) for
the parameter 6;. This ; is a Hermitian operator given by
the relation

iy

L,‘ a —Li =
prg t+ P 30,

(C3)
and it allows us to compute the coefficients of the quantum
Fisher information matrix (QFIM), Q [51,52].

The QFIM is a symmetric matrix with real elements
that quantifies the amount of extractable information about
different unknown parameters over all possible measure-
ments. Using the SLD, the elements of this matrix can be
calculated as

Qy[61= L Trlp{Li L;}].

This means that the quantum Fisher information for param-
eter 0; is

(C4

Qul6 ] = Tr[pzL2],

from which we can see that the presence of nonzero off-
diagonal entries of the QFIM implies statistical correlation

(C5)

between the local parameters, as there is a way of extract-
ing information of §; and 6; simultaneously. Equivalently,
if the different SLDs do not commute, the different param-
eters cannot be estimated independently. On the other
hand, if the QFIM is block diagonal, parameters in differ-
ent blocks are information orthogonal, in the sense that
their maximum-likelihood estimates are asymptotically
uncorrelated.

As the aim is to estimate one function of the unknown
parameters, Op = f (6 ), the corresponding QFIM may be
obtained by reparameterization, that is,

Q'[61=B"Q[618,

where B is a transformation matrix into an orthogonal basis
such that the first element is the desired linear combination.
Privacy (as defined in this work) is ensured if Q' is a rank-
one matrix, as this implies that only information about one
linear combination of the parameters can be retrieved: the
mean of all the local parameters.

Following the derivation from Ref. [18], the linear
function of interest can be encoded in a vector w =
(w1, ...,0m)7 (cf. Ref. [43]), so that

01
(Co)

9_7) :WTéz (a)l,...,a)m)

Qm

As we are interested only in the function given by w, we
can choose the matrix

Wi w12 w1 Wy

T w1 worwy Wy Wy,
W=ww = : : , : , (C7)

Wy WyW2 Wy Wy

and then Q' o« W can be used for the desired purpose of this
work, as it is a rank-one matrix that carries the information
of the average value. This implies that
Qlj X w;w;, v i,j . (CS)

Using the continuity relation of the quantum Fisher infor-
mation, as shown in detail in Ref. [18], the following
condition must be satisfied:

1005 — 8 ol o< oy — |, Vi#j.  (C9)
In this particular case, the aim is to compute the average
value of the local parameters:

01

_ - 1 1
7;=wTev=<—,...,—> . (C10)
m m
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which means that Eq. (C7) becomes

1 1 --- 1
1 1 1 -+ 1

ww' = — (C11)
m o IR
1 1 --- 1

and, since w; = w; = 1/m for all i,j, Eq. (C9) becomes
simply

Therefore, any state that satisfies Eq. (C12) can be used for
the private estimation of the average value.

Using this, Ref. [18] shows that, for an n-partite
GHZ state and encoding unitaries A(6) = @), (10)(0] +
e%i/™ |1)(1]), the only information that can be retrieved
from the resulting state,

|GHZ,,(9_’P)) — % (|0>®n + ei(91+-..+€n)/m |1>®n) , (C13)

corresponds to the sum of all the local parameters, and
therefore the local parameters of users remain private.

More generally, for an ideal state o, any state p that
originates from the output of any state verification scheme
ensures that

Pr(llo — pllx 2 esv) < @, (C14)

for some security parameter sy and some confidence
bound «, which can be made arbitrarily small. From
Ref. [18], we know that the “e-privacy” (a variable that
quantifies the leakage of information about the local
parameters 6;) can be bounded with probability 1 — « as

epriv < M | oollo — pllie < 4IIM||cEsv,

(C15)

where M is an operator that contains the information
about the local encoding of the parameters. For the case
of the average value of the local parameters, |M | =
llo:/2llec = 1/2.

A similar definition of e-privacy is defined in Ref. [19].

APPENDIX D: ANONYMITY

We make use of the definition of full anonymity from
Ref. [26] and adapt it to our setting. This definition com-
pares the output state of the protocol against an ideally
anonymous state, which is any state that is perfectly anony-
mous under a specific requirement, introduced below. Note
that there is not one unique ideally anonymous state, but
that any state which adheres to the requirement will be
ideally anonymous. We first introduce the structure of the
output state, and state the requirement for the output state

to be ideally anonymous. Utilizing the concept of ideally
anonymous states, we can define anonymity of an APPE
protocol, which is in terms of closeness to any such ideally
anonymous state. Subsequently, we prove our protocol’s
anonymity under this definition.

The anonymity statement in Sec. IV C presents our
results with respect to a confidence window inherited from
the preceding SV protocol. In the following, however, we
omit the confidence window, essentially taking o« = 0.

1. Ideally anonymous states and definition of full
anonymity

The output state oy is defined on the registers P, T,
K, C, and E, all containing classical information. Each of
these registers can be indexed by the agents, so that, for
example, 7T; = 0.01 indicates that agent a, holds the value
0.01 in their part of the register 7. Note that an agent can
only access the entries of the registers at their own index.
Within this section, let i be the specific index such that
a; = A, and letf be a vector with 1 at indices correspond-
ing to participants and 0 otherwise. Using this notation, the
registers are defined as follows.

P: This register contains the information regarding the
roles in the network for every agent. It holds that

joift=i,
Pt = 1 lfat € P \ A,
0 otherwise.

T: This register holds the parameters of the agents: 7; = 6.
K: This register contains the secret key « for the partici-
pants:

k ifa, € P,
Kt = .
) otherwise.

C: This register is divided into three subregisters, defined
as follows:
(a) Cyp contains all (classical) information from
NOTIFICATION and VOTE,
(b) Csy contains all information from SV, and
(c) Cpp contains all public classical communication
from PV and PE.

E: This register contains all classical and quantum infor-
mation held by the adversary Eve. This may include
the information of one or more dishonest nodes.

Note that we have omitted Alice’s measurement outcome
and Op from being included in any of the registers to
ease our analysis. While these are crucial for integrity and
privacy, they are irrelevant for anonymity, because Alice
never announces her measurement outcome.
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The output state o°" depends on Alice and her choice of
participants, as well as on the set of dishonest parties, D C
{1,...,n}. We capture this by using the following notation:

out,D
PTKCE|ij *

This notation allows us to precisely state our requirement
for ideally anonymous states. Even though the output state
o is dependent on Alice and her choice of participants,
we define a state to be anonymous if the reduced state of

U on any relevant subset is independent of Alice and the
participants. More specifically, let G C {1, ..., n} be a sub-
set of agents, and G = {1,...,n} \ G be its complement.
For a given register S, we define Sg = {S; € S| i € G}, and
for a state pg, we have pg; = Trsgc (ps). Using this nota-

. . : out,D
tion, we can now precisely state the requirement for oprp

to be ideally anonymous.

Definition DI1. Let D be the set of dishonest agents in

an APPE protocol with an output state GPTKCE The state

aﬁ;}?E is fully ideally anonymous with respect to a subset

G C {1,...,n} if it holds that

out,D _
PgTgKgCgEgGlij

out,D o (Dl)
PgTgKgCgEgli'y'
for any i, i/,]?,f’ such that i,i/ ¢ GUD, ; NnD =j7 NnD,
and j NG =j’NG. Moreover, because we specifically
fix the size of the set of participants, it should hold that
H()=H("), where H(j ) = > iJr denotes the Ham-
ming weight of] 1 e., its total number of “1”’s.

This state O‘PTKCE is fully ideally anonymous with respect
to the set of dishonest agents D if it is fully ideally
anonymous with respect to every subset G C {1,...,n}.

With the definition of a fully ideally anonymous state,
we are now equipped to define e,-full anonymity of our
APPE protocol.

Definition D2. An APPE protocol with an output state
out, . . .
Ppricce 18 Eq-fully anonymous with respect to a set of dis-
honest agents D if there exists a fully ideally anonymous

state o parry Such that

out,D

loprrce — (D2)

out,D
OprKCE e < €4,

where | - || denotes the trace distance.

Note that, similar to security in quantum key distribu-
tion (QKD) protocols [48,53], we have defined anonymity
with respect to an anonymity parameter &,. This captures
the notion of quantifiable anonymity, which allows for
the protocol to be fully anonymous in nonperfect scenar-
ios, e.g., due to noise. One can then obtain anonymity
approximately, meaning that the anonymity statements

hold except for increasingly small probabilities. In the fol-
lowing subsections, we prove that our protocol satisfies
Definition D2.

2. Proof overview

In order to show that our APPE protocol is g,-fully
anonymous, we show that its output state p;’,l}t,’{DCE is &,4-
close to a particular fully ideally anonymous output state
ope® .. This specific output state is defined as the output
of APPE in a completely ideal scenario. We can implicitly
model our protocol as a CPTP map T, so that ooy =
I'(c™), where o' is an idealized input state to our protocol.

More specifically, o™ = ¢'"R, I, E is defined over three
registers: R contains the quantum states used in the proto-
col; I the other inputs to the protocol (i.e., the index of
Alice, her choice of participants, and the parameters of
all the agents); and £ Eve’s quantum and classical side
information.

We first observe that SV is completely independent of
the roles of the agents, and therefore we can ignore this step
in our proof. This means that the register R can be regarded
to hold only the verified GHZ states, so that we can write
TrsE as (recalling that L = v + k is the total number of
verified GHZ states used for PE and PV)

" = |GHZ,) (GHZ,|}" ® 0; ® 0. (D3)

Furthermore, SV guarantees that, for some &ye; > 0, it
holds that || pR — GR "l < ever, where p™" is the actual input
state of the protocol (note that, because a}e“ is pure, it
can be concluded that p™™ = pi' ® p}‘jE). As the register
1 does not change between the ideal and real cases, it
holds that p;" = o;". Finally, all communication after SV
is correlated only with the register R, so there is no loss of
generality in assuming that pi = o*‘ign, so that it holds that
10" = ™l < ver |

We then have pgl}tl’(DCE =I"(p™) and can leverage the
contractivity of the trace distance under quantum channels
(data processing inequality) to obtain

— Tl < o™ = 0™l
(D4)

10 = 0P le = IT(p™)
< Ever

Proving anonymity of our APPE protocol therefore reduces
to showing that o gmeey = I'(0™) is a fully ideally anony-
mous state under Definition D1. Indeed, from Eq. (D4) it
then follows that our APPE protocol is ey -fully anony-
mous under Definition D2.

In the remainder of this section, we prove that G}S%;ZSE is
a fully ideally anonymous state, first in the honest (D = 0)
and later in the dishonest setting (i.e., for arbitrary D, as

long as A € D).
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3. a;;}}?E is fully ideally anonymous in the honest
setting

Our goal is now to show that opsrey is fully ideally

anonymous under Definition D1 in the honest setting, i.e.,
where D = ¢, allowing us to write ooy = TSN -

As a starting point, we note that, although there exists
correlations between various registers P, T, K, C, and E,
the ideal state is separable over a certain partitioning of the
registers, which allows us to write oy in tensor product

form:

out _
OprkcE = OPTKCyy & OCpp & O, @ OF. (D3)

The registers P, T, K, and Cyy cannot be written in ten-
sor product form. Indeed, only the participants obtain the
secret key, so that P and K are correlated. Similarly, only
the participants keep their parameter in their register 7, and
NOTIFICATION and VOTE correlate with the contents of
P as well. An important part of our later analysis shows
that Cpp is not correlated with any other register. The ten-
sor product structure of Eq. (D5) then follows from the fact
that SV is independent of the rest of the protocol, so that
ocg, 1s separate from the rest of the output state. Finally,
there is no loss of generality in assuming that o is uncor-
related, because all relevant (side) information (e.g., the
public communication) can be understood to be explicitly
considered already within the other registers.

To prove that 0Py is fully ideally anonymous under
Definition D1, it suffices to show that the tensor factors o,
0Cgy» OPTKCyy» and 0¢,p, individually satisfy Eq. (D1).

(1) 0g. NOTIFICATION and VOTE rely on private pair-
wise communication, therefore Eve cannot learn anything
from these protocols that was not shared publicly. More-
over, the input state 7z, £ is separable between all three
registers [by Eq. (D3)], so that o remains completely sep-
arable from the networks’ registers, and the identities of
the agents. Hence, o trivially satisfies Eq. (D1).

(2) o¢y,. As noted before, there is no distinction between
participants and nonparticipants in SV, i.e., every agent in
the network performs the exact same steps, regardless of
their role. This means that ocg, trivially satisfies Eq. (D1).

(3) oprkcy,- By construction, the registers P, 7, and
K together obey Eq. (D1) for any subset G and any
choice of i,/ and j,;j’. From Ref. [40] we know that both
NOTIFICATION and VOTE are anonymous, so that the
classical communications involved with the protocols are
independent of Alice and her choice of participants. How-
ever, VOTE outputs m, which makes Cyy dependent on
P. Nevertheless, Definition D1 specifically only compares
states with the same number of participants (i.e., H(j ) =
H(j")), so that the requirement in Eq. (D1) is still met.
It therefore holds that oprxc,, is fully ideally anonymous
under Definition D1.

(4) ocpp. To show that oc,, satisfies Eq. (D1), we
prove that its contents are uniformly random by virtue of
Alice announcing a random bit instead of her actual mea-
surement outcome. Apart from Alice’s random bit, ocp,
contains the announced outcomes of the X-basis mea-
surement on |GHZ,) = (1/+/2)(|0)®" + [1)®") in the PV
rounds and |GHZ,(@p)) = (1/v/2)(10)®" + €7 [1)®") in
the PE rounds. While the outcomes of the X -basis mea-
surements obey parity statistics for both PE and PV rounds,
this is only the case when Alice’s outcome is also con-
sidered. However, Alice announces a random bit, ensuring
that the announced measurement outcomes stored in Cpp
are uniformly random and uncorrelated, and thus indepen-
dent of the choice of P. To this end we show that, for any
strict subset, it holds that all measurement outcomes are
equally likely. Indeed, consider 4 C {1,2,...,n}. We can
then write the reduced states on 4 as

Trs(IGHZ,) (GHZ,|) = Tr(|GHZ,(0p)) (GHZ,(0p)|)

_ 1001 + 1y (1M
_ ! .

(Do)

Consider now the probability Pr({o;};c4) that the agents
in 4 obtain a specific set of outcomes {0;};c4 € {0, 1Ml
for their X -basis measurements. A straightforward calcu-
lation reveals that the probability of obtaining this specific
outcome {0 }je4 is Pr({o; }je4) = 1/24!, That is, each out-
come is equally likely. As this holds for any proper subset
A, it follows that the partial measurement outcomes are
uniformly random and uncorrelated. It follows that the
contents of Cpp are independent of the choice of P, and
therefore that o¢,, obeys Eq. (D1).

Finally, we note that, due to the fact that the correla-
tions in the measurement outcomes are only between the
complete set of outcomes, and that any subset of mea-
surement outcomes is uniformly random and uncorrelated,
it is actually not necessary for Alice to announce a ran-
dom bit instead of her actual measurement outcome to
safeguard anonymity. However, the tensor product struc-
ture of Eq. (D5) is then lost, as Cpp will depend on T
and P, making the notation less clear. Furthermore, as
briefly discussed in Sec. V, this would introduce the need
for a simultaneous broadcast channel, or an adaptation to
the protocol so that the independence of all measurement
outcome announcements can be guaranteed.

We have proved that oprxcy,, 0cpp, Ocy,» and og all
satisfy Eq. (D1) and therefore by Eq. (D5) we know that
o e obeys Definition D1, and thus our protocol is fully
anonymous in the honest setting, where D = (/.

4. a,?%}?E is fully ideally anonymous in the dishonest

setting

We now turn our attention to the case where D is
nonempty, i.e., there are nodes that are deviating from
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the protocol to try and learn the roles of other agents of
the network. Importantly, the dishonest agents may base
their strategy on the announcements of the honest agents.
Indeed, while the honest agents announce their measure-
ment results for both PV and PE, the dishonest members
can delay their measurement and announce anything else
instead. The intermediate output state relevant to our anal-
ysis, which is the state before the dishonest agents perform
their measurement, is therefore

opr1KCNy @ OsV ® Pgporpy @ OF, (D7)

where pg, . is the classical-quantum state on the clas-

sical register Cpp and the quantum register Rp. We write
Cpp to emphasize that the contents of the register differ
from the honest case, because the dishonest agents have
not measured their qubits and announced something else.
Here Rp is the part of the quantum register that has not
been measured, i.e., the qubits of the agents in D. Ulti-
mately, the output state oy, will be obtained from the
state in Eq. (D7).

To show that the output state is fully ideally anonymous,
it therefore suffices to show that the state in Eq. (D7) is
itself fully ideally anonymous (similar to Definition DI,

J

IGHZ,(6p)) =

1
,/2n+1

A+ Y g+ a -7 3 |{o)],
Al 1)=0

but adapted to reflect the change of registers). We can again
exploit the tensor product structure and analyze the tensor
factors individually; neither the state oprxc,, nor osy have
changed from the honest setting, which means that they are
still fully ideally anonymous.

Although the output registers Cpp and £ may become
correlated by any deviation of the protocol by the dishon-
est agents, the intermediate state of Eq. (D7) indeed does
allow the tensor product structure, so that we may analyze
PEppRp separately from oz. In general, the state PEppRp is
a classical-quantum state that correlates any possible set of
measurement outcomes {o; }pe of the honest agents with a
state p]\?D‘ {0j)pe O Rp, which, in turn, can be computed as

Ip
D _
'ORDHUj}DC -

({{o;}pe| ® Ip) |GHZ,(6%))(GHZ, (0p)| (|{0;}pc) ® Ip) .
(DB)

In order to prove that pg {1 18 fully ideally anony-

mous, we now show that it is independent of the choice of
participants. To this effect, we first rewrite the GHZ state

as

where A, denotes the parity of {0;}, i.e., its Hamming weight modulo two. From this it follows that

(({o;}pe

® Ip) |GHZ, (@)

1 P
= e |0 X

A{U_/ }’DZA[Q,']DC

It is directly apparent that this state is independent of
the actual choice of participants but rather depends only on
6p, which is irrelevant for anonymity. There is therefore no
information on the roles of the agents that dishonest mem-
bers can gain by deviating from the protocol. Finally, we
can conclude that the protocol is fully anonymous under
Definition D2 in the dishonest setting as well.

APPENDIX E: SUBPROTOCOLS

In this section, we present classical subprotocols used
throughout our work, with adapted notation. The APPE
protocol presented in this work makes use of two classical

(D9)
A(fo; =1
ojlp) + (=™ Y [{o}p) (D10)
Atojip=1=Bloj1pe

(

subprotocols: NOTIFICATION and VOTE. Although
these steps can be implemented in any way that preserves
the anonymity of the participants (see Appendix D), a
particular choice of algorithms for these initial steps is
presented in Ref. [40].

In the NOTIFICATION protocol (Protocol 4), a coordi-
nating agent is able to notify all participating agents while
preserving the anonymity of every party involved. The out-
put, which every agent computes locally and in private,
reveals to each agent whether they participate or not in
the overall APPE protocol, and no other information can
be extracted from it. This subprotocol (Protocol 4), with
adapted notation, is presented here.
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Protocol 4 - NOTIFICATION (Broadbent & Tapp 2007)

Input: A coordinator Alice (A), a set of m participants P C {a1,...,an}.
Goal: A notifies the m participants.

1: Each agent {a;};_; sends every other agent {a;}7_;, n random bits {r;;x }1_,, such that:

. . . 1, ifareP
e if a; = A, the random bits satisf T =14 _
' Y Dje ik {0, ifar €P

e if a; # A, the random bits satisfy @?:1 rijk =0
2: Each agent {a; }7_; receives the bits {r;;x }i—, computes t;x = D, Tk
and sends {t;x } —; to agent a.
3: Each agent {ax }_; receives {t;}}—1, and computes:

£ 1, ifap €P
Iy = Gapy = _ El
* j@l” {07 ifa, € P ED

For the second stage of the APPE protocol, two subprotocols are needed: PARITY (Protocol 5) and VOTE (Protocol 6).
In the first one, all agents are able to input a binary value, and all agents can compute the global parity of the network. This
is used as a subroutine in the VOTE protocol. In this subprotocol, agents anonymously input their choice (in this case, 0 or
1, depending on whether they are participants or nonparticipants). At the end of this stage, each agent is able to compute
the number of participants in the scheme, and decide whether to continue with the protocol or not. The PARITY and
VOTE protocols are presented below (Protocols 5 and 6), with adapted notation. The probability of an incorrect outcome
is exponentially small in the number of rounds, s, and simultaneous broadcast is required to ensure that corrupt participants
do not receive partial information which could be used in future rounds, potentially compromising the anonymity of the
scheme.

Protocol 5 - PARITY (Broadbent & Tapp 2007)

Input: Parities {z;}, with each z; € {0, 1}.
Goal: Each agent computes the global parity y = 21 @22 @ - - - B xp.

Each agent a; does the following:

1: Select uniformly at random an n-bit string r; = rfl)rl@) .. .TE”) with Hamming weight of parity ;.

: Send rl(j ) to agent a; using the private channel; keep bit rgi) to themselves.
(@)

2

3: Compute z;, the parity of all the bits received, including r; .
4: Use the simultaneous broadcast channel to announce z;.
5

: After the simultaneous broadcast is finished, compute y = @?lej, the outcome of the protocol. If the simultaneous
broadcast fails, the protocol aborts.
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Protocol 6 - VOTE

(Broadbent & Tapp 2007)

of rounds s.
Goal: Each agent computes the tally y = (y[0], y[1]) =

respectively).

For each choice b € {0,1}:
Phase A:
For eachround j € {1,...,s}:

with complementary probability.

output bit z;, they store it as z[b]7.

Phase B:

aborts.
Phase C:

that |o[b]; — pu| < 525, where:

then y[b] = v.

Input: Choice z; € {0, 1} voted by each agent (z; = 1if a; € P, z; = 0if a; € P), the number

(n — m,m) with the number of votes
for each candidate (i.e. the number of non-participants, and the number of participants,

1: each agent a; sets the value of p; in the following way: if z; # b, p; = 0; otherwise, p; = 1 with probability % andp; =0
2: the participants execute the PARITY protocol to compute the parity of p1, pa, . ..

All agents {a;} simultaneously broadcast z[b]? (j € {1, ..., s}). If the simultaneous broadcast is not successful, the protocol

To compute the tally y[b], each participant sets: p[b]; = @, z[b]?, o[bl: = 3°_, p[b];/s and if there exists an integer v such

ros () ((G2) 1)

If, for any b, no value v exists or y[0] + y[1] # n, the protocol aborts.
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