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Optimization of experimental quantum randomness expansion

Amelie Piveteau ,1 Alban Seguinard ,1 Piotr Mironowicz ,2,1,3,* and Mohamed Bourennane 1

1
Department of Physics, Stockholm University, S-10691 Stockholm, Sweden

2
Center for Theoretical Physics, Polish Academy of Sciences, Aleja Lotników 32/46, 02-668 Warsaw, Poland

3
Department of Algorithms and System Modeling, Faculty of Electronics, Telecommunications and Informatics,
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Quantum technologies provide many applications for information processing tasks that are impossible
to realize within classical physics. These capabilities include such fundamental resources as generating
secure, i.e., private and unpredictable random values. Yet, the problem of quantifying the amount of gen-
erated randomness is still not fully solved. This work presents a comprehensive analysis of the design
and performance optimization of a quantum random number generator (QRNG) based on Bell inequality
violations. We investigate key protocol parameters, including the smoothing parameter (εs), test round
probability (γ ), and switching delays, and their effects on the generation rate and quality of randomness.
We identify optimal ranges for γ and p� (the protocol’s nonaborting probability) to balance the trade-
off between randomness consumption and net randomness generation. We investigate the impact of the
laser power on the overall generation rate. We explore the impact of switching delays on the system’s
performance, providing strategies to mitigate these effects. The work provides practical guidelines for the
efficient and secure design of QRNG systems and other cryptographic protocols.
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I. INTRODUCTION

Quantum randomness certification is a crucial aspect of
quantum information theory, particularly in applications
such as cryptography, secure communications, and random
number generation [1–4]. In classical systems, randomness
can be generated using physical processes or algorithms;
however, ensuring that this randomness is truly unpre-
dictable and not biased or manipulated is challenging,
especially when the devices are not trusted [5]. Quantum
mechanics offers a unique approach to randomness through
phenomena like superposition and entanglement [6].

Device-independent (DI) quantum protocols are
designed to operate without trusting the internal workings
of the devices used for generating random numbers [7,8].
This means that even if the devices are potentially flawed
or compromised, one can still certify the randomness
of the outcomes based on observed correlations between
the results of measurements made on entangled quantum
states. The entropy accumulation theorem (EAT) provides
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a framework for quantifying how much randomness can be
certified from a sequence of experiments performed in a DI
manner [9,10]. The EAT theorem outlines how subsequent
measurements can contribute to the overall entropy when
certain conditions are met, primarily focusing on correla-
tions that exceed classical limits often quantified using Bell
inequalities [11,12].

The paper is organized as follows. In Sec. II, we present
a selection of Bell inequalities used as certificates of ran-
domness. We explore the criteria for choosing appropriate
Bell expressions to ensure robust randomness certification,
which is fundamental to the operation of quantum ran-
dom number generators (QRNGs). Section III delves into
EAT and the certification parameters used in our analy-
sis. We detail the theoretical framework that underpins the
certification of randomness, highlighting key parameters
such as the smoothing parameter (εs) and its implica-
tions for randomness quality. In Sec. IV, we describe the
experimental setup used to implement the QRNG proto-
col. We provide a detailed account of the components and
configuration, including the sources of entangled photons
and detection mechanisms. Section V focuses on adjust-
ing pump laser strength to optimize the generation rate
of random numbers. We analyze the trade-offs between
event rates and the quality of Bell violations, providing
insights into the optimal operational conditions for the
QRNG.
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The following sections focus on analysis of the possi-
bility of fine tuning the QRNG parameters. In Sec. VI,
we examine the impact of the smoothing parameter εs
and generation time on the net generation rate. We dis-
cuss how different levels of the smoothing parameter affect
the stability and reliability of the protocol, and the practi-
cal considerations for selecting an appropriate generation
time. Section VII investigates the role of confidence inter-
vals and test rounds in the QRNG protocol. We explain
the necessity of balancing the number, or probability, of
test rounds γ , and the confidence level, or the probabil-
ity that the protocol does not abort (p�), to ensure the
robustness of the randomness certification process. In Sec.
VIII, we explore the impact of switch delay on the genera-
tion rate when changing measurement settings. We analyze
how delays in the experimental setup can affect the effi-
ciency of the QRNG and propose strategies to mitigate
these effects. Finally, in Sec. IX, we provide a discus-
sion and conclusions. We summarize the findings of our
study, highlighting the key factors influencing the perfor-
mance and security of QRNGs. We also suggest potential
avenues for future research and improvements in QRNG
technology.

II. BELL CERTIFICATES OF RANDOMNESS

Bell inequalities serve as a test for the predictions of
quantum mechanics against those of classical physics,
particularly local hidden variable (LHV) theories. They
were derived by John Bell in 1964 and are designed to
assess whether the correlations observed between mea-
surements on entangled particles can be explained by any
deterministic theory that adheres to locality [6,11]. The
Tsirelson bound refers to the upper limit on the strength of
correlations allowed by quantum mechanics when measur-
ing entangled particles [13]. While classical theories can
reach at most a certain limit, the classical bound, quantum
mechanics allows for stronger correlations than those per-
mitted by classical physics but still respects this Tsirelson
bound. The significance of the bounds lie in their role
in distinguishing between different types of correlations,
those achievable through classical means and those achiev-
able through quantum entanglement. If Bell inequality is
violated it gives an opportunity to provide certification of
security of random numbers even when devices are not
trusted [1]. There is on going research on finding the most
suitable Bell inequalities for this purpose [14,15].

We define the correlators Cor(x, y) between Alice’s
results of the measurement x and Bob’s results of the
measurement y with the following equation:

Cor(x, y) ≡ P(0, 0|x, y)+ P(1, 1|x, y)

− P(0, 1|x, y)− P(1, 0|x, y). (1)

The CHSH inequality was formulated by Clauser, Horne,
Shimony, and Holt in 1969 [16]. It involves two parties
(Alice and Bob) each choosing between two measurement
settings (A0, A1 for Alice and B0, B1 for Bob) and is
defined as CHSH ≡ Cor(0, 0)+ Cor(0, 1)+ Cor(1, 0)−
Cor(1, 1).

Other certificates belong to a family introduced recently
in Ref. [15]. The family is parameterized by δ ∈ (0,π/6],
and is defined as

Iδ ≡ Cor(0, 0)

+ 1
sin δ

(Cor(0, 1)+ Cor(1, 0))− 1
cos 2δ

Cor(1, 1).

(2)

Members of this family exhibit self-testing properties, use
two measurement settings per party, and can certify two
bits of randomness for the settings x∗ = y∗ = 0.

The work [15] proposed also a second family, param-
eterized by γ ∈ [0,π/12], which defines the Bell expres-
sions:

Jγ ≡ Cor(0, 0)+ (
4 cos2 [γ + π/6] − 1

)

× (Cor(0, 1)+ Cor(1, 0)− Cor(1, 1)) . (3)

These expressions also use two settings and exhibit self-
testing properties, although in most cases they do not
certify two bits of randomness. Setting γ = π/12 in Eq.
(3) yields the standard CHSH expression.

The Tsirelson bounds for Eqs. (2) and (3) are given by

I Q
δ ≡ 2 cos3 δ

cos (2δ) sin δ
, J Q

γ ≡ 8 cos3 (γ + π/6). (4)

Their classical bounds are

I L
δ = −1 + 2

sin δ
+ 1

cos 2δ
, J L

γ = 12 cos2
(
γ + π

6

)
− 4.

(5)

For the family, Eq. (2), we selected δ = 0.52 as the main
focus of this paper. As shown in previous studies [17],
as δ approaches π/6 ≈ 0.5236, the amount of certified
randomness increases.

To certify the randomness, we utilized two Bell expres-
sions, viz. CHSH, and one from a family introduced in Ref.
[15] and defined with the following expression:

Cor(0, 0)+ 2.0126 × Cor(0, 1)

+ 2.0126 × Cor(1, 0)− 1.9754 × Cor(1, 1). (6)

From Eq. (5) if follows that the local bound for δ = 0.52 is
5.0005.

It was shown in Ref. [15] that, up to local isometries,
there exists a unique quantum strategy that achieves the
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maximal quantum value of the Bell expression, i.e., Iδ =
I Q
δ . The optimal state used in this strategy is the maximally

entangled two-qubit state

ρQAQB = |ψ〉〈ψ |, where |ψ〉 = 1√
2
(| 00〉 + | 11〉).

(7)

The measurements are defined as follows. Alice’s observ-
ables are

A0 = σZ , A1 = − sin δσZ + cos δσX , (8)

while Bob’s observables are

B0 = σX , B1 = cos δσZ − sin δσX , (9)

where σZ and σX denote the standard Pauli operators. The
parameter δ defines the Bell expression Iδ , and the choice
of measurements depends explicitly on this value.

Although in this paper we focus on two specific Bell
expressions, including the standard CHSH inequality, the
results can be easily extended to other QRNG protocols.
We analyze the influence of various parameters of the EAT
on performance, and similar insights into the role of these
parameters will be useful for designers of future protocols.
The focus on CHSH stems from its simplicity and popular-
ity, which makes the community particularly interested in
seeing that, even in such a basic case, the choice of proto-
col parameters is not straightforward and can significantly
affect the generation and expansion rates.

III. ENTROPY ACCUMULATION AND
CERTIFICATION PARAMETERS

We utilize these two Bell expressions for quantum ran-
domness certification with various parameters. In the work
we follow the formulation of EAT provided in Refs. [18–
20]. A crucial tool needed to calculate the certified entropy
with EAT is the min-tradeoff function, providing a linear
lower bound on the entropy in a single event for a given
value of Bell violation.

A. Entropy accumulation framework

To analyze finite-size effects in our protocol, we use
the EAT [18,19]. This framework models a sequence of
rounds as EAT channels {Ni}n

i=1, where each channel is a
completely positive trace-preserving map:

Ni : S(Ri−1) −→ S(AiBiXiYiCiRi), (10)

with classical outputs Ai, Bi, Xi, Yi, Ci (where Ci is a deter-
ministic function of the others) and an arbitrary quantum

register Ri. The EAT assumes that for any initial state ρR0E ,
the final state

ρAnBnX nYnCnE := TrRn

[
(Nn ◦ · · · ◦ N1 ⊗ idE)(ρR0E)

]

(11)

satisfies, for each i, the Markov condition:

I(Ai−1Bi−1 : XiYi | X i−1Yi−1E) = 0. (12)

This condition ensures that inputs (Xi, Yi) are chosen
independently of previous outcomes and adversarial side
information, given past inputs.

To apply EAT, one defines a min-tradeoff function f :
PC → R, where PC is the set of distributions over the
classical register Ci. The function f must satisfy

f (p) ≤ inf
σRi−1R′ :Ni(σ )Ci=τp

H(AiBi | XiYiR′)Ni(σ ), (13)

for any p ∈ PC , where τp = ∑
c∈C p(c)| c〉〈c |. In prac-

tice, such functions are constructed using SDP relaxations
(e.g., NPA [21,22] or BFF [23]) that bound the conditional
entropy given observed statistics.

Theorem 1 (Entropy accumulation theorem [18,19]).
Let ρAnBnX nYnCnE be the global state after applying the EAT
channels {Ni}n

i=1 to some ρR0E , and let� ⊆ Cn be an event
on the classical outputs with probability p� = Pr[Cn ∈ �].
Let ρ|� be the postselected state on this event. Suppose a
valid min-tradeoff function f satisfies

f
(
freq(Cn)

) ≥ t (14)

for all Cn ∈ �. Then for any smoothing parameter εs ∈
(0, 1) and β ∈ (0, 1), the smooth min-entropy satisfies

H εs
min(A

nBn | X nYnE)ρ|� > nt − n(εV + εK)− ε�, (15)

with the correction terms defined as

εV := β ln 2
2

(
log(2|AB|2 + 1)+

√
Var[f |�] + 2

)2
,

(16a)

εK := θ1 × θ2 × θ3, (16b)

ε� := 1
β
(1 − 2 log(p�εs)) , (16c)

where

θ1 := β2

6(1 − β)3 ln 2
, (17a)

θ2 := 2β(log |AB|+df ), (17b)

θ3 := ln3 (
2log |AB|+df + e2) , (17c)

df := max f − min f |� . (17d)
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This bound shows that, conditioned on �, one accumu-
lates at least nt bits of entropy up to finite-size penalties.
The terms εV, εK , and ε� capture statistical variance,
higher-order corrections, and smoothing cost, respectively.
In practice, Ci encodes Bell inequality statistics; the trade-
off function f is obtained via numerical optimization; and
the min-entropy bound (15) determines the number of
extractable random bits or key rate per round.

The quantity Var[f |�] denotes the worst-case variance
of f (Ci) conditioned on �, and df = max f − min f |�
captures the range of f over relevant distributions. The
parameters |AB| refer to the size of the classical output
alphabets per round. For precise definitions and a detailed
derivation of the bound, we refer the reader to the formal
framework developed in Ref. [19].

B. Parameters of EAT

The first considered parameter is the so-called smooth-
ing parameter of randomness, εs. This parameter speci-
fies our requirement about the quality of the randomness,
as further used by randomness extractors. The smaller
the value of εs the higher is the amount of certified
randomness.

The other parameter is the value of the violation of
the Bell inequality. The higher the quality of the exper-
iment, the higher the violation should be. On the other
hand, in the experiment using the spontaneous parametric
down-conversion (SPDC) process, a higher emission rate
of entangled pairs of photons usually decreases the quality
of the particular Bell violation, as discussed in Ref. [24].
The number of detected pairs depends on the efficiency of
detectors and transmission and coupling losses, and its rate
is denoted as events per second.

Any real-world device must produce results within a
finite time to be practically useful. By generation time,
we mean the total duration of a single certified random-
ness generation session on the quantum part of the QRNG.
In our scheme, each generation consists of a sequence
of rounds, which are as either test and generation, as
described below. Both types are essential and interleaved
throughout the process. To obtain quantum data for later
extraction of certified randomness, the user performs a
sequence of such rounds during a single experimental run.
Its total duration is what we refer to as the generation time.

This duration does not include classical operations such
as postprocessing or randomness extraction. Finite-size
effects are accounted for using the EAT, which requires set-
ting a generation time to determine the number of events
available for statistical analysis. Knowing both the genera-
tion time and the event rate allows us to compute the total
number of events (as their product). Longer generation
times reduce the negative impact of finite-size corrections
in EAT, improving randomness yield. However, shorter
generation times are desirable for practical devices, as the

user receives randomness in chunks corresponding to full
generation sessions and typically does not want to wait too
long for usable output.

For randomness generation, only a particular pair of set-
tings (x0, y0) of Alice and Bob are considered. To estimate
the value of Bell violation in some rounds of the proto-
col, we need to randomly choose settings different from
(x0, y0). The rounds used for generation are called gen-
eration rounds, and those used for testing are called test
rounds. The probability of test rounds is denoted by γ . This
approach is called spot checking [25]. Every test round
consumes public randomness for the random choice of set-
tings x and y; generation rounds do not consume additional
randomness. The larger γ , the better the estimation of Bell
violation, but more randomness is consumed, and fewer
rounds are used for generating new randomness. In cer-
tification, we know the Bell violation only up to a given
confidence interval, influencing the probability that the
protocol does not abort, p�, and we always need to assume
the most pessimistic violation value to keep the protocol
secure. The more events are used for Bell value estima-
tion, the lower is the risk that the value fails out of the
assumed interval by chance. Therefore, there is a nontriv-
ial relation between the generation rate and the values of γ
and p�. Each of the generation rounds is producing certain
entropy H(AB|x0, y0, E) for outputs A and B and quantum
side information E.

Since we need to change the optical components settings
in the experimental setup for the test rounds, every change
of settings usually introduces a certain delay, depending on
the devices used. This delay additionally decreases the rate
of events and, consequently, the rate of the protocol.

The parameters discussed above directly relate to the
devices’ physical workings. Apart from them, the formulae
appearing in EAT contain an additional parameter, usually
denoted as β, which is in the range (0, 1) and can be chosen
arbitrarily.

The EAT analysis was performed using the expdiqrng
framework [20].

IV. EXPERIMENTAL SETUP

The experimental setup is illustrated in Fig. 1. To
generate the polarization entangled pair in state |φ+〉 =

1√
2
(| HH 〉 + | VV〉), two 2-mm-thick β barium borate non-

linear crystals type 1 placed in interferometric configura-
tion are pumped with a femtosecond in pulsed laser at a
wavelength of 390 nm, to produce photon pairs emitted
into two spatial modes (a) and (b) through the degen-
erate SPDC process. The spatial, spectral, and temporal
distinguishability between the down-converted photons
is carefully removed by coupling to single-mode fiber,
passed through narrow-bandwidth interference filters (F)
and quartz wedges, respectively. The pump power of the
femtosecond laser is tunable, allowing the photon-pair
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(a) (b)

FIG. 1. Experimental setup. Entangled photon pairs are gener-
ated through the SPDC process. The emitted photons in modes
(a),(b) are coupled to single-mode fiber (SMF) and pass narrow
filters (F). Each of the two stations’ measurements is composed
of a half-wave plate (HWP), a polarization beam splitter (PBS),
and single photon detectors (D+ and D−). (See main text for
details.)

generation rate to be set according to the experiment’s
requirements. Alice and Bob’s measurements are per-
formed with the help of half-wave plates (HWPA, HWPB)
oriented, respectively, θA0 or θA1, and θB0 or θB1, where θA0,
θA1, θB0, and θB1 are the angles achieving the Tsirelson
bound to each of the considered Bell expression. The
polarization measurement was performed using PBS, and
single-photon detectors (D) were placed in the two output
modes of the PBS. Our detectors are actively quenched Si-
avalanche photodiodes. All single-detection events were
registered using a VHDL-programmed multichannel coin-
cidence logic unit with a time-coincidence window of 1.7
ns. In this proof-of-principle experiment, we have not used
real-time switching. Instead the measurements were per-
formed in series, for a certain time, and after each series
we switched for next measurement settings.

The photo pair emission rate was set for each mea-
surement, and the corresponding measurement time was
adjusted to keep the same number of two-photon coinci-
dence events for the measurement setting. At low rates,
the multiphoton pair emissions are small, and therefore,
the accidental events can be neglected. At higher rates, the

accidental events will affect the correlations and the level
of inequality violation.

V. ADJUSTING SPDC PUMP LASER POWER FOR
GENERATION RATE

The first decision when designing a QRNG is select-
ing the appropriate Bell inequality to use as the certificate.
Next, we must determine how to adjust the SPDC pump
laser power to achieve the optimal generation rate. This
involves balancing the number of events per second with
the Bell violation, as a higher laser power typically results
in more events per second but a lower Bell violation, lead-
ing to less certified randomness per event. To estimate the
optimal settings, we tested various event rates for the two
Bell inequalities, CHSH, and Eq. (6). We then calculated
the asymptotic randomness generation rate for an infinite
number of repetitions, thereby ignoring EAT’s finite data
size effects.

A. Asymptotic randomness generation rates

We computed the amount of certified entropy using
two methods: the Navascués-Pironio-Acín (NPA) method
[21,22], which calculates a lower bound on certified
min-entropy [26–29], and the Brown-Fawzi-Fawzi (BFF)
method [30], which calculates a lower bound on certified
von Neumann entropy. The numerical calculation were
conducted using NCPOL2SDPA [31], MOSEK Solver
[32].

Both NPA and BFF can be executed at various levels,
forming a hierarchy. Higher levels offer better approxima-
tions but require more computational resources. We used
level 2 of the hierarchy for NPA, which needed about
a dozen seconds of computation. Higher levels, such as
3 and 4, did not improve the approximation significantly
in our cases. For BFF, we also used level 2 of the hier-
archy. Additionally, BFF involves another parameter: the
number of nodes in the Gauss-Radau quadrature used in
the approximation formulas. We considered using six and
eight nodes. The computations took approximately 2.5 min
for Eq. (6) and 7 min for CHSH with six nodes. With
eight nodes, the computation times increased to 3 min for

TABLE I. Dependence of the certified min-entropy (Hmin) and von Neumann entropy (vNe) on the violation of the Bell inequality
(6) and the number of events per second. The values of Hmin are calculated with NPA level 2. The values of von Neumann entropy are
calculated with approximations using Gauss-Radau quadrature with six or eight nodes. The value 4.95151 is below the local bound
5.0005, and thus does not certify any randomness.

Events per second Bell value Hmin vNe Radau 6 vNe Radau 8 Asymptotic rate

28 000 4.95151 0 0 0 0
24 000 5.00247 0.0098 0.0186 0.0186 446
20 000 5.02311 0.1231 0.2234 0.2244 4488
16 000 5.03036 0.1651 0.2953 0.2965 4744
12 000 5.04098 0.2289 0.4007 0.4024 4829
8000 5.08671 0.5413 0.8545 0.858 6864
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TABLE II. Dependence of the certified min-entropy (Hmin) and von Neumann entropy (vNe) on the violation of the Bell inequality
CHSH and the number of events per second. The values of Hmin are calculated with NPA level 2. The values of von Neumann entropy
are calculated with approximations using Gauss-Radau quadrature with six or eight nodes. i is the experiment number, as discussed in
Sec. V B, where additional data are provided in Table III.

i Events per second Bell value Hmin vNe Radau 6 vNe Radau 8 Asymptotic rate

1 70 000 2.6502 0.5198 0.8909 0.8964 62 748
2 52 000 2.6760 0.5638 0.9497 0.9574 49 785
3 36 000 2.7026 0.6148 1.0156 1.0239 36 860
4 20 000 2.7150 0.6411 1.0483 1.0566 21 132
5 12 000 2.7369 0.6925 1.1092 1.1177 13 412
6 8000 2.7443 0.7117 1.1309 1.1397 9118
7 4000 2.7609 0.7591 1.1831 1.1917 4767

Eq. (6) and 7.5 min for CHSH, but the resulting estimates
improved by only about 0.4% and 0.8%, respectively. The
min-tradeoff function is obtained from the dual solutions
of semi-definite optimization used in NPA and BFF with
the method from Sec. 3.4 of Ref. [23]. The min-tradeoff
function has to be calculated once for each Bell violation
value and does not need to be recalculated in further fine
tuning of protocol parameters.

The results are shown in Table I for Eq. (6) and Table II
for CHSH. Table I shows that the best asymptotic rate for
Eq. (6) is achieved at 8000 events per second. Deviating
from this event rate results in lower rates. Conversely, as
shown in Table II, the optimal asymptotic rate for CHSH
occurs at the highest considered event rate, 70 000 events
per second. We expect that further increasing the event
rate will eventually cause a similar effect as seen in Table
I, where increasing the pump laser power beyond a cer-
tain point will start to decrease the asymptotic generation
rate. We provide the extrapolation of the results in Sec.
V B using the techniques introduced in Ref. [24]. For the
remainder of this work, in the sections following Sec. VI,
we will focus on the best asymptotic case, 70 000 events
per second for CHSH. Note, that since these tables are con-
cerning the asymptotic case, the choice of the value of the
parameter γ is irrelevant.

TABLE III. Single and coincidence detection counts, denoted
by c(i)obs and s(i)obs, respectively, are recorded alongside visibility
measurements for CHSH at different times of collecting events
t(i). Each experimental run corresponds to the scenarios listed in
Table II.

i c(i)obs s(i)obs t(i)

1 37 892 989 549 605 351 540
2 43 322 946 660 223 194 832
3 40 639 747 646 698 789 1112
4 40 767 056 631 786 125 2000
5 41 386 494 668 668 812 3332
6 40 381 162 650 423 503 5000
7 36 888 729 590 756 887 10 000

B. Behavior for increasing pump laser power

Table III presents raw data collected during the experi-
ment. Here, c(i)obs and s(i)obs are the observed number of double
and single clicks, and t(i) is the measurement time (in sec-
onds) for ith experimental case. B(i)obs, the observed Bell
values, are provided in Table II.

In order to extrapolate the Bell value, denoted Bcalc, and
estimate relevant events per second we used the method
of Ref. [24]. With the predicted values we calculate the
asymptotic rates. The peak performance is predicted to be
achieved around Bell value 2.3 at about 470 588 events per
second. The results are shown in Table IV. Nonetheless
in the experiment we were able to achieve at most 70 000
events per second. This limit stems from the power limit
of the pump laser.

VI. SMOOTHING PARAMETER AND
GENERATION TIME

As discussed earlier, one crucial parameter in QRNG
is the smoothing parameter, εs. The smaller this value,
the higher the quality of the generated randomness, which
is crucial for various applications. In our research, we
explored different values of the smoothing parameter and

TABLE IV. Extrapolated values of asymptotic generation rates
when increasing the number of events per second using CHSH
as the certificate. The maximal asymptotic generation rate is for
the value of CHSH equal 2.3. Bcalc is obtained using the method
of Ref. [24] calculated from the experimental data from Tables II
and III.

Events per second Bcalc vNe Radau 8 Asymptotic rate

93 240 2.625 0.8406 78 375
113 636 2.6 0.7887 89 628
207 254 2.5 0.6050 125 397
322 581 2.4 0.4469 144 160
470 588 2.3 0.3088 145 322
655 738 2.2 0.1881 123 334
888 889 2.1 0.0844 75 007
1 212 121 2 0 0

044096-6



OPTIMIZATION OF EXPERIMENTAL QUANTUM... PHYS. REV. APPLIED 24, 044096 (2025)

FIG. 2. The net generation rate for 70 000 events per second
using the Bell inequality CHSH for various values of the smooth-
ing parameter εs, and test round probability γ for generation time
of 600 s. The value of εs changes the generation rate by at most
around 10%, even though we consider a wide range of values
from 10−3 to 10−19. This indicates that the impact of εs on the
performance is marginal in practice.

observed that for the investigated protocol, reducing the
smoothing parameter only slightly decreases the genera-
tion rate, as shown in Fig. 2. Therefore, we opted for a
much higher quality of randomness with εs = 1 × 10−15.
On the other hand, as discussed further, a proper selec-
tion of the smoothing parameter can have more significant
impact, see further Fig. 8.

Another significant parameter for practical applications
of QRNG is generation time. Users typically prefer ran-
domness to be generated as quickly as possible. However,
while immediate generation is ideal, it is feasible to store
larger segments, referred to as single data chunks, of
generated randomness and supply them on demand. This
means that the generation time does not necessarily need
to be in the milliseconds range; a time frame of several
minutes is often acceptable.

The relationship between the net generation rate and
the generation time for a single data chunk is illustrated
in Fig. 3. The data indicates that a minimum of 6 min
is required to achieve a positive rate. The rate increases
rapidly for generation times under 1 h, reaching satisfac-
tory levels at around 10 min. Consequently, we focus on
these two generation times in our subsequent analysis. The
data point at 19.2 h demonstrates that our proposed pro-
tocol achieves over 50 kbps, significantly surpassing the
13 527 bits per second achieved with the same generation
time in Ref. [4].

The value of the test-round probability γ at each point
in Fig. 3 was optimized for each data chunk separately and
can vary significantly depending on the generation time.
For example, as follows:

FIG. 3. The net generation rate for 70 000 events per second
using the Bell inequality CHSH, with the smoothing parame-
ter εs = 1 × 10−15, depends significantly on the generation time
for each data chunk. The minimum generation time required to
achieve a positive rate is 6 min. The range of generation times
explored extends up to 24 h. It is worthwhile to note that the
asymptotic generation rate reported in Table II exceeds the values
shown in the plot. This suggests that increasing the generation
time can further mitigate the impact of finite data size effects,
thereby enhancing the certified randomness rate. The data point
at 69 120 s (19.2 h) was specifically chosen to compare with the
results presented in Ref. [4], where this value was utilized.

(a) For a generation time of 420 s: the optimal γ =
0.01.

(b) For 600 s: γ = 0.1.
(c) For 86 400 s (i.e., 24 h): γ = 0.001.

FIG. 4. Effect of the test round probability γ and the protocol
nonaborting probability p� on the generation rate, for a single
data chunk generation time of 10 min. This analysis assumes the
smoothing parameter εs = 1 × 10−15 and uses the Bell inequality
CHSH at an event rate of 70 000 per second.
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FIG. 5. Impact of the test round probability γ and the proto-
col’s nonaborting probability p� on the generation rate, with a
single data chunk generation time of 1 h. The protocol parameters
are consistent with those used in Fig. 4.

As evident, the dependency is not monotonic. The longer
the total time, the more samples are available for estimat-
ing the Bell expression, so test rounds can, in principle,
occur less frequently. On the other hand, the more frequent
the test rounds, the higher the overall cost of randomness
used for setting choice. When the generation per round
is low, frequent testing may not be compensated by suf-
ficient randomness expansion in the generation rounds.
Therefore, it may be beneficial to slightly compromise the
accuracy of the Bell expression estimation, accepting a
lower generation per round, in order to reduce the bur-
den of setting choice randomness. This trade-off is clearly
illustrated in Fig. 2, which shows an optimum around
γ = 0.1.

VII. CONFIDENCE INTERVALS AND TEST
ROUNDS

The next two critical elements in tuning a QRNG are
the confidence intervals, expressing the probability that the
protocol does not abort (denoted as p�), and the proba-
bility of test rounds (denoted as γ ). Even if the average
generation rate is high, a lower p� means the generation
process is less stable. In other words, if p� is low, there is
a relatively high probability that the Bell violation might
not be significant enough to accept the generated chunk of
randomness after the entire generation procedure. This can
be a major drawback for the user experience, as the user
might have to wait for the data to find out it cannot be used.
To reduce the likelihood of the protocol aborting, one can
either increase the tolerance for lower Bell violations or
conduct more test rounds, thereby mitigating the risk that a
lower Bell violation is due to statistical fluctuations rather
than an eavesdropper’s influence.

FIG. 6. The expansion rate, defined as the ratio of total net ran-
domness generated to the total randomness consumed, for single
data chunk generation times of 10 min and 1 h. The analysis con-
siders the smoothing parameter εs = 1 × 10−15 and employs the
Bell inequality CHSH with an event rate of 70 000 per second.

Thus, while test rounds can help stabilize the protocol’s
operation, they come with certain additional costs. The
most explicit cost is the increased consumption of random-
ness required for these rounds. It is worthwhile to note that
test rounds fail to generate new randomness and require
additional randomness (2 bits for two settings) to choose
the settings of Alice and Bob for estimating the Bell viola-
tion. Furthermore, selecting which rounds are test rounds
also consumes randomness, although this is usually much
smaller than the randomness needed during the test rounds
themselves.

Alice and Bob’s settings are chosen according to prob-
ability distributions PX and PY, respectively. Let HX and
HY denote the Shannon entropies of PX and PY. We have
HX = HY = 1 for uniform distribution of settings. The
total randomness consumption for a single choice of set-
tings for Alice and Bob in test rounds is denoted by HXY =
HX + HY. The randomness consumed in selecting which
rounds are test rounds is given by the binary entropy of
γ , denoted as H2(γ ). This randomness is consumed in
every round, not just the test rounds. Therefore, the average
consumption per round is calculated as

HXY × γ + H2(γ ). (18)

The generation rate’s dependence on the test round prob-
ability γ and the protocol’s nonaborting probability p� for
single data chunk generation times of 10 min and 1 h is
shown in Figs. 4 and 5, respectively. In both cases, it was
optimal to use a p� value close to 1. Thus, we focus on
p� = 0.9999 for further analysis. To estimate the corre-
sponding tolerance for the deviation of the observed Bell
violation from the expected value, we used the estimation
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FIG. 7. Net generation rate as a function of switch delay (in
seconds) for chunk generation times of 10 min, 1 h, and 19.2 h.
For the 10-min chunk duration, the net gain diminishes almost
immediately with any switching delay. In the case of a 1-h
chunk, a small switch delay is tolerable but still results in a
significant decrease in the generation rate. For a 19.2-h chunk,
the rate declines gradually with increasing delay. The analysis
assumes the smoothing parameter εs = 1 × 10−15 and uses the
Bell inequality CHSH with an event rate of 70 000 per second.

method from Ref. [1]. The plots indicate that the optimal
test round probability γ decreases with longer generation
times. It is worthwhile to note that this analysis assumes
the test rounds’ switching time is zero.

The protocol must minimize the consumption of ran-
domness, as an additional source of secure, unpredictable
randomness must be provided for its operation. While
the randomness does not need to be private, it should be
unknown before the protocol runs. Otherwise, untrusted
devices could potentially adapt to the known randomness,
exploiting deterministic strategies to simulate a higher
Bell violation. A significant drawback of the approach
described in Ref. [4] was its inefficiency in terms of ran-
domness consumption. Specifically, generating 6.496 ×
109 random bits required 6.233 × 109 bits, resulting in
a net generation of only 2.63 × 108 bits. This led to
an expansion rate of approximately 2.63 × 108/6.233 ×
109 ≈ 0.042. In contrast, the present work reports a sig-
nificantly better expansion rate, as demonstrated in Fig.
6.

VIII. IMPACT OF SWITCH DELAY FOR
MEASUREMENT SETTINGS

The final parameter we investigate is the switching delay
introduced by the time mechanical elements of the device
are required to transition between various settings of Alice
and Bob. Naturally, a longer switching delay has a more
pronounced negative impact on the generation rate of the

FIG. 8. Generation rate as a function of switch delay (in sec-
onds) for a chunk generation time of 10 min and various values
of the smoothing parameter εs. The plot illustrates that increas-
ing the smoothing parameter can slightly alleviate the negative
impact of longer switch delays on the generation rate. We used
the Bell inequality CHSH with an event rate of 70 000 per
second.

QRNG. To provide a comprehensive analysis, we consider
single data chunk generation times of 10 min, 1 h, and 19.2
h, the latter included for reference as reported in Ref. [4].
The results are presented in Fig. 7.

To address the negative impact of switch delay on the
generation rate, we observe that allowing a higher smooth-
ing parameter can provide significant improvements. This
effect is particularly noticeable for shorter chunk genera-
tion times. As demonstrated in Fig. 8 (cf. Fig. 2), for a
chunk generation time of 10 min, the maximum switch
delay that can be tolerated is 0.01s. By adjusting the
smoothing parameter, we can mitigate some of the adverse
effects of increased switch delays.

IX. DISCUSSION AND CONCLUSIONS

In this work, we have explored the practical considera-
tions and performance trade-offs in designing and imple-
menting a QRNG based on Bell-inequality violations.
Specifically, we analyzed the impact of various protocol
parameters, such as the smoothing parameter (εs), test
round probability (γ ), and switching delays, on the gen-
eration rate and randomness quality. Our findings provide
insights for optimizing QRNGs in real-world applications.

The smoothing parameter is a crucial parameter in
QRNGs, as it determines the quality and security of the
generated randomness. A smaller εs implies a higher
quality of randomness, which is critical for applications
requiring high-security guarantees. However, maintaining
a low smoothing parameter, such as 1 × 10−15, is feasible
and offers substantial improvements in randomness quality
without severely compromising the generation rate.
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Our investigation revealed that optimizing γ and p� is
essential for balancing the trade-off between randomness
consumption and generation rate. A higher γ improves the
accuracy of Bell violation estimation but reduces the net
randomness generated due to increased randomness con-
sumption in test rounds. Conversely, a high p� ensures
the protocol’s stability by reducing the likelihood of pro-
tocol abortion, which is critical for practical usability. Our
results indicate that maintaining p� close to 1 is optimal,
as it balances stability and efficiency.

Switching delays, which arise from the mechanical lim-
itations of the experimental setup, significantly impact the
generation rate, especially for shorter chunk generation
times. Our study shows that even small delays can dras-
tically reduce the net generation rate. However, increasing
the smoothing parameter can partially compensate for the
adverse effects of switching delays, providing a viable
strategy for mitigating their impact.

Our results demonstrate an improvement over the
QRNG design presented in Ref. [4], which had a low
expansion rate and limited net randomness generation. By
optimizing the protocol parameters and considering longer
chunk generation times, we achieved a higher expan-
sion rate and a more robust performance under varying
conditions, including switching delays. The choice of a
high-quality smoothing parameter further distinguishes our
approach, providing a better balance between security and
efficiency.

Future research could focus on further optimizing the
QRNG protocol by exploring additional parameters and
configurations. In particular, investigating alternative Bell
inequalities or quantum states may yield higher generation
rates or better resilience to experimental imperfections.
Additionally, developing faster and more precise switching
mechanisms could reduce the impact of switching delays,
enhancing the QRNG’s overall performance.

Randomness extractors are indispensable for convert-
ing the certified but imperfect entropy from our Bell-based
protocols into nearly uniform bits suitable for crypto-
graphic use. In particular, after certifying von Neumann
entropy via device-independent Bell tests and the entropy
accumulation theorem, one can apply a strong seeded
extractor, such as Trevisan’s extractor, to purify this
entropy into uniform random bits with security against
quantum adversaries [33,34]. Moreover, privacy amplifica-
tion via the leftover hash lemma ensures that any residual
correlations with an eavesdropper are eliminated by uni-
versal hashing [35]. By integrating these extraction tech-
niques into the presented QRNG workflow, one can pave
the way to practical implementation, yielding high-quality
randomness.

Other experiments on device-independent QRNG
include Ref. [36]. A closely related problem is the imple-
mentation of quantum key distribution systems, which
are also based on certified entropy with Bell nonlocality

[37,38]. Another work discussing possible improvements
in QRNG is Ref. [39].

Our work highlights the significance of carefully tuning
QRNG protocol parameters to maximize performance and
security. By considering the interplay between the smooth-
ing parameter, test round probability, protocol stability, and
switching delays, we provide a comprehensive framework
for optimizing QRNGs. Our findings offer practical guide-
lines for designing robust and efficient QRNG systems
capable of meeting the stringent requirements of secure
applications.
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