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Performance of the BB84 protocol without decoy states under varying announcement structures
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In phase-randomized weak coherent pulse (WCP) implementations of the quantum key distribution (QKD)
BB84 protocol, the decoy method is often used to compensate BB84’s vulnerability against photon number
splitting attacks. However, this typically introduces extra complexities and requirements on experimental
devices. In this paper, we are therefore interested in phase-randomized WCP implementations without the
decoy method. We examine the performance of three QKD protocols with different classical announcement
structures, namely, BB84, SARG04, and No Public Announcement of Basis (NPAB) BB84, using numerical
security proof techniques. Key rates are computed using the OPENQKD SECURITY software [J. Burniston et al.,
software OPENQKDSECURITY, ver. 2.0.2 (2024)]. We compare secure key rates of the three protocols in asymptotic
and finite-size regimes for lossy and noisy channels. The three protocols show different relative advantages de-
pending on the channel behavior. Canonical BB84 shows robustness against errors and depolarization, SARG04
demonstrates resilience against high-loss channels, and NPAB BB84 shows potential advantages against physical
misalignment between QKD devices.
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I. INTRODUCTION

In the original BB84 protocol [1], it is assumed that the
sender, Alice, sends out single-photon states. However, true
single-photon sources are not accessible with today’s tech-
nology. In actual implementations, phase-randomized weak
coherent pulse (WCP) sources are used as they mostly emit
single-photon signals with a relatively small probability of
emitting multiphoton signals. However, the use of WCP
sources opens the door for eavesdroppers. In the photon num-
ber splitting (PNS) attack [2,3], an adversary siphons off
photons from multiphoton signals, revealing some informa-
tion about the secret key. This information leakage is greatest
in the BB84 protocol as Alice and the receiver, Bob, explic-
itly announce their basis choices. This results in multiphoton
pulses being completely insecure and, as a consequence, the
long-range performance of BB84 is severely limited.

One solution to this problem is to use the decoy-state
method [4–6], where Alice decides the pulse intensities
randomly before she encodes and transmits the signal. After
Bob measures all signals, she announces her choices of
intensities. In this way, the attacks by the adversary on
multiphoton signals can be detected by estimating how
the photon number statistics have changed through the
transmission channel. However, the decoy-state method
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requires additional hardware to modulate the intensities on a
round-by-round basis according to a random sequence, which
introduces additional side channels and requires extra effort
to close the loopholes [7].

Another potential solution is to use modified announce-
ment structures. We make use of two such protocols. The
first is the SARG04 protocol [8], wherein Alice implicitly an-
nounces the basis encodings and requires Bob to combine the
announcements and his detection outcomes to deduce Alice’s
encoding bases, while still using the physical BB84 hardware.
We further propose a second, different protocol which we call
No Public Announcement of Basis (NPAB) BB84, where we
forgo basis sifting altogether in key generation rounds.1 The
different basis announcement structures of these protocols
reduce the efficiency of PNS attacks and enable us to extract
secret keys from multiphoton signals, without the need for
decoy states. Furthermore, BB84, NPAB BB84, and SARG04
can be implemented using the same BB84 hardware as they
all simply require Alice to send computational and conjugate
basis states, with Bob actively measuring in these bases. In
this work, we investigate the performance of the BB84, NPAB
BB84, and SARG04 protocols under lossy and noisy channels
with the same device setups to understand the impact of an-
nouncement structure on the key rate. Our proof framework
allows for the extraction of secret keys from multiphoton sig-
nals and we illustrate the resulting performance improvements
that are achieved by explicitly including these contributions in
the analysis for NPAB and SARG04. This paper is organized
as follows. In Sec. II, we describe a generic QKD protocol
and we further detail the specific protocols investigated in this
paper. In Sec. III, we briefly describe our mathematical model

1To the best of our knowledge, there is no existing literature that
mentions NPAB BB84. If any reader is aware of relevant references,
please feel free to contact the authors.
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for simulating the protocol. In Sec. IV, we detail the resulting
protocol performance under various model assumptions such
as varying channel loss, channel alignment, and error rates.
Finally, in Sec. V, we provide some concluding remarks.

II. PROTOCOL DESCRIPTIONS

A. General QKD protocol description

We begin by describing a generic, variable-length QKD
protocol.

1. Signal preparation

In each round, Alice decides with probability pgen whether
the sent signal will be used for a key generation or testing
round. She stores the positions of test (key generation) rounds
in a string Ttest(Tgen). Alice then picks a signal state from
a set of dA states, {ρx}x=1,...,dA , with associated probabilities
{qx}x=1,...,dA , from which she then prepares the signal with
intensity μ in phase-randomized WCP, sent to Bob through
a quantum channel E . She stores the label corresponding to x
in a classical register Xi.

2. Measurement phase

Bob measures the incoming states with positive operator-
valued measure (POVM) elements {�B

y }y=1,...,dB , where the
index y runs over all possible measurement outcomes,2 and
stores his information in a classical register Yi. The signal and
measurement phases are repeated N times.

3. Announcement and testing phase

Alice and Bob process their data by using public an-
nouncements through an authenticated classical channel and
sifting their resulting bits. Alice and Bob make public
announcements CA and CB, respectively. Announcements in-
clude whether a round is used for testing or for generation.
In the subset m selected testing, Alice and Bob announce the
states Xi and full measurement outcomes Yi, where i ∈ Ttest,
to obtain observed statistics �F obs. The remaining n = N − m
rounds are used for key generation. Announcements for key
generation rounds can include click or no-click outcomes,
basis choices, or sets of possible signal states depending on
the specific protocol.

4. Key generation and privacy amplification

For key generation rounds, Alice maps her register Xi

(for i ∈ Tgen) to a raw key register Ri, using a key map
g : X × CA × CB → Z ∪ {⊥}, where X , CA, CB, and Z
denote the alphabets for the respective registers. This function
implements key mappings and sifting of signals depending
on the previous classical announcements. Sifted signals,
denoted by the label ⊥, are removed from the final key and
can include vacuum detections, inconclusive measurements,
or more depending on the type of protocol. For the purposes
of computing the key rate, we denote the number of signals

2The POVM corresponds to the one after the postprocessing map, if
there is any. Further note that these elements may, in general, depend
on the basis chosen for active detection setups.

surviving sifting by nsift . The two parties then perform error
correction, leaking some bits of information, and then apply
a two-universal hash function to their raw keys in order to
generate a common secret key.

B. The BB84 hardware

BB84, NPAB BB84, and SARG04 can be implemented
using the same physical hardware, as well as the same signal
preparation (up to different choices of source settings and
basis choices) and measurement phase. We now explain the
setup and the parameters that Alice and Bob are free to change
in this section.

(1) Signal preparation. Alice can choose the intensity μ

of the phase-randomized WCP before the protocol begins,
which fixes the intensity for all rounds in the protocol. For
each round (for both key generation rounds and test rounds),
she decides to encode in the Z (X ) basis with probability
pZ (pX ). In the Z (X ) basis, she randomly chooses the en-
coding {H,V } ({D, A}) with equal probability. Since Alice
prepares the outgoing states, she has the choice to misalign the
outgoing basis states with respect to the two canonical bases
by introducing some rotation angle θ .

(2) Measurement phase. Bob has an active detection setup.
He measures in the Z (X ) basis with the same probability
pZ (pX ) that Alice uses to choose the basis encoding. While
this is a choice, it maximizes the probability of bases matching
between the two.

(3) Announcement and testing phase. For testing rounds,
Alice and Bob reveal the encodings and measurement out-
comes. For key generation rounds, different protocols have
different announcement structures, as we will explain in the
next section.

We make use of polarization encoding {H,V, D, A} using
a phase-randomized WCP source.3 Although we pick this
specific encoding, we do not expect major changes in the
following analysis for encoding using other nonorthogonal
states such as {R, L} or other degrees of freedom such as
time-bin encoding.

C. Specific protocols

We now describe the details of the BB84, NPAB BB84, and
SARG04 protocols in this section (see Table I for a concise
summary).

1. BB84 protocol

In the BB84 protocol, Alice randomly decides on send-
ing a bit encoded in either {H,V } (Z basis) or {D, A}
(X basis) polarizations with probability pZ and pX . Effec-
tively, she picks a signal state from the set {ρH , ρV , ρD, ρA}
(phase-randomized WCP with polarization encoding) with
probability { pZ

2 ,
pZ

2 ,
pX

2 ,
pX

2 }. The signal state choices are
stored in the string X N

1 = X1, . . . , XN . She also generates a
string X ′N

1 from X N
1 to store the basis choices. These states,

generated by the string X N
1 , are sent through an insecure but

authenticated quantum channel E . Bob measures the incoming

3Since we use a phase-randomized WCP source, the output state is
a mixed state.
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TABLE I. Summary for all three protocols considered in this work.

Protocol BB84 NPAB BB84 SARG04

Postprocessing map Double-clicka �→
{

H ∨ D, probability 1/2
V ∨ A, probability 1/2

, depending on basis

Testing round Reveal the full details of measurement outcomes Xi,Yi

Key generation round
announcements

Alice announces basis choice
string X ′

i .
Bob announces basis choice string

Y ′
i and no-click outcomes.

Bob announces no-click
outcomes.

Alice announces nonorthogonal
pairs Sx := {ρx, ρx′ }.b

Bob announces “conclusive” vs
“inconclusive”.

Alice’s key map
⊥ if X ′

i 
= Y ′
i ∨ no-click

0 if X ′
i = Y ′

i ∧ Xi ∈ {H, D}
1 if X ′

i = Y ′
i ∧ Xi ∈ {V, A}

⊥ if no-click
0 if Xi ∈ {H, D}
1 if Xi ∈ {V, A}

⊥ if inconclusive
0 if Xi ∈ {H,V }
1 if Xi ∈ {D, A}

Bob’s measurement map
⊥ if X ′

i 
= Y ′
i ∨ no-click

0 if X ′
i = Y ′

i ∧ Yi ∈ {H, D}
1 if X ′

i = Y ′
i ∧ Yi ∈ {V, A}

⊥ if no-click
0 if Yi ∈ {H, D}
1 if Yi ∈ {V, A}

⊥ if inconclusive
0 if Yi ∈ {D, A}
1 if Yi ∈ {H,V }

aMapping double-clicks to one of the results inside that basis is a prerequisite for our squashing model. For more details, we refer to Sec. III
and Ref. [13].
bFor more details, we refer to Sec. II C 3 and Ref. [8].

state using Z-basis (X -basis) measurements with probability
pZ (pX ). In particular, he maps double-click outcomes to one
of the possible single-click outcomes in the current measure-
ment basis. Bob stores his basis choices in the string Y ′N

1 and
the measurement outcomes in Y N

1 . After all signals are mea-
sured, Alice and Bob announce all information in the m testing
rounds. For key generation rounds, Alice announces the basis
encodings X ′

i and Bob announces measurement bases Y ′
i . An

extra announcement is made on Bob’s side to inform Alice
of the no-click outcomes. Alice applies the key map on the
remaining n bits to sift out rounds with basis mismatch and
no-click outcomes and obtain the raw key.

2. No public announcement of basis (NPAB) BB84

NPAB BB84 differs from regular BB84 in the announce-
ment and testing phase and is used to strengthen BB84 against
PNS attacks by limiting public basis announcements. If a
round is decided for testing, then Alice and Bob proceed
exactly as in the BB84 protocol; Alice’s encoding choices and
Bob’s measurement outcomes are fully revealed. During key
generation rounds, the only announcements made are whether

FIG. 1. In NPAB BB84, the only sifting done is Bob announcing
no-click/click.

Bob measured a click or a no-click outcome (Fig. 1). This
allows Alice and Bob to sift out no-click outcomes in the
key map. The remaining steps occur as in the case of BB84
to extract a secret key. This protocol differs from previous
reduced-public-announcement BB84 variants [9–12] in that
no secret information is required to be shared between the two
parties ahead of time.

3. SARG04

SARG04 also differs from regular BB84 in the classical
announcement phase [8]. During the quantum communication
rounds, Alice still sends ρx ∈ {ρH , ρV , ρD, ρA} with equal
probability. Rather than announce the polarization encoding
basis, Alice randomly picks one of the two states that are
not orthogonal to ρx.4 We call this new state ρx′ . She then
announces the set Sx := {ρx, ρx′ }. If Bob has measured a state
orthogonal to ρx′ (or ρx), he can conclude the correct signal is
ρx (or ρx′). Otherwise, he discards the round. For example, in
one particular round, Alice sends an ρH state. In the announce-
ment phase, she can then announce the pair {ρH , ρD}. If Bob
measures an outcome with polarization A, he can exclude the
state ρD to deduce that Alice has sent the ρH state and this
round is kept for key generation. Otherwise, he discards it. He
also discards no-click outcomes. Bob later announces the la-
bel “conclusive” (“inconclusive”) for kept (discarded) rounds
without revealing the details of the measurement outcomes.
For key maps, Alice maps {ρH , ρV } to key bit 0 and maps
{ρD, ρA} to key bit 1.

III. METHODS

In this section, we describe the essential methods we use to
numerically calculate key rates. The full details are described
in Appendix A.

To numerically represent Bob’s measurement, we use a
postprocessing map that randomly assigns double-click out-

4Two states ρx, ρx′ are orthogonal if ρxρx′ = ρx′ρx = 0, which
generalizes the notion of orthogonality to mixed states.
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comes to one of the outcomes on Bob’s side. This random bit
assignment is required to prove the existence of a squashing
map for active detectors [13]. Following this, we apply a
squashing map which allows us to consider an equivalent
QKD protocol where Bob’s previously infinite-dimensional
measurements are reduced to three-dimensional (qubit plus
loss) measurements. Given this, the asymptotic, independent
and identically distributed (i.i.d.) key rate formula [[14], Eqs.
(50)–(54)] can be numerically computed as the optimization
problem,

R∞ = min
ρAB∈S

D{G(ρAB)||Z[G(ρAB)]} − fECδleak (1)

=: min
ρAB∈S

f (ρAB) − fECδleak, (2)

where S is a predetermined feasible set constraining channel
behavior, D(·||·) is the quantum relative entropy, G and Z are
maps that model measurements, sifting, and key maps, and
δleak is the cost for classical error correction with weighting
fEC.

When we consider finite-size effects, the total security
of the protocol decomposes into several terms, εsec = εEV +
εPA + εAT, where the ε′s are security parameters for error
verification (εEV), privacy amplification (εPA), and acceptance
testing (εAT). Using the postselection security proof technique,
the key length can be shown to be lower bounded against
coherent attacks by ([15], Eq. (49) of [16] with t = 0)

�finite � nsift min
ρAB∈V ( �F obs )

1

P(sift ∧ gen)
f (ρAB) − fECδleaknsift

− √
nsift(α − 1) log2(dim A + 1) − log2

(
2

εEV

)
− α

α − 1

[
log2

(
1

2εPA

)
+ 2

α

]
, (3)

where N is the total number of signals, nsift is the num-
ber of signals surviving sifting, V ( �F obs) is the constraint set
generated by the observations, and α is the Rényi entropy
parameter. Whether a signal survives sifting [and therefore
the probability P(sift|gen)] is determined by Alice and Bob’s
observed statistics and classical announcements. The testing
rounds are used to estimate the error rate of the raw key and
are used to compute the asymptotic error correction cost per
sent signal δleak.5

IV. RESULTS

We present an overview of the numerical results. We make
use of the OPENQKDSECURITY software package [17] to simu-
late the channels and compute key rates. Our findings can be
summarized as follows:

5The Shannon entropy H2 of Alice’s raw key string to Bob’s raw
key string is the asymptotic cost of error correction and can be upper
bounded by nsift times the binary entropy of the bit error rate. We use
testing rounds to estimate the error rate, and in order to account for
a realistic error correction protocol on finite blocks of data, we make
use of the efficiency factor fEC. In actual implementations, the error
correction cost will be dependent on the code that is used.

(1) Announcements have significant effect. We show that
different announcement structures can dramatically change
the performance of QKD protocols using the same hardware
and can allow for extracting secret keys from higher photon
(�3) states, even in the finite-size regime.

(2) Misalignment. The case where Alice and Bob’s de-
vices are perfectly aligned is not optimal for NPAB BB84.
In other words, the key rate performance is better when we
intentionally misalign Alice and Bob’s device by some angle
θ , in order to maximize the probability of matching bits, rather
than states.

(3) Multiphoton contribution. For NPAB BB84 and
SARG04, the use of numerical proof techniques allows us
to extract secret information from multiphoton signals, which
are typically assumed to be insecure in BB84. We show that
allowing Alice and Bob to distill key bits from two-photon
and three-photon signals does indeed improve secret key rates,
expanding on existing results in Refs. [8,18].

(4) Channel parameter resilience. We show that the three
protocols have different regimes in which they show their
respective advantages. We consider asymptotic and finite key
rates for lossy, misaligned, and depolarizing channels.

In Table II, we list parameters that are set in our sim-
ulations. We specify if this parameter is optimized for the
given channel settings. Note that we do not specify channel
parameters here. We introduce a new parameter K labeling the
photon number cutoff in our simulation, where we assume all
photon pulses containing more than K photons are completely
leaked to the adversary. We refer to Sec. IV B for more details.

A. Misalignment angle θ∗ for NPAB BB84

One possible source of error in implementations of QKD
protocols is physical misalignment in the quantum channel. In
BB84 or any protocol with basis announcements, the optimal
angles are θ = 0 and π/2, as any nontrivial angle introduces
some error in distinguishing between encoded key bits. In
the case of BB84, distinguishing between encoded key bits
is aided by basis sifting. After basis sifting, the probability of
correctly matching bits is simply the probability of measur-
ing the appropriate one of the two orthogonal states. Unlike
canonical BB84, NPAB BB84 does not sift bases and so
performance may be increased by instead minimizing the cost
of error correction across all signal detections by optimizing
the probability of bits matching across all bases, keeping in
mind that the polarization encodings {H, D} are both mapped
to bit “0” and {V, A} to bit “1,” This can be achieved by Alice
intentionally rotating her prepared states by some angle θ ,
and can therefore be thought of as part of the protocol. We
present a detailed calculation for the qubit case in Appendix E.
For the photonic case, we scanned numerical parameters and
found that the optimal θ∗ closely agrees with the qubit case
(see the increased key rate for nonzero θ in Fig. 3). We
ascribe differences between the optimal angle for the qubit
and photonic cases to the fact that the optimization routine
also tries to minimize other parameters, such as double-click
outcomes, whose probability does slightly increase with the
misalignment angle. For the remainder of this work, NPAB
BB84 results will be simulated with a fixed but nonzero
misalignment angle θ∗ = 0.055 rad (meaning scanning over
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TABLE II. Plotting parameters in Sec. IV.

Parameter Symbol Value

Mean photon number μ Globally optimized in all plots.a

Photon number cutoff K Scanned in Fig. 4. Fixed K = 3 (including 3) otherwise.
Channel misalignment θ Scanned in Figs. 3, 13, and 14. Fixed θ = 0 for BB84, SARG04 otherwise.

Fixed θ = θ∗ ≈ 0.055 for NPAB BB84 otherwise.
Channel loss η Scanned in Figs. 5, 8, 9, 10 and associated μ plots. Fixed η ≈ 0.36 in Fig. 4;

fixed η = 0.1 otherwise.
Channel visibility angle ϕ Scanned in Figs. 7, 11, and 12. Fixed ϕ = 0 otherwise.
X -basis probability pX pZ = 1 − pX Fixed pX = 0.9 for BB84, NPAB BB84. Fixed pX = 0.5 for SARG04.
Testing probability ptest Fixed ptest = 0.15.b

Security parameters εi Fixed εAT = 1
4 10−9, εEC = 1

2 10−9, and εPA = 1
4 10−9.

Error correction efficiency fEC Fixed fEC = 1 for asymptotic plots; fixed fEC = 1.2 for finite-size plots.
Rényi parameter α Fixed α = 1 + √

log2(1/εPA )/nsift/ log2(dA + 1).c

aOptimized using fminbnd subroutine in MATLAB. The optimal μ value from the previous simulation point is used as the optimization’s starting
μ value for the current point since the optimum does not change much over small parameter ranges. The built-in global optimization does,
however, cause numerical instability in high-loss regions and the optimal choice of intensity. We believe that the nonsmooth behavior comes
from the limited precision of the global optimization routine.
bWhen a large amount of signals is sent, a smaller fraction of signals is needed to estimate the quantities. While as N tends to infinity the
optimal value of ptest tends to zero, we find that ptest fixed to 0.15 works well for all regimes considered in this work.
cHere, nsift denotes the number of rounds surviving sifting and dA denotes the dimension of Alice’s registers, Xi. See Ref. [14].

misalignment angles is in addition to θ∗) chosen in order to
boost protocol performance, with the value taken from Fig. 3.
We justify this by the fact that the misalignment minimizes
the cost of error correction (see Appendix E), which is in-
dependent of loss, mean photon number, and the number of
signals sent after Alice and Bob discard no-click events. In
order to consider this intentional channel misalignment as
part of the protocol, this may be equivalently modeled as
Alice preparing misaligned states via source map arguments
(for a schematic illustration, see Fig. 2). Source map argu-
ments allow us to prove security considering the case where
signal states without misalignment are prepared and Eve im-
plements the rotation, thus simplifying the analysis [19]. In
both the asymptotic and finite-size regimes, NPAB BB84 is
more resilient to physical misalignment and is capable of out-
performing both BB84 and SARG04 in the finite-size regime
(Figs. 3, 13, and 14).

B. Inclusion of multiphoton signals

For NPAB and SARG04, multiphoton signals contribute to
the key rates due to bases not being announced and we can

FIG. 2. Optimized NPAB BB84 protocol states are shifted rela-
tive to bases.

choose to include those signals in our analysis. The key rate
contribution from signals with photon number greater than 3 is
small (Fig. 4). We further scanned for other parameter regimes
and observed the same trend. Intuitively, this is because higher
photon number nonorthogonal states have less overlap, al-
lowing Eve to unambiguously discriminate them with higher
success probability. Since the increase in key rates from K =
3 to K = 4 is relatively small, and it takes much more com-
puter resources to calculate key rates when increasing K , we
include up to K = 3 photon number contributions in the key
rates’ calculation for NPAB and SARG04 and flag the remain-
ing signals. For mathematical details, see Appendix A 2.

FIG. 3. Performance of BB84, SARG04 and NPAB BB84 at
10 dB channel loss when introducing physical misalignment θ

between detectors in the limit N → ∞. The signal intensity is op-
timized. Note that NPAB BB84’s absolute misalignment angle starts
at 0 in this plot.
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FIG. 4. Key rate vs number of photons used for key calculation
in a given pulse (the photon cutoff K). Protocols are simulated in
the asymptotic limit N → ∞ with 5 dB quantum channel loss and
we optimize the choice of intensity of the phase-randomized WCP
(mean photon number μ).

C. Asymptotic key rates

In this section, we explore the performance of BB84,
SARG04, and NPAB BB84 in the asymptotic regime using
the framework in [20] (see Appendix A 5, A 7 a) in which we
assume Alice sends infinitely many signals, allowing for exact
bounds on channel statistics.

We first investigate the performance of a loss-only channel.
We find that SARG04 is more resilient to high loss, allowing
for higher key rates in that regime. These results agree with
a previous analytic study on SARG04 and BB84 [21]. Note,
however, that this previous work only included a cutoff of
two photons in its analysis, whereas our work can include
an arbitrary number of photons. In addition, NPAB BB84
does not show any advantage against the other two proto-
cols (Fig. 5). The announcement structure of SARG04 allows

FIG. 5. Secret key rate per signal in a loss-only channel for pro-
tocols in the asymptotic limit N → ∞ total signals sent. The signal
intensity is optimized. We take loss = −10 log10 η in dB.

FIG. 6. Optimal pulse intensity (mean photon number) vs loss in
dB in a loss-only channel for asymptotic key rates.

for a higher signal intensity and mean photon number, with
μ

opt
SARG04 ∼ 10−1 between 0 and 35 dB (Fig. 6). Note that the

key rate of BB84 and NPAB BB84 scales as O(η2), which is in
line with known results in the literature. Similarly, the key rate
of SARG04 scales as O(η3/2) [18]. We further remark that this
is still sublinear, in contrast to decoy-state BB84 which scales
as O(η). We also highlight the change in SARG04’s behavior
around 7 dB seen in Figs. 5 and 6, which has previously been
observed at 10 dB [8]. We ascribe the difference to the fact
that we optimize the signal intensity at each point. Next, we
introduce depolarization error into the channel (see Appendix
A 7 c). The advantage of SARG04 vanishes quickly as error
increases due to its announcement structure. This also agrees
with previous results indicating SARG04 is not robust against
depolarization error [21]. Again, however, NPAB BB84 shows
no significant advantage compared to BB84, though it does
perform better than SARG04 (Fig. 7).

FIG. 7. Secret key rate per signal in a quantum channel with de-
polarizing noise and fixed 10 dB loss for protocols in the asymptotic
limit N → ∞ total signals sent.
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FIG. 8. Secret key rate per signal for a loss-only quantum chan-
nel for protocols with N = 1012 total signals sent. The signal
intensity is optimized.

D. Finite-size key rates

We repeat the previous section’s investigation while intro-
ducing finite-size effects (see Appendix A 6). We specifically
investigate the case for N = 1012, N = 109, and N = 106

total signals, corresponding to 1000 seconds, 1 second, and 1
millisecond with a 1 GHz clock rate, respectively, represent-
ing current and near-future technical capabilities, respectively
[22]. As before, we begin with investigating the behavior of
the protocols in a loss-only channel. As was the case in the
asymptotic formulation, a loss-only protocol implementation
with N = 1012 total signals and pgen = 0.85 demonstrates that
SARG04 is much more resilient to loss, with the relative
scaling between the three protocols being similar (Fig. 8).
Limiting the total number of signals to N = 109 and N = 106

introduces much more prevalent finite-size effects. We ob-
serve that the general behavior is similar in the asymptotic
case, with SARG04 having stronger performance with high

FIG. 9. Secret key rate per signal in a loss-only quantum channel
for protocols with N = 109 total signals sent. The signal intensity is
optimized.

FIG. 10. Secret key rate per signal in a loss-only quantum chan-
nel for protocols with N = 106 total signals sent. The signal intensity
is optimized.

loss. Due to the finite-size effects, expected key rates die out at
a quicker rate (Figs. 9 and 10). Compared to N = 1012 signals,
which behaves close to the asymptotic limit, key rates cannot
tolerate as much loss and the protocols are unable to produce
key rates past 15 to 20 dB.

Introducing misalignment and depolarizing noise into the
channel leads to similar behavior as before in the asymp-
totic regime. We observe that BB84 and NPAB BB84 behave
similarly (see Figs. 13 and 14). The optimal misalignment
angle θ∗ shifts towards zero as one decreases the number of
signals sent. Since the cost of error correction is invariant
under the number of signals sent, we ascribe this difference
to finite-size effects in the optimization set. SARG04 is more
susceptible to depolarization errors, while BB84 and NPAB
BB84 manage higher key rates with error (Figs. 11 and 12).
We do not include calculations for N = 106 for misalignment
and depolarization because most of the key rates vanish.

FIG. 11. Secret key rate per signal in a quantum channel with
depolarizing noise and fixed 10 dB loss for protocols in the case of
N = 1012 total signals sent.
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FIG. 12. Secret key rate per signal in a quantum channel with
depolarizing noise and fixed 10 dB loss for protocols in the case of
N = 109 total signals sent.

V. CONCLUSION

We use a numerical security analysis to characterize the
performance of three quantum key distribution protocols, i.e.,
BB84, NPAB BB84, and SARG04, with phase-randomized
WCP implementations without using the decoy method. In
general, in the case where we do not have decoy states, BB84
is still more robust than NPAB BB84 and SARG04 when con-
siderable loss and noise are present. We have also shown that
NPAB BB84 outperforms the other protocols when we con-
sider physical misalignment and that SARG04 can produce
more secret key when in a high-loss but noiseless channel.

Further points of interest could include comparing a larger
variety and complexity of announcement structures in order
to best take advantage of each protocol’s specific strengths, as
well as changing the physical protocol setups.

FIG. 13. Secret key rate per signal in a quantum channel with
physical misalignment and fixed 10 dB loss for protocols in the case
of N = 1012 total signals sent.

FIG. 14. Secret key rate per signal in a quantum channel with
physical misalignment and fixed 10 dB loss for protocols in the case
of N = 109 total signals sent.
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APPENDIX A: MATHEMATICAL MODEL

1. State preparation

We make use of the source-replacement scheme to model
a prepare-and-measure protocol with an entanglement-based
one [24,25]. Each round in a prepare-and-measure protocol
consists of Alice sending some signal state |sx〉 with prob-
ability qx. Through the source-replacement scheme, this is
equivalent to Alice preparing and sending the entangled state

|ψ〉AA′ =
∑

x

√
qx|x〉A|sx〉A′ , (A1)

where the set {|x〉A}x=1,...,dA is an orthonormal basis for Alice’s
register of output states and the register A′ is the signal system
before the action of the channel. The shield system [26],
which is necessary if Alice uses a phase-randomized source,
allows us to write a purification of phase randomized Fock
states as

|ψ〉ASAA′ =
∞∑

n=0

√
pn|n〉AS

∑
x

√
qx|n|x〉A|sx,n〉A′ , (A2)
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where pn ≡ Pμ(n) = e−μμn/n! is the Poisson distribution for
the photon number n ∈ N0 and the signal states are defined in
terms of the creation operators [27] as

|sx,n〉 = 1√
n!

(a†
h(x) )

n|0〉, (A3)

where h is a bijective map, h : {1, 2, 3, 4} → {H,V, D, A}.
Finally, Alice sends the signal system through a quantum
channel E , after which Alice and Bob share the state

ρASAB = 1ASA ⊗ EA′→B(|ψ〉〈ψ |ASAA′ ). (A4)

2. Tagging source and squashing model

In order to numerically represent this system with finite
matrices, we model the incoming phase-randomized state up
to some photon number cutoff [28]. In our calculation, we pick
K = 3. Past this cutoff, we tag those states with orthogonal
states {| fx〉}x=1,...,dA , leaving Eve with full knowledge of the
tagged states. The shared density matrix is then

ρASAA′ = |
〉〈
|ASAA′ , (A5)

where

|
〉ASAA′ =
K∑

n=0

√
pn|n〉AS ⊗

∑
x

√
qx|n|x〉A ⊗ |sx,n〉A′

+ √
pn>K |K + 1〉AS ⊗

∑
x

√
qx|K+1|x〉A ⊗ | fx〉A′ .

(A6)

On Bob’s side, we use the simple squashing map [13] after
postprocessing, which randomly assigns double-click events
to one of the detection outcomes. This squashing model also
allows us to represent Bob’s measurements in the qubit and
vacuum subspace [13].

3. Measurements

Following the framework of [14,20], in the prepare-and-
measure implementation, Alice’s choice of signal state is
equivalent to performing a measurement on ρASA with POVM
defined by elements

�A
x ∈

{
K+1∑
n=0

|n〉〈n| ⊗ |x〉〈x|
}

x=1,...,dA

. (A7)

Accordingly, Bob’s measurements are represented as basic
qubit and vacuum measurements, with POVM

�B
y ∈ {|y〉〈y|}y=0,1,⊥ or {|y〉〈y|}y=+,−,⊥, (A8)

depending on the choice of basis (where these operators act
on the qubit and vacuum space C2 ⊕ C).

4. Kraus operators and key map

In the framework of [14], we use a set of Kraus operators,
Ka,b := KA

a ⊗ KB
b , to incorporate Alice and Bob’s announce-

ments and the key map, where the indices a, b run over
Alice and Bob’s possible announcements. Let R be the key
register, X a register of Alice’s measurement outcomes, Y
a register of Bob’s measurement outcomes, C = CA × CB a
register of the joint announcements, Xa the set of Alice’s

measurement outcomes associated with announcement α, and
Yb the set of Bob’s measurement outcomes with announce-
ment b. Let g : X × C → Z ∪ {⊥} be the key map, which
takes in announcements and Alice’s measurement outcome
(postsifting, stored in alphabets C and X , respectively) and
outputs a raw key (with alphabet Z , or an abort symbol).
�A

a,x and �B
b,y are the POVM elements corresponding to the

announcement.6 Then the joint Kraus operator is defined as

Kα,β = �sift
RXYABC

∑
x∈Xα

y∈Yβ

|g(x, α, β )〉R ⊗ |x〉X ⊗ |y〉Y

⊗
√

�A
α,x ⊗

√
�B

β,y ⊗ |α, β〉C, (A9)

where

�sift
RXYABC = 1RXYAB ⊗ �sift

C . (A10)

The map �sift
RXYABC performs sifting of signals based on

C, sifting out testing, vacuum, and, in the case of BB84,
basis-mismatched signals. We are left with surviving Kraus
operators, explicitly described in the following sections,
which define a map we denote by G. Furthermore, we define
the Z map by

Z (ρ) =
∑

r

PrρP†
r , (A11)

where

Pr = |r〉〈r|R ⊗ 1XYABC . (A12)

5. Asymptotic key rates

We compute asymptotic key rates using the framework
developed in [14] and improved in [20]. In this formulation,
the key rate formula is

R∞ = min
ρAB∈S

D{G(ρAB)||Z[G(ρAB)]} − fECδleak

=: min
ρAB∈S

f (ρAB) − fECδleak, (A13)

where S is a set constraining the system’s density matrix, D is
the quantum relative entropy, and the G and Z maps model
measurements, announcements, sifting, and key maps. The
parameter fEC is a choice characterizing the efficiency of error
correction ( fEC = 1 is the Shannon limit). In our calculation,
we pick fEC = 1 for the asymptotic key rate and fEC = 1.2 for
the finite-size key rate.

6. Finite-size and variable-length key rates

In order to compute key rates while accounting for finite-
size effects (i.e., given some finite N signals sent between
Alice and Bob), new correction terms are needed [15,16].
Variable-length key rates can be used to compute the hash
length of the secret key after the run of the protocol and after

6The announcements a do not change Alice’s measurement, though
we use this notation for consistency with previous works [14]. It
does, however, decide which POVM is used for Bob’s measurement
(since his POVM is different depending on whether basis X or basis
Z is chosen for measurement).
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test statistics have been established. We compute variable-
length key rates for the case that the channel behaves as
expected, such that the observed statistics �F obs are equal to
the expected channel output F . In other words, we simulate
honest channel implementations (although still allowing Eve
to have any purification and perform any attack compatible
with the observed statistics). This, however, is not restrictive
and one could simulate data via other simulation means or
make use of experimental results. Given a protocol with εsec =
εEV + εPA + εAT security, the key length is lower bounded by

�finite � nsift min
ρAB∈V ( �F obs )

1

P(sift ∧ gen)ρAB

f (ρAB) − fECδleak

− √
nsift(α − 1) log2

2(dim A + 1) − log2

(
2

εEV

)
− α

α − 1

[
log2

(
1

2εPA

)
+ 2

α

]
, (A14)

where N is the total number of signals, nsift is the number of
generation signals surviving sifting, V ( �F obs) is a constraint set

accounting for statistical fluctuations in the finite-size regime,
and α is the Rényi entropy order with optimal value

αopt = 1 +
√

log2(1/εPA)

log2(dim A + 1)nsift
. (A15)

The feasible set is defined as [[16], Lemma 7]

V ( �F obs) = {
ρ ∈ S◦ | TrB(ρ) = ρASA,

Tr(�kρ) ∈ {
F obs

k − κ̃L
k , F obs

k + κ̃U
k

} ∀k ∈ �
}
, (A16)

where S◦ denotes the set of all density matrices over Alice and
Bob’s systems, ρASA is the fixed state in Alice’s laboratory,
�k = �A

x ⊗ �B
y for k = (x, y), and � = �test ∪ {sift ∧ gen,⊥}

is the set of all possible pairs of announcements in union with
the events that Alice and Bob abort a given round or not. For
test rounds, we define

κ̃L
k = F obs

k − B

(
εAT

2card(�)
; NtestF

obs
k , N − NtestF

obs
k + 1

)
,

κ̃U
k = −F obs

k + B

(
1 − εAT

2card(�)
; NtestF

obs
k + 1, N − NtestF

obs
k

)
, (A17)

where card(·) denotes the alphabet’s cardinality, and B(p; a, b) is the pth quantile of the beta distribution with shape parameters
a, b. Through this formalism, we also simplify the optimization problem by upper bounding the relative entropy prefactor in
(A14) by

min
ρAB∈V ( �F obs )

1

P(sift ∧ gen)ρAB

f (ρAB) � 1

F obs
sift∧gen + κ̃U

sift∧gen

min
ρAB∈V ( �F obs )

f (ρAB), (A18)

where F obs
sift∧gen is the observed frequency of bits chosen for

generation rounds surviving sifting, and κ̃U
sift∧gen is defined as

in (A17), except with all generation rounds Nsift∧gen instead of
NtestFk . We stress that the key rate in Eq. (A14) is valid for
any observed statistics �F obs, and that we simply choose our
simulation to output observed statistics equal to the expected
honest channel behavior. The tolerances in the statistics given
by Eqs. (A17) are a consequence of the security proof and are
required even in the case of an honest channel implementation
in order to account for finite-size statistical fluctuations.

7. Modeling the channel

a. Loss

We simulate loss by attenuating the mean photon number
of Alice’s prepared state. Given a loss of λ (in dB), the channel
transmittance is defined as

η = 10−λ/10. (A19)

In order to model lost signals due to a lossy quantum channel,
we perform the following map to the phase-randomized weak

coherent pulse:

1

2π

∫ 2π

0
|μeiθ 〉〈μeiθ |dθ �→ 1

2π

∫ 2π

0
|ημeiθ 〉〈ημeiθ |dθ,

(A20)

effectively attenuating the mean photon number from μ to
μ′ = ημ [29].

b. Misalignment angle

In order to model physical rotations, we act on the incom-
ing state |ψ〉 by a unitary rotation about the y axis as our
protocols of interest use Z and X basis polarizations. This
yields the map

�θ (ρ) = e−iθ �a†σY �aρeiθ �a†σY �a, (A21)

where σY is the Y Pauli matrix, θ is the physical misalignment
angle [30], and �a† = [â†

H â†
V ].

c. Depolarization and visibility

In the qubit case, one can simulate errors caused by
misalignment in random directions by depolarization. Specif-
ically, let |ψ〉 be some general qubit state. We can assume that
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it has real entries in measurement basis {|0〉, |1〉} if we only
encode signals in the Z and X bases. It then follows that

ρ = 1

2
[�θ (ρ0) + �−θ (ρ0)]

= 1

2
(eiθσY ρ0e−iθσY + e−iθσY ρ0eiθσY )

= ρ0(cos2 θ − sin2 θ ) + sin2 θ1

= ρ0(1 − 2 sin2 θ ) + 2 sin2 θ

2
1,

where ρ0 = |ψ〉〈 | and �θ is defined in Appendix A 7 b. Note
that here the rotation is reduced to the rotation on the Bloch
sphere for the qubit case. We obtain the standard depolar-
ization channel on the qubit with depolarization probability
perror = 2 sin2 θ . Therefore, in order to simulate a multiphoton
analogy to visibility and loss of coherence [21], we simulate
two separate channel observations with some physical mis-
alignment angle of ϕ and another with physical misalignment
of −ϕ to generate observations

�F obs = 1
2 ( �F+ϕ + �F−ϕ ). (A22)

In the qubit case, depolarization is characterized by channel
visibility V ∈ [0, 1]. The probability of introducing an error
in a signal is then perror = 1−V

2 . Here, we inherit this idea and
define the angle

ϕ = 1
2 arccos(V ). (A23)

Our construction of �F obs reduces to the usual depolarized
observations with channel visibility V for qubits.

APPENDIX B: KRAUS OPERATORS FOR BB84

We compute the Kraus operators from Appendix A 4. In
general, Alice’s POVM elements are

�A
Z,0 = �A

1 =
K+1∑
n=0

|n〉〈n| ⊗ |1〉〈1|

�A
Z,1 = �A

2 =
K+1∑
n=0

|n〉〈n| ⊗ |2〉〈2|

�A
X,0 = �A

3 =
K+1∑
n=0

|n〉〈n| ⊗ |3〉〈3|

�A
X,1 = �A

4 =
K+1∑
n=0

|n〉〈n| ⊗ |4〉〈4| (B1)

Note that the PNS attack allows Eve to gain full information
of signals with multiphoton components. Therefore, in BB84,
we set the photon number cutoff to be K = 1. Bob’s POVM
elements, as they lie in the n � 1 photon space, are

�B
Z,0 = �B

H = pZ |0〉〈0| = pZ

⎛⎝1 0 0
0 0 0
0 0 0

⎞⎠,

�B
Z,1 = �B

V = pZ |1〉〈1| = pZ

⎛⎝0 0 0
0 1 0
0 0 0

⎞⎠,

�B
X,0 = �B

+ = pX |+〉〈+| = 1 − pZ

2

⎛⎝1 1 0
1 1 0
0 0 0

⎞⎠,

�B
X,1 = �B

− = pX |−〉〈−| = 1 − pZ

2

⎛⎝ 1 −1 0
−1 1 0
0 0 0

⎞⎠,

�B
⊥ = |⊥〉〈⊥| =

⎛⎝0 0 0
0 0 0
0 0 1

⎞⎠. (B2)

Note that we discard basis mismatched announcements and
vacuum signals. We apply isometries to eliminate redundant
registers. The resulting Kraus operators are

KZ := Kα=Z,β=Z = (|0〉R ⊗
√

�A
Z,0 + |1〉R ⊗

√
�A

Z,1

)
⊗ √

pZ (12×2 ⊕ 0)B ⊗ |0〉C (B3)

and

KX := Kα=X,β=X = (|0〉R ⊗
√

�A
X,0 + |1〉R ⊗

√
�A

X,1

)
⊗ √

pX (12×2 ⊕ 0)B ⊗ |1〉C, (B4)

where C is a two-dimensional register, resulting in a G map,

G(ρ) = KZρK†
Z + KX ρK†

X . (B5)

APPENDIX C: KRAUS OPERATORS FOR NPAB BB84

Alice and Bob perform the same measurements and so the
resulting POVM elements are the same as in Appendix B.
However, only a single announcement is made announcing the
signal that is detected. The Kraus operator is thus

KN := Kβ=detect

= (|0〉R ⊗ |0〉X ⊗
√

�A
Z,0 + |1〉R ⊗ |0〉X ⊗

√
�A

Z,1

+ |0〉R ⊗ |1〉X ⊗
√

�A
X,0 + |1〉R ⊗ |1〉X ⊗

√
�A

X,1

)
⊗ (12×2 ⊕ 0)B, (C1)

where the register X now encodes Alice’s basis choice, and the
register C is one dimensional and thus trivial. The resulting G
map is

G(ρ) = KNρK†
N . (C2)

APPENDIX D: KRAUS OPERATORS FOR SARG04

Alice and Bob again perform the same measurements and
so the resulting POVM elements are the same as in Ap-
pendix B. The announcement structure of SARG04 yields
multiple Kraus operators for the G map. As only the β = 1
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announcement survives sifting, the Kraus operators are

K1 :=Kα=1 =
(

|0〉R ⊗
√

1

2
�A

Z,0 ⊗
√

1 − pZ |−〉〈−|B + |1〉R ⊗
√

1

2
�A

X,0 ⊗ √
pZ |1〉〈1|B

)
⊗ |1〉C,

K2 :=Kα=2 =
(

|0〉R ⊗
√

1

2
�A

Z,1 ⊗
√

1 − pZ |−〉〈−|B + |1〉R ⊗
√

1

2
�A

X,0 ⊗ √
pZ |0〉〈0|B

)
⊗ |2〉C,

K3 :=Kα=3 =
(

|0〉R ⊗
√

1

2
�A

Z,1 ⊗
√

1 − pZ |+〉〈+|B + |1〉R ⊗
√

1

2
�A

X,1 ⊗ √
pZ |0〉〈0|B

)
⊗ |3〉C,

K4 :=Kα=4 =
(

|0〉R ⊗
√

1

2
�A

Z,0 ⊗
√

1 − pZ |+〉〈+|B + |1〉R ⊗
√

1

2
�A

X,1 ⊗ √
pZ |1〉〈1|B

)
⊗ |4〉C . (D1)

The resulting G map is

G(ρ) =
4∑

i=1

KiρK†
i . (D2)

Note that each of Alice’s POVMs has an additional 1
2 to

indicate the fact that given Alice is sending a particular po-
larization, Alice randomly chooses one of the two different
equal probable announcements and associates it with this
signal.

APPENDIX E: OPTIMAL MISALIGNMENT ANGLE
FOR LOSSLESS QUBIT NPAB BB84

The NPAB BB84 protocol’s performance can be increased
by introducing intentional misalignment between Alice and
Bob’s devices, relative to an honest implementation. In this
appendix, we argue that the form of the cost of error correction
implies the existence of an optimal misalignment angle which
is nonzero in the qubit case, with the intuition developed here
holding in the photonic implementation. Assuming an asymp-
totic protocol such that the Devatak-Winter formula [14,31]
holds,

R∞ = min
ρ∈S

[H (R|E )ρ − H (R|Y )ρ], (E1)

where R is Alice’s key register, E is Eve’s side information,
and Y is Bob’s postmeasurement and postsifting register. Note
that for NPAB BB84, Y is a register on Bob’s full measure-
ment alphabet Y = {0, 1,+,−}. Under channel rotation, we
observe that the privacy amplification term H (R|E ) is con-
stant, while the error correction cost H (R|Y ) varies as the
channel misalignment θ varies7 (Fig. 15). This is because,
unlike depolarizing noise, a simple misalignment does not
change how much Eve can learn about a sent state. As a
result, the asymptotic constraint set S still contains the same
set of states. The state ρRY E comes from Alice and Bob im-
plementing their measurements and classical announcements
on the joint state ρABE . This state can be thought of as Eve

7We observe the same trend at different loss regimes for photonic
implementations as well. We omit these plots since they only com-
plicate the analysis.

acting on the source-replaced state in Eq. (A2), which in the
single-photon subspace may be written as

|ψ〉AA′ =
√

pZ

2
(|00〉AA′ + |01〉AA′ ) +

√
pX

2
(|2 + 〉AA′

+ |3−〉AA′ ), (E2)

where HA
∼= C4,HA′ ∼= C2 and we have neglected HAS

∼= C.
We consider a four-dimensional Alice system since this pro-
tocol is equivalent and analytically easier to work with. It
is known from the literature that unitary transformations of
the signal states do not provide more information about the
choice of bit to Eve, with Alice and Bob being able to elimi-
nate attacks from the full fine-grained statistics [32]. In other
words, even though unitary operations on the outgoing states
changes the constraining values forming �F obs, the underlying
constraint set S constructed from them contains the same set
of states. This matches what we observe in our results. Given
this, for the remainder of the appendix, we focus on the error
correction of the key rate.

FIG. 15. Numerically evaluated asymptotic key rate for qubit
NPAB BB84. Note that the cost of error correction H (R|Y ) varies,
but has a nontrivial optimal.
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TABLE III. Joint probability distribution function for classical registers R,Y and their associated random variables R, Y.

Y =“0” Y =“1” Y =“+” Y =“−”

R =“0” pZ (pZ cos 2θ−pX sin 2θ+1)
4

pZ (pX sin 2θ−pZ cos 2θ+1)
4

pX (pX cos 2θ+pZ sin 2θ+1)
4

pX (−pX cos 2θ−pZ sin 2θ+1)
4

R =“1” pX (pX sin 2θ−pZ cos 2θ+1)
4

pZ (pZ cos 2θ−pX sin 2θ+1)
4

pX (−pX cos 2θ−pZ sin 2θ+1)
4

pX (pX cos 2θ+pZ sin 2θ+1)
4

θ dependence of error correction

We now examine how the cost of error correction does
change as one introduces misalignment in the quantum
channel or if Alice prepares rotated states. For the sake of
argument, we will suppose the statistics are generated from
Eve’s attack channel being the identity operation

EA′E→BE = idA′→B ⊗ idE . (E3)

In this case, given that we know the state |ρ〉ABE exactly
allows for a simple calculation to develop intuition. Recall

that we model a misalignment channel via the unitary oper-
ation �θ defined in Eq. (A21). On the single-photon subspace
(a†

H |vac〉 ∼= (1, 0) ∼= |0〉, a†
V |vac〉 ∼= (0, 1) ∼= |1〉), the map-

ping takes on the simple form of8 [30]

�θ : ρ �→ RθρR†
θ ; Rθ :=

(
cos θ − sin θ

sin θ cos θ

)
. (E4)

With Rθ defined, we may compute the source-replaced state
after misalignment to be

|ψθ 〉AA′ =
√

pZ

2
[|0〉A(cos θ |0〉A′ + sin θ |1〉A′ ) + |1〉A(− sin θ |0〉A′ + cos θ |1〉A′ )] +

√
pX

2

{
1√
2
|2〉A[(cos θ − sin θ )|0〉A′

+ (cos θ + sin θ )|1〉A′ ] + 1√
2
|3〉A[(cos θ + sin θ )|0〉A′ + (− sin θ + cos θ )|1〉A′]

}
, (E5)

which we suppose is then transmitted through the honestly
implemented channel (i.e., EA′→B = idA′→B, HA′ ∼= HB). Af-
ter measuring their respective systems with the POVMs,

�A = {|i〉〈i|}3
i=0, �B = {pb|ψb,i〉〈ψb,i|}b=X,Z, i=0,1, (E6)

the two parties induce the joint probability distribution p(x, y),
which Alice then coarse grains (x = 0, 2 �→ r = 0 and x =
1, 3 �→ r = 1) in order to generate the distribution p(r, y). A
tedious but straightforward calculation yields the probability
distribution listed in Table III, from which one may calculate
the cost of error correction. Since the register R is two dimen-
sional, the entropy takes on the simple form of

H (R|Y )ρ = −
∑

y

p(y)ρH (R|Y = y)ρ

=
∑

y

[p(0, y) + p(1, y)]h

(
p(0, y)

p(0, y) + p(1, y)

)
,

(E7)

where h(x) := −x log2 x − (1 − x) log2(1 − x), and we have
dropped the subscript ρ. We find that the expression then
simplifies to

H (R|Y ) = pZ

2
[h(1/2(pZ cos 2θ − pX sin 2θ + 1))

+ h(−1/2(pZ cos 2θ − pX sin 2θ − 1))]

+ pX

2
[h(1/2(pX cos 2θ + pZ sin 2θ + 1))

+ h(−1/2(pX cos 2θ + pZ sin 2θ − 1))], (E8)

which simplifies to

H (R|Y ) = pZ h[1/2(pZ cos 2θ − pX sin 2θ + 1)]

+ pX h[1/2(pX cos 2θ + pZ sin 2θ + 1)]. (E9)

One may then analytically solve for the roots

∂

∂θ
H (R|Y )

∣∣
θ∗ = 0 (E10)

using software such as MAPLE to find

θ∗ = 1/2 arctan(pZ/pX ). (E11)

For our simulation parameters of pZ = 0.1, we find that θ∗ ≈
0.055. This coincides with the numerically evaluated values
we find in Fig. 3 in the asymptotic regime. For Figs. 13 and
14 in the finite-size regime, we observe that the optimal angle
shifts towards zero as the number of signals that are used
decreases. Since the cost of error correction is independent
of loss, we ascribe this to finite-size effects enlarging the
constraint set V ( �F obs).

8Note that this is not a Bloch sphere (logical) rotation, but a physi-
cal rotation. For this reason, we do not use θ/2.
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