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We find the maximum rate achievable in the private communication over a bosonic quantum channel with
a fully Gaussian protocol based on optimal single-mode Gaussian measurements. This rate establishes a lower
bound on the secret rate capacity of the channel. We focus on the class of phase-insensitive Gaussian channels.
For the thermal loss and thermal amplification channels, our results demonstrate the optimality, within the
constraints of our analysis, of previously proposed protocols, while also providing a significantly simplified
formula for their performance evaluation. For the added noise channel, our rate provides a better lower bound
than any previously known.
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I. INTRODUCTION

Quantum key distribution (QKD) [1–6] is a central pillar of
quantum information, aimed at establishing provably secure
communication. A central task in QKD is to find the secret
rate capacity, the rate at which two parties can generate a
shared private key, by communicating over a quantum chan-
nel. This task is particularly relevant for bosonic quantum
channels, which model a wide range of physical interactions
in continuous variable (CV) quantum communication [7–9].
Among these, Gaussian quantum channels are especially im-
portant, as they model practical systems, such as optical fibers
and free-space communication.

In this context, Ref. [10] established a general upper bound
on the secret rate capacity. For the specific case of pure-loss
channels, this bound matches the previously known lower
bound [11], yielding an exact, closed-form expression for
the capacity. On the other hand, the capacity for the simi-
larly important thermal loss, thermal amplification, and added
noise channels, remains unknown, with separate upper and
lower bounds. For these channels, the use of coherent [12,13]
and reverse coherent [11,14] information, together with the
relative entropy of entanglement [15–17] fails to close the gap.

In the present work, we further the effort in closing the
gap between bounds for the aforementioned phase-insensitive
channels by providing a lower bound via the computation
of the maximum secret rate achievable by a fully Gaussian
protocol operating optimized single-mode Gaussian measure-
ments. Our work confirms previous results for the thermal loss
and thermal amplification channels, while providing a tighter
lower bound for the added-noise channel.
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The paper is structured as follows. In Sec. I, we define the
secret rate capacity in the context of our protocol. In Sec. II,
we characterize the capacity for a fully Gaussian protocol,
and we present the results for phase-insensitive channels. In
Sec. III, we summarize the conclusions of our work.

II. SECRET KEY RATE

Consider a communication scheme in the entanglement-
based representation that involves two parties, Alice and Bob,
as depicted in Fig. 1. Alice retains one system (A) of a two-
mode squeezed vacuum (TMSV) state, �AB, with parameter
μ = 2n̄ + 1, where n̄ is the mean number of photons in each
marginal state. In the following we will consider all the rele-
vant quantities in the limit of μ → ∞. The other system (B)
is sent to Bob via a Gaussian channel E , with parameters η

(transmissivity or gain) and ω (thermal-noise variance) [11].
Communication is achieved by performing a local, single-
mode POVM �X = {�x} either on A (direct reconciliation)
or B (reverse reconciliation). Let us denote in the following
the party that performs the encoding measurement as the
sender X = A/B and the other party as Y = B/A. The rate of
communication of this scheme, RXY is upper bounded by the
χ quantity:

RXY � χ
�X
Y := S(ρY ) −

∑
x

pxS(ρY |x ), (1)

where px is the probability of outcome x, X = A,Y = B(X =
B,Y = A) in direct (reverse) reconciliation and ρY is the
total local state of Y and ρY |x is the conditioned state of
Y to outcome x on system X . In the limit of many uses
of the channel and unlimited one-way classical communica-
tion the right-hand side of Eq. (1) is exactly the common
randomness between parties X and Y distillable from the
classical-quantum system, resulting from the measurement
performed on X [18] (see also Appendix). This means that in
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FIG. 1. Communication scheme in the entanglement-based rep-
resentation. Alice sends one mode, B, of �AB to Bob through
a channel E , while retaining mode A. Information is exchanged
through measurements of the state, and guessing the outcome of
either by Alice (direct reconciliation) or Bob (reverse reconciliation).
The action of the channel can be interpreted as an eavesdropper, Eve,
acting on an extended space to recover shared information.

this scenario the inequality is indeed saturated, i.e., we have

RXY = χ
�X
Y . (2)

The action of a possible eavesdropper, Eve, can be ana-
lyzed by a dilation of the channel. For Gaussian channels the
collective attack performed by Eve can be characterized using
an input TMSV on E , �E , that defines a unique dilation for
the channel, Ẽ , up to local unitary transformations [19]. The
scheme is reported in Fig. 1. The mutual information of E and
the sender system X is upper bounded by:

I (E : X ) � χ
�X
E := S(ρE ) −

∑
x

pxS(ρE |x ). (3)

In view of the achievability of the rate in Eq. (1) (see
Appendix), the rate R of private communication through the
channel, that establishes a lower bound on the secret rate
capacity K , is lower bounded as follows:

K � R � L := lim
μ→∞ max

�X

χ
�X
Y − χ

�X
E , (4)

where for clarity we explicitly stated that the quantities are
evaluated in the limit μ → ∞, and we will omit this limit
hereinafter for brevity of notation.

The total local states ρX and ρE are not changed by the
sender measurement, so the bound L can be written as:

L = IC/RC
E + �,

� := max
�X

∑
x

px(S(ρE |x ) − S(ρY |x )), (5)

where IC/RC
E = S(ρA/B) − S(ρAB) is the direct or reverse co-

herent information of the channel [10], and we used the fact
that the total state of systems ABE is pure, so that S(ρE ) =
S(ρAB). Note how IC/RC

E in itself represents a lower bound for
the private capacity of the channel [10], and we will use it as
a comparison for our lower bound L, which will then be an
improvement on the former if � > 0 and L > 0.

III. GAUSSIAN MEASUREMENTS

In the following we restrict the maximization in Eq. (4) to
Gaussian measurements and we denote the restricted quan-
tities LG and �G. For these measurements the conditional
covariance matrix (CM) of the states, ρY/E |x will not depend
on the measurement outcome x [8,20], S(ρY/E |x ) = S(ρY/E |X )
∀x, thus:

�G = max
�G

X

S(ρE |X ) − S(ρY |X ). (6)

Let us denote the covariance matrix (CM) of the Gaussian
state shared by Alice and Bob (after the channel) as:

VY X =
(

Y C

CT X

)
. (7)

A local Gaussian measurement on X can be represented as a
projection on a Gaussian state ρ0 having mean x0 = 0 and CM
V0 followed by a displacement of k, indicating the outcome
of the measurement [8,20]. The state of Y conditioned to X
measuring k is Gaussian with CM [8]:

VY |X = Y − C(X + V0)−1CT . (8)

Furthermore we can always decompose the single mode CM
V0 as [8]:

V0(γ , r, θ ) = γ R(θ )S(2r)R(θ )T , (9)

where γ = 2nγ + 1 is the parameter of a thermal state with nγ

photons, R a rotation of θ and S a squeezing with parameter
2r. Projecting onto coherent states, V0 = 1, corresponds to
heterodyne detection, while homodyne detection is recovered
in the limit of infinite squeezing. More generally, the squeez-
ing parameter r controls how unbalanced the projection is
toward one of the quadratures, while γ controls the broad-
ening of the measurement in phase space.

The optimal attack performed by Eve depends on the chan-
nel considered, as we detail in the following. Regardless of the
specific interaction, we denote the off-diagonal elements of
the CM of E and X after the attack, VEX , as CE . In view of Eq.
(8), Eve conditional CM is VE |X = E − CE (X + V0)−1CT

E .
The entropy of a Gaussian state is completely determined

by its CM, so from the analysis above, it follows that the
maximization over the measurement �G

X of Eq. (6) can be per-
formed over the real parameters (γ , r, θ ) characterizing V0.

In the following we compute �G, and consequently the
lower bound LG, for the class of phase insensitive Gaussian
channels, composed of thermal loss, thermal amplification
and added noise. For these channels we show in Appendix that
the conditioned entropies do not depend on the rotation angle
θ , nor on the squeezing parameter r, so that �G simplifies as:

�G = max
γ�1

S(ρE |X ) − S(ρY |X ), (10)

with the maximization being only on the single real param-
eter γ � 1. The optimization over γ exploits the asymmetry
between the conditional states of Y and E . A broader measure-
ment can suppress Eve’s information more than it degrades the
rate at Y , yielding a net gain in LG. Note how the bound LG

applies either in direct or reverse reconciliation regardless of
the channel, so both are computed, but we present only the
one that is relevant in each case.
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IV. THERMAL LOSS

A thermal loss channel, Eη,ω, is a Gaussian channel
characterized by parameters 0 < η < 1, representing the
transmissivity and ω = 2nth + 1 > 1, where nth > 0 is the
average number of thermal photons. This channel acts on a
single-mode Gaussian state of mean x and CM V with the
following input-output relations:

x → √
ηx, V → ηV + (1 − η)ω1. (11)

The maximum rate in this case is obtained by a reverse recon-
ciliation protocol. The reverse coherent information is [11]:

IRC
η,ω = − log2(1 − η) − h(ω). (12)

Eve’s optimal attack is a collective attack, that for the ther-
mal loss channel consists of an entanglement cloner, detailed
in the Appendix. The conditional entropies S(ρA/E |x ) can be
computed from the CMs VY/E |X , to yield:

�G
η,ω = max

γ>1
h(λ(E )

+ ) + h(λ(E )
− ) − h

(
γ + (1 − η)ω

η

)
, (13)

where h(x) = x+1
2 log2[(x + 1)/2] − x−1

2 log2[(x − 1)/2] is
the thermal entropy function and λ

(E )
± are the symplectic

eigenvalues of VE |X (see Appendix for detailed expressions).
The maximization over γ is evaluated numerically. Let us de-
note the maximum amount of noise ωth(η) such that LG

η,ω > 0,
as the security threshold. In Fig. 2(a) we plot ωth(η) as a
function of the transmissivity η and compare it to the secu-
rity threshold of IRC

Eη,ω
, showing that LG

η,ω is indeed a tighter
bound than the former. In Fig. 2(b) we plot the bound as a
function of η at a fixed value of ω. We compare LG

η,ω with
IRC
Eη,ω

, as well as with the bound of Ref. [21], that we denote
as Bη,ω, and the one from Ref. [22], denoted Qη,ω that, to
the best of our knowledge, jointly make up the best lower
bound up to date on the secret key capacity of the thermal
loss channel. We also plot the upper bound on the capacity,
Uη,ω = − log2[(1 − η)nth ] − h(ω) [10], as a reference. Our
lower bound, LG

η,ω, improves on the reverse coherent infor-
mation, as expected. Notably, the protocol achieving Bη,ω is a
special case of our general protocol. Our results show that the
former achieves the optimal performance for a fully Gaussian
protocol with single-mode measurements. On the other hand,
Qη,ω still provides a slightly better bound for lower values of
η.

V. THERMAL AMPLIFICATION

A thermal amplification channel, Eg,ω, is defined by the
parameters g > 1, and ω = 2nth + 1 > 1. The input-output
relations of this channel are

x → √
gx V → gV + (g − 1)ω1, (14)

Eve’s optimal attack is the same of the previous section, an
entanglement cloner. In the case of amplification however, the
best performance is obtained in direct reconciliation, and the
coherent information of the channel is

IC
g,ω = − log2

(
g

g − 1

)
− h(ω), (15)

(a)

(b)

FIG. 2. Thermal loss channel. (a) We plot the security threshold
ωth, defined in the main text, as a function of the transmissivity η, for
the bound Lη,ω and the channel’s reverse coherent information IRC

η,ω.
(b) Lη,ω is compared with the lower bounds Bη,ω and Qη,ω (see the
main text) at a fixed value ω = 3. We also plot IRC

η,ω as well as the
upper bound on the capacity Uη,ω.

the calculation of the � term yields:

�G
g,ω = max

γ>1
h(λ(E )

+ ) + h(λ(E )
− ) − h(γ g − ω + gω), (16)

where once again we report the symplectic eigenvalues in
Appendix.

In Fig. 3 we report the same plots of the previous section.
Namely, in Fig. 3(a) we plot the security threshold ωth(g)
of LG

g,ω and IC
g,ω. In Fig. 3(b) we compare LG

g,ω at a fixed
value of ω to the best known bounds, taken from Ref. [23],
denoted Bg,ω, and Ref. [22], denoted Qg,ω, and with the upper
bound on the capacity U = IC

g,ω = − log2( gnth

g−1 ) − h(ω). The
results for thermal amplification are similar to the ones for
thermal loss, with LG

g,ω saturated by Bg,ω, thus showing the
optimality of the protocol in Ref. [23], within the restriction of
our analysis, and Qg,ω being a small improvement for higher
values of g.

VI. ADDED NOISE

An added noise channel, Eζ , adds ζ > 0 thermal photons,
representing classical noise, to the input signal. The input is
transformed according to x → x and V → V + 2ζ1. The best
lower bound for the private capacity of the channel is given by
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(a)

(b)

FIG. 3. Thermal amplification. (a) Security threshold ωth, for the
thermal amplification channel (see main text) as a function of the
gain g, for the bound Lω,g and the coherent information of the channel
IC
ω,g. (b) Comparison of Lω,g with the lower bounds Bω,g and Qω,g

(see the main text) at ω = 3 with IRC
η,ω and the upper bound Uω,η as

reference.

the coherent information [11]:

IC
ζ = − 1

log(2)
− log2 (ζ ). (17)

We point out that for this channel the same lower bound is
obtained by the reverse coherent information, IRC

ζ = IC
ζ since

they are computed in the limit μ → ∞. The quantity �G
ζ can

then be computed either in direct or reverse reconciliation, but
both configurations yield the same result. For this channel the
best collective attack is a universal cloner [19,24], different
from the entanglement cloner of the previous section, as de-
tailed in Appendix. For the channel Eζ we compute:

�G
ζ = max

γ>1
h(λ(E )

+ ) + h(λ(E )
− ) − h(2ζ + γ ), (18)

where λ
(E )
± are reported in Appendix.

In Fig. 4(a) we plot LG
ζ as a function of ζ and compare it

to IC
ζ and the lower bound of Ref. [22], denoted as Qζ . The

plot shows how the former is an improvement on the latter
for lower values of ζ . We also report the upper bound on the
capacity, U = (ζ − 1)/ log(2) − log2(ζ ) [10], as a reference.

The improvement over the coherent information is further
shown in Fig. 4(b) where we plot the argument of Eq. (18),

(a)

(b)

FIG. 4. Added noise. (a) Comparison of the bound LG
ζ with IC

ζ

and Qζ . The upper bound Uζ is also reported for reference. (b) δ(γ )
(see main text) is plotted for parameters ζ̄ = 0.36, 0.38, 0.40. The
value of −IC

ζ is reported for reference in dashed lines.

δ(γ ) := h(λ(E )
+ ) + h(λ(E )

− ) − h(2ζ + γ ), for fixed values ζ̄ =
0.36, 0.38, 0.40, as a function of the optimization parame-
ter γ � 1. Since the improvement is significant only when
IC
ζ + δ(γ , ζ ) > 0 we also report the value −IC

ζ̄
, in dashed lines

for each value of ζ̄ , providing a visualization of the range of
parameters γ for which the bound is effectively tighter. Our
bound thus provides an improvement, albeit small, over all
previously known lower bounds.

VII. CONCLUSIONS

We analyzed a general protocol in which private communi-
cation between two parties is performed by locally measuring
a bipartite state shared via a quantum channel E , aided by
one way classical communication. We provided a lower bound
on the achievable secret key rate of this scheme, that in turn
gives a lower bound on the secret key capacity of the channel.
We focused our analysis on phase insensitive Gaussian chan-
nels and restricted the measurements to single-mode Gaussian
ones. Our analysis finds a relatively simple formula for a lower
bound of the secret key capacity involving an optimization
over a single real parameter. This lower bound shows the op-
timality, under the aforementioned conditions, of previously
proposed protocols for the thermal loss and thermal amplifi-
cation channels and further gives an improved lower bound
for the additive noise channel.

The analysis presented here can be expanded to other chan-
nels besides phase-insensitive ones, and further enhanced by
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dropping the restriction of Gaussian measurements. Another
promising development would be to consider a similar scheme
that allows multimode measurements.
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APPENDIX: OPTIMIZATION OVER GAUSSIAN
MEASUREMENTS

In the protocol of the main text we denote the party per-
forming the measurement X and the receiving end of the
communication Y , while the eavesdropper is denoted as E .
According to Eq. (6) the quantity �G is fully determined by
the conditioned entropy terms S(ρY/E |X ). Since our protocol
is fully Gaussian, the states ρY/E |X will be Gaussian as well
and S(ρY/E |X ) is, in turn, fully determined by the CM VY/E |X .
Let us denote the terms of the bipartite CM V(Y/E )X after the
channel E as:

V(Y/E )X =
(

Y/E CY/E

CT
Y/E X

)
. (A1)

After a Gaussian measurement on X the conditioned local
CM is

VD|X = D − C(X + V0)−1CT , (A2)

where D = Y/E , C = CY/E and V0 is the CM of a zero mean
Gaussian state determining the measurement performed. As
stated in the main text we can decompose V0 as:

V0(γ , r, θ ) = γ R(θ )S(2r)R(θ )T . (A3)

Using this decomposition the measurement �G
X is determined

by the parameters (γ , r, θ ). Let us denote the argument of the
maximization of �G as δ(γ , r, θ ) := S(ρE |X ) − S(ρY |X ).

To derive Eq. (10) we start by showing that δ does not
depend on θ . Consider the following equality:

C(D + γ R(θ )S(2r)R(θ )T )−1CT

= CR(θ )(R(θ )T XR(θ ) + γ S(2r))−1R(θ )T CT , (A4)

where we used the orthogonality of R(θ ), R(θ )R(θ )T = 1.
In the protocol analyzed, the initial states are fixed to �A

and �E so after a phase-insensitive channel R(θ )T DR(θ ) =
D. For the same reason CY ∝ Z = diag(1,−1), so that
R(θ )CY R(θ ) = CY . We have then:

R(θ )VY |X R(θ )T = Y − CY (X + γ S(2r))−1CT
Y . (A5)

In other words the parameter θ determines a unitary local
rotation on the conditioned CMs VY |X and does not alter its

entropy. For system E we note that CE = (C1
C2

) where the com-
posing blocks are proportional to either Z or 1. This means
that there exists a local unitary, R2(θ1, θ2) := R(θ1) ⊕ R(θ2),
on E such that:

R2(θ1, θ2)VE |X R2(θ1, θ2)T = E − CE (X + γ S(2r))−1CT
E ,

(A6)

where θ1, θ2 are either θ or −θ . This means that the con-
ditional entropy on E does not depend on θ as well.
Consequently, for phase-insensitive channels, δ(γ , r, θ ) does
not depend on θ , δ(γ , r, θ ) = δ(γ , r).

On the other hand, the dependence of δ(γ , r) on the
squeezing parameter r is not trivial. While one might expect
r = 0 to be optimal for phase-insensitive channels on symme-
try grounds, this is not guaranteed a priori, as the optimization
also involves Eve’s side and the interplay between the en-
tropy terms. We analytically verify that ∂rδ(γ , r)|r=0 = 0 and
∂2

r δ(γ , r)|r=0 < 0, establishing that r = 0 is a local maxi-
mum. We verify by numerical analysis that the maximum is
indeed global. Thus we have:

�G = max
γ�1

δ(γ , 0), (A7)

that is Eq. (10) of the main text.

1. Collective attacks

For the sake of security analysis, a quantum channel can be
interpreted as the effect of an Eavesdropper’s, Eve, attack on
the transmission. This is done by considering a dilation of the
channel to a larger space with the assumption that this larger
space is under Eve’s control. We consider collective attacks
meaning that Eve’ state is stored in a quantum memory for
the duration of the communication and global measurements
are performed at the end of the protocol. In this scenario Eve’
recovered information is upper bounded by the conditioned χ

quantity, χE |X , to the classical information X as discussed in
the main text. Collective attacks on Gaussian channel are fully
characterized in terms of the Stinespring dilation where Eve’s
input state is a TMSV state of parameter ω [19].

For the thermal loss and thermal amplification channels,
Eω,η/g, this dilation is similarly constituted of an entanglement
cloner [19]. This consist in a two mode interaction, a beam
splitter or thermal amplifier with transmissivity or amplifica-
tion, 0 � η � 1 or g > 1, respectively. As reported in Fig. 5(a)
one mode of Eve’s TMSV state enters the second port of the
beam splitter or amplifier while the other mode is kept for
joint measurements.

For the added noise channel, Eζ , the optimal collective
attack is a universal cloner [24]. It consists in an irreducible
three mode channel composed by a sequence of cv-CNOT gates
[25]. A continuous variable CNOT in the phase space is
a unitary operation acting on the quadratures of two modes,
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FIG. 5. Dilation of the channels. (a) Thermal loss and thermal
amplification are dilated by a beam splitter or thermal amplifier
with parameter η/g. The dilation consists of a two-mode interaction
between B and E , while e is stored for later measurement. (b) The
dilation of an added noise channel is a universal cloner, a three-
mode interaction involving e, E , and B, described by the unitary
in Eq. (A9).

{x̂ j, p̂ j}, as:

UCNOT = e−icx̂1 p̂2 , (A8)

with the real parameter c determining the strength of the in-
teraction. Referring to the scheme in Fig. 5(b) for the labeling
of the modes, the universal cloner acts as [24]:

UUC = e−i(x̂e−x̂E )p̂B e−ix̂B ( p̂e−p̂E ). (A9)

The CM of the full system evolves according to VeEB →
LUCVeEBLT

UC, where LUC is the symplectic matrix associated
with UUC:

LUC =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

1 0 0 0 2 0

0 5 0 4 0 −2

0 0 1 0 2 0

0 −4 0 −3 0 2

2 0 −2 0 1 0

0 −2 0 −2 0 1

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

. (A10)

The local action on B of this transformation is:

B → B + 2(4ω − 4
√

ω2 − 1)1, (A11)

that is an added noise channel with parameter ζ = 4ω −
4
√

ω2 − 1.

2. Symplectic eigenvalues

In this section we present the expressions for the symplectic eigenvalues of Eve conditional CV, used in the main text, for
each of the channels.

(a) Thermal loss:

λ
(E )
± =

√
[(1 − η)γ + (1 + η)ω]2 − 4η(ω2 − 1) ± (1 − η)(γ + ω)

2η
.

(b) Thermal amplification:

λ
(E )
± =

√
[(g − 1)γ + (g + 1)ω]2 − 4g(ω2 − 1) ± (g − 1)(γ + ω)

2
.

(c) Added noise:
λ

(E )
± =

√
ζ 2 + 2γ ζ + 1 ± ζ .

3. Secret key rate

We lower bound the optimal secret key rate in the asymp-
totic regime of a large number of uses of the channel.
Following the notation of the main text we label the party
performing the measurement as X , and the other party as
Y . Let us fix the measurement �X , yielding the classical
random variable x on system X . Communication is achieved
by subsequent measurements on Y , aided by one way classical
communication. For the classical-quantum system XY the
maximum common randomness that can be extracted with
unlimited one-way classical communication is given by the
classical-quantum Slepian-Wolf result [26] (see also Lemma 4
of Ref. [18]), stating that S(x|Y ) bits of public communication
are needed from X to Y , for the latter to reproduce x (in
the asymptotic limit of many copies). This yields a raw key

rate:
RXY = H (x) − S(x|Y ) = I (x : Y ), (A12)

where S(x|Y ) are the bits of public communication and thus
subtracted from the key, and I (x : Y ) is the mutual information
of the classical quantum system XA, equal to the Holevo quan-
tity χ

�X
Y , i.e., I (x : Y ) = χ

�X
Y . After a collective attack by Eve

the optimal asymptotic secret key rate, R�X , is lower bounded
using the above raw key rate and the classical Csiszar-Korner
theorem by the quantity [6,27]:

R�X � RXY − I (x : E ), (A13)

where I (x : E ) = χ
�X
E serves as an upper limit on the in-

formation extracted by Eve regardless of measurement and
postprocessing. Maximizing the rate in Eq. (A13) over �x,
in the limit of μ → ∞, gives our lower bound in Eq. (4).
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