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Quantum conditional entropies play a fundamental role in quantum information theory. In quantum key
distribution, they are exploited to obtain reliable lower bounds on the secret-key rates in the finite-size regime,
against collective attacks and coherent attacks under suitable assumptions. Here we consider continuous-variable
communication protocols, where the sender Alice encodes information using a discrete modulation of phase-
shifted coherent states, and the receiver Bob decodes by homodyne or heterodyne detection. We compute
the Petz-Rényi and sandwiched Rényi conditional entropies associated with these setups, assuming either a
passive eavesdropper or one that injects thermal photons into the channel, who gathers the quantum information
leaked through a lossy communication line of known or bounded transmittance. Whereas our results do not
directly provide reliable key-rate estimates, they do represent useful ballpark figures. We obtain analytical
or semianalytical expressions that do not require intensive numerical calculations. These expressions serve as
bounds on the key rates that may be tight in certain scenarios. We compare different estimates, including known
bounds that have already appeared in the literature and bounds that we determine. The latter are found to be

tighter for very short block sizes.
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I. INTRODUCTION

Quantum key distribution (QKD) provides a solution to
a fundamental problem in cryptography: the distribution of
secret keys among users connected through an insecure com-
munication channel [1]. Quantum mechanics allows us to
achieve this goal by encoding information into quantum
states, and with additional resources such as an authenticated
classical communication channel. The latter can be authenti-
cated by a preshared secret key, making QKD a scheme of
secret-key expansion.

Continuous-variable (CV) QKD protocols implement
QKD by encoding information in the phase and/or quadrature
of the quantum electromagnetic field [2]. Here we focus on
protocols where such information is encoded by displacing
the amplitude of coherent states in phase space. CV QKD
is of particular interest due to its high level of compatibility
with existing communication infrastructure for the scalabil-
ity and low cost of the required hardware [3]. Proving its
security is a challenging task, though, also because the rel-
evant Hilbert spaces have infinite dimensions. In contrast to
discrete-variable QKD, proof techniques based on entropic
uncertainty relations either are not applicable or yield subop-
timal estimates of the key rates [4,5].
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In recent years, reliable numerical methods to estimate the
secret-key rates have been developed and successfully applied
to a variety of QKD protocols [6,7]. They are reliable in
the sense that they do not overestimate the key rates. This
approach is particularly suitable to assess the security of CV
QKD with discrete modulation (DM), where information is
encoded into a finite constellation of coherent states. Initial
work on DM CV QKD focused on the asymptotic limit of
infinite channel uses [8,9] (see also Refs. [10,11]). More re-
cent work has encompassed statistical fluctuations for a finite
number of channel uses (finite-size effects), addressing the
challenges of obtaining secret keys even when processing
blocks of quantum signals of relatively small size [12—-15], and
provided experimental demonstrations [16]. Indeed, recent
mathematical and theoretical developments have significantly
advanced the analysis of finite-size effects, especially in the
context of coherent attacks within the scenarios encompassed
by the entropic accumulation theorems [17-24].

Inspired by these works, here we focus on two distinct
models for the channel connecting the sender (Alice) and the
receiver (Bob). The first is a pure loss channel, modeling,
e.g., attenuation in a characterized optical fiber. This sce-
nario constrains the eavesdropper (Eve) to a particular form
of passive attacks: she collects the field that leaks into the
environment en route from Alice to Bob. The second model
is a thermal noisy channel, which extends the previous de-
scription by including the effects of Gaussian noise in addition
to the losses. There Gaussian attacks are not sufficient to
assess the general security of the QKD protocols, for which
one would make minimal or no assumptions on the attack
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performed by Eve. However, the passive attack model al-
lows us to obtain analytical or semianalytical expressions for
the entropic quantities that characterize the communication
scheme, such as the Petz-Rényi and sandwiched Rényi diver-
gences [25-29]. These results give insights into the relation
between different proof techniques and allows us to compare
them. Furthermore, our entropic estimates represent useful
benchmarks towards the analysis of key rates for unknown
channels, providing upper bounds on the key rates given a
known, minimal amount of loss and thermal noise expected
in the communication channel. Specifically, we focus on col-
lective attacks in the finite-size regime. We consider two
examples of communication protocols: the first is based on
encoding by binary phase-shift keying (BPSK) and decoding
by homodyne detection; the second is based on encoding by
quadrature phase-shift keying (QPSK) and decoding by het-
erodyne detection. We compare different quantum conditional
entropies associated with different proof techniques used to
bound the finite-size secret-key rate. Our study sheds some
light on which proof techniques are more efficient across
different regimes of loss and block size. For very small block
sizes, we discuss an alternative approach that has not been ex-
plicitly considered by other authors, obtaining more favorable
bounds on the secret-key rates. Our work paves the way to a
more complete and reliable security analysis in the finite-size
regime, which may be developed for CV QKD along the paths
indicated by Refs. [30-32] in the context of discrete-variable
QKD.

II. MIN-ENTROPY LOWER BOUNDS

We assess the secrecy of QKD protocols by exploiting
well-known entropic functionals, such as the smooth min-
entropy (denoted as I:Intfn), the Petz-Rényi entropies (denoted
as H' and H), and the sandwiched Rényi conditional en-
tropies (denoted as H} and H), whose definitions and
main properties we briefly review in Appendix A. In our
analysis we deal with classical-quantum (CQ) states of the
form

N—1
PYE = Zpy ¥y (V1 ® pE)ys (N
y=0

where {|y)y}, withy =0, ..., N — 1, is an orthonormal basis
encoding a classical register Y (Bob’s raw key), with associ-
ated probability p,, and pg|, is the density matrix representing
Eve’s state given y. Here we focus on the model of collective
attacks, where n copies of the state pyg are given. By applying
a suitable randomness extractor on n i.i.d. instances of Y,
one can obtain up to €.~ nearly uniformly random bits [33],
with

lor > HE

e (YTE") — 2log (1/€) + 1, ©)
where the obtained random bits are €”-close to be
uniformly random and uncorrelated with the Eve sys-
tem E", and €’ =€ +¢. We denote always with log
the logarithm base 2, while In is the natural loga-
rithm. The conditional min-entropy is bounded by the

sandwiched Rényi conditional entropy [17], for any a > 1:'

AlE " |EM > AN (v"E) — g(e)l
—
= nH](V|E) - g(e)], 3)
—

with g(€) = —log (1 — v/1 — €2) < log(2/€?). Our goal is to
estimate this lower bound for the BPSK and QPSK protocols.
Similar bounds also hold, where the other conditional Rényi
entropies appear instead of A

On the other hand, the asymptotic equipartition property
(AEP) links the conditional smooth min-entropy with the con-
ditional von Neumann entropy [33]:
Latewnien > i) - 22 )

n min \/ﬁ

with 8(e) = 41log (2 + v/N) /log (2/€?) and N is the cardi-
nality of Y. The bound in Eq. (4) is tight for large n, but it
becomes loose for relatively small block sizes. In the finite-
size regime, other authors [14,15] have exploited a bound of
the form

HI(YIE) > B,(Y|E), ®)

which holds for a € (1, 2] and bounds the sandwiched Rényi
entropy in terms of the von Neumann entropy [18], where

(a—1)In2
B,(Y|IE)=HY|E) — —

V(Y |E)
— (a— 1’K(a). (6)

Here V(A|B) := V (pagl|la ® pp) is the conditional entropy
variance defined as

Vipllo) = tr(lp){tr[p(logp —loga )’} = D(pllo)*  (7)
and
Ka)= ——— (a—D)(—H}[Y|E)+H(Y|E)]
6(2 —a)’In2
« In? (2—HZ¢(Y\E)+H(Y|E) + ). (8)

Using Eq. (5) in Eq. (3) yields
g€)

nta—1)

In the rest of the paper we compare the bounds on the smooth
min-entropy I:Irflfn in (i) Eq. (3) (for any a > 1), (ii) Eq. (4),
and (iii) Eq. (9) (for a € (1, 2]), and then use these quantities
to estimate the secret-key rates for BPSK and QPSK protocols
under the assumption of passive attacks. In Sec. VII we extend
this analysis to include more general Gaussian attacks where

the eavesdropper injects thermal photons into the channel.

1 .
~ A (Y"|E") > B,(Y|E) — 9)
n

!'As noted by Zhang, Fu, and Knill [34], the restriction a € (1, 2]
used in the proofs of Lemmas B.4 and B.10 of Ref. [17] is unneces-
sary: invoking Proposition 6.22 of Tomamichel [35] yields the same
type of bound for all @ > 1. See also Proposition 2.2 in Ref. [36].
See Fig. 4.
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FIG. 1. Phase-space representation of the encoding and decoding
routines in BPSK (a) and QPSK (b) protocols.

III. PHASE-SHIFT KEYING PROTOCOLS

We consider two examples of DM communication pro-
tocols where the sender Alice prepares, with uniform
probability, quantum states selected from a constellation of
N single-mode coherent states, denoted as |o,) for x =
0,...,N —1[37]. In particular, we focus on phase-shift key-
ing (PSK) {|ay) )1;’;01, where the coherent states differ only by
their relative phase, o, = ¢>"/Na (we assume o = |a|): bi-
nary PSK (BPSK) for N = 2, and quadrature PSK (QPSK) for
N = 4. For decoding, the receiver Bob applies either homo-
dyne (for BPSK) or heterodyne (for QPSK) detection (a.k.a.
double homodyne detection) to infer the value of x encoded
by Alice. Consider the quadrature and phase operators, g =
(a+ aT)/«/z, p=—ila— aT)/ﬁ, satisfying the canonical
commutation relations [g, p] =i (in natural units), and ho-
modyne detection implements (within some approximation)
a measurement of either the ¢ or p operator (or a linear
combination of them). If Bob receives the coherent state |a,),
by homodyne detection of the quadrature operator ¢ he can
learn the real part of the amplitude, since (g) = /2 Refay}.
For N = 2, Bob’s decoding scheme is described by the POVM
elements Q,, with y =0, 1, with Qp = fqgo |9){gldgq, and
0 = fq>0 lg)(qldq, where |q) is the generalized eigenstate
of the quadrature operator g. BPSK encoding and decoding
are schematically shown in Fig. 1(a). By contrast, heterodyne
detection implements a joint measurement of both quadrature
and phase operators. This is achieved by first splitting the
signal with a 50-50 beam splitter. Then the output of one
branch of the beam splitter is measured with homodyne de-
tection along the g quadrature, and the other branch output is
measured along p. This measurement is formally described by
a continuous family of positive-operator-valued measurement
(POVM) elements, {A,}, where A, = % |y){y| is propor-
tional to the one-dimensional projector on the coherent state
|y) of complex amplitude y. For N = 4 the decoding POVM
formally reads as

1
Ayz—/ |V>B<V|d2)/, y=09""39
T JR,
T T
R, =y eClagy) € [y5. 06+ DT ] Irl = 0}. (10)

The encoding and decoding of QPSK are schematically shown
in Fig. 1(b).

The protocols are parametrized by the amplitude parameter
|| that appears in the state preparation, and therefore in pyg.
The optimal bound on the secret-key rate can be obtained
following an optimization over both |«| and a. For passive at-
tacks, the quantum channel from Alice to Bob is described as a
pure-loss channel with known transmittance factor n € [0, 1].

(a) Pure-loss channel. The channel models linear loss in
well-characterized optical fibers. We can formally represent
it as a beam splitter with transmittance 5. Linear loss maps
coherent states into coherent states; i.e., given Alice input
|et), Bob obtains the attenuated coherent state |,/7 o). In this
passive-attack scenario, a potential eavesdropper has access to
the environment of the channel, which in our case is the output
of the reflective arm of the beam splitter. Therefore, given
Alice input |«,), the eavesdropper Eve obtains the attenuated
coherent state | /1 — na,). According to our model, this en-
tails manipulations of coherent states, which are a particular
family of pure, Gaussian states. Note that we cannot directly
apply the results of Ref. [38] concerning Gaussian states,
because, as we will see below, in communication protocols
with PSK encoding one deals with non-Gaussian states arising
from the sum of Gaussian states.

(b) Thermal noisy channel. This model generalizes the
previous description to a scenario where the communication
is also affected by excess noise. Similar to the pure-loss case,
the channel model includes a beam splitter with transmittance
n. However, while in the pure-loss setting Eve injects the
vacuum state into the free input branch of the beam splitter,
here she owns a two-mode squeezed vacuum (TMSV) state,
characterized by a mean photon number p. Eve injects one
mode of the TMSYV, which is in a thermal state, into the beam
splitter to interact with Alice’s signal, while the other mode
is kept by her and evolves trivially. This setup allows Eve
to purify the state she uses to introduce noise in the channel.
In particular we characterize this channel through the excess
noise parameter £; once the average photon number u and the
transmittance 1 are fixed, the excess noise is defined as [8]

nw

STy

(1)

Further mathematical details and explicit derivations of the
states are found in Appendix E. We have fully defined our
optimization problem: for any given n € [0, 1], since the at-
tack model pyg is known, our task reduces to maximize the
lower bounds on the secret-key rate in Egs. (3), (4), and (9),
for BPSK and QPSK protocols, over the entropic parameter a
and the coherent state amplitude |«|. This full optimization is
performed specifically for the pure-loss case; for the thermal
noisy channel, due to the high computational demand required
to evaluate the entropic quantities numerically, we do not
perform an optimization over the protocol parameters.

IV. PURE LOSS SCENARIO: COMPUTATION
OF CONDITIONAL ENTROPIES FOR N-PSK PROTOCOLS

Before proceeding with the optimization of the lower
bounds on the secret-key rate, we present an explicit expres-
sion for the conditional quantum entropies of a CQ state of
the form of Eq. (1). The details of the derivations are in
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Appendix B. First, the Petz-Rényi entropy reads

N—-1

1
log | 3 <zt ot )] (12)
y=0

HY(Y|E) =
1—a

where for BPSK and QPSK, and for the channel models con-
sidered here, the random variable Y is uniform with p, = 1/N.
Furthermore, for our channel models the following relation
holds:

pEler = Uy pey U, (13)
where {U;};—o... n—1 is a finite symmetry group of unitary
matrices, for t =0,...,N — 1, and & denotes summation

modulo N. This allows a further simplification of Eq. (12):

1
HY(Y|E)=logN + 1 log [tr(pfo g “)]- (14)

—a

For the optimized Petz-Rényi entropy we obtain

N—1 a
a
Hj(YlE):—m logN —log | tr Zpg‘y
y=0
(15)

Applying the symmetry argument as above to the sand-
wiched Rényi entropy we obtain

~ 1 1= la
HY(Y|E) =logN + 0 logtr[ (o pep P )] (16)

—a
Finally we consider the optimized sandwiched Rényi en-
tropy. As detailed in Appendix B, we obtain

l—a I—a

e 0 e oo )]
a7

where J denotes the set of invariant states under the action of
a symmetry group {U,}, i.e.,op = U, og U,T .

. 1
H'(Y|E) > logN + :
—da

A. Conditional entropies for BPSK

We are now ready to specialize the different computations
of the entropic functionals that we showed at the beginning of
this section to N =2 and N = 4, i.e., for BPSK and QPSK
protocols. For now we assume a pure-loss channel.

In BPSK, Alice prepares, with equal probability, one of
the two coherent states, |«,) = |(—1)*«), for x = 0, 1, where
o = |a|. In turn, Bob measures the received states by homo-
dyne detection in one of the two quadrature operators, either g
or p. Measurements of the p quadrature are used for channel
estimation.

We consider QKD in reverse reconciliation, i.e., the key is
determined by the discretized output y of Bob’s measurement.
In detail, for key extraction, the output of the measurements of
the g quadrature are used; a phase-space representation of this
scheme is shown in Fig. 1(a). Assuming a pure-loss channel
from Alice to Bob, with transmittance n (see Sec. III), then
the probability density on a point of the phase space, for Bob
measuring g upon receiving [(—=1)*,/n ) is

Pl (~1) ) = % el (g

Bob’s outcomes are discretized into a binary value y = 0, 1,
where y = 0 if the measured value of the quadratures is ¢ > 0,
and y = 1 otherwise. Therefore the conditional probabilities

p(y|x) are

1 +00 N
p(y =xlx) = — / dq e (V1%
T Jo

1
= 5 (1 +erfly 27 al), (19)
0 2
Py # ) = ~ / dq e~ (=71
T J—00
= %(1 — erf[/2n a]). (20

Now that we computed (19) and (20), the object of interest for
the reverse reconciliation scheme is exactly Eq. (1), which is
specialized for BPSK as

1
PrE =7 D Iyl ® pry
y=0,1

1
=3 2 br1® D ply) pre

y=0,1 x=0,1

1
=3 2 b 01® D pen =1 )e((= 1)y,

y=0,1 x=0,1
2D

where y = /1 — n «, and we observe that p(y|x) = p(x|y).
In particular,

1
pev=0 =5 Y (1 + (= Derfly 2naDl(= ' N(=1)'Y |
x=0,1
(22)

1
pen=1 = 5 3 (4 (D lerfly2n eyl (23)

x=0,1
Finally, the average state is
pe = 3(¥){y 1+ 1= y)H=7D- (24)

It is convenient to express the coherent states in the orthog-

onal basis {|v/4.) , |V/-)}

:|: —
ey = =20 (25)
C4+
such that
Verlvg) £ e |y-)
+ = . 26
[+ y) 7 (26)

The coefficients cy are for normalization. Using the for-
mula for the scalar product of two coherent states, (81|8,) =
e*%(lﬁl \2+|/32|2*2/3|*/32), we obtain

ey =142, 27)
From this we get

| £ ) (EY| = Sl Y)Yl + e[y ) (Y- |
+ Jere (1Y) (-1 +He)l. (28)
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Therefore,

pe = 5 IV ) (Wl + e[y ) (o)), (29)
PE=0 = 5P ) (Yl + e [¥) (Y|

+ erfly 2nlall /e (1Y) (Y| + He)),  (30)
PEy=1 = 5P ) (Yl + e [¥) (Y|

— erf[y/2nle/]y/ere— (1Y) (Y- + He)), (3D

For these particular states we can find an analytical expres-
sion for some of the quantum conditional entropies.

The first result that we obtain in this paper is that spe-
cializing Eq. (1) with Egs. (21)—~(31) for BPSK the following
conditional entropies admit an analytical expression. Let us
define
K = X =D

g=v1+k&2-Dr,

(33)

r= erf(\/%a),

where in the last two lines we used the relation 0 = artanh(xg), ¢ = artanh(x), sechx =1/cosh )(C~34)
— | — — CyC_
o |2 o - \/;_(WJF)(IL' +He). G2 We obtain the following:
(1) Petz-Rényi entropy: |
HYY|E)=1+ 1 1 - log(sech® 6 sech ! ~“¢{cosh(af) cosh[(1 — a)p] + g ' sinh(af) sinh[(1 — a)p]}); (35)
(2) Optimized Petz-Rényi entropy:
HN(Y|E) = 1 f - log(2 « 2 sech{[cosh(af) + g~ sinh(a®)]"/* + [cosh(af) — g~ sinh(a)]"/*}); (36)

(3) Sandiwiched Rényi entropy:

ﬁj(Y|E) = — 2a + ! log{Z” sech ¢ |:(cosh <f> — A)a + <cosh <?> + A)a]}, A= _[r2 4+ sinhz(f) .
l1—a 1—a a a V a

The derivation of the analytical expression (36) for the
optimized Petz-Rényi entropy H(Y|E) was possible due to
Lemma 1 of Ref. [29], which provides an explicit expression
of the optimal form for this quantity.

In Fig. 2(a) we show the different entropic functionals for
fixed values of the parameters |«¢| = 1 and a = 1.2, against
the transmittance 7. First, we observe that all the different
quantities converge to the maximum value 1 as n — 0, 1. Let
us analyze these two particular cases. If n — 1, the quan-
tum channel that transmits signals from Alice to Bob can be
considered ideal, as no losses are ever experienced and Bob re-
ceives exactly what Alice sends. Then Eve’s final state will not
contain any information about Bob’s measurements outcomes,
and her uncertainty about it will be maximal. On the other
hand, when n — 0 Eve will own Alice’s signal unaltered.
This implies that the eavesdropper can easily infer the bit of
information encoded in the light signal after performing ho-
modyne detection. This might seem the worst-case scenario,
but actually Eve is interested in what Bob’s measurement
outcome will be, since this is what will end up in the final
key string in reverse reconciliation. If 7 — 0 Bob receives
a state which very close to the vacuum, and then practically
his homodyne detection will return a random variable of zero
mean uncorrelated with Eve. Hence, again, Eve’s uncertainty
will reach the maximum value. The second thing that we
can notice is that the different curves related to the different
Rényi entropies follow the monotonicity relations discussed in
Appendix A, as we could expect, with the von Neumann en-
tropy H (Y |E) as the upper bound for each value of 1. We see

(37

(

that the difference between the various entropies is actually
very small and becomes negligible when a — 1 since all these
quantities converge to the von Neumann entropy. Finally, if
we focus on B,(Y|E) in Eq. (6), we see that it represents a
lower bound not only for the sandwiched Rényi entropies, but
for the Petz-Rényi entropies as well; the fact that this is the
only quantity that does not tend to 1 at the boundary of the
transmittance range depends on the fact that the subtractive
terms rigidly shift the von Neumann entropy down.

B. Conditional entropies for QPSK

We extend from two- to four-state, QPSK protocol. Alice
prepares, with equal probability, one of the four coherent
states o) = |i*e™/*a), for k = 0, 1, 2, 3 centered in a quad-
rant of the phase space as shown in Fig. 1(b). Bob decoding
is the heterodyne detection, yielding a continuous, complex-
valued amplitude S. To this continuous output, Bob associates
a discrete value y = 0, 1, 2, 3 that encodes two bits (00, 01,
10, 11), corresponding to the four colored regions associ-
ated with |o,) in Fig. 1(b). For example, if B belongs to
the first quadrant in phase space, i.e., if Re(8), Im(8) > 0,
then y = 0, and so on. Bob measurement, combined with this
discretization map, defines a random variable Y with alphabet
{0,1,2,3}.

For QPSK, we compute explicitly the probability for Bob
to measure the output y in correspondence with a prepara-
tion k:

pylk) = tr[(Idi)a (Pl @ Ay)pasl. (38)
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FIG. 2. Comparison between different kinds of entropies, com-
puted on the CQ states at « = 1 and a = 1.2 on pyg in Egs. (21)
and (43), respectively, for BPSK in (a) and in (b) for the QPSK
protocol. In particular: Petz-Rényi entropy HY(Y|E) (14); opti-
mized Petz-Rényi entropy H! (Y |E) (15); sandwiched Rényi entropy
HY(Y|E) (16); optimized sandwiched Rényi entropy H' (Y |E) (17);
von Neumann entropy H (Y |E') (A8); continuity bound B,(Y |E) (6).
All the quantities converge to 1 as n — 0,1 for BPSK and to 2
for QPSK, while the minima are reached around 7,,;, ~ 0.6 in both
cases.

This case differs from BPSK because we need to evaluate
explicitly pap, Alice and Bob’s state after the transmission and
before Bob’s measurement, which according to (C2) is given
by

1 3
Pan =7 D |64 (bel ® 1) (e

x,x'=0
2 —i(' -0 %
x e~ (I=m(-e 2), (39)

The analog of Egs. (19) and (20) of BPSK, for QPSK is
obtained using Eqs. (10) and (38):

Hi+erd( /1)), y=k
POl = L1 —erf([2e)]’, y—k=2 . 0
Hi—ef(f3a)], k=13

We can introduce the short-hand notations

P—11:|: fﬁ 41
i—z €r 50( ()

and gather them as

P2 PP P> PP
PP P2 PP P
pPOIk) = pyx = I A | (42)
PP P> PP P
and Eq. (1) for QPSK in specialized form is
1 3
Pre =7 Z ¥y ¥l ® pE|y
y=0
1 3 3
=72 01® Y p(kly) pe
y=0 k=0
1 3 3
=7 Yy (| ® Zp(kly) lv)e(vel,  (43)

y=0 k=0
where |yx)p = li*e'T /T — 1 a)g and p(ylk) = p(k|y). In par-
ticular,
3

pely = Y p(KIY) v (vil (44)
k=0

is computed using p(y|k) from the matrix (42). Finally, the
average state is

3

1
PE = 1 ZpEly =
y=0

TN

3
> g nl. (45)
y=0

As in the case of BPSK, we can express the coherent states in
an orthonormal basis,

3
N, —iZs
|x/fs>E=—25k§70e e, 5=0,1,2,3. (46)

From this we obtain the inverse formulas
3

1 ST
e =) e g, k=0.1.23. @47
s=0 $

Imposing the normalization condition (y|1) = 1 and recall-
ing that y = /1 — n «, we can find the expression of the
normalization constants

N72=1+ e 2 cos(rrs) +2¢ 7 cos (y2 + %s) (43)

From this, we obtain
3

pew = vede (vl = )

5,5'=0

ei%(s—S’)k |¢5)E <ws’| ’ (49)

4NNy

and the conditional states are

3 3 1 3 . ,
pEv =2, (wvs, > PO T ) (v
’ k=0

s=0 s'=0
(50)
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‘We note that Eve’s average states is diagonal in the orthogonal
basis,
1 | .
pE—4§N3 V) (W51 - (51)
The analytical expressions from Eq. (39) to Eq. (51) simplify
the final numerical evaluation of Hj, HaT, ﬁj, and others
shown in Fig. 2(b). However, obtaining a fully analytical
derivation analogous to the BPSK case in Egs. (35), (36),
and (37) remains an open challenge.

In Fig. 2(b) there is a comparison between different en-
tropic functionals, for fixed values of « and a, against the
transmittance 1. The trends of these quantities, as well as the
motivation behind them, are identical to those of the BPSK
protocol (the only significant difference is the maximum value
that these entropies assume as n — 0, 1, which is 2). Also
in this case we found that the minimum value for all the
quantities is reached around npi, ~ 0.6.

Now that we verified the monotonicity relations (A7) with
the conditional entropies at fixed a evaluated on the states at
coherent amplitude depending on |«| and the transmittance 7,
the final goal is to estimate the secret-key rate for BPSK and
QPSK optimizing over a and « at a given value of trasmittance
n and finite rounds n.

V. PURE LOSS SCENARIO: ESTIMATES FOR THE
SECRET-KEY RATE FOR N-PSK PROTOCOL

Assuming collective attacks performed by the eavesdrop-
per on an n-round protocol, we compare different estimates
for the key rates, obtained by bounding the number of secret
bits .~ as in Eq. (2) in three different ways. We label the
three bounds with the index W, where (i) W = S for the
bound obtained directly from the sandwiched Rényi entropy
in Eq. (3), (ii) W = AEP for the bound obtained from the AEP
in Eq. (4), and (iii) W = B for the bound obtained from the
second-order espansion in Eq. (9).

We also need to consider the number £, of bits that
leak to the environment during the routine of error correction.
In reverse reconciliation, Alice reconstructs Bob’s key string
starting from the string in her possession and Bob has to
transmit a certain amount of error-correcting information. For
simplicity we estimate ), using the asymptotic, information-
theoretic bound given by the conditional Shannon entropy.
Let us denote as X the uniformly distributed random vari-
able representing Alice’s choice for state preparation. Then
information theory quantifies the asymptotic error-correction
information needed by Alice in terms of the conditional Shan-
non entropy [39]:

N-1
Hy(Y|X) =) p(H(Y X = k)
k=0
N—-1 N—-1
== pk)Y_pGlolog piylk).  (52)
k=0 y=0

Hence, if we consider n rounds of the protocol, the total
amount of information leakage will be £, = nHy (Y |X).

We compare the following estimates of the secret-key rates,
according to (2), with €” =€ + €', r' = (€% — €1e0)/n, for
W that distinguish the quantities W = S, AEP, B.

(1) From the optimized sandwiched Rényi a-entropy
ANY|E), (a> 1) (3),

1+ 2loge’ gle)
na—1)

roo > HI(YIE) + — Hy(Y1X);
(53)
(2) From the AEP (4),
1+2loge’  §(e)
e T HyYX); (54
NG vYIX) 5 (54
(3) From the von Neumann entropy continuity bound (a €

(1,2 9,

ro® > HY|E) +

1+ 2loge’
5, > BJY|E) + +2logel _ ste)
n na—1)

— Hy(Y|X).
(55)

A. Estimates for the secret-key rate for BPSK protocol
For the BPSK case (N = 2), we have

e cal
== =Y X)= ) plOHYIX = k)
n k=0,1
=— > pk) Y pOlk)log [p(ylk)]
k=0,1 y=0,1
=— > pOl0)log [p(I0)] = — Y pylog(py)
y=0,1 y=-+,—

(56)

with py = 3[1 Lerf(/2na)].

We show in Fig. 3(a) the three different estimations of the
key rate, computed for a fixed value of n = 0.9, plotted against
n; here we set € = ¢/ = 1078, and, thus, ¢’/ =2 x 1078, In
particular the rates r5, and r5, are optimized over the pa-
rameters a and o, while rAFF is optimized only over «, not
being depending on the Rényi parameter a. We can see that
asymptotically the three quantities reach all the same value,
which is around r ~ 0.45; in fact, in this regime all the finite-
size correction vanish and the optimization brings a — 1, for
both I:Ij (Y|E) and B,(Y|E), which clearly tend to H(Y |E).
When n gets smaller, i.e., around n ~ 109, r?,,EP is the first
quantity dropping to zero because of the worse correction
term ~1/4/n, and in particular we see that r2°F > 0 only
for n > 10*. When the number of signals gets even smaller,
ie., n < 10*, we observe rf,, > rf,, revealing the optimized
sandwiched Rényi entropy as the best estimator of £, in
this regime. A very important fact about r5, is that it is the
only nonvanishing estimation of the key rate when n < 10°,
assuming still a nonzero value r5, ~ 0.09 for n ~ 500. Finally
we mention the fact that the optimization brings the amplitude
o €[0.93,0.99] for rS,, a €[0.89,0.95] for r5, while the
optimal value for r4FF is always around & ~ 0.95. As for the
Rényi parameter a, the optimal values get larger and larger
as n decreases, varying in the range o € (1, 1.25]. Only in the
case of 75,, when n becomes very small, does the optimal value

of a rise sharply, indicating the transition to a regime where
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FIG. 3. Secret-key rate estimates versus the number of signals 7,
for a fixed value of the transmittance at n = 0.9, ¢ = ¢ = 107%. The
plot compares the bounds r3,, r5,, rAF®, respectively, in (53), (55),
and (54) with €” = ¢ + €/, for BPSK in (a) and for QPSK in (b). The
estimators r5, and r5, are optimized over the parameters a and o,
while rAFP is optimized over « alone. Asymptotically, the quantities
converge to the same value, while in the finite-size region 3, is the
tightest bound, being the only one still nonvanishing when n < 103,

and dropping to zero as n < 5 x 102,

the min-entropy provides the optimal bound. This transition is
shown in Fig. 4.

B. Estimates for the secret-key rate for QPSK protocol

The three different estimations of the secret-key rate in
Eqgs. (53)—(55) for the QPSK protocol are computed on the CQ
state (43) and is used with Hy_4(Y |X) to estimate £je,. Ex-
ploiting the conditional probability distribution in (40)—(42)
we find

'g eal
=% = H(Y1X) = =2[(Py) log(P) + (P-) log(P_)]. (57)

In Fig. 3(b) we show a comparison between r5,, r% and
AP, plotted against the number of signals n; here again
we set € = ¢/ = 1078, An optimization over the parameters
«a and a was performed on these quantities, while keeping
fixed the value of the transmittance at n = 0.9. The trends
for the QPSK protocol are quite identical to the one seen
for the BPSK protocol, both in the asymptotic regime and

1000_ T T T T T IE

S 100k 1

— 3]
<
=
2

g 10r 1

1000 104 10° 10° 107 108

n

FIG. 4. Optimal value of a > 1 for the estimator r5, based on
a direct calculation of the sandwiched Rényi entropy. See other
numerical details in the MATHEMATICA code available on github [40].

in the finite-size region. Some differences arise if we look
at the optimal parameters, in particular in the optimal values
of the amplitude «; indeed, for rf,, the optimal values fall in
the range o € [1.58, 1.67], for rg, in o € [1.60, 1.66], while
for r2FP the optimal amplitude is always around o ~ 1.66.
Comparing these values with the ones obtained in the BPSK
case, we see that a higher amplitude for the coherent states
is needed to achieve an optimal secret-key rate in the QPSK
protocol. Analogously to what happens in the BPSK protocol,
the optimal values of the amplitude get larger asymptotically,
while the converse is true for the optimal values of the Rényi
parameter a, which gets smaller for larger n, approaching
a — 1 as nincreases. Again, just as we said in the BPSK case,
the optimal values of a rise sharply as n becomes very small
for r5,, setting the transition to regime where the min-entropy
provides the optimal bound.

VI. THERMAL NOISE SCENARIO: ESTIMATES
FOR THE SECRET-KEY RATE FOR N-PSK PROTOCOL

In this section we extend the finite-size analysis of Sec. V
to the case where the physical channel between Alice and
Bob is a thermal-noise channel, described in Appendix E. The
thermal-noise channel with transmittance 1 and mean thermal
photon number p can be represented by mixing Alice’s signal
mode with one arm of a two-mode squeezed vacuum state
|W)E g, at a beam splitter of transmittance 1. Bob receives
the transmitted mode and performs homodyne or heterodyne
detection, while Eve keeps both environmental modes. In this
scenario Eve’s relevant quantum memory is therefore the two-
mode system E = E | E;.

An important difference with respect to the pure-loss case
is that, in the presence of thermal noise, the conditional
states pg|, are no longer pure. This prevents us from apply-
ing the orthonormalization procedure exploited in Sec. IV
to obtain closed expressions for the conditional entropies.
Instead, all the entropic functionals inside our bounds have
been evaluated numerically. Since Eve’s Hilbert space is now
infinite-dimensional, we have to introduce a photon-number
cutoff and work with a truncated Fock basis for each of the
two modes E; and E,. In practice, we fix a cutoff n, and
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represent all the states on the finite-dimensional subspace
Hy = span{lm)g, ® Ima)s, 1 0 <miyma <nehy (58)

so that dim ”H("”) (n. + 1)2. By contrast, the classical con-
ditional entropy Hy(Y'|X) that describes error correction
remains available in closed form, since the classical channel
p(y|x) in the thermal case is still given explicitly in Ap-
pendix E. In particular, for BPSK we generalized homodyne
statistics in the presence of thermal noise in Eq. (E18), while
for QPSK we use the expressions in Eq. (E27), which gener-
alize Eq. (42) by replacing Py with P. (” ),

In our bounds for the key rate we have to account for the
fact that all these entropic quantities are computed on a trun-
cated version of Eve’s Hilbert space. To obtain valid bounds
for the original infinite-dimensional model, we combine our
finite-size analysis with a dimension-reduction argument in
the spirit of the approach developed in Ref. [13]. Given a
cutoff n,, this argument provides an upper bound @ on the
weight of the state outside the truncated subspace Hg’) In the
thermal-noise scenario we focus on two finite-size estimators
of the secret-key rate, one based on the sandwiched Rényi
conditional entropy and one based on the asymptotic equipar-
tition property (AEP). They are structurally identical to the
bounds r5, and rAFF introduced in Egs. (53)—(54) for the pure-
loss case, but they include an additional penalty term arising
from the dimension reduction. Moreover, for the sandwiched
bound we now use the nonoptimized entropy H} (Y |E) rather
than its optimized counterpart ﬁaT(Y|E ), in order to avoid
an extra optimization over states on the enlarged two-mode
system EjE,, which would be numerically demanding. With
these conventions, for a generic N-PSK protocol we consider
two different bounds.

(1) From the sandwiched Rényi a-entropy H}(Y|E),
(a > 1) [it represents a relaxation (3) to nonoptimized sce-
nario],

6” H¢(Y|E) N 1+2loge’ )
n na—1)
— Hy(Y1X) — A(w);

(2) From the AEP (4),

1 +2loge’ 8
1+2loge’ % — Hy(Y|X) — A(w).
(60)

Jo
= +ﬁ)’ (61)

where h, is the Shannon binary entropy, the correc-
tion induced by the dimension reduction technique (see
Appendix F).

(59)

P>HYIE) +

The term

A(@) = Vo log,(N) + (1 + «/5)/12(

A. Estimates for the secret-key rate for BPSK protocol

SD

In Fig. 5(a) we show a comparison between r.,, and

?,,EP computed for some fixed values of the block size n =
107, 10°, against the transmission distance d measured in km.
We recall that once the specific attenuation ¢ of the transmis-

sion medium is specified in dB/km, then the transmittance 7,

10° ¢ ‘ :
£ AEP (n _ 107)

ool AEP _ 109
101} r2EP (n = 10%)

i —- S‘?m (n=10"
107 —— 1S (n = 10°)
10’3
10'4 3
105 E 4
10»6 I 1 1

0 50 100 150 200 250

d [km]
(a)
100 :' FRRSERROROene s SRR I : SEEEROCRE TS RECCRRECER: e ROy ¢ BT ORGSO i

E‘\ v Ref. [13] (n = 10%) ——r2 (n = 107) |

-1 S
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[ v |
02 ¥

E v S

\4 \‘/\&\:
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FIG. 5. Secret-key rates computed on the CQ states at « and a on
pre in Eqs. (E42) and (E44), respectively, for BPSK (¢ = 0.5,a =
1.05) in (a) and in (b) for QPSK (¢ = 0.85,a = 1.05, rieq = 0.1)
protocol, in term of the distance. For QPSK an additional curve is
added that reproduce the results in [13].

is given by
n = 107¢4/10, (62)

Here we set { = 0.2dB/km, and again € = ¢’ = 1078, We
set @ = 0.5 for the coherent amplitude and a = 1.05 as the
Rényi parameter for re,/ . All the key rates are computed
for an excess noise of & = 0.01. It is manifest how the key
rate computed through Rényi entropy is much more robust

against losses. If we consider a block size n = 107 rAF is

already vanishing at d ~ 60 km, while rS,P endures until d ~
140 km. For a greater block size n = 109 AEP is able to keep

’ e , W
up with re,, until around d ~ 80km, but then experiences
a drop soon after d ~ 100 km. We remark that for the same
block size, the re o is still nonvanishing even for d > 200 km.
An equivalent study is shown in Fig. 6(a) where the key rates
are plotted against the transmittance 7 in place of the distance
d. Here we take into consideration an even smaller block size
of n = 10°; we can note that, as we could expect from the

pure loss case, when the block size decreases, the advantage of
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FIG. 6. Secret-key rates computed on the CQ states at o and a on
pre in Eqs. (E42) and (E44), respectively, for BPSK (¢ = 0.5,a =
1.05) in (a) and in (b) for QPSK protocol (¢ = 0.85, a = 1.05), in
term of the transmittance 7.

the Rényi estimator w.r.t. the AEP one becomes more and
more manifest.

Complementary results are shown in Fig. 7(a), where the
two different key rates in Eqgs. (59) and (60) are plotted against
the block size n for a fixed value of distance d = 10km; all
the other parameters of the protocol are set like in the former
analysis. Here a direct comparison with the pure-loss scenario
can be done by looking at Fig. 3(a). Looking at the region of
large block sizes first, we observe that the key rates saturates
around r» ,, ~ 0.14, which is less than a third of the value
obtained for a pure-loss channel; the fact that asymptotically
the values of 75 and 2" do not converge can be ascribed to
the lack of the optimization on the Rényi parameter a, which
should decrease more and more as n — oo. Looking at the
region of small block sizes, we note that the thermal noise
forces the key rates to drop earlier to zero; for res,,l? » it happens
around n ~ 10* which clearly represents a worsening w.r.t. the
loss-only scenario.

>
>
>nm
>u
| 2 |
(]

a 1

>
>
>

up
>

' u AEP]
0.06 = roE
SD
A rs,,‘w

10* 10° 108 10
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FIG. 7. Secret-key rates computed on the CQ states at o and
a on pyp in Egs. (E42) and (E44), respectively, for BPSK (a¢ =
0.5,a =1.05,d = 10km) in 5(a) and in 5(b) for QPSK protocol
(¢ =0.85,a =1.05,d = 10km, ry = 0.1), in term of the block
size n.

B. Estimates for the secret-key rate for QPSK protocol

In this section we present the results regarding QPSK
protocol, comparing them with Ref. [13]. Though we do not
perform the comprehensive finite-size analysis presented by
Kanitschar et al., we adopt their testing ratio parameter ey to
enable a consistent comparison with their results; specifically,
rest Tepresents the fraction of the total transmitted signals n
that are sacrificed for statistical testing, such as the energy and
acceptance tests, rather than being utilized for key generation.
In Egs. (59) and (60) this can be visualized as an overall
multiplicative factor (1 — ry) for all the quantities on the
RHS, but %(1 + 2log¢’). In Fig. 7(b) we show the secret-key
rates vs the distance, taking into consideration only rf/,? > fOr
fixed block sizes; like in BPSK, we choose fixed values for
the protocol parameters « = 0.85 and a = 1.05; the test ratio
parameter is set at 75y = 0.1. One reference curve from [13]
corresponding to n = 10° is also drawn for comparison. The
advantage of the Rényi estimator is great; by the way, our
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work relies on the analysis of a specific known Gaussian
attack. In contrast, Kanitschar ef al. minimize the functional
of interest subject to experimental constraints—namely, the
observed moments of the observables and the bounds im-
posed by the energy test, and it is this distinct optimization
methodology that primarily accounts for the difference in
key rates. This same argument is valid in the analysis of
Fig. 7(b), where both r5”  and r5FF are shown against the
block size, for a fixed distance of d = 10km. Here the ref-
erence curve is not plotted, but with the same values of the
protocol parameters, an asymptotic value of rer, ~ 0.13 is
found in [13] (Fig. 2); in contrast our results show slightly
higher values in the range [0.17,0.185]. As for the small
block size regime, we note that our secret-key rates endure
better, while the ones in [13] drop to zero around n ~ 10°.
Finally in Fig. 6(b), we show the secret-key rates against
the transmittance; the trends are very similar to the BPSK
case.

VII. RELATED WORK

Recently, DM CV QKD has made significant progress
both experimentally and theoretically [41]. High-speed tests
using larger constellations have helped clarify how perfor-
mance changes with distance, measured in terms of secret
bits per channel use. For example, Ref. [42] shows asymptotic
secret-key rates in a 1 Gbaud system with discrete-Gaussian
64/256-QAM of about (~300 Mbit/s, Skm) to ~7 Mbit/s,
50km); Using a smaller constellation (16 symbols, two rings)
at 2.5 Gbaud, Ref. [43] obtains (49 Mbit/s, 25 km) to (2.11
Mbit/s, 80 km). Roumestan et al. demonstrate DM formats
and report tens of Mbit/s at 25 km [44]. QPSK realization
has recently achieved composable, finite-size security against
collective attacks over 20 km with N =~ 2.3 x 10° signals
and a positive key fraction of 11.04 x 10~ bit/symbol us-
ing heterodyne detection and an advanced finite-size proof
stack [16]. These results collectively set realistic targets for
protocol design at metropolitan scales.

Theory side. On the finite-size composable front with re-
alistic detection, Ref. [12] establishes composable security
for DM CV QKD under nonideal heterodyne detection (col-
lective attacks), delivering tight numerical bounds without
Hilbert-space truncations. For phase-shift keying specifically,
Ref. [9] presents an optimized scheme (including postselec-
tion), providing tight asymptotic benchmarks relevant to both
homodyne and heterodyne decoding, while Ref. [45] ana-
lyzes QPSK showing enhanced tolerance to noise. Beyond
collective attacks, finite-size security of QPSK DM CV-QKD
is established in Ref. [14] against coherent attacks and in
Refs. [15,46] against sequential attacks. For asymptotic set-
ting, a tight security analysis for DM is presented in Ref. [10],
and an SDP-based asymptotic framework for DM (including
QPSK) is discussed in [8]. An explicit asymptotic key-rate
formula for arbitrary DM is in Ref. [11].

In Ref. [13], an energy test combined with dimension re-
duction was specifically adapted for DM CV QKD, enabling
finite-size AEP key rates for QPSK that remain positive under
realistic experimental conditions (reported up to about 72 km
for i.i.d. collective attacks; see their Figs. 2 and 3). To make a
fair comparison, in Appendix E we explain how to turn the

passive into a thermal attack, a.k.a. excess noise in a way
similar to Ref. [13], with one key difference: in our case, the
expressions for pyg in Egs. (E42) and (E44) are assumed to
be known. A direct comparison is still not possible because we
do not use the optimal state that maximizes Eve’s information,
nor do we optimize over the parameters a and «. Nevertheless,
the results shown in Figs. 5 and 7 for both BPSK and QPSK
reveal an interesting advantage when the sandwich condi-
tional entropy H} is applied. Since we are not considering
the worst-case scenario, our key rates are naturally higher
than those in Ref. [13]. However, we expect that the observed
difference between AEP and sandwich rates will persist even
under worst-case conditions. This is an initial observation that
warrants further investigation.

VIII. CONCLUSION

In this work we have computed and compared several
quantum conditional entropies that play a fundamental role
in establishing the secrecy of QKD. Our work focuses on
CV QKD protocols exploiting discrete modulation (BPSK
and QPSK) of coherent states, and decoding by homodyne
or heterodyne detection, a.k.a. double homodyne. We as-
sume passive, collective attacks in the pure-loss scenario in
Fig. 3, and the thermal noise channel in Figs. 5, 6, and 7.
Our results do provide meaningful ballpark figures, as Gaus-
sian attacks—which model linear loss and Gaussian noise in
optical fibers—are commonly used to benchmark quantum
communication protocols.

We have considered four notions of quantum conditional
entropies, the Petz-Rényi entropy H}, the sandwiched Rényi
entropy H} and their optimized versions H, and A [25-27],
and three different ways to estimate the finite-size secret-
key rate. In particular, r5, exploits directly the bound on
the smooth min-entropy based on the optimized sandwiched
Rényi entropy [17,33]; r%, follows immediately from the first
one, when one bounds by a continuity argument Rényi en-
tropies with the von Neumann one like in [18]; the third
estimate of the secret-key rate r5FF is obtained from a more
traditional approach based on asymptotic equipartition prop-
erty (AEP) [33].

We computed explicit bounds on the secret-key rates for
both BPSK and QPSK protocols. The approach based on the
optimized sandwiched Rényi entropy gives the best key-rate
estimate, especially for very small block sizes. This quantity
has also been very recently considered by other authors in
the context of discrete-variable QKD [30,31]. To the best
of our knowledge, our work represents the first application
within CV QKD. As a further development, and to make
our analysis more complete and reliable, one needs to depart
from the assumption of lossy or thermal channels with a
known attenuation factor or excess noise. In order to do so,
a dual representation of the quantum conditional entropy is
required. For completeness, and in view of this future devel-
opment, in Appendix D we provide the dual expressions of
the quantum conditional entropies that are the basic building
block to obtain reliable, numerical estimates of the secret-
key rates. These entropic functionals can also be exploited
within device-independent QKD, as shown in recent works
on the connection between Rényi entropies, Bell inequality
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violations, and security proofs [47,48]. Moreover, our scheme
is naturally compatible with current experimental platforms
and could be tested in setups of the kind reported in Sec. VII,
thereby linking the theoretical framework with practical im-
plementations.
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APPENDIX A: ENTROPIC BOUNDS
FOR THE FINITE-SIZE KEY RATES

Here we briefly review the definitions of the Petz-Rényi
and sandwiched Rényi quantum conditional entropies.

For a € (0,1)U (1, +00), let p and o be two quantum
states with p <« o (here p < o means that the support of p
is contained in the support of o). We consider two different
notions of Rényi divergence between states p and o':

(1) The Petz-Rényi divergence [25]:

1
Du(pllo) = — logir(pa'™); (A1)

(2) The sandwiched Rényi divergence [26,27]:

~ 1 1-a l=aya

D,(pllo) = P logtr[(a Do N ) ] (A2)
From these divergences, one defines the corresponding

conditional Rényi entropies [27]. Let A and B be two quantum

systems, and denote by S(A) the set of density operators

describing the states of system A. For a bipartite state p45 with

reduced state pgp = try(pap), We set

H}(A|B) = —Du(pasllls ® pg)
1
=1 logtr(o45 o5 %), (A3)
H}(A|B) = —D,(pasllls ® pp)

l-a

1 a
=12 log tr[( 2 OAB pBZ“ ) ] (A4)

In the above expressions, pg is implicitly understood as
I4 ® pp when it appears inside the trace. A natural general-
ization arises by optimizing over all possible states o € S(B).
This leads to the “1” versions of the entropies:

HI(A|B)= sup —D,(pasllls ® op). (A5)
UBGS(B)

HI(AIB)= sup —Du(pasllls ® o5). (A6)
opeS(B)

It is known that D,(p|lo) = D,(p| o) [49]. Combined with
the trivial relations between 1 and | versions of the same type,
this yields the following monotonicity scheme (the arrows go
from the larger quantity to the smaller one) valid for all states
pas [28]:

HJ(A|B) +—— HJ(A|B)

I

H}(A|B) «—— H!(A|B)

Moreover, both D,(pl|lo’) and D,(p| o) are monotonically
increasing in a, and then all the different conditional Rényi
entropies will be monotonically decreasing in a [27]. Taking
the limit @ — 1 in a suitable way [27] one can recover the rela-
tive entropy D (pllo) = Di(pllo) = D(pllo) = tlp(log p —
log 0)] and thus define the well-known von Neumann condi-
tional entropy:

H(A|B) = —D(papllla ® pp),
= sup —D(papllls ® op). (A8)
opeS(B)

Hence for a — 1 all the different Rényi entropies defined
earlier converge to the same quantity. Furthermore, in the
limit a — oo [27] two different definitions of conditional
min-entropy [33,50] emerge:

A (AIB) = —Doo(pasllls ® pp) (A9)

= sup{r € R|pap < 2714 ® o3}
A

= —log||(In ® p8) " pas (I ® pp)~* ||oo’
(A10)

and its optimization reads

AL AIB) = sup —log oy pasoy | (AlD)

08eS(B)

Here again op is implicitly understood as 4 ® op inside the
norm. Remarkably, the data processing inequality (DPI) has
not been proven to hold for the Petz-Rényi divergence for a >
2 [25,27,51], so it has not been taken into consideration for
a possible definition on the conditional min-entropy. Now we
recall the definition of smooth conditional min-entropy [33].
Let pap € S(AB) and € > 0. We define the e-ball of density
operator around p4p as

B (pap) = {tap € S(AB)|

with F (pap, Tap) the quantum fidelity. The smoothed version
of Eq. (All)is

1 — F(pag, Ta)* < €}, (Al2)

A @AB = sup  —logloy® pas oy’ (A13)

min
PaBEB (paB)
opeS(B)

APPENDIX B: DETAILS ON COMPUTATION
OF CONDITIONAL ENTROPIES FOR PSK PROTOCOL

In this Appendix we obtain explicit expressions for the
quantum conditional entropies of a CQ state of the form (1).
In particular, we focus on the CQ states arising from BPSK
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and QPSK protocols in reverse reconciliation and under the
assumption of passive attacks.

The Petz-Rényi conditional entropy (A3) of the CQ state
reads

[ /N-1 ¢
HY(YIE) = —logtr| | 3 ply) 01 ® ey | o7
y=0

(B1)

1 1 = a 1—a

- logtr| | —= Y WOI®pf, | ok
1—a N¢ s

(B2)
_ 1 1 1 Nilt a 1—a B3
=1 og ﬁy:o f(PE|y PE ) (B3)

In Eq. (B2) we put p, = 1/N and exploit the fact that the ma-
trix which is raised to the power « is block-diagonal, and then
the exponentiation commutes with the tensor product. Indeed,
if we consider M = @;\/:—01 M,, then M* = 1Vv:—01 My, and in
our case we have Y070 py 1) (¥ ® pry = D0y (Pyprry).
Moreover in Eq. (12) we use the property for the trace of a
Kronecker product tr(p ® o) = tr(p)tr(o) and the linearity of
the trace.

We also notice that for both the examples of BPSK and
QPSK discussed here (see Secs. IV A and IV B), and under the
assumption of passive attacks, the conditional states pg|, are
obtained through the action of a symmetry group. Therefore,
we have

peper = Us peyy U, (B4)

where {U,};—o,..~—1 is a finite group of unitary matrices, for
t=0,...,N —1, and @ denotes summation modulo . This
also implies that the average state pg = }VZ]VV:_O] PE|y 18 In-
variant under the action of {U;}. Therefore, we can write for
the Petz-Rényi conditional entropy:

| Nl
H}(VIE) = —— log | 1= Y tr(pfy, p}7) (BS)
L )':0
| [ | N
=124 log | — > (U, oo Uy oy )
L )':0
(B6)
1 [ e
= log| 2 > (g Uy ok Uy)
y=0
(B7)
[N a l—a
=12 log ]Wtr(,oE‘0 pg ‘) (B8)
1 —a
=logN + - log [tr(pglo o 9] (B9)

Here in Eq. (B6) we write the different Eve’s conditional
states pg|y, with y =1,2,3, in terms of pgo using (B4),

then we observe that if U is a unitary operator, (U p U")* =
Up“UT. (This latter property holds not only for unitary trans-
formations, but also for isometries, as we show in Lemma B1
below.) Finally, Eq. (B8) stems from invariance of Eve’s state
pe under the symmetry in Eq. (B4).

Lemma Bl. An isometry V on a density matrix p com-
mutes with its exponentiation, i.e., for any a € R we have

Vvt = wpvhHe (B10)

Proof. Let the spectral decomposition of the density
operator be p = Z,‘)‘j [j)}jl, with A; > 0. The action of
the isometry on the basis vectors |v;) :=V |j). preserve
of orthonormality, indeed since ViV =1, we can observe
(Yiln) = (GIVIVIK) = (jlk) = k. Now the spectral form
of the image can be written using the above vectors:

VpvT = V<Z)~j|j)(j|>VT =Y ANyl (B1D)
J J

and clearly, the eigenvalues remain unchanged. Then V pV'¥
being diagonal in {|3/;}), (VpV ) will be diagonal as well,
with exponentiated eigenvalues. Thus, for any real exponent a
we can write

(VpVTF =24 )yl = V<in|j><j|)vT =VpvT.
J J

(B12)

Hence Vp*V' = (VpV')% Actually, this argument holds
not only for exponentiation, but for any Borel function f,
fWVpV)=Vf(p)V. u

As for the optimized Petz-Rényi conditional entropy (AS),
we apply the characterization in Lemma 1 of Ref. [29] and
obtain

1
H (Y|E) = —log {uury (p7£)]"}
1
N-1 .
= og furfiy [ = 3 bl © of
1—a g Y Ne y=0 Y E
| vt “
=1 — log { tr — PEly (B13)
y=0
| N—1 e
=1"2 log N tr P§|y (B14)
y=0 i
1
N-1 @
=— log N + log { tr Z PE|y
y=0
(B15)

In (B13) we simply compute the partial trace over the classical
register Y'; the linearity of the trace is used in Eq. (B14) to take
out the factor 1/N, while (B15) comes from the properties of
the logarithm.
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About the sandwiched Rényi conditional entropy (A4), we
obtain

HY(Y|E)
= ! lo tr[ >a]
=1 4 g pYE )OE
B N—1 ¢
1 e )y ® pey | e
= 1 — 4 logtr[ IOE ;T ,OEz
_l N-1 1 1-a ‘
= logtr N Z )y | ® pg* pEly PE
L y:0
(B16)
{ _1 N-1 I o
= log tr —ZIy)r(y|®(PE PEly PE" )
l1—a N¢ =0
B17)
. N-1
1 1 1-a lu a
= 1~ a4 logtr ]W}Z_:('OE PE|y IOE )
1 1 N-1 1=a\ @
e S E )] o

Here in Eq. (B16) we factorize operators on the same
quantum system in the tensor product. Then in (B17) we use
again the argument about power of block-diagonal matrices.
Finally in (B18) we compute the partial trace on the classical
register Y using tryp = trytrg.

Finally we consider the optimized sandwiched Rényi con-
ditional entropy (A6). We have

1 1u“

pE|VUE
HTYE =su 10 tr E—
(YE) p gE N

(B19)

A lower bound on this quantity is obtained by restricting
the optimization to invariant states of the form

og =U o U/ (B20)

Then applying the same symmetry argument as above we
obtain

1 . N
— log { ;ggtr[(% prn o )]},
(B21)

HYY|E) > logN + I

where J denotes the set of invariant states. [The infimum
in (B21) appears because we are interested in a > 1.]

APPENDIX C: DERIVATION OF CQ STATE pyg
FOR PASSIVE ATTACKS ON NPSK PROTOCOLS

Here we explicitly obtain the CQ state pyr for NPSK
protocol. Alice holds a virtual computational state |¢,) corre-
sponding to her preparation choice x. In this scheme, a generic
state of the tripartite system ABE of Alice, Bob, and Eve after

the transmission can be represented as

[S) ABE—fZ|¢xA|ﬁaXB|\/ —nayg. (CD)

The trace on Eve’s system, psp = trgpape, where papp =
|©) (O p¢ yields

Z |62

xx_O

(v ® |«/_O‘x <«/ﬁax’|

x exp [—lal* (1 — n)(1 — e @ 7)]. (C2)

As usual in QKD, Eve’s attack is formalized by the action of
the key map G : S(ABE) — S(ABY|E) [see Eq. (D4)]

PAB =

pasve = G(0aBE)
N—1 N—1

=—Z D Iea (b

»,y'=0x,x'=0
(\/ﬁ ax’l vV Ay’

®\/A>y|\/ﬁ°‘x)3
Ry, VI® WL —na), (V1—navl, (C3)

followed by an isometry [see Eq. (D5)],

papyvie =V pager, V'
N—1 N—1

=5 Z D (I¢x) (D

v»—Oxx_O

® (VA V1 ) (V71 aw| VA @ (Iy) (V' Dy

® (1Y) (V' Dyy ® (11 =1 ) (/1 =1 awlE.
(C4)

As discussed in detail in Appendix D, we are interested in how

much knowledge about Y is contained inside Eve’s quantum

system E. Then Eq. (1) is specialized as

| N

LU
y=0

PyE = trapy, (PaByv,E) = | ® gy, (C5)

where
N—1
pry =Y (A WT—na), (VT—nel  (C6)
x=0

is Eve’s conditional state with (Ay) = p (/7 ax| Ayl /M ax),
In particular, and this is what matters for us, the reduced state
pre has the structure of a CQ state, where Y represents the
outcome of Bob’s measurement and is therefore treated as
classical information.

APPENDIX D: DUALITY RELATIONS

In this paper, we computed different bounds of the secret-
key rate for BPSK and QPSK protocols, under the assumption
of a specific and known attack performed by the eavesdrop-
per. This allowed us to know analytically the explicit form
of the states describing Eve’s quantum system E on which
the various entropic functionals are computed. This particular
case study can indeed be a very interesting starting point,
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providing some benchmarks on the values of the secret-key
rates, especially in the finite-size regime. A more complete
analysis will require considering a generic and unknown at-
tack performed by the eavesdropper. In this case, we cannot
know the form of the final state in Eve’s possession; therefore,
we are not able to compute directly the different entropies like
we did throughout this paper. In this scenario, duality relations
can be employed to estimate quantities that depend on Eve’s
system in terms of other ones that are only functions of Alice
and Bob’s quantum states. Let papc a tripartite pure state; we
can consider three different duality relations involving Rényi
entropies [28]

[H}(AIB) + H} (A|O)],, 2021 =0, (D1)
a+b=
(A (AIB) + A (AI0)] apz1p =0, (D2)
a '+b'=2
[H](A|B) + A} (A1C)ap-0 = 0. (D3)

In our framework, we start considering a tripartite system
ABE, then to mathematically describe Bob’s measurements,
it is possible to extend it to ABY Y| E, where both Y and Y| are
classical registers. First, we introduce a key map G [6] such
that

(D4)

N-1
Op—viB = Z )y, ® /Ty
y=0

Here A, = Ay, refers to a region of the optical phase R,
space integrating over the coherent state |y) that assigns a
discrete value y. Clearly G acts trivially on A and E. The role
of this map is to store Bob’s measurement outcomes into an
orthonormal basis {|y)y}, y =0, ..., N — 1.0nce Bob stored
the value in the classical register Y;, the attack of Eve can be
modeled by the following isometry that copy the information
from the register Y] to the register Y:

N-1
=> Iy @ Winly
y=0

Vi Syy, Viv =1. (D5)

This defines the projector IT = V'V on the subspace with Y =
Y. Note that Y} simply holds a copy of Y in the computational
basis and that if we trace out system Y, the resulting state is
CQ, as we obtained in the specialized case of passive attacks
on NPSK protocols in Appendix C. Hence, the state we are
interested in is the pure state papyy,r = VG(pape)V ' over five
quantum systems.

J

1
H} (Y|ABY) = - logtr

1
= 7 log D tl(y1G(oas) /Ay pany/Ay)' 1.
y

1. Duality between Petz-Rényi entropies (D1)
Consider papyy,r = VG(pape)V', then Eq. (D1) reads

H}(Y|E)+ H}(Y|ABY)) =0, a,be[0,2], a+b=2.

(D6)
Therefore, here we should focus on the quantity
1
H}(Y|ABY,) = - logtr[pfssy, (Ir ® paze)]- (D7)
Note that the state papy, is CQ:
pagy, = Z2(G(pag)), (D8)

where Z is the well-known pinching map [7], which induces
a complete dephasing in the basis of the classical register Y;.
We use the fact that

pasyy, = VG(pap)V', (D9)
together with Lemma B 1 of Appendix B:
VG(oap)V")’ = V(G(pap)V". (D10)

‘We thus obtain

1 .
Hy (Y |ABY:) = ——— log t[(VG(pas)V Y’ (Iy ® pjp )]

1
— log U‘[Vg(pAB)bVT Iy ® IOABYI)]

1
=13 log tr[G(oap)" VT (Iy ® pamy V],
(DI1)

where in the last equality we used the ciclity property of the
trace. Now we use the following identity:

Vi(ly ® oapy, )V Z r (V1 ® [y)y, (¥l

y

x (Iy @ oapr) | D ¥y ® Iy (V]
g

D Il ® (Yloasy Iy).
-

(D12)

Note that this is an implementation of the pinching map. Using
Eq. (D8) with 2% = Z, we finally obtain

1
Hy (Y|ABY:) = —— log tr{G(pan)" Z(G(pan)) ™"} (D13)

We can make this more explicit as

G(pABY’[Z ol e /A, pABJATo‘—b} }
>

1
=1 log tr[Z(G(pa)")Z(G(pan))' "]

(D14)
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The expression may further simplify if G is also an isometry (i.e., no use of postselection). In this case we use the identity

G(o)? = G(o?). (That can be proven again with Lemma B1 in Appendix B.) This yields

1
H, (YIABY:) = — logf[G(p}s) 2(G(pan))' ]

1
=1 logtr[p4s G'(Z2(G(0as))' )]

1

=1_% logtrz (VA £s/ By (VAy pany/ D)),
y

where GT is the dual. Thus, the bound (3) on the min-entropy becomes

7 n n n n (6)
Al (VIE") > HE(EY) -
©
= —nHj}_(Y|ABY,) — ag_ T ae(L2]

2. Duality between optimized sandwiched Rényi entropies (D2)
Consider papyvie = VG (paBE WT: then Eq. (D2) reads

H}(Y|E)+ H/ (Y|ABY)) =0,

witha ' +b7' =2 anda, b > % Therefore, here we should focus on the quantity
71 5 5 \b
» V|ABY)) = sup A logtr[(Iy ® 0,3y, pasyy, Iy ® o,5,)"]
OaBy; + T

1-b

1 i - TV
— logtr[(Iy ® o3, VG(pap)V ' Iy ® 0,5,.) |-

sup

OABY;

We can use the alternate characterization of this entropy:

A (Y|ABY;) = sup

OABY)

b . b
S 10g [ (VG(oan)V )2 Iy ® 045 (VG (oan)V 2,

1-b
log || VG(oar)?Vily ® OaBy, VG(oap):V' I,

=5
a:g/)] —-b
= sup ——log | G(oan)* 205, )G oan)' |,
OABY)
1 b 1 b 1.}
= sup ;— log tr[(Z(04py,)* G(par) Z(04gy,)*) |-

OABY)
Thus, the bound (3) on the min-entropy becomes

e g(e) (©)

-1’

3. Duality between the sandwiched Rényi entropy and the optimized Petz-Rényi entropy (D3)

Consider pagyyv,e = VG (pape)VT, then Eq. (D3) can be exploited in two different ways.
Case 1:

AY(Y|E)+H!(Y|ABY)) =0, a,b>0, ab=1.

Here we should focus on the quantity

H)(Y|ABY;) = sup

1
=5 logtr{[pyapy, (Ir ® o4z ]}-
OABY|

We can try to get rid of the supremum following [28], using the Holder’s inequality

1 1 1 1
tr[AB] < w[AP]rtr[B]e, —+-—=1.
p

022445-16
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(D16)

D17)
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(D21)
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From Eq. (D22) we can write

1
b log tf{ [UY (be'ABY1 ) U,igyb,] }

H](Y|ABY;) = sup

OABY)

and identifying A = trY(,o}éABYl ), B= qjglf’l, p= %, q= 1+b

=

H)(Y|ABY)) < sup

OABY}

1 1
_b log {[tr[try (P5,ass.w,) ] ]b tr[(oapy,)] ™ }

1

1 i b log {[tr[try (IOEIZABYI)] ;]b}

b
=13 log {tr[trY (pgABYl)]b }

(D24)

(D25)

This quantity happens to be trivially also a lower bound for HJ (Y|ABY)), by definition of supremum, if we chose a particular

M 4 k.
realization of o {p:

==

. trv(pPasy)
e
teftry (07apy,)" ]
Thus, we can claim
b 1
H(Y|ABY)) = o {te[try (pPagy)]" -
Now recall that pagyy, = Vg(,oAB)VT. Then we obtain
b
H, (Y|ABY)) = —— log {trlery [(VG(pan)V P17}
b
= 1 log {urluy VG (pan)'V 117}
b
= log {trltry [G(pas)" 117 ).
More explicitly,
1
b
H (V|ABY)) = - log ytr| 3 (31G(oan)"Iy)

3
Thus, the bound (3) on the min-entropy becomes

Al (y"E") > H} (Y"|E") - 8E) g(€)
a—1 a—
Case 2:
H!(Y|E)+H}(Y|ABY)) =0, a,b>0, ab=1.

Here we should focus on the quantity

I:I;f(Y |ABY)) = log | (pYABYl)% (Iy ® pasy, ) (pyasy, )2 “b

1-5
1

= 1og [(VG(eu)V ) Iy ® pam)' ™ (VG(oanV D1 |,

1 . _
= =5 108 |G(pa8)* V' (Iy ® pan)' T VG (pan)* ||,
Recall that papy, = Z(G(pap)), Which implies

1
1—->
1 1-b 1-b
= 7= 1ogu[(2(G(0an) T G(oas) ZG(pas)) 7',

Thus, the bound (3) on the min-entropy becomes

A} (Y|ABY)) = 10g | G(0an)? Z(G(pan) T Glpan)? |,

aie ©

g(€)
min(V"IE™) = HI(V'IE™) — ——

022445-17

= —nH ! (Y|ABY)) — —— ae (1,2].

— _nH'(Y|ABY)) — g—l, ae,2].
a a

(D26)
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(D31)
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APPENDIX E: THERMAL NOISY CHANNEL

For both BPSK (N = 2) and QPSK (N = 4), the usual EB
representation is

N—1
[Phar = ) /Pr W le)ar
x=0

with p, = 1lv uniform modulation), o, = (—1)*« for BPSK,
oy = i*e™/*a for QPSK. So the classical register in the PM
picture becomes a quantum system A entangled with the signal
mode A’. Eve’s input state on mode E; is thermal with mean
photon number pu:

1 >
pE, = —/dzﬁ e IPEI 1By (Bl
T
1 o0

w n
1+M;<1+M> In) (n]. (E)

A convenient purification is the usual two-mode squeezed
vacuum:

o0
M’l
\IJ — Cn n n - cn = T E——— E2
| )E]Eg ; | >E1| )E_ (1+IJ’)H+1 ( )
By construction,
pE, = g, [ W) (Wg, g, |- (E3)

Before the channel, the global pure state is

|cbin>AA’E|E2 = |q>)AA’ ® |‘I’>E,E2

N—1 oo
=D VP alady ® Y culn)g, In, -
x=0

n=0
(E4)

We now let a beam splitter of transmittance 1 act only on
modes A" and E;. Let as, ag, be the annihilation operators
of the input modes, and b, €| for the output modes (Bob and
Eve’s first mode). A standard beam splitter convention is

b= /nas ++/1—nag,, (ES)

1 — naa + /nag,. (E6)

There exists a unitary U,;‘/El such that

,—_
e =

b=UNay(USRY, & = U Fag (USR). (E7)
The full unitary is
U=T1,@UM ®I,. (E8)
Write |oy) 4 = Da (@) |0) 4, where
Da(ay) = exp(ayal, — atay). (E9)
Under the BS unitary,
UNE Dy () (UXP)' = Dp(ya)Dey (—y/1— nay),
(E10)

i.e., the displacement splits between Bob and Eve. The output
state for a symbol x becomes

|E0)pEE, = De(Vnax)Dg;(—y1 = nay) |Eo)peie, » (E11)

where

1E0)sere, = Uy P (1004 ® W) )

is a fixed three-mode Gaussian state. Thus, the global output
state is

(E12)

N—1
| owdaseie, = D /Pr X4 | Ed e, - (E13)
x=0

From Bob’s point of view, the channel A” — B is thermal loss

with transmittance 1 and environment mean photon number
1, so that after the beam splitter,

i = Ep o) (o) (E14)

is a displaced thermal state with mean amplitude: ,/no, and
variance Vp = % + (1 — n)p. This is the standard “entangling
cloner” representation. For BPSK, we compute p(y|x). In the
pure-loss case,

exp[—(q — (—=1)"y/2n]a|)’] (E15)

1
plqlx) = ﬁ

[mean (—1)*y/2n|«|, variance 1/2]. With thermal noise this
transforms into

1 (q—(—l)xx/2n|0t|)2}
= exp | — . El6
p(qlx) Nz p [ Wy (E16)
Bob’s decision rule is
_J0 ifg>0,
y_{l if ¢ <O0. (E17)
Hence the probability of correct detection is
V2|
Py =xlx) = <I>< (E18)
V' VB
1
= vet[ =) e
Ji+ad=mnu
and
p(y #xlx) =1 — p(y = x|x). (E20)

One can check that for © = 0 Eq. (20) is recovered:

POy = xlx) = 11 + erf(y/2nla))].
For QPSK p(y|k), in pure-loss heterodyne distribution:

1
p(ylew) = —exp(=ly — /neul”), (E21)
Rey ~ N (Re(y/no), 1) (E22)
Imy ~ N(Im(ﬁak), %) (E23)
Now with thermal noise,
1 ly — /Moy l?
=——¢ -, E24
p(ylag) < 1 7i5) Xp( 37 (E24)
with i3 = (1 — n)u, and the quadrature variance:
1+ —nu
het = ————— (E25)
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If one defines

pw = ! [1 + erf( Virle| )] (E26)
2 V2T + (T =mud
then
(Pi”))z y =k,
pOlk) =3 @YW |y —kl =2, (E27)
PHPH |y —k|=1or3.

For p = 0 this reduces to the original Py in Eq. (41) and the
matrix (42). So to generalize Eq. (43) you just keep exactly the
same structure but replace Py with Pj([“ ) above. N ow, we need
to determined the Eve’s conditional state pg, g, in the Fock
space. Fix an input symbol x. The three-mode output state on
(B,E{,Ey)is

1Esere, = U P (lew)a ® W), 5,)- (E28)
Eve’s conditional state before Bob’s measurement is
PEEx = 8[| Ex) (Exlprp, |- (E29)

This is the target state to represent in the Fock basis. The
coherent state and the TMSV in the Fock basis are

ok
2 o
o) = eIy == k) (E30)
M}’l
ZCn B
So the three-mode input is
mmeWWZZ—wMM%m.@m
k=0 n= o
The beam splitter action on (A’, E}) gives
k+n
UY1Ky g, =Y U j)glk+n—j)g . (E33)
j=0

A closed form for Uk(;i,,) is [52,53]

0 kin! min(j,k)
P _ In!
ko jlk+n— ) 2

" r=max(0,j—n)

(_l)n—j+r (-])
r

k+n_j nj+2r k+j 2r
X ( k >77 d=n = (E34)
—r
Then the output three-mode pure state is
oo k+n
|Ex)BEE, = € “lesl'/2 Z Z Cn k(Jn)
k,n=0 j=0 \/_
X | fplk+n—j)g InEg, (E35)
Define the amplitude
2
I//('xr)s = e_‘ax‘ /2 Cn rk+n7 'Ss,ns (E36)
k+n r+s

which is the coefficient of | j)p |r) g/ |5)

=S U s g 1),

Jirs

- So the full state is
(E37)

|Ex) BE; E,

Tracing out Bob, Eve’s conditional state in the Fock basis is

PE|Eylx = Z lef,(xr);(‘/f,(xr)s)* Ir, ) (r', 5"l gy, -
rers |
(E38)
So the matrix elements are
Jmax
[pEn’EZ‘X](r,s),(r/,s/) = Z 1//j(xr)s(‘p/ur)s)* (E39)

J=0

In the pure-loss case, the BPSK CQ state in reverse reconcili-
ation is

1
PYE = 5 Z ¥} (ly ® pEjy, (E40)
y=0,1
with
PEly = Z P(X[Y) pE|x. (E41)

x=0,1

With excess noise and Eve holding E; E;, we can now update
to

1
PYEE =5 D1 Oly ® prisys (E42)
y=0,1
where
PEEly = Z DP(X1Y) PE,Ey |- (E43)

x=0,1

Finally turning the attention to QPSK case, the exact analog
of (E40) is

3
1
pYElEz = Z Z |y> <y|Y ® pElE2|y (E44)

y=0
with
3

PEEly = ZP(’CD’) PE\E k-
k=0

(E45)

Thus, these CQ states can be used to compute any Petz or
sandwiched Rényi conditional entropy H,(Y |E|E,), just as in
the pure-loss case, now accounting for the enlarged environ-
ment.

APPENDIX F: CALCULATION OF WEIGHT
®» FOR DIMENSION REDUCTION METHOD

In the context of finite-size security for DM CV QKD
protocols, the parameter w (often referred to as the weight)
is essential for the dimension reduction method. Since the
Hilbert spaces in continuous-variable systems are infinite-
dimensional, the security analysis requires truncating the
space to a finite-dimensional subspace H", defined up to a
maximum photon number 7, (the cutoff). The parameter w
represents the probability for the quantum state falling outside
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this cutoff subspace. Mathematically, if TT* is the projector
onto the orthogonal complement of the cutoff space (the space
containing all number states with n > n.), then w is defined as
the expectation value of this projector on the state p:

o0

w=t[pl*]=tr|p Y  [k) k| (F1)
k=n.+1

This value quantifies the probability that the system is found
in a state with a photon number strictly greater than n..

We indicate as wey, the value of the expected weight out-
side the cutoff space, where the state received by Bob is as
a displaced thermal state due to channel noise. We assume
Bob’s state pp is a thermal state with mean photon number
fip, expressed in the Fock basis as

- iz \"
= . F2
P8 1+ﬁ3;<1+ﬁ3> In) (n| (F2)

To calculate weyp,, we compute the trace of this state over the
subspace orthogonal to the cutoff. The projector is defined as

oo

M= )" Jk) (k. (F3)

k=n.+1

The expected value is given by

o]

wop = trlppTl* 1= ) (k| py 1K) (F4)
k=n.+1

Substituting the expression for pp into the trace yields

B [e¢} 1 o0 le n
o= D <k||:l+ﬁ3n2=;(l+ﬁ3) |n><n|] ).

k=n.+1

(F5)

Using the orthonormality of the Fock basis ({(k|n) = &), the
double summation simplifies to a single sum over the diagonal

elements:
oy () e
L+ap 4= \1+ip ’

iig

Wexp =

To simplify the notation, letx = Since i > 0, it follows
that 0 < x < 1. The term outside tﬂe sum can be written as

(1 — x). The expression becomes

Wexp = (1 = x) Z x". (F7)

n=n.+1

This is a geometric series. The sum of a geometric series start-
ing from an index N is given by > oo\ x" = % for |x| < 1.
In our case, the starting index is N = n. + 1. Substituting this
into the formula for weyp,

xn<»+l

Wexp = 1-x) 1

= x"* (F8)

Finally, substituting back x = 74
_ 18

fig = %, we obtain the final expression for the expected
welght outside the cutoff:

i Het1 ne ne+1 nE ne+1
— — 2 =
wexp_(l+ﬁ3) 1+% <2+n§) ’

and using the relation

(F9)
or alternatively in terms of u:
1— ne+1
Wexp = |:—( it ] (F10)
I+ —=nu

and recall that n. + 1 = dim(E). The coefficient that enters

the security proof is
&) (F11)

A(@) = Volog,(|Y ) + (1 + \/a)hz(l Y

Thus, we have
(1) BPSK (Y| =2):

A@) = Vo + (1 + «/@M(%) (F12)
(2) QPSK (Y| = 4):
B Jo
Alw) = 2‘/_+(1+“/_)h2(1+f> (F13)
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