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Quantum key distribution (QKD) leverages the principles of quantum mechanics to exchange a secret key
between two parties. Unlike classical cryptographic systems, the security of QKD is not reliant on computational
assumptions but is instead rooted in the fundamental laws of physics. In a QKD protocol, any attempt by
an eavesdropper to intercept the key is detectable: this provides an unprecedented level of security, making
QKD an attractive solution for secure communication in an era increasingly threatened by the advent of
quantum computers and their potential to break classical cryptographic systems. However, QKD also faces
several practical challenges such as transmission loss and noise in quantum channels, finite key size effects,
and implementation flaws in QKD devices. Addressing these issues is crucial for the large-scale deployment of
QKD and the realization of a global quantum Internet. A whole body of research is dedicated to the hacking of
the quantum state source, for example using Trojan-horse attacks (THAs), where the eavesdropper injects light
into the system and analyzes the back-reflected signal. In this paper, we study the vulnerabilities against THAs
of the iPOGNAC encoder, first introduced in [M. Avesani et al., Opt. Lett. 45, 4706 (2020)], to propose adapted
countermeasures that can mitigate such attacks.
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I. INTRODUCTION

Quantum key distribution (QKD) represents one of the
most mature applications of quantum information science,
offering unconditional security for key exchange based on the
fundamental laws of quantum mechanics [1,2]. Protocols such
as BB84 and its decoy-state variants have been implemented
over increasing distances and integrated into field-deployable
systems [3,4]. However, the practical security of QKD sys-
tems depends critically on the faithful implementation of their
underlying quantum protocols. Any deviation or imperfection
in components can introduce vulnerabilities that are not cov-
ered by theoretical security proofs [5].

One such vulnerability is posed by Trojan-horse attacks
(THAs) [6,7], in which an eavesdropper (Eve) injects bright
light into the QKD apparatus, typically at the sender’s (Al-
ice’s) side, and then analyzes the back-reflected signal to gain
information about secret settings, such as basis choices or in-
tensity levels [6,8,9]. These attacks exploit the physical layers
of the system and, if undetected, can significantly compromise
the security of the generated keys without introducing errors
that are detectable by Alice and Bob (the receiver) [10].

A growing body of research has focused on both theoretical
models of THAs and practical countermeasures, including the
use of optical isolators, monitoring detectors, and new secu-
rity proofs that account for side-channel leakage [6,11,12].
Despite these efforts, fully characterizing and mitigating
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THAs remains an open and crucial challenge in the secure
deployment of QKD networks.

In this paper, we analyze the practical impact of THAs
on the iPOGNAC, a self-compensating, all-fiber polarization
modulation scheme, first proposed by Avesani et al. [13]. This
analysis is of relevance since many different QKD systems
have adopted the iPOGNAC, both for discrete-variable QKD,
for polarization modulation [14] and time-bin modulation
[15], and for continuous-variable QKD [16], showcasing the
reliability, robustness, and effectiveness of the polarization
encoder. Other works previously analyzed the impact of THAs
on this type of encoder, like Ref. [17], but without addressing
the possibility of Eve directly exploiting the Sagnac loop to
gain information on the encoded symbol, a scenario in which
she can get most of her optical power back.

In this work, we analyze the eavesdropper’s capability
of correctly guessing the generated state varying the energy
on the output. We then evaluate the mutual information in
different real-life implementations of the attack: continuous
and pulsed laser, high and low mean photon number. We
investigate the countermeasures that Alice can adopt in her
system to drastically reduce the information leakage at Eve’s
side, give estimates of the limitations of such defenses, and
analyze the performances of the different types of THAs in
those conditions.

II. METHODS

Naïve implementation of Sagnac-loop based modulation
schemes can be problematic since a significant portion of
injected light through a THA can return to the eavesdropper
containing an information leakage that can undermine the
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security of the implemented quantum communication proto-
col. In fact, the light injected by the eavesdropper traverses the
same modulation loop Alice uses to encode her information,
meaning that it potentially experiences the same modulation
and carries the same information as the QKD signal, allow-
ing the eavesdropper to gain knowledge on the forthcoming
symbol.

To analyze the performances of the THA on the iPOGNAC,
we divided our work into three stages: an attack in the
strong-light regime, which comprises a continuous-wave laser
attack (CWLA) and a pulsed laser attack (PLA) (both of
them make use of photo-diodes as light detectors), a pulsed
laser attack in the weak-light regime exploiting Geiger-mode
detectors such as superconducting-nanowire single-photon
detectors (SNSPDs), and an evaluation and analysis on the
countermeasures that Alice can take to counteract these at-
tacks. The reasons we chose to study these cases is because
high-power attacks are simpler and cheaper to implement,
whereas single-photon-level attacks allow for a wider range of
countermeasure levels. In the meantime, pulsed attacks permit
one to concentrate more photons in a single time span, while
CW attacks require less stringent synchronization (more on
the motivations for each attack in Sec. VI). The stages are
reported in the following sections, after a brief description of
the setup.

Description of the system

The iPOGNAC polarization encoder is a device de-
signed for stable, low-error, and calibration-free polarization
modulation, particularly suited for QKD and quantum com-
munications (see Ref. [13] for a complete description of the
device). Its core innovation lies in its use of a Sagnac interfer-
ometer loop, which inherently compensates for environmental
disturbances such as temperature fluctuations and phase drifts,
ensuring long-term operational stability.

Its working principle begins with linearly polarized optical
pulses injected into the iPOGNAC. A half-wave plate rotates
the polarization to a diagonal state, after which a beam splitter
separates the input and output streams. The transmitted light is
coupled into a polarization-maintaining fiber (PMF). The light
then enters a fiber-based polarization beam splitter (PBS),
which initiates the Sagnac loop. Here, the two orthogonal
polarization components (horizontal and vertical) travel in
opposite directions—clockwise (CW) and counterclockwise
(CCW)—along the slow axis of the PMF. Each component
passes through a phase modulator at different times, allowing
independent phase control and generation of states of the form
|�φ〉 = 1√

2
(|H〉 + ei�φ |V 〉) where �φ = φCW − φCCW, and

φCW and φCCW are the phases applied by the phase modula-
tor to the pulses that travel the Sagnac loop clockwise and
counterclockwise respectively. By applying π or π/2 phase
shifts to the CW and CCW pulses, the iPOGNAC can gen-
erate all the polarization states required for the BB84 QKD
protocol, including diagonal |D〉 = 1√

2
(|H〉 + |V 〉), antidiago-

nal |A〉 = 1√
2
(|H〉 − |V 〉), circular left |L〉 = 1√

2
(|H〉 + i |V 〉),

and circular right |R〉 = 1√
2
(|H〉 − i |V 〉) polarizations. Exper-

imental results have demonstrated the iPOGNAC’s ability to
maintain a low quantum bit error rate over extended periods,

FIG. 1. Scheme of the setup for the THA on the iPOGNAC. SM
fibers are shown in yellow, PM fibers are shown in blue, and electrical
connections are shown in black. The optical power entering inside
Alice’s setup is indicated as μin, while the one coming out (subject
to the attenuations of Alice’s system and therefore smaller than μin)
is indicated as μout .

both in laboratory and field-trial settings. The device’s ver-
satility is further highlighted by its ability to be reconfigured
for tasks such as time-bin encoding [15], continous variable
modulation [16], and intensity modulation [18], supporting
the development of robust and flexible quantum networks
[19,20]. Regarding the attack, at Eve’s side, a 1560-nm laser
shines through a polarization controller (PC) that controls
the polarization in input at Alice’s side. The light that comes
back from Alice’s system is redirected using a circulator to
another PC and a PBS that allows the projective measurement
on a Si photodiode (PD) or on the SNSPDs. The output of
the PD is displayed using an oscilloscope, which is also used
to store the data to analyze. Alice’s setup is composed of a
variable optical attenuator (VOA) to counteract the THA,
and the asymmetric iPOGNAC, namely a beam splitter (BS)
connected to Alice’s source on one side to a Sagnac-loop
composed of a PBS and a phase modulator on the other side.
Alice’s source emits diagonal polarized photons that enter the
BS from the left side. For simplification purposes, the whole
system (Alice + Eve) is controlled through the same system
on a chip (SoC), a field-programmable gate array (FPGA)
that allows one to generate electrical pulses and synchronize
everything to the same clock rate [21]: this holds on the
generalized assumption that Eve has access to the system of
Alice (or can copy the classical signals coming out of it) to
exploit the same synchronization signals she uses, or that she
can use clock-recovery algorithms to extract the information
on the synchronization [22]. The setup of the experiment
is depicted in its entirety in Fig. 1. The modulation signals
employed work by introducing a delay between the |H〉 and
|V 〉 symbols on the FPGA side: in this sense the Sagnac loop
enables one to encode the polarization states on the optical
signal by fine-tuning this delay (see Fig. 4). We point out that
since Alice is using an attenuator as a countermeasure, the
light of the THA coming out from her system will experience
two times the attenuation set on the VOA. In our setup, the
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total attenuation experienced by the light coming out from the
system Atot can be described by the equation

(Atot )dB = 2(AVOA + �A) + 6 + E (1)

where AVOA is the attenuation manually set on the VOA (the
term we mostly refer to in this paper when talking about
countermeasures), �A is an inefficiency term given by the
characterization of the VOA (in our case 4 dB), 6 dB is the
attenuation given by the double crossing of the 50:50 beam
splitter, and E are extra losses from coupling inefficiencies,
defective components, and so on, in our case corresponding
to ≈1 dB.

III. THEORETICAL MODEL

This section is dedicated to the calculation of the guess-
ing probability in the function of the output mean photon
number μout. We will cover three cases: using an optimal pos-
itive operator-valued measure (POVM) for the measurement,
which gives an upper bound on the maximum information that
can be extracted from the system, while using a fixed POVM,
photon-number resolving detectors in the second case, and
Geiger-mode photodetectors in the third case. All of them
are reported in the following sections. Despite the theoretical
model being valid both for weak and strong light regimes, the
main limitations of the latter mostly come from the limited
performances of the devices in use, like the noise floor of
the detectors or the oscilloscopes (see Secs. IV C and VI). In
this work we will concentrate on a three-state BB84 proto-
col, since it is more practical and widely used in real-world
scenarios [23,24]. If the system were to implement a four-
state protocol, the higher dimensionality would lead to more
relaxed security bounds (Eve’s guessing probability would
decrease up to a minimum of 1/4) and therefore it would not
represent a worst-case scenario from Alice’s point of view.

A. Optimal POVM

When implementing a THA, Eve will manage to obtain a
state that depends on the symbol modulated by Alice. With no
lack of generality, we therefore assume that the states that Eve
will receive are

|ψ1〉 = |√μ〉H ⊗ |0〉V if Alice sends |H〉,
|ψ2〉 = |0〉H ⊗ |√μ〉V if Alice sends |V 〉,

|ψ3〉 =
∣∣∣∣
√

μ

2

〉
H

⊗
∣∣∣∣
√

μ

2

〉
V

if Alice sends |D〉. (2)

Optimizing on the POVM Fe employed by Eve, it is possible to
extract an upper bound on the quantity of mutual information
that is accessible and can be extracted from the system, the
so-called accessible information:

Iacc(A : E ) = max
{Fe}

∑
a,e

p(a, e) log2
p(a, e)

p(a)p(e)
(3)

with p(e|a) = Tr[Feρa] and ρa the density matrix of the re-
ceived state |ψa〉. Instead, the average probability of correctly
guessing a symbol pg, in this scenario, is given by

pg =
∑

a

p(a)p(e = a|a). (4)

Assuming the system is symmetric, namely p(a) = 1/3,
p(e = a|a), and p(e �= a|a) do not depend on a, then p(e) =
1/3 and

p∗
g = Tr[F ∗

a ρa] ∀a (5)

where F ∗
a is the optimal POVM. Therefore the accessible

information can be related to the guessing probability by

Iacc(A : E ) = pg log2(3pg) + (1 − pg) log2
3(1 − pg)

2
. (6)

While the maximization in (3) is in general hard to solve
because there is not an explicit closed form for the optimal
POVM, the accessible information can be upper bounded by
the so-called Holevo bound [25], which expresses the amount
of classical information that can be extracted from a quantum
system, obtained as a mixture ρ = ∑

a paρa:

Iacc(A : E ) � χ (ρ) = S(ρ) −
∑

a

paS(ρa) = S(ρ). (7)

The last equality follows from the fact that the state ρ is given
by ρ = 1

3

∑3
a=1 |ψa〉〈ψa| and the von Neumann entropy of a

pure state is vanishing (i.e., S(|ψa〉〈ψa|) = 0). Then, it follows
that Eq. (3) is upper bounded by S(ρ).

Solving this equation can yield an upper bound for the pg.
As a first step we therefore have to calculate S(ρ), that is equal
to the Shannon entropy of the eigenvalues λi of the matrix
given by ρi j = 1

3 〈ψi|ψ j〉 (see the Appendix):

S(ρ) = H (μ) := −
3∑

i=1

λi(μ) log2[λi(μ)]. (8)

By using Eq. (7), an upper bound on the guessing probability
pg can be extracted in the function of μ by the implicit relation

Iacc(A : E ) � H (μ) (9)

which gives the results reported in Fig. 2 as a red line.
The results just found depict a loose upper bound on the

actual, tighter, quantum limit for the distinguishability of a
set of states, which is given by the Helstrom bound [25,26]
(originally defined for bipartite systems), which quantifies
the maximum probability p∗

g of identifying the correct state.
To compute this limit for the states identified by the density
matrices {ρi}, it is possible to express the primal-form opti-
mization problem:

p∗
g = 1

3
max

Fa

∑
a

Tr[F ∗
a ρa],

Fa 
 0 ∀ a and
∑

a

Fa = I. (10)

This semidefinite program (SDP) is strictly feasible [27] (for
instance, the trivial measurement Fa = I/3 satisfies the con-
straints) which means that the Slater condition for convex
optimization is satisfied [28], granting that strong duality
holds and we can write this as a dual-problem SDP [29].
This method allows us to optimize over all generalized quan-
tum measurements to find the optimal strategy by finding a
Hermitian operator K that solves the following minimization
problem (in general computationally simpler to solve):

pg = min
K

{Tr(K )|K 
 piρi, ∀i} (11)

where pi = 1
3 in our case.
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out

FIG. 2. Theoretical prediction accuracy with respect to the mean photon number μout, varying different POVMs, extinction ratios of the
projective measurements, efficiencies, and experimental data for comparison.

The solution to this program allows one to relax the bound
on μ with which an eavesdropper can get useful information
on the system, and is reported in Fig. 2 as a red line with dots.

B. Fixed POVM

For this attack, we wanted to minimize the amount of
detectors while still being able to distinguish the symbols,
which corresponds to a minimum of two channels, as seen
from the truth table of the detections reported in Table I.

Based on the table, we can already predict that the mini-
mum number of photons per symbol required to distinguish
all the three symbols is 2 (therefore the two channels, to be
able to distinguish |D〉). Knowing the probability of a channel
to not click is described by a Poissonian distribution [Pμ(0) =
μ0

0! e−μ = e−μ], we can describe the guessing probabilities for
each symbol in the following way:

P(|H〉out ‖ |H〉in ) = P(CH1 ∩ CH2)

i.i.d.= P(CH1)P(CH2)

= (1 − e−μH η )e−μH η Rext (12)

and similarly for |V 〉 and |D〉
P(|V 〉out ‖ |V 〉in ) = e−μV ηRext (1 − e−μV η ),

P(|D〉out ‖ |D〉in ) = (1 − e−μDη )2 (13)

TABLE I. Truth table of the detections (clicks) of the symbols in
a Geiger-mode detector using two channels.

Detector

Input CH1 CH2

|H〉 Click No-click
|V 〉 No-click Click
|D〉 Click Click

where η is the efficiency of the detectors and μH , μV , and
μD are, respectively, the mean photon numbers when sending
|H〉 and projecting the measurement on CH1, sending |V 〉 and
projecting on CH2, and sending |D〉—the projecting detec-
tor should be irrelevant. Assuming the detectors are equally
balanced, i.e., μ = μH = μV = 2μD, and the efficiency is
maximum, i.e., η = 1, the equations can be written as

P(|H〉out ‖ |H〉in ) = P(|V 〉out ‖ |V 〉in )

= (1 − e−μ)e−μRext ,

P(|D〉out ‖ |D〉in ) = (1 − e−μ/2)2. (14)

Summing the three cases, we obtain the total detection
probability we can expect from a certain extinction ratio
(i.e., prediction accuracy). The dependency of the prediction
accuracy from mean photon number μ and extinction ratio
Rext (defined in linear scale as the ratio of |α|2 and |β|2 in
|ψ〉 = α |H〉 + β |V 〉, and Rext = 10−(Rext )dB/10) can be graphi-
cally visualized in Figs. 2 and 3.

Let us suppose Eve is in possession of a perfect
photon-number-resolving detector with optimal detection ef-

FIG. 3. Theoretical detection probabilities for each state and the
total with respect to the mean photon number μout in the use case of
only two detectors (Rext = 8.86 dB).
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TABLE II. Detection probabilities for each (Eve|Alice) case us-
ing G-M and P-N-R photodetectors. We considered a more realistic
scenario for G-M detectors, introducing also a suboptimal extinction
ratio (Rext , in linear scale) coming from the projecting device at Eve’s
side. We identified as “vac” the vacuum state, where no detector
clicks.

Probability G-M P-N-R

Pr(H |H ) c(μout )c̄(μoutRext ) c(μout )
Pr(V |H ) c(μoutRext )c̄(μout ) 0
Pr(D|H ) c(μout )c(μoutRext ) 0
Pr(vac|H ) c̄(μout )c̄(μoutRext ) c̄(μout )
Pr(H |V ) = Pr(V |H ) 0
Pr(V |V ) = Pr(H |H ) c(μout )
Pr(D|V ) = Pr(D|H ) 0
Pr(vac|V ) = Pr(vac|H ) c̄(μout )
Pr(H |D) c(μout/2)c̄(μout/2) c(μout/2)c̄(μout/2)
Pr(V |D) = Pr(H |D) = Pr(H |D)
Pr(D|D) c(μout/2)c(μout/2) c(μout/2)c(μout/2)
Pr(vac|D) c̄(μout/2)c̄(μout/2) c̄(μout/2)c̄(μout/2)

ficiency. We can model Eve’s approach by describing the
back-reflected photons as coherent states of the form

|�E 〉 = 1√
2

( ∣∣μH
out

〉 + eiϕ
∣∣μV

out

〉 )
(15)

where μout is the mean photon number coming back from
Alice’s system and ϕ holds the information on the encoding
state given by the phase modulator. At μout = 0 Eve is forced
to randomly guess the symbol, therefore her PE

guess(0) = 1/3.
Already from μout = 1, it can be seen that for Eve it is more
convenient to use two channels for detection, because her
PE

guess(1) = 2/3, given that if she detects a photon on |H〉
or |V 〉 her best strategy is to keep the received state, as she
will guess correctly two times out of three. Even though
she knows that the state she received could also be a |D〉
state, a random guess between these two symbols will yield a
PE

guess = 1
2 < 2

3 . Intuitively, increasing the number of detectors
will just cause an increase in the uncertainty. For μout � 2, we
fall into the case described in Table I, therefore her PE

guess(�
2) will depend on the detection probabilities for each chan-
nel, namely, 1

3 [Pr(H |H ) + Pr(V |V ) + Pr(D|D)]. In Table II
we listed the detection probabilities Pr(Eve|Alice) both for
photon-number-resolving and imperfect Geiger-mode pho-
todetectors, noting as c(ν) = (1 − e−ν ) and c̄(ν) = e−ν the
functions, respectively, indicating the probability for a de-
tector to click and not click. Given the aforementioned
probabilities that Eve correctly guesses a symbol at a certain
μout, we can derive the calculation of the total PE

guess(μout ) as
follows:

PE
guess(μout )

= 1
3 Pr(〈0|μout〉) + 2

3 Pr(〈1|μout〉)

+ PE
guess(�2)[1 − Pr(〈0|μout〉) − Pr(〈1|μout〉)]

= 1
3 e−μout (μout+1)

[
μ2

out + eμ2
out (−2eμout/2 + 3eμout − 1)

+ 2eμout/2
(
μ2

out + 1
) − eμout

(
μ2

out + 2
) + 1

]
. (16)

The resulting guessing probability PE
guess is displayed

for the ideal photon-number-resolving detector with opti-
mal extinction ratio as a green dot-dashed line, and for the
Geiger-mode detector with different detection efficiencies and
extinction ratios, in Fig. 2.

IV. STRONG LIGHT REGIME

The attack in the strong light regime has been performed
employing commercially available photodiodes. These not
only have bandwidths that allow for a full resolution of the
spectral response, but can also estimate proportionally the
quantity of incoming light, admitting a wide range of attacks,
in contrast to the weak light regime where Geiger-mode-type
photodetectors must be employed, limiting the possibilities.
We acknowledge the fact that the methods hereby presented
are suboptimal, and do not use all the information available
from the total shape of the outputs. Machine-learning clas-
sifiers can be adopted to improve the results. For the scope
of this paper, more centered on the countermeasures to these
types of attacks, we will leave the introduction of machine-
learning methods as a task for future works.

A. CW laser attack

For the hacking in the continuous regime, we made sure
to fine-tune the first PC to enter Alice’s setup with the
|D〉 = 1√

2
( |H〉 + |V 〉 ) state. The second, analogously, serves

to project the |D〉 state on the |H〉 and |V 〉 state by means of
the PBS and measure them with the photodiode. The resulting
waveform should be equally split above and below the aver-
age, as it is visible on the screen of the oscilloscope reported
in Fig. 5.

By taking that same plot and performing a “modulo-
period” operation (in this case the period being 20 ns, since
the repetition rate is 50 MHz), we obtain a superposition of
the |H〉 and |V 〉 symbols in the exact location in time where
the symbols are (in the time span of one period) in the original
waveform. We perform a two-dimensional histogram of these
data, as for higher attenuations the shapes of the waveform get
lost in the noise, obtaining a waveform characterized by the
previously mentioned down-up behavior, like the one depicted
in Fig. 4. From there we can easily estimate the location of the
first symbol in the sequence, which automatically gives us all
the following symbol locations by simply increasingly adding
the period (20 ns).

After estimating all symbol locations, each symbol is clas-
sified as |H〉, |V 〉, or |D〉 using thresholds, as shown in Fig. 5.
The thresholds are chosen modeling the arrival of the heights
of the symbols as Gaussian distributions with certain mean ν

and variance σ 2 and using the Bayes decision rule for mini-
mum error, which guarantees the lowest possible probability
of error under known distributions and priors [30] and yields
that the optimal threshold t∗ minimizing the total error is

t∗ = arg min
t

E (t )

where E (t ) is the error function. In this sense, the best thresh-
old happens to be found in the intersection point between
the two normal distributions, because that is where the like-
lihood of observing the value x is the same for both the pair
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FIG. 4. Two-dimensional histogram of the waveform resulting
from the oscilloscope, the result of the optical modulation in the
continuous wavefront by the iPOGNAC during the THA, and |H〉,
|V 〉, and |D〉 symbols separately. All the waveforms presented are
calculated by performing a modulo-period operation. In the top plot,
the red vertical line shows the detected position of the first symbol in
the original waveform.

distribution functions. In our scenario, the distributions of
the |H〉, |V 〉, and |D〉 symbols have very similar variances
σ 2

1 
 σ 2
2 = σ 2. Therefore, the optimal threshold t∗ can be

obtained as the middle point of their averages νi:

1

σ
√

2π
exp

(
− (t∗ − ν1)2

2σ 2

)
= 1

σ
√

2π
exp

(
− (t∗ − ν2)2

2σ 2

)
.

Therefore t∗ = ν1+ν2
2 .

B. Pulsed laser attack

For hacking in the pulsed regime, following a method
similar to that used in the previous section, a modulo-period
operation is applied to the waveform, resulting in a superpo-
sition of the |H〉, |V 〉, and |D〉 symbols, as illustrated in Fig. 6
(inside the pulse the three heights are visible, |V 〉 at 0%, |D〉 at
50%, and |H〉 at 100%). Once the position of the first symbol
is estimated by locating the maximum, all symbol positions
are determined by iteratively adding the period.

As shown in Fig. 7, each symbol can be classified as |H〉,
|V 〉, or |D〉 using thresholds, after all the symbol locations
have been determined. Thresholds are chosen using Gaussian

FIG. 5. Waveform with calculated symbol positions and classi-
fied symbols for the CWLA. Red dots show the estimated symbol
locations, while thresholds are used to classify the symbol as |H〉,
|V 〉, or |D〉 (if the symbol location is above the threshold up, the
symbol is classified as |V 〉; if it is between the thresholds up and
down, it is classified as |D〉; and if it is below the threshold down, it
is classified as |H〉).

distributions of the symbols and the Bayes decision rule for
minimum error, mentioned in the previous section.

C. Results for the strong light regime

The result of optimal prediction accuracy for continuous
and pulsed laser attacks is shown in Fig. 8.

For the CW laser, we observed that the sequence can be
fully reconstructed when the μout is larger than ≈107, which
corresponds to up to 8 dB of attenuation. The noise-floor

FIG. 6. Mean of |H〉, |V 〉, and |D〉 symbols in the time-modulo
period, the result of the optical modulation in the pulsed regime by
the iPOGNAC during the THA. Data points are reported in purple.
The red vertical line shows the detected position of the first symbol
in the original waveform. Statistical distributions of these symbols
are displayed on the right.
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FIG. 7. Waveform with calculated symbol positions and classi-
fied symbols for the pulsed laser attack. Red dots show estimated
symbol locations; thresholds are used to classify the symbol as |H〉,
|V 〉, or |D〉 (if the symbol is above the threshold H, the symbol is
classified as |H〉; between the thresholds H and D, it is classified as
|D〉; otherwise it is classified as |V 〉).

limits are calculated by taking into account the sensitivities
and noise floors of the equipment in use, e.g., photodiode and
oscilloscope. From the setup scheme shown in Fig. 1, the laser
from Eve’s side passes through the VOA twice. Consequently,
the effective attenuation on Eve’s laser is doubled. Notably,
for this test we used an erbium-doped fiber amplifier (EDFA)
to increase the optical signal power in the case of the pulsed
laser attack, which led to a noticeably higher average power
of 60 mW. When compared to the CW case, this amplification
allows for a gain of roughly ≈16.5 dB in the pulsed scenario,
which increases Eve’s capacity to compromise the transmis-
sion.

The mean photon number variation based on the attenua-
tion set on the VOA is shown in Fig. 9. The theoretical output
is calculated on the basis of the losses that occur in our setup.
The total noise floor is calculated by the root sum square of
the oscilloscope and photodiode standard deviations, namely,

out

FIG. 8. Results on optimal prediction accuracy based on the
mean photon number μout for the continuous and pulsed laser attack.

o
u
t �

FIG. 9. Mean photon number μout at different attenuations set on
the VOA. Noise floors thresholds are indicated with horizontal lines.
The plateau after 15 dB is due to the noise floor of the power meter
we used to characterize the output power (50 nW).

σosc and σPD as follows:

σtotal =
√

σ 2
osc + σ 2

PD 
 5 μW. (17)

As seen in Fig. 9, around 8 dB, the output power of the
CW laser is below the total noise floor, implying that the
sequence cannot be predicted after this bound, consistent with
the theoretical bound for the continuous laser shown in Fig. 8.

V. WEAK LIGHT REGIME

In Geiger-mode photodetectors like SNSPDs, the duration
of time required for the current to fully return to the nanowire
or for the voltage to drop to the baseline noise level is known
as the detector’s dead (reset) time [31]. The detectors we used
have a dead time Tdead of ≈20 ns, therefore the maximum
achievable repetition rate fmax for the pulsed signal can be

fmax ≈ 1

Tdead
≈ 50 MHz. (18)

Given that during the period of dead time the detectors are
unable to detect the incoming photons, there is a strong upper
bound on the maximum achievable repetition rate, that is not
only given by Eq. (18), but also by the saturation of the SPDs.
In fact, a repetition rate of 50 MHz would yield meaningful
results (i.e., at least two photons per pulse) only in a situation
of maximum saturation of the single channels of the SNSPDs.
Since this could lead to irreparable damages to the equipment,
we opted to lower the repetition rate to 1 MHz to account for
the dead time of the SNSPDs and lower the expected counts.

An alternative to counteract this problem is to exploit mul-
tiple channels of the SNSPDs and a 1 × N beam splitter per
PBS output. This could lead to an increase in the count rate,
at the cost of increasing the number of channels used and at a
required temporal alignment at the beginning, hypothetically
doubling the maximum frequency with N . Since our analysis
wants to tackle the issue with the least components possible,
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out

FIG. 10. Prediction accuracy in relation to the mean photon num-
ber μout , after normalizing the average power to 10 W for thermal
damages (t) and 1 MW for ablation damages (a), for which the
respective countermeasure attenuation is reported at the top.

we will not delve into this possibility, leaving it for future
analyses.

Results for the weak light regime

Regarding the THA using SNSPDs as detectors, we mea-
sured the extinction ratio (Rext )dB of the PBS at our disposal
(measuring ≈21 dB), and predicted the sequence for different
levels of attenuation. In Fig. 2, not only the experimental
results are visible, but also how different Rexts highly influ-
ence the trend of the theoretical prediction accuracy curve in
variation of μ. Our results show that a maximum of ≈95%
prediction accuracy was achieved in near-perfect conditions
of μ.

All these tests were performed in normal conditions of
average power to give an estimate of the prediction accuracies.
Potentially, real-world attackers can increase the power of
their laser up to the maximum possible ratings of the com-
ponents at their disposal (e.g., the maximum power a fiber can
handle, which normally is around 10 W for the continuous
regime and 1 MW for the pulsed regime [32,33]). For this
purpose, we normalized the average powers of the results to a
higher value to show the attenuation levels that are required by
Alice to cope with such intensities. The results are collected
and shown in Fig. 10, which shows that an attenuation of
≈60 dB involved in a THA will not lend meaningful results to
Eve, even when the eavesdropper is employing single-photon
detectors in their setup.

VI. COMPARISON OF THE ATTACKS

We studied a comparison of the attacks proposed in this
paper, and collected them based on their complexities in Ta-
ble III.

The continuous-wave attack does not require the alignment
of the pulses with Alice’s setup, differently from the pulsed-
laser one. Once Alice and Eve are synchronized, achieved
either having an electrical connection to Alice’s SoC or
exploiting clock-recovery algorithms like in Ref. [22], the
continuous stream of photons provides all the information on
the symbols being transmitted. Yet, this attack is the least

TABLE III. Use cases of the attacks proposed in this paper.

Complexity

Regime Low Medium High

Strong PD-CWLA PD-PLA
Weak G-M

resistant to countermeasures, given that a considerable amount
of optical power is wasted in useless information between two
subsequent symbols. On the other hand, the pulsed-regime
attack requires precise alignment of Eve’s pulses with Alice’s
modulation at the beginning of the transmission. Once that
is achieved, though, the stream is straightforward and the
use of photodiodes (that can have bandwidths in the order of
2–20 GHz) guarantees every symbol of the sequence can be
identified. It is important to acknowledge that all the results
of the strong light regime are dependent on the total noise
floor shown in Eq. (17) and Fig. 9, the sum of the ones of the
photodiode and the oscilloscope. Improving the performances
of these two components, it is possible to counteract more at-
tenuation and reconstruct the sequence with better accuracies
in the strong light regime. As shown in Fig. 10, we might con-
clude that the pulsed-laser attack yields meaningful results for
just some dB of attenuation more than the continuous-wave
attack. In reality, achieving higher peak powers is much easier
than achieving higher average powers, for example using an
EDFA, or by reducing the duty cycle of the pulses. Another
advantage is that using a pulsed laser one can work closer to
the thermal upper limit imposed by silica SM fibers, which is
1 MW for pulsed lasers [32,33]. In comparison to the photo-
diode used in the strong light scenario, attacks using SNSPDs
are notably more complex, as reported in Table III. The main
reason for this complexity is the interaction of many param-
eters that control the reliability and efficiency of SNSPDs.
Moreover, key performance indicators such as the extinction
ratio after the states are measured (the dependency of which
is shown in Fig. 2), dark count rate, jitter time, and reset time
must be carefully optimized in tandem to ensure accurate and
efficient single-photon detection [34]. Better results on the
prediction accuracy, using the same POVM, can be obtained
by exploiting photon-number-resolving single-photon detec-
tors, as we discussed in Sec. III.

VII. COUNTERMEASURES

Up to now we only considered passive countermeasures
that involved attenuation at the entrance of Alice’s setup using
a VOA. This is because we investigated different types of
THA counterattacks and categorized the most common de-
fenses in (1) passive (a) filtering (using a wavelength division
multiplexer filter in Alice’s transmission band), (b) isolation
(using an isolator or a circulator at Alice’s output), and (c)
attenuation (using optical attenuators at Alice’s output) and
(2) active watchdog (WD) detectors (exploiting a circulator
connected to a detector at Alice’s output).

Passive countermeasures can be all traced back to the at-
tenuation type, since all of them can be overcome sending
enough optical power [8,35]. By measuring input and output
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power on different off-the-shelf components, we calculated
for passive filtering and isolation to correspond to an ap-
proximate ≈60 dB of optical attenuation. The results that
we reported confirm that even using SNSPDs as a means of
attack is not enough to get useful results on a real-world-
scenario QKD setup, since the transmission rates are generally
higher (transmission frequencies higher than 50–100 MHz are
sufficient with state-of-the-art equipment) and an isolator is
often sufficient to block the incoming light in Alice’s system.
Furthermore, reducing back-reflections is a proactive measure
that enhances overall security. This can be achieved by using
angle-polished connectors instead of flat connectors, elimi-
nating open ports, and fusing connections where possible.
These methods can limit attack opportunities regardless of the
spectral characteristics of individual components [9].

An active countermeasure system can also be used, exploit-
ing what are usually known as watchdog detectors. These are
devices that measure the light impinging in Alice’s setup by
means of a circulator situated at the output of the system.
These are particularly helpful because an attacker can be
immediately spotted by measuring its optical power (that is
generally high). There are three cases a WD and an eaves-
dropper detector (ED) can face.

(1) The noise floor of the WD is lower than the one of the
ED: in this case the attacker is caught and the communication
terminates.

(2) The noise floor of the WD is higher than the one of the
ED: in this case Alice could not perceive the presence of the
attacker and can be hacked.

(3) The noise floors of the WD and of the ED are compara-
ble: in this case the attacker is surely spotted, since it needs to
shoot much higher power to cope with Alice’s setup’s internal
attenuations.

Therefore, an eavesdropper should aim at using detectors
with very low noise level (such as single-photon detectors)
to counteract the use of watchdog detectors. Despite that, the
effectiveness of both monitoring detectors (as well as the other
passive countermeasures) can be limited by their spectral
responsiveness, potentially allowing attacks at wavelengths
where their sensitivity is negligible [9]. In this sense, hav-
ing Eve sending short pulses could limit the visibility of the
watchdog detector, not triggering the power measure. While
a watchdog detector can be an effective defense, it is also
susceptible to attacks. We suggest to place the detector behind
the attenuation and filtration stage so it is more protected
from blinding attacks. A “dual-threshold” monitoring strategy
can also be implemented, where Alice monitors both the ac
component (to detect pulses) and the dc baseline (to detect
blinding or saturation attempts), ensuring that the counter-
measure’s attenuation remains an effective barrier even under
high-power illumination. Thermal power meters, which have
extremely high tolerances in the orders of 10 kW of power, can
also be used as watchdog detector, even in the dual-threshold
scheme.

In conclusion, a near-optimal countermeasure to a THA
can be achieved by mixing all of the proposed solutions above.

We now try to estimate a lower bound on the attenuation
required to counteract these attacks based on the assumption
that the laser-induced damage threshold of the system is set at
10 W for thermal damages and 1 MW for ablation damages.

in

in

FIG. 11. Attenuation required to counteract the THA presented
in this work in different scenarios of input peak power Pin and pulse
width �T , both for thermal (top) and ablation (bottom) damage
limits.

As shown in Fig. 2, a mean photon number of μout ≈ 5–8
photons per symbol is sufficient for Eve to obtain a successful
attack with a prediction accuracy higher than 80% in good
conditions of the extinction ratio. In order to have full security
on the iPOGNAC, a stricter bound can be placed at μout < 0.1
photons per symbol to get Eve’s prediction accuracy closer to
the random guessing limit of 33%. Therefore, we can give an
estimate on the countermeasures that can be taken in these
conditions. Assuming a total loss inside the iPOGNAC (ex-
cluded the VOA) in the best case (not accounting for coupling
losses or imperfections in the components) of �P 
 6 dB, we
can derive the amount of attenuation at the output that can
counteract the attack:

AdB = 1

2

[
10 log10

(
μin

μout

)
− �P

]
(19)

where the 1/2 is because of the optical pulse crossing two
times the attenuation imposed by the VOA, and μin is solely
dependent on parameters of the attacker:

μin = λPin�T

hc
(20)

where h is Planck’s constant (6.6261 × 10−34 J s), c is the
speed of light in vacuum (2.9979 × 108 m/s), while Pin, λ,
and �T are respectively the optical peak power in watts, the
wavelength, and the width of the pulse of Eve’s laser in sec-
onds. In Fig. 11 the required levels of attenuation required to
counteract different levels of Pin are shown. With ≈65–70 dB
of attenuation, i.e., ≈130–140 dB of isolation, at the output,
we can consider the iPOGNAC to be secure against the types
of THA presented in this paper, which is in line with what
is presented by Lucamarini et al. in Ref. [11] and Luo et al.
in Ref. [17]. We want to underline the fact that the bound on
the mean photon number μout is valid for any encoding setup
subject to Trojan-horse attacks as it poses a fundamental limit
on the mutual information shared between Alice and Eve. In
contrast, the bound on the attenuation is unique from setup to
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setup and therefore nonretroreflective ones might require less
attenuation than what we found in this analysis.

On average, the output power coming out of current QKD
systems employing the iPOGNAC revolves around μ 
 105

photons per symbol, therefore already requiring an attenuation
of around 50 dB to reach a typical mean photon number of
0.6 photons per symbol. As we have shown with our work,
this is already a reasonable amount of countermeasure that
deprives Eve of a lot of information. In order to be completely
secure from this type of attacks, adding an isolator at the
output (which when traveling in the opposite direction adds
an attenuation of at least 30 dB) can be a good habit for
state-of-the-art QKD systems in general.

VIII. CONCLUSION

We analyzed different methodologies to approach Trojan-
horse attacks that can be executed on a QKD setup that
exploits three-state efficient BB84 and a modulation scheme
like the one of the iPOGNAC, a self-compensating all-fiber
polarization encoder first proposed in Ref. [13]. We proposed
two different categories of attack, in strong and and weak
light regimes, where in the former the detection can be done
exploiting photodiodes while in the latter higher-efficiency
single-photon detectors must be used. Even though the at-
tack types are different in the two regimes (utilizing a more
deterministic approach in one and a more probabilistic one
depending on the mean photon number in the other) we esti-
mated that the weak regime can be considered successful with
countermeasures that comprise attenuations ≈30 dB higher
than the ones required in the strong light regime, allowing
one to detect the sequence even in conditions of extremely
low average power. However, the prediction accuracy is not
as stable and deterministic as in the strong regime because of
the detector types (the ones we adopted are Si photodiodes).
Using photodiodes, in fact, the prediction accuracy follows a
shape similar to an “inversed sigmoid function,” from 100 to
33.33% (equivalent to a random guessing), while for single-
photon detectors the prediction accuracy is highly limited by
the saturation of the detectors and the extinction ratio of the
polarization states.

We have shown that an effective and immediate Trojan-
horse attack is possible in the continuous waveform regime
(without having to adjust the delays between a light pulse
and the modulation of Alice), that the same kind of attack in
the pulsed regime can overcome more easily higher defense
layers, and that attacks are also possible at higher attenuation
levels using single-photon detectors with high sensitivity like
SNSPDs. We investigated different types of countermeasures
that can be applied to the setup that can limit the leaked
information at Eve’s side with ease. In a broader sense, we
have estimated that having more than ≈65–70 dB of atten-
uation (≈130–140 dB of isolation) at Alice’s output is in
many cases a good habit to limit the effects of Trojan-horse
attacks like the ones proposed, and that this can be improved
in combination with wavelength filtering or optical isolation.
We gave an estimate of the theoretical mutual information
that can be extracted by the attack in the weak regime, both
in a hypothetical scenario using an optimal POVM using
perfect photon-number-resolving detectors and in a more re-

alistic scenario using SNSPDs. Comparing our work to Luo
et al.’s [17], the same conclusions regarding the amount of
attenuation required are reached, but the methods are differ-
ent. Our work has an overall more complete analysis of why
these bounds need to be taken into account when designing a
QKD source, giving at the same time both an upper bound
on the mutual information on the eavesdropper side and a
practical example on how these attacks can be conducted
using state-of-the-art technologies. For future works, we are
planning the implementation of a machine-learning classifier
to distinguish the states in the strong light regime.
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APPENDIX: CALCULATION OF THE
VON NEUMANN ENTROPY

In this section, we show how to compute the von Neu-
mann entropy of the state ρ received by Eve, where ρ =
1
3

∑3
j=1 |ψ j〉 〈ψ j | and the states |ψ j〉 are defined in Eq. (2).

The von Neumann entropy of ρ is equal to the Shannon
entropy of its eigenvalues. Therefore, we need to evaluate the
eigenvalues of ρ.

Since the three states {|ψ1〉 , |ψ2〉 , |ψ3〉} are linearly in-
dependent they can be considered as the first three elements
of the basis. Since the Hilbert space is infinite dimen-
sional, we can complete the basis with orthonormal vectors
{|ψ4〉 . . . |ψ∞〉} that are orthogonal to the subspace defined by
|ψ j〉 with ( j = 1, 2, 3).

Since ρ has support only in the three-dimensional subspace
spanned by {|ψ j〉}, we can restrict our attention to such sub-
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space, in which the basis elements ρ jk of ρ are given by the
following equation:

ρ |ψk〉 =
∑

j

ρ jk |ψ j〉 (A1)

and since ρ = 1
3

∑3
j=1 |ψ j〉 〈ψ j | we have that

ρ |ψk〉 = 1

3

3∑
j=1

|ψ j〉 〈ψ j |ψk〉 =
3∑

j=1

(
1

3
〈ψ j |ψk〉

)
|ψ j〉 .

Comparing with (A1) it is clear that

ρ jk = 1
3 〈ψ j |ψk〉.

Therefore, the matrix ρ in the {|ψ j〉} basis is given by

ρ = 1

3

⎛
⎜⎝ 1 e−μ e−μ(1− 1√

2
)

e−μ 1 e−μ(1− 1√
2

)

e−μ(1− 1√
2

) e−μ(1− 1√
2

) 1

⎞
⎟⎠ (A2)

where the diagonal elements 〈ψi|ψi〉 correspond to the
squared norms of the vectors. Since coherent states are nor-
malized, these are all equal to 1. The components ρi j can be
evaluated by recalling that the general scalar product between
two single-mode coherent states is

〈α|β〉 = exp

(
α∗β − |α|2

2
− |β|2

2

)
. (A3)

Therefore,

〈ψ1|ψ2〉 = 〈√μ|0〉H 〈0|√μ〉V = e−μ,

〈ψ1|ψ3〉 =
〈
√

μ

∣∣∣∣
√

μ

2

〉
H

〈
0

∣∣∣∣
√

μ

2

〉
V

= e−μ(1− 1√
2

)
,

〈ψ2|ψ3〉 =
〈

0

∣∣∣∣
√

μ

2

〉
H

〈√
μ

∣∣∣∣
√

μ

2

〉
V

= e−μ(1− 1√
2

) (A4)

and the other terms are evaluated by using the relation
〈ψ j |ψi〉 = 〈ψi|ψ j〉∗.

Calculating the eigenvalues of the matrix ρ, we obtain

λ1(μ) = 1

3
− e−μ

3
, (A5)

λ2,3(μ) = 1

3
+ e−μ

6
(1 ±

√
1 + 8e

√
2μ). (A6)

Using the eigenvalues just found, we can calculate the
Shannon entropy of the ensemble state ρ as

H (μ) := −
3∑

i=1

λi(μ) log2[λi(μ)]. (A7)
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