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Device-independent quantum key distribution (DI-QKD) enables two remote parties to share an information-
theoretically secure key without any assumptions on the inner workings of the devices used. Device-independent
conference key agreement (DI-CKA) is multipartite DI-QKD in which more than two parties share a common
secure key. The performance of DI-CKA, however, is strictly limited because of its susceptibility to losses due
to, e.g., imperfect detection efficiency and channel transmission. Here, we propose a DI-CKA protocol which
reduces this limitation by using a heralding scheme to distribute multipartite entanglement. We analyze key rates
of our protocol for two different measurement scenarios, and we show that our protocol outperforms a previous
DI-CKA protocol even with an experimentally feasible measurement.
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I. INTRODUCTION

Quantum key distribution (QKD) [1–4] enables two legiti-
mate parties to share an information-theoretically secure key.
In standard QKD protocols, security is guaranteed based on
thorough characterization of the devices used to implement
the protocols. However, if an eavesdropper, Eve, performs
side-channel attacks not accounted for in this characterization,
security can be compromised. Therefore, patching for identi-
fied side-channel attacks is used in real QKD demonstrations
[3]. Such patching strategies, however, cannot completely
remove the threat of compromised security since unknown
side-channel attacks may exist.

Device-independent QKD (DI-QKD) [5,6] can be secure
without the above assumption; that is, it does not require
any assumptions about the inner workings of the devices.
A lot of theoretical research on DI-QKD has been carried
out (see Refs. [7,8]). Moreover, recently, proof-of-principle
experimental demonstrations were performed [9–11].

While in DI-QKD protocols a common secret key is
shared between two legitimate parties, in device-independent
conference key agreement (DI-CKA), the number of legiti-
mate participants who share the common key is N � 3. The
underlying principle behind typical DI solutions is check-
ing the violation of some Bell inequalities by measuring
shared quantum states. Violation of Bell inequalities con-
strains the possible states and measurements that the devices
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can use, and it limits the maximum amount of information
that can potentially leak to an eavesdropper. So far, several DI-
CKA protocols based on Greenberger-Horne-Zeilinger (GHZ)
states and multipartite Bell inequalities have been proposed
[12–16]. However, the range over which these protocols can
distribute a secret key is very limited because the key rate
is highly susceptible to implementation imperfections related
to, for instance, a limited channel-transmission rate and lim-
ited photodetection efficiency. The imperfections reduce the
applicability of these DI-CKA protocols in a practical QKD
network.

In this paper, we propose a DI-CKA protocol which can
distribute a secret key over long distances of tens of kilome-
ters. To overcome the loss caused by channel transmission, we
utilize the heralding scheme to efficiently distribute a GHZ
state proposed in [17]. Such heralding schemes have been
widely used in DI-QKD protocols [18–20]. We consider two
scenarios for the measurement performed by each party. In
one scenario, each party can perform arbitrary qubit mea-
surements. Implementing such an arbitrary measurement is,
however, not straightforward. For instance, for states encoded
in the Fock basis, a measurement of σX requires projection
onto superpositions of different photon-number states. While
such measurements can be realized using either matter-based
quantum memories [9,10,21] or Dolinar-inspired detectors
[22,23], they are still technologically challenging. There-
fore, we also consider a second scenario where each party
instead performs displaced single-photon detection (i.e., mea-
surements combining optical displacement operations and
photodetection). An advantage of such measurements is that
their experimental realization is feasible with current tech-
nology. For the former scenario, we calculate the key rate
of our protocol based on violation of the parity–Clauser-
Horne-Shimony-Holt (CHSH) inequality [12]. For the latter,
we calculate the key rate by using a numerical-optimization
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FIG. 1. Schematic of our DI-CKA protocol for N = 4. Each
party prepares a single-photon entanglement

√
q|10〉 + √

1 − q|01〉
with a single-photon source. They transmit one part of the
single-photon entanglement to the central station through pure-loss
channels with transmissivity η. At the central station, these modes are
interfered with 50:50 beam splitters and detected with single-photon
detectors. They use events where the single-photon detectors D1 and
D2 detect a single photon to share a common secret key.

approach [24–28]. We show that our protocol can distribute
a secret key over longer distances than the previous protocol
[12–14] for both scenarios.

This paper is structured as follows. In Sec. II we describe
our long-distance DI-CKA protocol. We describe two sce-
narios of measurement in Sec. III. Then, we show how to
calculate the key rates of our protocol in Sec. IV. In Sec. V
we provide the results of the key-rate calculation, and finally,
we conclude in Sec. VI.

II. PROTOCOL

In this section, we describe our DI-CKA protocol. Con-
sider that N legitimate parties, Alice and Bobi, where i ∈
{1, . . . , N − 1}, try to share a common secret key. We assume
that N is an even number since the efficient GHZ distribu-
tion scheme cannot be applied to an odd number of parties
[17]. First, we focus on the situation where N = 4, which
is schematically represented in Fig. 1. For every round, each
party prepares a single-photon entangled state of two modes,
X and X ′,

√
q|10〉XX ′ +

√
1 − q|01〉XX ′ , (1)

where mode X ′ is transmitted to a central station through a
pure-loss channel with transmissivity η and mode X is de-
tected by the party. At the central station, these four modes
are interfered in an interferometer consisting of 50:50 beam
splitters, as shown in Fig. 1, and detected with single-photon
detectors, where each single-photon detector has finite detec-
tion efficiency ηd and dark-count probability pDC. When only
two of the four single-photon detectors detect a single photon,
the state shown in Table I is distributed over the four parties.
We call such an event a successful event. In our protocol,
we focus on the event where detectors D1 and D2 detect a
single photon, but the same analysis holds for the other click
patterns. The details of the interferometer at the central station
can be found in Appendix A.

TABLE I. Distributed GHZ states depending on the click pat-
terns of the detectors at the central station. |ψ〉 is a quantum state
distributed over legitimate parties when each click pattern occurs.

Detectors that react |ψ〉
D1, D2 (|0101〉 − |1010〉)/

√
2

D1, D3 (|0011〉 − |1100〉)/
√

2
D1, D4 (|0110〉 − |1001〉)/

√
2

D2, D3 (|1001〉 − |0110〉)/
√

2
D2, D4 (|1100〉 − |0011〉)/

√
2

D3, D4 (|1010〉 − |0101〉)/
√

2

After successful generation of a GHZ state every party per-
forms some measurements on the distributed state. In practice,
the parties perform measurements regardless of whether suc-
cessful events occur or not, and they discard events where the
heralding does not succeed afterward. Each successful event
can be classified into two types. One is the key-generation
round, and the other one is the Bell-test round. For the key-
generation round, every party performs a σZ measurement on
the GHZ state. For the Bell-test round, each party performs
one of two measurements with binary outcomes; that is, Alice
performs Ax, where x ∈ {0, 1} is Alice’s measurement input,
and Bobi performs Bi

yi
, where yi ∈ {0, 1} is Bobi’s measure-

ment input. Let a ∈ {0, 1} denote Alice’s output and bi ∈
{0, 1} denote Bobi’s output. Here, we assume that the choices
of measurement inputs are causally disconnected from the
heralding results at the central station [20]. Also, we assume
that each party’s measurement has finite detection efficiency
ηe and dark-count probability pe

DC. After the measurement
rounds, the legitimate users perform parameter estimation and
calculate a DI-CKA key rate. If their calculation shows a
nonzero key rate, they perform error correction and privacy
amplification. Otherwise, they abort the protocol. We can
extend this protocol to more than four parties in the follow-
ing way (see also Appendix A). For instance, when N = 6,
we prepare two copies of the four-party interferometer and
input a single-photon entangled state into two edge modes
[17]. Extension to more than six parties is a straightforward
generalization of this construction.

III. TWO MEASUREMENT SCENARIOS

Here, we describe the details of the measurements per-
formed by the legitimate parties. In this paper, we consider
two measurement scenarios: We call the first one scenario 1
and the second scenario 2. The schematics of these measure-
ment scenarios are shown in Fig. 2. In scenario 1, every party
can perform an arbitrary Pauli measurement, such as σZ and
σX . However, since the distributed GHZ states are encoded
in the photon-number basis, experimental implementation of
such arbitrary measurement is not straightforward. Although
the implementation of such a measurement is not easy, we can
realize it by using matter-based quantum memories [9,10,21]
or Dolinar-inspired detectors [22,23]. In scenario 2, every
party performs a displacement-based measurement, that is, a
measurement combining displacement operation and photon
detection. This measurement allows the parties to perform
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FIG. 2. Schematics of two measurement scenarios. In scenario
1, we model the detection efficiency ηe as a pure-loss channel with
transmissivity ηe, followed by measurements in the X -Z plane of the
Bloch sphere with unit efficiency and dark-count probability pe

DC. In
scenario 2, we effectively shift the detection efficiency of the photon
detector prior to the displacement operation. Again, we model the
detection efficiency ηe as a pure-loss channel.

projections onto coherent states. An advantage of this mea-
surement is that it is implementable with current technology.
By considering this measurement, we analyze the feasibility
of our protocol in an experiment.

First, we describe the measurement in scenario 1. Let us
define positive operator-valued measures (POVMs) �(θ ) =
cos θσZ + sin θσX and M(θ ) = M0(θ ) − M1(θ ), where

M0(θ ) = (
1 − pe

DC

) I + �(θ )

2
,

M1(θ ) = I − M0. (2)

Here, these operators do not include the detection efficiency
ηe since we model it as a pure-loss channel with transmis-
sivity ηe followed by measurements with unit efficiency. For
the key-generation rounds, every party performs the measure-
ment corresponding to M(0). For the Bell-test rounds, Alice
performs A0 = M(0) or A1 = M(π/2), Bob1 performs B1

0 =
M(−3π/4) or B1

1 = M(3π/4), and the other Bobs perform
Bi

0 = Bi
1 = M(π/2) for i ∈ {2, . . . , N − 1}.

Next, let us specify the measurement in scenario 2. The
measurement with the displacement operation and photon de-
tection is defined by the set of measurement operators

{|α〉〈α|, I − |α〉〈α|}, (3)

where |α〉 is a coherent state,

|α〉 = e− |α|2
2

∞∑
n=0

αn

√
n!

|n〉. (4)

Then, considering detection efficiency and the dark-count
probability, the projectors which each party uses as the mea-
surement operators can be written as

M0(α) = (
1 − pe

DC

)|α〉〈α|,
M1(α) = I − M0(α). (5)

Here, we effectively shift the efficiency of the detector prior
to the displacement operation since we can compensate any
loss at the detector by increasing the amplitude. Again, we

model the detection efficiency ηe as a pure-loss channel with
transmissivity ηe.

Like in scenario 1, there are two measurement rounds,
that is, the key-generation rounds and the Bell-test rounds.
For the key-generation rounds, every party performs a σZ

measurement which corresponds to α = 0 in this scenario.
For the Bell-test rounds, every party chooses two values of α

and performs one of the two displacement operations on their
system. Here, we consider that Alice’s displacement is always
zero for the A0 measurement, and we numerically optimize
the other displacements to maximize the key rates.

IV. KEY-RATE CALCULATION

In this section, we describe how to calculate the key rates
of our DI-CKA protocol. We focus on asymptotic key rates
and assume that devices behave independently and identically
across rounds. The DI-CKA key rate K of our protocol can be
expressed as follows [12]:

K = Psuccess
[
H (A|x∗, E ) − max

i
H (A|Bi, x∗, y∗

i )
]
, (6)

where A, Bi, and E denote Alice’s, Bobi’s, and Eve’s systems,
respectively, Psuccess is the probability that a successful event
occurs, H (A|x∗, E ) is the conditional von Neumann entropy
between Alice and Eve, and maxi H (A|Bi, x∗, y∗

i ) represents
the maximal error correction cost between Alice and all Bobs.
x∗ and y∗

i correspond to Alice’s and Bobi’s measurement
inputs for the key-generation round, respectively. While the
calculation of the second term is relatively straightforward,
the calculation of the first term is challenging since we have
to optimize over all Eve’s eavesdropping strategies. Therefore,
to calculate this term, we take two different approaches, de-
pending on the two measurement scenarios.

For scenario 1, we use violation of the parity-CHSH in-
equality [12–14]. We choose this inequality because it allows
for analytical calculation of key rates for an arbitrary number
of parties. Instead of the parity-CHSH inequality, we could
also use the Holz inequality proposed in Ref. [15]. However,
for the Holz inequality, the analytical calculation of key rates
is possible only when the number of parties is three [16].
Such analytical calculations are simple and easy to perform
compared to numerical ones and are helpful for analyzing
the performance of our DI-CKA protocol. The parity-CHSH
inequality is defined as follows.

Definition 1 (Parity-CHSH inequality). Let Alice and
Bobi, i ∈ {1, . . . , N − 1}, be the N parties of the following
parity-CHSH game. Alice is asked a uniformly random
binary question x ∈ {0, 1} and answers with a bit a ∈ {0, 1}.
Similar to Alice, Bob1 is asked a uniformly random binary
question y ∈ {0, 1} and answers with a bit b1 ∈ {0, 1}. For
i ∈ {2, . . . , N − 1}, Bobi is asked a fixed question and
answers with a bit bi ∈ {0, 1}. Then, let b̄ ≡ ⊕2�i�N−1bi be
the parity of all the answers of Bob2, . . . , BobN−1. The parties
win this game if and only if

a + b1 = x(y + b̄) mod 2. (7)

The winning probability of this game Pwin with classical
strategies satisfies the following inequality:

Pwin � 3
4 . (8)
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We can bound the first term in (6) by using violation of the
parity-CHSH inequality since the inequality is very similar to
the CHSH inequality [29]. We define the following function
of Pwin:

f (Pwin) ≡ h

(
1 +

√
(4Pwin − 2)2 − 1

2

)
, (9)

where h is the classical binary entropy. Then, the first term in
(6) is lower bounded by this function [12,16]:

H (A|x∗, E ) � 1 − f (Pwin). (10)

Thus, by calculating the winning probability of the parity-
CHSH game, we can get the key rate of our protocol for
scenario 1.

Next, we describe the key-rate calculation for scenario 2.
We find that we cannot violate the parity-CHSH inequality
with displaced single-photon detection. Therefore, we take
the numerical optimization developed in Refs. [24–28]. Let
Ma|x and Nbi|yi be POVMs for Alice and Bobs and B(H ) be the
set of bounded operators on a Hilbert space H . Then, we can
obtain a lower bound on the conditional von Neumann entropy
by solving the following optimization problem [28]:

cm + inf
m−1∑
i=1

wi

ti ln 2

1∑
a=0

〈ψ |Ma|x∗ [Za,i + Z∗
a,i + (1 − ti )Z

∗
a,iZa,i] + tiZa,iZ

∗
a,i|ψ〉

subject to 〈ψ |Ma|xNb1|y1 · · · NbN−1|yN−1 |ψ〉 = P(a, b1, . . . , bN−1|x, y1, . . . , yN−1) ∀ a, bi, x, yi,∑
a

Ma|x =
∑

bi

Nbi|yi = I ∀ x, yi,

Ma|x � 0, Nbi|yi � 0 ∀ a, bi, x, yi,

Z∗
a,iZa,i � α2

i , Za,iZ
∗
a,i � α2

i ∀ a, i,[
Ma|x, Nbi |yi

] = [Ma|x, Z (∗)
b,i ] = [

Nbi|yi , Z (∗)
a,i

] = 0 ∀ a, bi, x, yi, i,

Ma|x, Nbi|yi , Za,i ∈ B(H ) ∀ a, bi, x, yi, i,

(11)

where the infimum is taken over all quantum pure states
|ψ〉 and bounded operators Ma|x and Nbi|yi and Za,i,
t1, . . . , tm, and w1, . . . ,wm are the nodes and weights
of an m-point Gauss-Radau quadrature on [0, 1] with an
end point tm = 1, cm = ∑m−1

i=1
wi

ti ln 2 , and αi = 3
2 max{ 1

ti
, 1

1−ti
}.

P(a, b1, . . . , bN−1|x, y1, . . . , yN−1) is the observed probability
distribution in the Bell-test rounds. The first constraint in (11)
enforces consistency with the statistics observed in the Bell-
test rounds. Specifically, we optimize over all quantum states
and measurements satisfying the probability distribution ob-
served in the Bell-test rounds. By solving this optimization
problem, we find the most advantageous set of a quantum state
and bounded operators for Eve, thereby allowing us to lower
bound the conditional von Neumann entropy H (A|x∗, E ).
Since we do not have any efficient methods to solve the above
optimization problem, we relax this problem into a semidef-
inite program (SDP) by using the Navascués-Pironio-Acín
(NPA) hierarchy [24] (see Appendix B). We perform the NPA
hierarchy using ncpol2sdpa [30] and solve SDPs using mosek
[31]. We provide a python script to perform this numerical
optimization in the GitHub repository [32].

Calculating the success probability Psuccess and the classi-
cal entropy maxi H (A|Bi, x∗, y∗

i ) is straightforward when we
obtain the explicit form of the joint quantum states. We show
how to calculate the joint quantum states in Appendix C.

V. RESULTS AND DISCUSSION

Here, we show the results of our key-rate calculation.
We consider channel loss of 0.2 dB/km, corresponding to
a transmittance of η = 10−0.02L, where L is the distance in

kilometers between the central station and each party’s site.
For simplicity, we assume that the dark-count probabilities of
the detectors at the central station and each party’s site are the
same: pe

DC = pDC.
Key rates for scenario 1. In Fig. 3, we show the key rates

of our protocol for four parties with different values of q
in (1). Here, we fix ηe = 0.97 and pDC = 10−6. We find a
relationship between q and the key rates. When q is small, the
key rate at short distances is large, but the maximum distance
for secure key generation is small. On the other hand, when
q is large, the key rate is small at short distances, but we
can distribute a key over a long distance. This trade-off can

FIG. 3. Key rate versus distance L for different q for scenario 1,
where N = 4. We take ηe = 0.97 and pDC = 10−6.
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FIG. 4. (a) Key rate versus distance L for different detection efficiencies ηe for scenario 1, where N = 4. The black dashed line shows key
rates of the direct-transmission protocols with a detection efficiency of 97% and dark-count probability of 10−6. (b) Key rate versus the number
of parties N , where L = 0 and ηe = 0.97. For both plots, we take q = 0.95 and pDC = 10−6.

be interpreted as follows. When q is small, the probability
that each party sends a single photon to the central station
is large, and thus, the success probability Psuccess is high.
However, a high probability of sending single photons means
that there are undesired multiphoton events on the distributed
GHZ states. For instance, when three of four legitimate parties
send a single photon and one single photon is lost during chan-
nel transmission, this event is counted as a successful event.
Then, a distributed state over the legitimate parties is not the
desired GHZ state. Therefore, the fidelity of a distributed state
decreases due to such multiphoton events. This makes a key
rate large at short distances but small at long distances. On the
other hand, if q is large, the success probability will decrease
since the probability that each party sends a single photon is
small. However, in this situation, the effect of the undesired
multiphoton events is relatively small. Thus, we can observe
the trade-off between q and the key rate. From now on, we
calculate key rates for q = 0.95 since this value balances high
key rates and long communication distances.

In Fig. 4(a), we plot the key rates of our protocol for N = 4
with different values of detection efficiency ηe. We fix the
input state coefficient in (1) to q = 0.95 and pDC = 10−6. We
also plot the key rates of a direct-transmission protocol in
which a GHZ state is locally generated and distributed over le-
gitimate parties (see Appendix D). For the direct-transmission
protocol, we consider a detection efficiency of 97% and
dark-count probability of 10−6. While the direct-transmission
protocol distributes a secret key over a few hundred meters,
our protocol can distribute a secret key over tens of kilometers.
We find that the detection efficiency ηe has a significant effect
on key rates, and we require higher detection efficiency when
the number of parties increases. Also, in Fig. 4(b), we plot key
rates against the number of parties N for L = 0 and ηe = 0.97.
It can be observed that the key rates exponentially decrease
with increasing N . This decrease occurs since all copies of the
four-party interferometer must have the successful detection
pattern simultaneously for N � 6.

Key rates for scenario 2. In Fig. 5, we plot the key rates
of our protocol with different values of detection efficiency
ηe for the number of parties N = 4 and the number of nodes
in the Gauss-Radau quadrature m = 4. We take q = 0.95 and

pDC = 10−6 for the key rates. We also show the key rate of
the direct-transmission protocol with a detection efficiency of
97% and dark-count probability of 10−6. We find that our pro-
tocol can overcome the direct-transmission protocol even with
a feasible measurement. We also find that minimum detection
efficiency to obtain a secret key is 96% and this value is higher
than that of scenario 1.

We compare the key rates for scenarios 1 and 2 for N = 4
in Fig. 6. The blue solid line shows the key rates of scenario
1. The green circle shows a key rate of scenario 2. For these
plots, we take q = 0.95, ηe = 0.97, and pDC = 10−6. We also
plot the key rate of the direct-transmission protocol with a
detection efficiency of 97% and dark-count probability of
10−6. We find that the maximal communication distance of
scenario 1 is more than 5 times longer than that of scenario 2.
This difference comes from the fact that we cannot perform
arbitrary Pauli measurements with displacement and photon
detection.

FIG. 5. Key rate versus distance L for different detection efficien-
cies ηe for scenario 2, where N = 4. We take q = 0.95 and pDC =
10−6. The black dashed line is the key rate of the direct-transmission
protocol with a detection efficiency of 97% and dark-count probabil-
ity of 10−6.
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FIG. 6. Key rate versus distance L, where N = 4. The blue solid
line shows the key rates of scenario 1. Green circles are key rates of
scenario 2. We take q = 0.95, ηe = 0.97, and pDC = 10−6. The black
dashed line is a key rate of the direct-transmission protocol with a
detection efficiency of 97% and dark-count probability of 10−6.

Finally, we discuss the requirement of detection efficiency
ηe of our protocol. For N = 4, we find that the minimum
detection efficiency to obtain the secret key of our protocol
is 93% for scenario 1 and 96% for scenario 2. These values
can be achieved with state-of-the-art detectors [11,33,34].
However, it is still a challenge to fulfill this requirement for a
whole system. There are several theoretical works to relax the
required detection efficiency of DI-QKD protocols [35–38].
Therefore, important future work will be to apply these tech-
niques to our protocol and show the experimental feasibility
of our protocol with current technology.

VI. CONCLUSION

In this paper, we proposed a long-distance DI-CKA proto-
col which is based on the efficient distribution of GHZ states.
We considered two different measurement scenarios, that is,
an arbitrary measurement scenario and displacement opera-
tion and a photon-detection scenario. For the former scenario,
we calculated the key rates of our protocol using the violation
of the parity-CHSH inequality. For the latter scenario, we
calculated the key rates by using the numerical-optimization
approach. We compared our key rates with the key rate of the
direct-transmission protocol in which a GHZ state is locally
generated and distributed over legitimate parties. Then, we
found that our protocol overcomes the direct-transmission
protocol in terms of the distance for both measurement sce-
narios. We analyzed the required detection efficiency to obtain
a secret key. We also analyzed the effect of the parameter
q of the single-photon entanglement in (1) on the key rate.
Although we considered asymptotic key rates in this paper,
understanding the effects of finite statistics is important for
experimental realization. Analyzing the consequences of fi-
nite statistics is beyond the scope of this paper, and we
leave such an analysis for future research. Another interesting
perspective is analyzing an optimal resource for DI-CKA.
It is known that some multipartite Bell inequalities, includ-
ing the parity-CHSH inequality, are violated by entangled

states which are not genuinely multipartite entangled [15,16].
Therefore, the Bell tests in our protocol do not necessarily
certify genuine multipartite entanglement. While we use the
GHZ state, which is genuinely multipartite entangled, in our
DI-CKA protocol, this feature implies that genuine multipar-
tite entanglement is not a prerequisite for DI-CKA. Indeed,
recent work showed that DI-CKA is possible without genuine
multipartite entanglement [39]. Thus, determining the optimal
form of entangled states for DI-CKA remains an important
direction for future research.
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APPENDIX A: INTERFEROMETER AT
THE CENTRAL STATION

Here, we describe the details of the interferometer at the
central station in our protocol. The interferometer is com-
posed of 50:50 beam splitters and single-photon detectors.
The operation of the interferometer on creation operators cor-
responding to each mode can be expressed as

U = u⊗2, (A1)

where

u = 1√
2

(
1 1

−1 1

)
. (A2)

Let a = {a†
1, a†

2, a†
3, a†

4}T be the creation operators of each
mode before the interferometer and b = {b†

1, b†
2, b†

3, b†
4}T be

the creation operators of each mode after the interferometer.
Then, we can express b by using a and U :

b = Ua = 1

2

⎛
⎜⎜⎜⎜⎜⎝

a†
1 + a†

2 + a†
3 + a†

4

a†
1 − a†

2 + a†
3 − a†

4

a†
1 + a†

2 − a†
3 − a†

4

a†
1 − a†

2 − a†
3 + a†

4

⎞
⎟⎟⎟⎟⎟⎠. (A3)

Here, when detectors D1 and D2 detect a sin-
gle photon, possible inputs for the interferometer
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FIG. 7. Schematic of our DI-CKA protocol for N = 6. We pre-
pare two copies of the interferometer for four modes and input
single-photon entanglement into auxiliary modes between the inter-
ferometers. The legitimate parties distill a secret key from events
where single-photon detectors D1, D2, D5, and D6 detect a single
photon. The rest of the protocol is the same as that for four parties.

are

b†
1b†

2 = 1
4 (a†

1 + a†
2 + a†

3 + a†
4)(a†

1 − a†
2 + a†

3 − a†
4)

= 1
4 [(a†

1)2 − (a†
2)2 + (a†

3)2 − (a†
4)2

+ 2a†
1a†

3 − 2a†
2a†

4]. (A4)

Since each party does not send more than one photon, clicks of
detectors D1 and D2 mean that the input of the interferometer
was the GHZ state in the following form:

b†
1b†

2 = 1
2 (a†

1a†
3 − a†

2a†
4) = 1

2 (|1010〉 − |0101〉). (A5)

In our protocol, since all the legitimate parties send the
single-photon entanglement defined in (1), a quantum state
distributed over the parties is equivalent to the above GHZ
state up to a global phase. The number of click patterns where
two of four detectors click is six, and distributed GHZ states
which correspond to each click pattern are shown in Table I.
All the GHZ states contain only two photons, and this means
that we can distribute those states with a rate which scales
O(η2).

Next, let us explain an extension of our protocol to more
than four parties. We show a schematic of our protocol for six
parties in Fig. 7. Suppose we have two separate GHZ states
for four modes (|1010〉 − |0101〉)/

√
2. Performing Bell-state

measurement between the two GHZ states, we can find
the GHZ state for six parties: (|101010〉 − |010101〉)/2

√
2.

Therefore, we can extend our protocol to a six-party protocol.
Specifically, we prepare two copies of the interferometer and
input a single-photon entangled state into two auxiliary modes
as shown in Fig. 7. Here, the events where detectors D1, D2,
D5, and D6 detect a single photon are considered successful
events. Extension to more than six parties is straightforward
[17]. When the number of legitimate parties is N , we prepare
N/2 − 1 copies of the interferometer and input single-photon
entanglement into auxiliary modes between interferometers.

APPENDIX B: NPA HIERARCHY

We describe the NPA hierarchy that we use for the key-
rate calculation for scenario 2. Full details can be found in the
original paper [24].

By solving the optimization problem in (11), we get a
lower bound on the conditional entropy in (6). However, we
do not have efficient methods to solve this problem. Thus, we
use the NPA hierarchy to relax this problem into SDPs which
can be efficiently solved.

Let |ψ〉 be a quantum state on a Hilbert space H . We
define a set of Alice’s measurement operators A = {Ma|x}
on H . We analogously define a set of Bobi’s measurement
operators Bi (i ∈ {1, . . . , N − 1}) and a set of Eve’s measure-
ment operators Z . Then, let E denote a set of these operators
plus the identity I , that is, E = I ∪ A ∪ B1 ∪ · · · ∪ BN−1 ∪ Z .
Suppose we minimize a linear combination of expectation
values 〈O†

i O j〉 = Tr[|ψ〉〈ψ |O†
i O j], where Oi (i ∈ {1, . . . , n})

is a linear combination of products of operators in E . The
objective function in (11) is expressed in this form. We can
relax this problem into a SDP in the following way. In the
kth level NPA hierarchy, we construct a kth moment ma-
trix 	(k) (also referred to as a Gram matrix) whose entry is
	

(k)
i j = 〈(Ok

i )†Ok
j〉, where Ok

i denotes a product of at most k
operators in E . It is known that matrices constructed in this
way are positive semidefinite. Also, the objective function is
expressed as a linear combination of entries of the moment
matrix. Therefore, the original optimization problem can now
be interpreted as a SDP. Note that the kth moment matrix does
not necessarily correspond to feasible points of an original
optimization problem; that is, the range of optimization in the
NPA hierarchy is wider than that of the original optimization.
However, in the limit of k → ∞, it is proved that a feasible
region of the original optimization is equivalent to that of a
SDP constructed from the NPA hierarchy.

APPENDIX C: CALCULATION OF A DISTRIBUTED
QUANTUM STATE

We calculate distributed quantum states over legitimate
parties considering the channel losses, detector efficiencies,
and dark counts of detectors at the central station and each
party’s site. We can model the effect of the detection efficiency
as an action of a beam splitter with vacuum in one of the input
modes. Here, we discuss N = 4, and extension to more than
four parties is straightforward. For simplicity, we assume that
ηd = 1. Each party prepares a single-photon entanglement√

q|10〉XX ′ + √
1 − q|01〉XX ′ , where mode X ′ is transmitted

to the central station and mode X is detected by the party.
The quantum state, after we apply the beam-splitter operations
corresponding to the channel loss and the detection efficiency
to this single-photon entanglement, is as follows:

|S〉XEF |1〉X ′ + |V 〉XEF |0〉X ′ , (C1)

where

|S〉 =
√

1 − q
√

η|000〉XEF ,

|V 〉 = √
q(

√
ηe|100〉XEF +

√
1 − ηe|001〉XEF ) (C2)

+
√

1 − q
√

1 − η|010〉XEF .
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Here, E denotes an environmental system of channel trans-
mission, and F denotes an environmental system of each
party’s detector.

Now, we focus on the detection part of the interferometer.
When the dark-count probability of a single-photon detector
is pDC, we can express its measurement as follows:

{(1 − pDC)|0〉〈0|, |1〉〈1| + pDC|0〉〈0|}. (C3)

Here, we assume that the single-photon detectors at the central
station are photon number resolving, and we discard events
where more than one photon arrives at each detector. Then,
the click pattern where only D1 and D2 detect a single photon
corresponds to

(|1〉〈1| + pDC|0〉〈0|)D1
(|1〉〈1| + pDC|0〉〈0|)D2

⊗[(1 − pDC)|0〉〈0|]D3
[(1 − pDC)|0〉〈0|]D4

= (1 − pDC)2|1〉〈1||1〉〈1||0〉〈0||0〉〈0|
+ (1 − pDC)2 pDC|1〉〈1||0〉〈0||0〉〈0||0〉〈0|
+ (1 − pDC)2 pDC|0〉〈0||1〉〈1||0〉〈0||0〉〈0|
+ (1 − pDC)2 p2

DC|0〉〈0||0〉〈0||0〉〈0||0〉〈0|. (C4)

We find that there are four situations corresponding to this
click pattern: (1) there are no dark counts, (2) D1 detects a
single photon, and a dark count occurs at D2, (3) D2 detects
a single photon, and a dark count occurs at D1, and (4) dark
counts occur at both D1 and D2.

From the transformation matrix of the interferometer in
(A3), the heralded quantum state corresponding to the first
situation is

|φ1〉 = 1
2 (|S〉|V 〉|S〉|V 〉 − |V 〉|S〉|V 〉|S〉). (C5)

Analogously, heralded quantum states corresponding to the
second, third, and fourth situations can be written as follows:

|φ2〉 = 1
2 (|S〉|V 〉|V 〉|V 〉 + |V 〉|S〉|V 〉|V 〉
+ |V 〉|V 〉|S〉|V 〉 + |V 〉|V 〉|V 〉|S〉), (C6)

|φ3〉 = 1
2 (|S〉|V 〉|V 〉|V 〉 − |V 〉|S〉|V 〉|V 〉
+ |V 〉|V 〉|S〉|V 〉 − |V 〉|V 〉|V 〉|S〉), (C7)

|φ4〉 = |V 〉|V 〉|V 〉|V 〉. (C8)

Thus, a quantum state distributed over four legitimate parties
is

ρX = TrEF [σXEF ], (C9)

where

σXEF = 1

P
(P1|φ1〉〈φ1| + P2|φ2〉〈φ2|

+ P3|φ3〉〈φ3| + P4|φ4〉〈φ4|), (C10)

P1 = (1 − pDC)2, (C11)

P2 = (1 − pDC)2 pDC, (C12)

P3 = (1 − pDC)2 pDC, (C13)

P4 = (1 − pDC)2 p2
DC, (C14)

P = Tr[P1|φ1〉〈φ1| + P2|φ2〉〈φ2|
+ P3|φ3〉〈φ3| + P4|φ4〉〈φ4|]. (C15)

Then, the success probability Psuccess is given as

Psuccess = P. (C16)

For N = 6, we can calculate a four-mode heralded quan-
tum state conditioned on the clicks of the single-photon
detectors D1 and D2 in the same way as for N = 4. Also,
we can calculate a four-mode heralded quantum state where
detectors D5 and D6 detect a single photon. Then, we get a
joint quantum state distributed over the legitimate parties by
projecting two auxiliary modes onto the Bell state and tracing
out environmental modes. The success probability for N = 6
is expressed as a product of the probability that detectors D1

and D2 detect a single photon, the probability that detectors
D5 and D6 detect a single photon, and the probability that the
projection onto the Bell state succeeds.

APPENDIX D: KEY RATE OF THE
DIRECT-TRANSMISSION PROTOCOL

In this section, we describe the direct-transmission
protocol and its key-rate calculation [14]. In the direct-
transmission protocol, an N-partite GHZ state, (|00 · · · 0〉 +
|11 · · · 1〉)/

√
2, is generated locally and distributed over N

legitimate parties. Each party performs measurements on the
GHZ state and obtains a secret key the same as in our protocol.
Here, we model each party’s measurement in the following
way. Let �(θ ) = cos θσZ + sin θσX and Md (θ ) = Md

0 (θ ) −
Md

1 (θ ), where

Md
0 (θ ) = {1 − (1 − pDC)(1 − η)} I + �(θ )

2
+pDC

I − �(θ )

2
,

Md
1 (θ ) = I − Md

0 , (D1)

η is the detection efficiency, and pDC is the dark-count
probability. Then, for the key-generation rounds, every
party performs Md (0). For the Bell-test rounds, Alice per-
forms A0 = Md (0) or A1 = Md (π/2), Bob1 performs B1

0 =
Md (π/4) or B1

1 = Md (−π/4), and the other Bobs perform
Bi

0 = Bi
1 = Md (π/2) for i ∈ {2, . . . , N − 1}. The key rate of

the direct-transmission protocol is calculated by violation
of the parity-CHSH inequality, the same as in our protocol
for the arbitrary measurement scenario.
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